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A. OZET

Beyaz yaka dolandiricilig, egitimli profesyo-
nellerin, genellikle isletmelerde ya da kamu
kuruluslarinda, finansal kazanc elde etmek
veya kisisel cikarlarini saglamak amaciyla
yasadisl eylemlerde bulunmalarini icerir.
Modern cagin karmasik finansal yapilari ve
teknolojik ilerlemeler, beyaz yaka suclarinin
kapsamini ve karmasikligini artirmistir. Bu
nedenle, beyaz yaka dolandinciligin etkili bir
sekilde onlemek ve suclularl adalete teslim
etmek icin yeni stratejiler ve onlemler gelis-
tirmek gunumuzde buyuk ¢nem tasir hale
gelmistir.

ANAHTAR KELIMELER

Beyaz Yaka Dolandirciligi, Ceza Hukukuy,
Sug, Alinabilecek Onlemler.
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I. THE CRIME OF WHITE-COLLAR
FRAUD AND TYPES

White-collar fraud is considered the most common

white-collar crime and encompasses many different crimes.

These crimes are usually committed on a large scale and

are characterized by the involvement of many employees.

According to international law, white-collar fraud is a crime

used to steal or damage the financial information of a com-

pany or individual. For instance, an employee transferring
the company’s money to their own account or using the

company’s assets for personal gain is considered white-col-
lar fraud. However, the nature of white-collar crimes is con-

stantly evolving with new technological developments and
changes in business practices.

1. Securities Fraud

Securities fraud is a crime involving individuals providing
false or misleading information to investors in financial

markets. This type of fraud is usually perpetrated by ma-
nipulating stock prices, making false statements, or pro-

viding incorrect information. It appears to cause investors
to make wrong decisions, resulting in significant financial
losses. Securities fraud has the potential to jeopardize the

security of financial markets and undermine investor confi-

dence. Therefore, combating securities fraud is important
to protect the security of financial markets. Companies and

individuals operating in financial markets must take neces-

sary measures to combat securities fraud.
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I. BEYAZ YAKA DOLANDIRICILIGI
SUCU VE TURLERI

Beyaz yaka dolandiricilig, en yaygin beyaz yaka sucu ola-
rak kabul edilir ve bircok farkli sugu kapsar. Bu suglar, ge-
nellikle buyuk 6lcekli olarak islenir ve bircok calisanin yer
almasiyla karakterizedir. Uluslararasi hukuka gore, beyaz
yaka dolandiricilig), bir sirketin veya bireyin finansal bilgi-
lerini calmak veya zarar vermek icin kullanilan bir sugtur.
Ornegin, bir calisanin sirketin parasini kendi hesabina ak-
tarmasi veya sirketin varliklarini kendi ¢ikarlan icin kullan-
masi, beyaz yaka dolandiriciigi olarak kabul edilir. Ancak
beyaz yaka suclarinin dogasi, yeni teknolojik gelismeler ve
is uygulamalarindaki degisikliklerle birlikte surekli olarak
evrim gecirmektedir.

1. Menkul Kiymetler Dolandiricilig:

Menkul kiymetler dolandiricilig, finansal piyasalarda birey-
lerin yatinmecilara yanlis veya yaniltici bilgi vermesiniiceren
bir sugtur. Bu tur dolandiricilik, genellikle hisse senedi fi-
yatlarini manipule etmek, yanlis aciklamalar veya yanlis
ifadeler yapmak suretiyle gerceklestirilir. Bu durum, yati-
rimcilarin yanlis kararlar almalarina neden olabilir ve sonug
olarak 6nemli mali kayiplar yasanabilir. Menkul kiymetler
dolandiriciligy, finansal piyasalarin guvenligini tehlikeye
sokabilir ve yatirnmcilarin gavenini sarsabilir. Bu nedenle,
menkul kiymetler dolandiriciigina karsi mucadele etmek,
finansal piyasalarin guvenligini korumak icin 6nemlidir. Fi-
nansal piyasalarda faaliyet gosteren sirketlerin ve bireylerin,
menkul kiymetler dolandiriciligina karsi mucadele etmek
icin gerekli onlemleri almalari gerekmektedir.

3 ®m GSIBRIEF



2. Bank Fraud

Bank fraud is the act of deliberately deceiv-
ing financial institutions by deliberately
providing false information. The most com-
mon form is identity theft, which uses oth-
ers’ personalinformation to create fake pro-
files used to open fake accounts. Recently,
as technology and banking methods have
changed, fraudsters have developed new
methods. Therefore, financial institutions
and customers must work together to
combat bank fraud. Financial institutions
can help combat bank fraud by providing
education and awareness programs to
their customers. Customers must also take
necessary precautions to conduct their fi-
nancial transactions securely. In this way; it
is possible to protect financial security and
combat bank fraud.

3. Insurance Fraud

Insurance fraud is the act of an individual
or company attempting to deceive an insur-
ance company to receive a false payment.
This type of fraud can manifest in ways
such as exaggerating damages, staging
accidents, or providing false information
in insurance claims. Insurance fraud can
lead to financial losses for insurance com-
panies and higher premiums for policy-
holders. Therefore, combating insurance
fraud is important to protect the security
of insurance companies. Insurance com-
panies must carefully examine insurance
claims and take measures against provid-
ing false information. Policyholders must
also be cautious against insurance fraud
and provide accurate information to insur-
ance companies. In this way, it is possible
to combat insurance fraud and protect the
security of insurance companies.

II. MEASURES TO PRE-
VENT WHITE-COLLAR
FRAUD

White-collar fraud is a crime that seriously
threatens the financial security of compa-
nies. To prevent such crimes, it is crucial for
companies to measure the ethical values of
candidates and conduct reference checks
during the hiring process. Various methods
are used to measure candidates’ ethical val-
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2. Banka Dolandiricilig:

Banka dolandiricilig, finansal kurumlara ka-
sitli olarak yanlis bilgi vererek aldatma ey-
lemidir. En yaygin sekli, baskalarinin kisisel
bilgilerini kullanarak sahte hesaplar agmak
icin kullanilan kimlik hirsizigidir. Son za-
manlarda, teknoloji ve bankacilik yontem-
leri degistikce, dolandiricilar yeniyontemler
gelistirmistir. Bu nedenle, finansal kurum-
lar ve musteriler birlikte calisarak banka
dolandiriciligina karsi mtcadele etmelidir.
Finansal kurumlar, musterilerine egitim ve
bilinglendirme programlari sunarak, banka
dolandiriciligina kargi mucadele etmeleri-
ne yardimci olabilmektedir. Musteriler de
finansal islemlerini guvenli bir sekilde ger-
ceklestirmek icin gerekli onlemleri almak
zorundadir. Bu sekilde, finansal gavenligi
korumak ve banka dolandiriciligina karsi
mucadele etmek mamkundar.

3. Sigorta Dolandiricilig:

Sigorta dolandiriciligl, bir bireyin veya sir-
ketin sigorta sirketini aldatmaya calismasi
ve yanlis bir 6deme almak icin girisimde
bulunmasidir. Bu tur dolandiricilik, zarar-
lari abartmak, kazalari sahnelemek veya si-
gorta taleplerinde yanlis bilgi vermek gibi
sekillerde ortaya c¢ikabilir. Sigorta dolandi-
rniciligy, sigorta sirketleri icin mali kayiplara
ve sigortalilar i¢in daha yuksek primlere
yol acabilmektedir. Bu nedenle, sigorta
dolandinciligina karsi mucadele etmek, si-
gorta sirketlerinin gavenligini korumak icin
onemlidir. Sigorta sirketleri, sigorta taleple-
rini dikkatlice incelemeli ve yanlis bilgi ver-
meye karsi 6nlem almalidir. Sigortalilar da
sigorta dolandiriciligina karsi dikkatli olmali
ve sigorta sirketlerine dogru bilgi vermelidir.
Bu sekilde, sigorta dolandiriciligina karsi
mucadele edilebilmekte ve sigorta sirket-
lerinin guvenligi korunabilmektedir.

Il. BEYAZ YAKA DOLAN-
DIRICILIGINA KARSI
ALINABILECEK TEDBIR-
LER

Beyaz yaka dolandiriciligy, sirketlerin finan-
sal guvenligini ciddi sekilde tehdit eden
bir suctur. Bu tur suclarin énlenmesi igin,
sirketlerin ise alim sureclerinde adaylarin
etik degerlerini 6lcimlemesi ve referans
kontroli yapmasi bayuk 6nem tasir. Aday-
larin etik deg@erlerini lcumlemek igin cesitli

m BiLGIi NOTU

White-collar fraud is
a crime that seriously
threatens the financial
securily of companies.

Bevaz vaka dolandir:-
cihig, sirketlerin finan-
sal giivenligini ciddi
sekilde tehdit eden bir
sucltur.
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ues. Forexample, an ethics survey can measure candidates’
tendencies to exhibit ethical behaviors in the workplace.
Similarly, personality tests can provide information about
candidates’ ethical values such as honesty, responsibility,
and work ethics. Interviews can also be used to understand
candidates’ past experiences and how they will behave in
the workplace. Additionally, reference checks can be con-
ducted to investigate candidates’ backgrounds. This canin-
volve contacting previous employers, requesting reference
letters, conducting phone interviews, or checking social
media accounts. These methods greatly benefit companies
in conducting a safer and more ethical hiring process.

The development and awareness of current employees are
also critical factors in preventing white-collar fraud. Com-
panies should provide high-level management support to
human resources and internal audit teams, offering contin-
uous development opportunities to employees. These de-
velopment programs help employees internalize the com-
pany culture and principles and detect potential abuses.
Additionally, effective reward and sanction systems should
be established to encourage employees to report abuses.
In this way, companies ensure that their employees are di-
rected towards ethical behaviors and the overall security of
the company is maintained.

In addition to these measures, companies must take further
steps to protect their financial security. Using secure pay-
ment systems, regularly checking accounting transactions,
establishing internal audit teams, providing training and
awareness programs to employees, having a responsible
management structure, using secure data management
practices, implementing risk management practices, es-
tablishing audit and control mechanisms, encouraging em-
ployee participation, and offering development programs
are important measures to protect the financial security of
companies and safeguard against white-collar fraud.

I1l. CONCLUSION

White-collar fraud is one of the biggest security threats
in the modern business world. This crime threatens the
financial stability of companies and requires proactive
measures to prevent it. Companies must meticulously ex-
amine candidates’ backgrounds and references during the
hiring process, organize training programs to strengthen
employees’ ethical values, and ensure that financial trans-
actions are conducted transparently and securely. Combat-
ing white-collar fraud is critical to protecting the financial
security of companies. Companies must develop and im-
plement effective strategies against this threat. This means
regularly auditing financial transactions, ensuring employ-
ees are educated on financial matters, and strictly enforcing
the company’s financial policies.

Additionally, companies can use technology to combat
white-collar fraud. For instance, Al-based systems can
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yontemler kullanilmaktadir. Ornegin, etik degerler anketi
ile adaylarin igyerinde etik davranislar sergileme egilimle-
rini 6lgmek mumkundur. Keza, kisilik testleri, adaylarin du-
rustluk, sorumluluk ve is ahlaki gibi etik degerleri hakkinda
bilgi verebilmektedir. Mulakatlar da adaylarin gegcmis de-
neyimlerini ve isyerinde nasil davranacaklarinianlamak icin
kullanilabilmektedir. Ayrica, referans kontrolu ile adaylarin
gecmisini arastirmak mumkundur. Bu, dnceki isyerleri ile
temas kurulmasi, referans mektuplari talep edilmesi, tele-
fon gorusmeleri yapilmasi veya sosyal medya hesaplarinin
kontrol edilmesi seklinde olabilir. Bu yontemler, sirketlerin
daha guvenlive etik birise alim sureci gerceklestirmelerine
buyuk fayda saglamaktadir.

Mevcut ¢alisanlarin gelisimi ve farkindaliginin artinlmasi da
beyaz yaka dolandiriciligi sugunu 6nlemede kritik bir faktor-
dur. Sirketler, insan kaynaklari ve i¢c denetim ekiplerine tst
duzey yonetim destegi saglayarak, calisanlara surekli geli-
sim firsatlan sunmalidir. Bu gelisim programlari, calisanlarin
sirket kultaranu ve ilkelerini i¢sellestirmesine ve potansiyel
suistimalleri tespit etmesine yardimci olmaktadir. Ayrica, ¢a-
lisanlarin suistimalleri raporlamasini tesvik etmek icin, etkili
odul ve yaptinm sistemleri kurulmalidir. Bu sekilde, sirketler
calisanlarinin etik davraniglara yonlendirilmesini ve sirketin
genel guvenligini saglamaktadir.

Sirketler, bu 6nlemlerin yani sira, finansal gavenligini ko-
rumak icin daha fazla 6nlem almalidir. Gvenli 6deme sis-
temlerini kullanmak, muhasebe islemlerini duzenli olarak
kontrol etmek, i¢ denetim ekiplerini kurmak, ¢alisanlarina
egitim ve farkindalik programlari sunmak, sorumlu yénetim
yapisina sahip olmak, gavenli veri yénetimi uygulamalari
kullanmak, risk yonetimi uygulamalari kullanmak, denetim
ve kontrol mekanizmalarini kurmak, ¢calisanlarinin katiimini
tesvik etmek ve gelisim programlari sunmak gibi 6nlemler,
sirketlerin finansal guvenligini korumak ve beyaz yaka do-
landirniciligina karsi korunmasini saglamak i¢cin dénemlidir.

I11. SONUC

Beyaz yaka dolandiriciliggi, modern is danyasinin en buyuk
guvenlik tehditlerinden biridir. Bu sug, sirketlerin finansal
istikrarini tehdit etmektedir ve énlenmesi icin proaktif on-
lemler alinmasi gerekmektedir. Sirketler, ise alim sureglerin-
de adaylann gecmisini ve referanslarini titizlikle incelemeli,
calisanlarin etik degerlerini guclendirmek icin egitim prog-
ramlar duzenlemeli ve finansal islemlerin seffaf ve guvenli
bir sekilde yurutulmesini saglamalidir. Beyaz yaka dolan-
dinciligina kargi macadele, sirketlerin finansal guvenligini
korumak igin kritik 6Gneme sahiptir. Sirketler, bu tehdide kar-
sI etkili stratejiler gelistirmeli ve uygulamalidir. Bu, finansal
islemlerin duzenli olarak denetlenmesi, calisanlarin finansal
konularda egitimli olmasi ve sirketin finansal politikalarinin
siki bir sekilde uygulanmasi anlamina gelmektedir.

Ayrica, sirketler beyaz yaka dolandiriciligina karsi muca-
dele igin teknolojiyi de kullanabilmektedir. Ornegin, yapay
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BiLGi NOTU

detect abnormal activities in financial transactions and
alert companies to potential threats. Thus, companies
can secure their financial stability and minimize the risks
arising from white-collar fraud. In conclusion, combating

white-collar fraud is an important step to protect the finan-

cial security of companies. Companies must develop and

implement effective strategies against this threat. Regular-

ly auditing of financial transactions, educating employees
on financial matters, and strictly enforcing the company’s
financial policies are necessary.

zeka tabanli sistemler, finansal islemlerde anormal faali-
yetleri tespit edebilmekte ve sirketleri olasi tehditlere karsi
uyarabilmektedir. Boylece, sirketler finansal istikrarlarini
guvence altina alabilmekte ve beyaz yaka dolandiriciigin-
dan kaynaklanan riskleri minimize edebilmektedir. Sonu¢
olarak, beyaz yaka dolandiriciligina karsi mucadele, sirket-
lerin finansal guvenligini korumak i¢in 6nemli bir adimdir.
Sirketler, bu tehdide karsi etkili stratejiler gelistirmeli ve
uygulamalidir. Finansal islemlerin duzenli olarak denet-
lenmesi, calisanlarin finansal konularda egitimli olmasi ve
sirketin finansal politikalarinin siki bir sekilde uygulanmasi
gerekmektedir.
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B. KEY TAKEAWAYS

(i) White-collar fraud involves educated professionals en-
gaging in illegal activities within businesses or public insti-
tutions to gain financial benefits or protect their personal
interests. These types of crimes are usually committed on
a large scale and in an organized manner.

(i) Securities fraud is carried out with the aim of manipulat-
ing financial markets by deceiving investors with mislead-
ing information. This can lead to investors making wrong
decisions and suffering significant financial losses.

(iii) Bank fraud is the act of deceiving financial institutions
by providing false information. The most common form is
identity theft, and therefore, banks and customers must
work together to take measures against fraud.

(iv) Insurance fraud is committed with the aim of obtain-
ing unjust payments by attempting to deceive insurance
companies. This can result in financial losses for insurance
companies and higher premiums for policyholders.

(v) To prevent white-collar fraud, it is crucial to measure the
ethical values of candidates during the hiring process and
conduct reference checks. Ethical value surveys, personal-
ity tests, and interviews can be used in this process.

(vi) Continuously educating current employees on ethical
values plays a critical role in reducing the risk of white-collar
fraud. Employees should be informed about the company
culture and principles, reporting systems for abuses should
be established, and incentives should be provided.

(vii) Companies should use secure payment systems, regu-
larly check accounting transactions, and establish internal
audit teams to protect their financial security.

(viii) It is possible to reduce the risk of white-collar fraud by
using technology. Al-based systems can detect anomalies
in financial transactions and alert companies to potential
threats.

(ix) Combating white-collar fraud is crucial for ensuring
the financial security of companies. Companies should en-
sure regular audits of financial transactions, educate their
employees on financial matters, and strictly enforce their
financial policies.

(x) Fighting white-collar fraud requires the joint effort and
cooperation of businesses, law enforcement agencies, and
society. This can be achieved through raising awareness,
organizing training sessions, and sharing information.
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B. ANA CIKARIMLAR

(i) Beyaz yaka dolandiriciligy, egitimli profesyonellerin is-
letmelerde veya kamu kuruluslarinda finansal kazancg sag-
lamak veya kisisel ¢ikarlarini korumak amaciyla yasadisi
eylemler gerceklestirmelerini icerir. Bu tur suclar genellikle
buyuk 6lgekli ve organize olarak islenir.

(ii) Menkul kiymetler dolandiriciligy, yatinmcilari yaniltic bil-
giyle aldatarak finansal piyasalart manipule etme amaciyla
gerceklestirilir. Bu durum, yatinmcilarin yanlis kararlar al-
masina ve dnemli mali kayiplara ugramasina neden olabilir.

(iii) Banka dolandiricilig, finansal kurumlara yanlis bilgi ve-
rerek aldatma eylemidir. En yaygin sekli kimlik hirsizigidir
ve bu nedenle bankalar ve musteriler birlikte calisarak do-
landinciliga karsi 6nlemler almalidir.

(iv) Sigorta dolandiricilig, sigorta sirketlerini aldatmaya ¢a-
lisarak haksiz 6deme elde etmek amaciyla gergeklestirilir.
Bu durum, sigorta sirketleri icin mali kayiplara ve sigortalilar
icin daha yuksek primlere yol acabilir.

(v) Beyaz yaka dolandiriciliginin énlenmesi igin ise alim su-
reclerinde adaylarin etik degerlerini 6lcimlemek ve refe-
rans kontrolu yapmak buyuk 6nem tasir. Etik degerler anketi,
kisilik testleri ve mualakatlar bu suregte kullanilabilir.

(vi) Mevcut galisanlarin etik degerler konusunda surekli
olarak egitilmesi, beyaz yaka dolandiriciligi riskini azaltma-
da kritik bir rol oynar. Calisanlara sirket kaltura ve ilkeleri
hakkinda bilgi verilmeli, suistimalleri raporlama sistemleri
kurulmali ve tesvikler saglanmalidir.

(vii) Sirketler, finansal gtvenligini korumak igin gtvenli
odeme sistemleri kullanmali, muhasebe islemlerini duzenli
olarak kontrol etmeli ve i¢ denetim ekipleri kurmalidir.

(viii) Teknolojiyi kullanarak beyaz yaka dolandiriciligi riskini
azaltmak mumkundur. Yapay zeka tabanli sistemler, finan-
sal islemlerdeki anormallikleri tespit edebilir ve sirketleri
olasi tehditlere karsi uyarabilir.

(ix) Beyaz yaka dolandiriciligina karsi mucadele, sirketlerin
finansal guvenligini saglamak i¢in cok onemlidir. Sirketler,
finansalislemlerin duzenli olarak denetlenmesini saglamali,
calisanlarini finansal konularda egitmeli ve finansal politika-
larini siki bir sekilde uygulamalidir.

(x) Beyaz yaka dolandiriciligina karsi mucadelede isletme-
lerin, kanun uygulayici kurumlarin ve toplumun ortak calis-
masi ve igbirligi gereklidir. Bu, farkindaligi artirma, egitimler
duzenleme ve bilgi paylasimi yoluyla gerceklestirilebilir.
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