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This research examines the legal and technical aspects of digital evidence

within the context of criminal proceedings, the importance of this type of

evidence in judicial processes and the status of the current legal regula-

tions in this field.

Bu calismada; dijital delillerin ceza yargilamasindaki hukuki ve teknik bo-
yutlar ele alinarak, bu delil tiirtiniin yargisal siireclerdeki 6nemi ve bu
alandaki yasal diizenlemelerin giincel durumu degerlendirilmektedir.
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I.INTRODUCTION

The exponential growth of technology and
its ubigquitous integration into contemporary
society have rendered digitalization an indis-
pensable facet of modern life. Encompassing
a broad spectrum of activities, from social
interactions to legal and financial transac-
tions, the majority of daily endeavors are now
conducted within digital ecosystems. In the
everyday lives of people and organizations,
for instance, digital infrastructures that of-
fer access to public services like E-Devlet,
E-Nabiz, Web Tapu, Mersis, e-commerce plat-
forms, and social media platforms are crucial.
These platforms are used in many areas such
as the exchange of goods and services, ac-
cess to public services, social interaction and
communication. The penetration of digital
transformation into all areas of life has also
transformed the methods of committing of-
fences, and digital evidence has gained an
important place in criminal proceedings.
New types of crimes committed in digital
environments have emerged, new methods
have been developed in which information
technologies are used in the commission
of traditional crimes, and situations where
evidence suitable for proving the crime can
be accessed electronically have become
widespread. This situation has led to the
inadequacy of combatting crimes with tra-

I. GiRiS

Gunumuzde teknolojinin hizla gelismesiy-
le hayatimizin her alanina sirayet etmesi,
dijitallesmeyi kacginilmaz hale getirmistir.
Sosyal iligkilerimizden hukuki ve finansal is-
lemlere kadar uzanan genis bir yelpazede,
gunluk islerimizin buayuk bir bolumu artik
dijital ortamlarda yuratalmektedir. Ornegin
E-devlet, E-nabiz, Web Tapu, Mersis gibi
kamu hizmetlerine erisimin saglandig diji-
tal altyapilar, e-ticaret platformlari ve sosyal
medya platformlari, bireylerin ve kurumlarin
gunluk yasamlarinda 6nemli bir rol oynamak-
tadir. Bu platformlar, mal ve hizmet alisverisi,
kamu hizmetlerine erisim, sosyal etkilesim
ve haberlesme gibi bircok alanda kullanil-
maktadir. Dijital donasumun yasamin her
alanina sirayet etmesi, su¢ isleme yontem-
lerini de donusturerek dijital delillerin ceza
yargilamasinda 6énemli bir yer edinmesini
saglamistir. Dijital ortamlarda gerceklestiri-
len yeni sug tipleri ortaya ¢cikmisg, geleneksel
suclarinislenmesinde bilisim teknolojilerinin
kullanildigi yeni yontemler gelistirilmis ve su-
cun ispatina elverisli delillerin elektronik or-
tamda erisilebildigi durumlar yayginlasmistir.
Bu durum, ceza yargilamasinda geleneksel
yontemlerle suclarla mucadele edilmesinin
yetersiz kalmasina sebep olmustur. Bu bag-
lamda, ceza muhakemesi sureclerinde dijital
delillere olan ihtiyag¢ artmig; 5271 sayili Ceza

ditional methods in criminal proceedings. In
this context, the need for digital evidence in
criminal proceedings has increased; digital
evidence has been accepted and regulated
in criminal proceedings with the protection
measures regulated in Articles 134 and 135
of the Code of Criminal Procedure No. 5271
(“Code No. 5271"). In this article, the legal
and technical aspects of digital evidence will
be analysed and the place and importance of
this type of evidence in criminal proceedings
will be evaluated.

Il. THE CONCEPT OF DIG-
ITAL EVIDENCE

The concept of digital evidence general-
ly refers to any data produced, processed,
stored or transferred on information systems
or networks and used as evidence in legal
proceedings’.

Various sources offer divergent definitions of
this concept. For instance, the United States
Department of Justice’s Guide for Law En-
forcement characterizes digital evidence as
“binary format information stored or transmit-
ted on a computer that can be used as evi-
dencein court”2 Collectively, numerous defi-
nitions converge on the notion that digital
evidence constitutes digital data employed
to ascertain the commission of a crime.

HUKUKTA DIJITAL DELILLERIN ONEMI

Muhakemeleri Kanunu'nun (“5271 sayili
Kanun”) 134. ve 135. maddelerinde duzen-
lenen koruma tedbirleriile dijital deliller ceza
muhakemesinde kabul edilmistir ve duzenle-
me alani bulmustur. Makalemizde, dijital de-
lillerin hukuki ve teknik boyutlariincelenerek
bu delil turunun ceza yargilamasindaki yeri
ve 6nemi degerlendirilecektir.

11. DiJITAL DELIL KAVRA-
MI

Dijital delil kavrami, genel anlamiyla bilisim
sistemleri veya aglar Uzerinde uretilen, isle-
nen, depolanan veya aktarilan yasal sureg-
lerde kanit olarak kullanilan her turlu veriyi
ifade eder.

Bu kavram, farkli kaynaklarda gesitli sekiller-
de tanimlanmistir. Ornegin Amerika Birlesik
Devletleri Adalet Bakanligi Adli Bilisim Sorus-
turmalari Kilavuzu’nda dijital delil, “bilgisayar
ortaminda saklanan veya iletilen, mahkeme-
de delil olarak kullanilabilen ikili bigimli bilgi”
olarak tanimlanir2. Genel olarak, birgok tanim
dijital delilin, bir sucun islenip islenmedigini
tespit etmekigin kullanilan dijital veri oldugu-
nu ifade etmektedir.
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I1l. CHARACTERISTICS
OF DIGITAL EVIDENCE

In order for evidence to be considered val-
id, it must have various elements. These
elements include; the evidence must have
been obtained in accordance with the law,
the evidence must be accessible (availabil-
ity), it must be rational, it must be in accor-
dance with reality, it must accurately reflect
the event to be proved (relevance), it must be
important in terms of proof, it must not con-
tradict other evidence (commonality), it must
be based on a solid and reliable foundation
and, of course, it must be available. The exis-
tence of all of these elements is an absolute
requirement for the admissibility of evidence
in the judicial process.

In addition to these qualities that must be
present in all kinds of evidence due to their
computational nature, digital evidence
has a number of qualities that are different
from classical evidence. In our study, these
distinctive qualities of digital evidence will
be examined under six different headings:
having a hidden structure, being copyable
and reproducible, being easily altered or de-
stroyed, being international in nature, being
difficult to determine their ownership, and
being dynamic and variable in nature.

A. The Hidden Structure of
Digital Evidence

One of the most prominent characteristics of
digital evidence that distinguishes it from oth-
er evidence is that it has a hidden structure
that is invisible at first glance, as in the case
of DNA and fingerprint evidence?. However,
unlike digital evidence, the concretization of
this evidence can be done at the time of the
first examination at the crime scene. Unlike
physical evidence, digital evidence does
not have a tangible existence, and therefore
the examination process may be longer and
more difficult. This examination entails ren-
dering digital evidence tangible through the
utilization of technological devices.

Since electronic devices have a tangible
structure, the technological devices at the
crime scene are taken into consideration
and these devices are examined with meth-
ods specific to digital evidence. The digital
applications and stored data residing within
these devices contribute significantly to the
materialization of evidence.

111. DiJiTAL DELILLERIN
OZELLIiKLERI

Bir delilin gecerli kabul edilebilmesi igin ¢ce-
sitli unsurlara sahip olmasi gerekmektedir.
Bunlar arasinda; delilin hukuka uygun bir
sekilde elde edilmis olmasi, delile ulasila-
bilmesi (elde edilebilirlik), mantik ve akla
uygun (rasyonel) olmasi, gergeklige uygun
olmasi, ispat edilmek istenen olayl dogru
bir sekilde yansitmasi (maksada elverislilik),
ispat bakimindan 6nemli bir nitelik tasima-
si, diger delillerle gcelismemesi (mustereklik),
saglam ve guvenilir bir temele dayanmasi ve
tabi ki elde edilebilir olmasi sayilabilir. Bu un-
surlarin tamaminin varligi, delilin yargilama
surecinde kabul edilebilirligi agisindan mut-
lak bir gerekliliktir.

Dijital deliller, bilisimsel dogalarn geregi her
nevi delilde bulunmasi gereken bu nitelikle-
rin yaninda klasik delillerden farkli birtakim
niteliklere sahiptir. Calismamizda dijital delil-
lerin ayirt edici bu nitelikleri; gizli bir yapiya
sahip olmalari, kopyalanabilir ve cogaltilabi-
lirolmalari, kolaylikla degistirilebilir veya yok
edilebilir olmalari, uluslararasi nitelikte olma-
lari, aidiyet tespitlerinin zor olusu ve dinamik
ve degisken yapida olmalari olmak tzere alti
ayri baslikta irdelenecektir.

A. Dijital Delillerin Gizli Yapisi

Dijital delilleri diger delillerden ayiran en
belirgin niteliklerinden biri, DNA ve parmak
izi delilinde oldugu gibi ilk bakista gozle go-
ralmeyen, gizli bir yapiya sahip olmalaridir®,
Ancak fiziksel delillerin somutlastinlmasi, di-
jital delillerden farkli olarak olay yerinde ilk
inceleme aninda yapilabilmektedir. Dijital
delillerin ise, fiziksel delillerin aksine somut
bir varliga sahip olmamalar sebebiyle ince-
lenme surecleri daha uzun ve mesakkatli ola-
bilmektedir. Bu inceleme, dijital delilin tek-
nolojik aygitlar vasitasiyla irdelenerek somut
bir hale getirilmesi ile gerceklestirilmektedir.

Elektronik aygitlarin somut bir yapiya sahip
olmasi nedeniyle dijital delillerin tespiti ya-
pilirken, éncelikle olay yerindeki teknolojik
aygitlar dikkate alinarak bu aygitlarin dijital
delillere 6zgu yontemlerle incelemesi ger-
ceklestirilmektedir. Bu aygitlarda yer alan di-
jitaluygulamalar ve depolanan veriler delilin
somutlastirlmasinda rol oynamaktadirlar.

However, apart from the cases where tech-
nological devices used in the crime and
having a physical existence are examined,
digital evidence can also be obtained by
accessing the digital space in the compu-
tational world where the criminal act was
committed. Therefore, in practice, digital
evidence must be concretized through an
examination that requires a certain period
of time or a technical method. This examina-
tion is carried out by forensic informatics ex-
perts who have technical equipment in this
field. This unique secret structure of digital
evidence, which requires a technical exam-
ination process in terms of concretization, is
one of the features that distinguishes it from
other types of evidence.

B. The Copyable and Repro-
ducible Structure of Digital
Evidence

Digital evidence exhibits the unique char-
acteristic of being copied countless times
without degradation. Each replica is an exact
facsimile of the original, enabling multiple
copies to be examined independently and
concurrently by various experts for diverse
purposes, while the original data remains
pristine*. This structure arises from the inher-
ent capacity of digital devices to precisely
replicate the code sequences constituting
data. This characteristic of digital evidence
expedites the examination process and fa-
cilitates the presentation of such evidence
within judicial proceedings®.

C. Easily Altered or Destroyed
Structure of Digital Evidence

The memory state of computer systems
undergoes constant modification during
routine operation. These alterations can
be attributed to user-initiated actions, such
as saving or copying data, or to automated
processes executed by the operating sys-
tem, including memory allocation and data
swapping® Consequently, digital data are
susceptible to corruption or destruction
even under normal usage conditions. This
inherent characteristic of digital evidence
necessitates a meticulous approach to fo-
rensic examination.

In addition, although digital evidence can
be easily altered, it should not be ignored
that these alterations and manipulations
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Bununla birlikte, sucta kullanilan ve fiziki bir
varligi bulunan teknolojik aygitlarin incelen-
digi durumlar disinda, bilisimsel dunyada
suc konusu fiilin gerceklestirildigi dijital ala-
na erisimin saglanmasi ile de dijital delillere
ulasilabilmektedir. Dolayisiyla uygulamada
dijital delillerin belirli bir stre veya teknik bir
yontem gerektiren birinceleme ile somutlas-
tirlmasi gerekmektedir. Bu inceleme ise, bu
alanda teknik donanima sahip adli bilisim uz-
manlari tarafindan gercgeklestirilmektedir. Di-
jital delillerin, somutlastirilmasi bakimindan
teknik bir inceleme surecine ihtiya¢ duyan
kendine has bu gizli yapisi, onu diger delil
tarlerinden ayiran 6zelliklerden biridir.

B. Dijital Delillerin Kopyala-
nabilmesi ve Cogaltilabilmesi

Dijital deliller, bozulmadan sayisiz kez kop-
yalanabilme 6zelligine sahiptir; her kopya
orijinaliyle tamamen ayni 6zelliklere sahiptir.
Bu essiz niteligi sayesinde, delilin birden fazla
kopyasi farkli uzmanlar tarafindan bagimsiz
olarak ve ayni anda farkli amaglarla incele-
nebilirken orijinal veri etkilenmez*. Zira dijital
cihazlarda, verileri olusturan kod dizilimleri-
nin birebir aktarilmasi icin gerekli komut ve
yontemler bulunmaktadir. Dijital delillerin
bu niteligi, incelenme sureclerini hizlandirdi-
@1 gibi bu delillerin mahkemeye sunulmasini
da kolaylastirmaktadir®.

C. Dijital Delillerin Kolaylikla
Degistirilebilir veya Yok Edi-
lebilir Olmalan

Normal kullanim sirasinda, bilgisayar sistem-
lerinin hafiza durumlari strekli olarak degi-
sime ugrar. Bu degisim, kullanici talimatlari
(6rnegin, veri kaydetme, kopyalama) veya
bilgisayar isletim sistemi tarafindan otomatik
olarak gerceklestirilen islemler (6rnegin, bel-
lek ayirma, veri takasi) nedeniyle meydana
gelebilmektedir®. Bu sebeple, dijital veriler
normal kullanim esnasinda dahi bozulma
veya yok olma riski ile karsi karsiyadir. Dijital
delillerin bu niteligi, bu tur delillere yonelik
adliincelemelerde daha titiz bir yaklagim ge-
rektirmektedir.

Buna ek olarak, her ne kadar dijital deliller
Uzerinde kolaylikla degisiklik yapilabilse de
yapilan bu degisiklik ve manipulasyonlarin
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can be detected by methods developed by
experts.

D. International Nature of
Digital Evidence

A salient characteristic of digital evidence
is its capacity to transcend geographical
boundaries. Given the intricate network of
electronic communication, digital data can
be dispersed across the globe’. This circum-
stance renders the acquisition of digital ev-
idence within judicial proceedings notably
complex.

Even identifying the source of a piece of
digital evidence can pose significant chal-
lenges. The situation is further complicated
if the source is located in a country outside
the jurisdiction of the relevant country. For
instance, data accessed through cloud tech-
nologies or internet infrastructure may be
physically stored in a different country.

Therefore, the acquisition of digital evidence
takes on an international character. Judicial
authorities have to cooperate not only with
institutions in their own country, but also with
authorities in foreign countries and interna-
tional organizations. The insufficiency of in-
ternational judicial cooperation mechanisms
is an important obstacle in this process.

E. Difficulty in Determining the
Ownership of Digital Evidence

The primary reason for the international
scope of digital evidence, transcending geo-

uzmanlarca gelistirilen yontemlerle tespit
edilebildigi de goéz ardi edilmemelidir.

D. Dijital Delillerin Uluslarara-
s1 Niteligi

Dijital delillerin en belirgin 6zelliklerinden biri,
cografi sinirlan asabilen bir yapiya sahip ol-
malaridir. Ozellikle elektronik cihazlar arasin-
daki yogun iletisim agi goéz 6nune alindigin-
da, dijital verilerin dunya genelinde dagilmis
olabilecegi gorulmektedir’. Bu durum, adli
sureclerde dijital delil toplama islemini olduk-
ca karmasik hale getirmektedir.

Bir dijital delilin kaynaginin belirlenmesi dahi
buyuk zorluklar icerebilir. Kaynak, ilgili ulke-
nin yargi yetkisinin diginda bir tlkede bulunu-
yorsa, durum daha da karmasiklasir. Ornegin,
bulut teknolojileri veya internet altyapisi Uze-
rinden erisilen veriler, fiziksel olarak farkli bir
Ulkede depolaniyor olabilir.

Bu nedenle, dijital delil toplama islemi, ulus-
lararasi bir karakter kazanmaktadir. Adli ma-
kamlar, sadece kendi ulkesindeki kurumlar-
la degil, yabanci ulkelerdeki ve uluslararasi
kuruluslardaki yetkililerle de is birligi yap-
mak zorunda kalmaktadir. Uluslararasi adli
yardimlasma mekanizmalarinin yetersizligi,
bu surecte 6nemli bir engel olarak karsimiza
cikmaktadir.

E. Dijital Delillerin Aidiyetinin
Belirlenmesinin Gicligi

Dijital delillerin cografi sinirlari asan ulus-
lararasl bir yapida olmasinin temel nedeni,

graphical boundaries, lies in its accessibility
for creation by any individual. However, this
ease of production significantly complicates
the determination of ownership. In particu-
lar, environments prioritizing anonymity,
such as the internet, obfuscate the identifi-
cation of data sources. Even if the origin of
information is ascertained, determining the
true owner of that source remains a distinct
challenge. This predicament necessitates
the development of innovative evidentiary
methodologies to substantiate ownership
within legal proceedings. Technologies
such as secure electronic signatures have
emerged as pivotal solutions for establish-
ing ownershipé®.

F. The Evolving and Mutable
Nature of Digital Evidence

Another salient characteristic of digital ev-
idence is its mutable and evolving nature®.
The rapid advancement of technology af-
fects both the methods of producing digital
evidence and the ways in which it is stored
and processed. This rapid change creates
significant difficulties in the processes of
examining and evaluating digital evidence.

IV. LEGAL REGULATIONS
REGARDING DIGITAL EV-
IDENCE

The international nature of digital evidence
has brought about the need to determine
common standards in legal regulations to be
made in this field; in the process, countries
and international legal personalities have
carried out various legal studies in cooper-
ation with each other in order to determine
aninternational legal framework in this field.

As a result of these international studies, im-
portant regulations have been made in the
legislation of many countries regarding infor-
mation technologies. However, these regu-
lations are not yet considered fully sufficient
due to the dynamic structure of the rapidly
changing technological environment. The
continuous development of technology
makes it difficult for legal regulations to keep
up with these developments. However, since
excessively restrictive regulations will cause
fundamental rights and freedoms to be re-
stricted, legal regulations to be made in this
area require a careful approach.
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herkes tarafindan kolayca uretilebilmeleridir.
Ancak bu kolay uretilebilirlik, dijital delillerin
aidiyetinin belirlenmesini oldukg¢a zorlastir-
maktadir. Ozellikle internet gibi anonimligin
o6n planda oldugu ortamlarda, verilerin kay-
nagini tespit etmek oldukga guctur. Bilginin
uretildigi kaynaga ulasilsa dahi, bu kaynagin
gercek sahibinin belirlenmesi ayri bir sorun
olarak kargimiza ¢ikmaktadir. Bu durum, hu-
kuki sureclerde aidiyetin ispati icin yeni ka-
nitlama yontemlerinin gelistirilmesini zorun-
lu kilmaktadir. Guvenli elektronik imza gibi
teknolojiler, aidiyetin belirlenmesi hususun-
da 6nemli bir ¢6zum olarak ortaya ¢cikmistir®.

F. Dijital Delillerin Dinamik ve
Degisken Yapisi

Dijital delillerin bir diger 6nemli 6zelligi, su-
rekli bir degisim ve gelisim icerisinde olma-
landir®. Teknolojinin hizla gelismesi gerek
dijital delillerin uretilmesi gerekse bunlarin
saklanmasi ve islenmesi yontemlerinde de-
gisikliklere yol agmaktadir. Bu hizli degisim,
dijital delillerin incelenmesi ve degerlendi-
rilmesi sureclerinde énemli zorluklar yarat-
maktadir.

IV. DiJiTAL DELILLERE
ILISKiN YASAL DUZEN-
LEMELER

Dijital delillerin uluslararasi yapisi, bu alanda
yapilacak hukuki duzenlemelerde ortak stan-
dartlarin belirlenmesi ihtiyacini beraberinde
getirmis; surec icinde Ulkeler ve milletlerarasi
hukuk kisileri birbirileriyle is birligi icinde bu
alanda uluslararasi bir hukuki cerceve be-
lirlemek amaciyla cesitli hukuki ¢alismalar

yapmistir.

Uluslararasi ¢capta yapilan bu ¢alismalar so-
nucunda, pek cok Ulke mevzuatinda biligim
teknolojilerine iliskin 6Gnemli duzenlemeler
yapilmistir. Ancak bu duzenlemeler, hizla
degisen teknolojik ortamin dinamik yapisi
nedeniyle henuz tam anlamiyla yeterli go-
rulmemektedir. Teknolojinin surekli gelisimi,
hukuki duzenlemelerin bu gelismelere ayak
uydurmasini zorlastirmaktadir. Bununla bir-
likte, asiri derecede kisitlayici duzenlemeler,
temel hak ve 6zgurluklerin kisittanmasina
sebep olacagindan, bu alanda yapilacak
hukuki duzenlemeler dikkatli bir yaklasim
gerektirmektedir.
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However, current international and national
legal regulations are comprehensive enough
to allow us to make a comprehensive assess-
ment of the legal status of digital evidence.
The examples to be examined in this section
will help us better understand the legal di-
mension of digital evidence.

A. Regulations Regarding
Digital Evidence in Interna-
tional Law

Given the transnational nature of cyber-
crimes, which transcend geographical
boundaries, it is impossible to combat them
solely through national legal frameworks.
Consequently, numerous international orga-
nizations are engaged in legal efforts in this
field. The subsequent sections of this paper
will delve into the primary regulations enact-
ed in this domain.

1. United Nations

The evolution of technology has elevated
the significance of digital evidence within
judicial proceedings, gradually supplanting
traditional physical evidence. This paradigm
shift necessitates the establishment of novel
regulations governing the collection, pres-
ervation, and evaluation of digital evidence
by judicial systems. The four fundamental
areas identified by the United Nations with-
in the UNMPCCR framework (coercive mea-
sures, personal data, admissibility of digital
evidence, and international cooperation)™®
underscore the intricate legal challenges
inherent in digital evidence.

The legal and practical implications of coer-
cive procedures employed in the collection
of digital evidence have been a subject of
ongoing discourse. A significant challenge
within this context lies in the complexities as-
sociated with search and seizure operations.
While the rules of search and seizure in crim-
inal proceedings target tangible objects, the
abstract nature of digital data makes it diffi-
cult to apply these rules. However, with the
acceptance of digital data as evidence, the
legal gaps in this area have become even
more apparent.

Assistance obligations are another problem
in this area. In the case of new legal regu-
lations regarding search and seizure in the
examination of digital evidence, the tech-
nical inadequacy of judicial authorities in

Ne var ki, mevcut uluslararasi ve ulusal huku-
ki duzenlemeler, dijital delillerin hukuki sta-
tasu hakkinda kapsamli bir degerlendirme
yapmamiza imkan taniyacak derecede kap-
samlidir. Bu bélumde incelenecek drnekler,
dijital delillerin hukuki boyutunu daha iyi an-
lamamiza yardimci olacaktir.

A. Uluslararasi Hukukta Diji-
tal Delillere iliskin Diizenle-
meler

Bilisim suclarinin cografi sinirlan asan, ulus-
lararasi duzlemde islenmeye elverigli yapisi
nedeniyle, bu suclarla salt ulusal hukuki
duzenlemeler ile mucadele etmenin imkani
bulunmamaktadir. Bu dogrultuda, pek ¢cok
uluslararasi 6rgut bu alanda hukuki galisma-
lar yuratmektedir. Yazimizin devaminda bu
alanda yapilan baslica duzenlemelere yer
verilecektir.

1. Birlesmis Milletler

Teknolojinin ilerlemesiyle birlikte, adli su-
reclerde dijital delillerin 6nemi artmakta ve
dijital deliller geleneksel fiziksel delillerin
yerini almaya baglamaktadir. Bu durum, yar-
gi sistemlerinin; dijital delillerin toplanmasi,
saklanmasi ve degerlendirilmesi konusun-
da yeni duzenlemelere ihtiyac duymasina
neden olmustur. UNMPCCR kapsaminda
Birlesmis Milletlerin belirledigi dort temel
alan (cebri gug, kisisel veriler, dijital delillerin
kabul edilebilirligi ve uluslararast is birligi) °,
dijital delillerin hukuki boyutunda karsilasi-
lan zorluklariiceren alanlar olarak karsimiza
cikmaktadir.

Dijital delil toplamada kullanilan cebri is-
lemlerin mevzuata uygunlugu ve etkinligi
konusunda tartismalar bulunmaktadir. Bu
konudaki en bayuk sorun, arama ve el koy-
mada yasanan gucluklerdir. Zira ceza mu-
hakemesinde arama ve el koyma kurallan
somut esyalari hedef alirken, dijital verilerin
soyut yapisi bu kurallarin uygulanmasini
zorlagtirmaktadir. Dijital verilerin delil olarak
kabul edilmesiyle birlikte, bu alandaki huku-
ki bosluklar daha da belirgin hale gelmistir.

Yardim yukumlulukleri, bu alandaki bir diger
problem olarak kargsimiza ¢cikmaktadir. Dijital
delillerin incelenmesi konusunda arama ve
el koymaya iliskin yeni yasal duzenleme-
ler getirilmesi halinde, adli makamlarin bu
alandaki teknik yetersizligi uygulamalarda
sorunlara yol acabilecektir. Ozellikle; el ko-

this area may cause problems in practice. In
particular, if the delivery of the seized item
is requested, cooperation in obtaining the
data will differ from the assistance expected
in obtaining classical evidence.

However, in the case of monitoring commu-
nications, the balance between the funda-
mental rights of individuals and public safe-
ty must be delicately established. Although
monitoring telecommunications lines and
computer systems is an important tool in
criminal investigations, strong legal safe-
guards must be established to prevent arbi-
trary use of these practices. In this context,
detailed legal regulations must be made re-
garding the scope, duration and procedures
of monitoring authority.

Whether digital evidence can be accepted
as evidence in judicial processes is one of
the biggest debates in this area. This issue
is not just a theoretical debate, but a practi-
cal one that directly concerns the authority
of judicial authorities to collect evidence. In
many jurisdictions, digital data is not accept-
ed as evidence in criminal cases because
it can be easily changed and its originality
cannot be verified™.

Another important problem in this area is
the lack of coordination at the international
level. In order to overcome these difficulties
faced by criminal procedural law, interna-
tional cooperation mechanisms are becom-
ing increasingly important. International
courts such as the European Court of Human
Rights play an important role by assessing
the powers of the relevant authorities within
the framework of Article 8 of the European
Convention on Human Rights (“ECHR"), es-
pecially in matters such as the surveillance of
communications.

2. European Union

The European Union (“EU”) has made vari-
ous regulations to determine the legal status
of digital evidence and to strengthen inter-
national cooperation in this field. Early regu-
lations such as the Data Protection Directive
of 1995" and the Directive on the protection
of private life and the processing of person-
al data in the telecommunications sector of
1997' have determined the principles of
protection of personal data and confidenti-
ality in the telecommunications sector. The
Charter of Fundamental Rights of the Euro-
pean Union has established the principle
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nulacak esyanin tesliminin istenmesi halin-
de, verilerin elde edilmesine yonelik is birligi
klasik delil elde edilmesinde beklenen yar-
dima gore farklilik gosterecektir.

Bununla birlikte iletisimin denetlenmesi du-
rumunda, bireylerin temel haklari ile kamu
guvenligi arasindaki denge hassas bir sekil-
de kurulmalidir. Telekomunikasyon hatlar
ve bilgisayar sistemlerinin denetlenmesi,
ceza sorusturmalarinda 6nemli bir arag olsa
da bu uygulamalarin keyfi olarak kullanil-
masinin énune gecmek icin gucla hukuki
guvenceler olusturulmalidir. Bu baglamda,
denetleme yetkisinin kapsami, suresi ve
usulleri hakkinda detayli yasal duzenleme-
ler yapilmasi gerekmektedir.

Dijital delillerin yargisal sureclerde delil ola-
rak kabul edilip edilemeyecegi, bu alandaki
en bayuk tartisma konularindan biridir. Bu
sorun, sadece teorik bir tartisma olmaktan
Ote, adli makamlarin delil toplama yetkile-
rini dogrudan ilgilendiren pratik bir sorun-
dur. Birgok yargi sisteminde, dijital verilerin
kolaylikla degistirilebilmesi ve orijinalliginin
teyit edilememesinden dolayi ceza davala-
rinda delil olarak kullanilmasi kabul gérme-
mektedir™.

Son olarak bu alandaki 6nemli sorunlardan
digeriise, uluslararasi duzeyde koordinasyon
eksikligidir. Ceza usul hukukunun karsilastigi
bu zorluklarin tstesinden gelmek icin ulusla-
rarasl is birligi mekanizmalar giderek dnem
kazanmaktadir. Avrupa insan Haklar Mahke-
mesi (“AIHM") gibi uluslararasi mahkemeler,
ozellikle iletisimin denetlenmesi gibi konu-
larda, ilgili makamlarin yetkilerini Avrupa in-
san Haklar Sozlesmesi (“AIHS”) 8. maddesi
cercevesinde degerlendirerek dnemli bir rol
ustlenmektedir’2

2. Avrupa Birligi

Avrupa Birligi ("AB"), dijital delillerin hukuki
statusunu belirleme ve bu alanda uluslara-
rasi is birligini gu¢lendirme amaciyla gesitli
duzenlemeler yapmistir. 1995 tarihli Veri
Koruma Direktifi (Data Protection Directive)'®
ve 1997 tarihli telekomunikasyon sektortine
iliskin olarak 6zel hayatin korunmasi ve kisi-
sel verilerin islenmesine iliskin Direktif'* gibi
ilk duzenlemeler, kisisel verilerin korunmasi
ve telekomunikasyon sektorundeki gizlilik
ilkelerini belirlemistir. Avrupa Birligi Temel
Haklar Bildirgesi ise, bireylerin 6¢zel haya-
tina ve kisisel verilerine saygi gosterilmesi
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10 UNMPCCRC, s. 147.

11 UNMPCCRC, s. 171.

12 UNMPCCRC, s. 177.

13 Directive 95/46/EC, (24.11.1995).

14 Directive 97/66/EC, (15.12.1997).
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that individuals’ private life and personal
data must be respected on a legal basis.

In response to the escalating prevalence
of cybercrime, the European Union has es-
tablished a comprehensive framework to
counter digital offenses, encompassing
regulations such as the Council Framework
Decision on Attacks Against Information Sys-
tems'® and the Data Retention Directive'. In-
struments like the European Evidence War-
rant’” and the European Judicial Network
have facilitated judicial collaboration among
member states, enabling the efficient acqui-
sition and dissemination of digital evidence.

The Lisbon Treaty conferred upon the Eu-
ropean Union enhanced authority within
the domain of criminal law, imposing more
binding obligations on member states con-
cerning judicial cooperation and harmoni-
zation. In particular, computer crimes were
defined as cross-border crimes and common
standards were set to combat these crimes.
These developments contributed to the EU
playing a more active role in digital evidence
and progressing towards the establishment
of a common European Criminal and Crimi-
nal Procedure Law.

However, EU regulations on digital evidence
face a number of challenges, including pri-
vacy concerns and legal uncertainties. Reg-
ulations, particularly the Data Retention
Directive, have been criticized for posing
serious threats to individuals’ privacy rights.
Therefore, the EU needs to adopt a balanced
approach to digital evidence and update its
regulations in line with technological devel-
opments.

3. The Council of Europe

The Convention on Cybercrime (“CCC”"),
which emerged as a result of the work of the
Council of Europe (“CoU”), has become an
important milestone in determining the legal
status of digital evidence and strengthening
international cooperation.

The majority of the convention’s regulations
on digital evidence are gathered between
Articles 14 and 21 in the procedural law sec-
tion. The provisions here have determined
the fundamental principles on issues such
as the collection, storage and use of digital
evidence. These articles require party states

gerektigi ilkesini hukuki bir zemine oturt-
mustur.

Siber suclarin artmasiyla birlikte, AB; Bilisim
Sistemlerine Yonelik Saldirilara Dair Cerceve
Karari (Council Framework Decision on Atta-
cks Against Information Systems)'®, Veri Sak-
lama Direktifi (Data Retention Directive)'® gibi
duzenlemelerle dijital suglarla mucadeleye
yonelik kapsamli bir gcerceve olusturmustur.
Avrupa Delil Muzekkeresi (European Eviden-
ce Warrant)" ve Avrupa Yargi Agi (European
Judicial Network) gibi araclar ise, Uye dev-
letler arasinda adli is birligini kolaylastirarak
dijital delillerin etkin bir sekilde toplanmasina
ve paylasilmasina olanak saglamistir.

Lizbon Antlagsmasi ile birlikte, AB; ceza huku-
ku alaninda daha fazla yetkiye kavusmus ve
Uye devletlere adli is birligi ve uyum konusun-
da daha baglayici yukamlalukler getirmistir.
Ozellikle bilgisayar suglari, sinir asan suglar
olarak tanimlanmis ve bu suglarla mucadele
icin ortak standartlarin belirlenmesi 6ngoral-
mustar. Bu gelismeler, AB'nin dijital deliller
konusunda daha etkin bir rol oynamasina ve
ortak bir Avrupa Ceza ve Ceza Muhakemesi
Hukuku olusturma yolunda ilerlemesine kat-
ki saglamistir.

Ancak, AB'nin dijital deliller konusundaki
duzenlemeleri, mahremiyet endiseleri ve
hukuki belirsizlikler gibi bazi zorluklarla karsi
karstyadir. Ozellikle Veri Saklama Direktifi gibi
duzenlemeler, bireylerin mahremiyet hakla-
rina yonelik ciddi tehditler olusturdugu ge-
rekcesiyle elestirilmistir. Bu nedenle, AB'nin
dijital deliller konusunda dengeli bir yakla-
sim benimsemesi ve teknolojik gelismelere
paralel olarak duzenlemelerini gincellemesi
gerekmektedir.

3. Avrupa Konseyi

Avrupa Konseyi'nin (“AK") calismalari ile or-
taya cikan Siber Suclar S6zlesmesi (Conven-
tion on Cybercrime) (“SSS”), dijital delillerin
hukuki statasunu belirleme ve uluslararasi
is birligini guclendirme amaciyla 6nemli bir
doénum noktasi olmustur.

Sozlesmenin dijital delillere dair duzenle-
melerinin buyuk bir kismi, usul hukuku bo-
lumunde yer alan 14. ve 21. maddeler arasin-
da toplanmistir. Burada yer alan hukumler,
dijital delillerin toplanmasi, saklanmasi ve
kullanilmasi gibi konularda temel ilkeleri
belirlemistir. Bu maddeler; taraf devletlerin

to act in accordance with international hu-
man rights standards when making domes-
tic legal arrangements regarding digital ev-
idence.

The Convention requires that the party
states take into account the principles set
out in the ECHR and other international hu-
man rights treaties when making regulations
regarding digital evidence. In this way, it is
aimed to protect the fundamental rights and
freedoms of individuals during the collection
and use of digital evidence. The Convention
establishes a legal framework for the use of
digital evidence by referring to fundamen-
tal legal principles such as the principle of
legality and the principle of proportionality.

In consequence, the CCC has created an in-
ternational cooperation platform to combat
the increasing crimes in the digital world and
has played an important role in determining
the legal status of digital evidence. The
Convention ensures that the parties respect
human rights and observe the rule of law
when making regulations regarding digital
evidence. However, with the rapid develop-
ment of technology, the complexity of digital
evidence is also increasing, which can cre-
ate new challenges in the implementation
process of the Convention. Therefore, the
CCC needs to be constantly updated and
developed.

B. The Role of Digital Evi-
dence within the Turkish
Legal Framework: Examining
the Provisions of the Turkish
Code of Criminal Procedure

Criminal procedure law in Turkiye is based
on a system based on freedom of evidence.
This means that any type of evidence can
be used in the trial process, and digital evi-
dence is also considered within this scope.
The CCC, approved in 2014, accelerated
Turkiye's efforts to bring its legislation on
digital evidence into line with international
standards.

Currently, there are various regulations re-
garding digital evidence in the Turkish legal
system, but there are ongoing discussions on
the scope and effectiveness of these regula-
tions. In particular, Code No. 5271 provides a
basic framework for the processes of obtain-
ing, evaluating and using digital evidence.
However, the question of how well the reg-
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dijital delillerle ilgili i¢ hukuk duzenlemeleri-
ni yaparken, uluslararasi insan haklari stan-
dartlarina uygun hareket etmelerini zorunlu
kilmaktadir.

Sozlesme; taraf devletlerin dijital delillere ilis-
kin duzenlemelerini yaparken, AiHS ve diger
uluslararasiinsan haklari sézlesmelerinde yer
alan ilkeleri dikkate almasini Gngérmektedir.
Bu sayede, dijital delillerin toplanmasi ve
kullanilmasi surecinde bireylerin temel hak
ve ozgurluklerinin korunmasi amacglanmak-
tadir. S6zlesme; kanunilik ilkesi, orantililik il-
kesi gibi temel hukuk ilkelerine atif yaparak,
dijital delillerin kullanimi konusunda hukuki
bir cergeve olusturmaktadir.

Sonugc olarak SSS, dijital dunyada artan sug-
larla mucadele etmek amaciyla uluslararasi
bir is birligi platformu olusturmus ve dijital de-
lillerin hukuki statasunu belirlemede 6nemli
bir rol oynamistir. S6zlesme; taraf devletlerin
dijital delillere iligkin duzenlemelerini yapar-
ken, insan haklarina saygili olmalarini ve
hukukun Ustanlaguna goézetmelerini sag-
lamaktadir. Ancak, teknolojinin hizla gelis-
mesiyle birlikte dijital delillerin karmasiklig
da artmakta olup, bu durum sézlesmenin
uygulanmasi surecinde yeni zorluklar ortaya
cikarabilmektedir. Bu nedenle, SSS'nin su-
rekli olarak guncellenmesi ve gelistirilmesi
gerekmektedir.

B. Tirk Hukuk Sisteminde

Dijital Delillerin Yeri ve Ceza
Muhakemesi Kanunu’ndaki
Diizenlemeler

Turkiye'de ceza muhakemesi hukuku, delil
serbestisine dayali bir sistem Uzerine kurul-
mustur. Bu durum, her tarlt delilin yargila-
ma surecinde kullanilabilecegi anlamina
gelmekte olup, dijital deliller de bu kapsam
icerisinde degerlendirilmektedir. 2014 yilin-
da onaylanan SSS, Turkiye'nin dijital deliller-
le ilgili mevzuatini uluslararasi standartlara
uygun hale getirme ¢abalarini hizlandirmigtir.

Mevcut durumda, Turk hukuk sisteminde
dijital delillere iliskin ¢esitli duzenlemeler
bulunmakla birlikte, bu duzenlemelerin kap-
sami ve etkinligi konusunda tartigmalar sur-
mektedir. Ozellikle 5271 sayili Kanun, dijital
delillerin elde edilmesi, degerlendirilmesi ve
kullanilmasi sureglerinde temel bir cerceve
sunmaktadir. Ancak, 5271 sayili Kanun’daki
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ulations in Code No. 5271 adapt to current
technological developments and respond to
new problems is still being discussed.

In the previous section of this study, the theo-
ry of evidence in criminal procedure and the
general place of digital evidence were exam-
ined in detail. In this section, the regulations
regarding digital evidence in Code No. 5271
will be discussed.

1. Regulations Regarding Digital

duzenlemelerin guncel teknolojik gelismele-
re ne kadar uyum sagladigi ve ortaya cikan
yeni sorunlara cevap verebildigi sorusu hala
tartisilmaktadir.

Bu ¢alismanin énceki bolumunde, ceza mu-
hakemesinde delil teorisi ve dijital delillerin
genelyeri detayli bir sekilde incelenmistir. Bu
bolumde ise, 5271 sayili Kanun'da yer alan
dijital delillere iliskin duzenlemeler Uzerinde
durulacaktir.

1. 5271 sayili Kanun’da Dijital

Evidence in Code No. 5271

Code No. 5271, which is the fundamental
basis of criminal procedure law in Turkiye,
contains important regulations on the use
of digital evidence in the trial process, and
Article 134 of the law regulates methods of
obtaining digital evidence such as searches,
copying and seizure of computers, computer
programs and files.

The main justification for the adoption of the
said article is that new types of evidence that
emerge as a result of technological develop-
ments cannot be obtained through tradition-
al evidence collection methods. Therefore,
the relevant regulation is an important provi-
sion as it determines the legal status of digital
evidence and regulates the methods of ob-
taining this evidence during the trial process.

However, there are some debates about the
scope and application areas of the provision.
In particular, the limitation of the article to the
expression “computers, computer programs

Delillere iliskin Dizenlemeler

Turkiye'de ceza muhakemesi hukukunun
temel dayanagi 5271 sayili Kanun, dijital de-
lillerin yargilama surecinde kullanimi konu-
sunda énemli duzenlemeler icermekte olup,
kanunun 134. maddesinde; bilgisayarlarda,
bilgisayar programlarinda ve kutuklerde
yapilan aramalar, kopyalama ve el koyma is-
lemleri gibi dijital delil elde etme yontemleri
duzenlenmektedir.

Mezkur maddenin kabul edilmesindeki temel
gerekge, teknolojik gelismeler dogrultusun-
da ortaya cikan yeni delil tarlerinin, gelenek-
sel delil toplama yontemleriyle elde edileme-
yecek olmasidir. Bu nedenle ilgili duzenleme,
dijital delillerin hukuki statusunu belirlemesi
ve bu delillerin yargilama surecinde elde
edilme yontemlerini duzenlemesi nedeniyle
o6nemli bir hukumdur.

Ancak, hukmun kapsamive uygulama alanla-
r konusunda bazi tartismalar bulunmaktadir.
Ozellikle, maddenin “bilgisayarlar, bilgisayar

and files” creates concerns that various dig-
ital devices and environments used today
may fall outside this scope. This situation
may lead to the emergence of legal gaps as
the variety of digital evidence increases.

V. CONCLUSION

In conclusion, although Article 134 of Code
No. 5271 has been an important step in the
use of digital evidence in the trial process
in Turkiye, the scope of the Law needs to
be constantly updated and developed in
the face of rapidly developing technology.
In particular, with the emergence of new
generation digital devices and data storage
methods, itis important to expand the scope
of Article 134 accordingly and to provide a
clearer regulation of digital evidence.

BIBLIOGRAPHY

UGURKAYNAKCIOGLU, “Ceza Muhakemesinde Dijital Deliller”,
June 2015, p. 39.

MUSTAFA GOKSU, Hukuk Yargilamasinda Elektronik Delil, An-
kara: Adalet Yayinevi, 2011, p. 31-32.

Guidelines of the Committee of Ministers of the Council of Europe
on Electronic Evidence in Civil and Administrative Proceedings,
January 2019, (Access Date: August 5, 2024), p. 6. https://rm.coe.
int/guidelines-on-electronic-evidence-and-explanatory-memo-
randum/1680968ab5

Council of Europe, Convention on Cybercrime, CETS N. 185,
Budapest, November 2001, (Access Date: August 5, 2024)
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.as-
p?NT=185&6CM=8&DF=&CL=ENG

U.S. Department of Justice, Office of Justice Programs, National
Institute of Justice, Forensic Examination of Digital Evidence: A
Guide for Law Enforcement, April 2004, (Access Date: August 5,
2024), p. 39. https://www.ncjrs.gov/pdffiles1/nij/199408.pdf

Electronic Crime Scene Investigation: A Guide for First Respond-
ers, July 2001, (Access Date: August 5, 2024), p. 6. https://www.
ojp.gov/pdffiles1/nij/187736.pdf

Electronic Evidence Guide, December 2014, (Access Date: Au-
gust 5, 2024), p. 12. https://au.int/sites/default/files/newsevents/
workingdocuments/34122-wd-annex_4_-_electronic_evidence_
guide_2.0_final-complete.pdf

Framework Decision 2005/222/JHA, (24.02.2005), (Access Date:
August 6, 2024) http://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:32005F0222&from=EN

Directive 2006/24/EC, (15.03.2006), (Access Date: August 6,
2024) http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0-
J:L:2006:105:0054:0063:EN:PDF

Framework Decision 2008/978/JHA, (18.12.2008), (Access Date:
August 6, 2024) http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=0J:L:2008:350:0072:0092:en:PDF

HUKUKTA DIJITAL DELILLERIN ONEMI

programlari ve katukleri” ifadesiyle sinirlan-
dinlmasli, gunumuzde kullanilan ¢esitli di-
jital cihaz ve ortamlarin bu kapsam disinda
kalabilecegi endisesi yaratmaktadir. Bu du-
rum, dijital delillerin ¢esitliliginin artmasiyla
birlikte, hukuki bosluklarin ortaya cikmasina
neden olabilmektedir.

V.SONUGC

Neticeten; 5271 sayili Kanun'un 134. mad-
desi, Turkiye’'de dijital delillerin yargilama
surecinde kullanilmasi konusunda 6onemli
bir adim olmussa da, yasa kapsaminin hizla
gelisen teknoloji karsisinda surekli olarak
guncellenmesi ve gelistirilmesi gerekmek-
tedir. Ozellikle, yeni nesil dijital cihazlar ve
veri depolama yontemlerinin ortaya ¢ikma-
siyla birlikte, 134. maddenin kapsaminin bu
dogrultuda genisletilmesi ve dijital delillerin
daha net bir duzenlemeye kavusturulmasi
onemlidir.
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