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In the article, in the light of the decisions of the Constitutional Court and
the European Court of Human Rights, the legal foundations, limits and
problems in practice of blocking access are discussed and comparisons
are made with the practices in foreign countries.

Makalede, Anayasa Mahkemesi ve Avrupa insan Haklar: Mahkemesi kararla-
r11s1ginda, erisimin engellenmesi uygulamasinin hukuki temelleri, sinirlar
ve uygulamadaki sorunlar ele alinmakta, yabanci iilkelerdeki uygulamalarla

karsilastirmalar yapilmaktadir.
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I.INTRODUCTION

Blocking access and removal of content has
become an important legal issue in the dig-
ital age in terms of the protection of funda-
mental rights and freedoms for individuals
as well as the entire society and public order.
With the widespread use of the Internet, it
has become an obligation to protect consti-
tutional rights such as access to information
and freedom of expression and national se-
curity in the digital environment. In this con-
text, access blocking practices provide pro-
tection of rights in many different situations
such as copyright violations, attacks on
personal rights, protection of public order
and prevention of crimes. However, it is also
known that when these regulations are not
implemented with a sound legal framework,
they can lead to the restriction of fundamen-
tal human rights, especially the violation of
freedom of expression and freedom of the
press.

In Turkey, access blocking and removal
of content is regulated under the Law No.
5651 on the Regulation of Publications on
the Internet and Combating Crimes Com-
mitted through Such Publications (“Law No.
5651")". The Law defines access blocking
as "blocking access from domain name,
blocking access from IP address, blocking

I. GiRIS

Erisimin engellenmesi ve icerigin yayindan
cikarilmasi, dijital cagin gerek bireyler igin
temel hak ve 6zgurluklerin gerekse de tum
toplum ve kamu duzeninin korunmasi baki-
mindan énemli bir hukuki mesele haline gel-
mistir. internetin yayginlasmasiyla birlikte bil-
giye erisim ve ifade 6zgurlugu gibi anayasal
haklarin ve milli guvenligin dijital ortamda da
korunmasi bir zorunluluk haline gelmistir. Bu
baglamda, erisim engelleme uygulamalari;
telif hakki ihlalleri, kisilik haklarina saldirilar,
kamu duzeninin korunmasi ve suglarin 6n-
lenmesi gibi bir¢ok farkli durumda haklarin
korunmasini saglamaktadir. Ancak, bu du-
zenlemelerin saglikli bir hukuki cergeveyle
hayata gecirilmediginde, ifade ve basin 6z-
gurluklerinin ihlali basta olmak Uzere temel
insan haklarinin sinirlandirilmasina yol aca-
bildigi de bilinmektedir.

Turkiye'de erisimin engellenmesi ve igerigin
yayindan ¢ikarilmasi, 5651 sayili internet Or-
taminda Yapilan Yayinlarin Duzenlenmesi ve
Bu Yayinlar Yoluyla islenen Suglarla Muca-
dele Edilmesi Hakkinda Kanun ("5651 sayili
Kanun") kapsaminda duzenlenmektedir.
Kanun, erisim engelleme kavramini “alan
adindan erisimin engellenmesi, IP adresin-
den erisimin engellenmesi, icerige (URL)
erisimin engellenmesi ve benzeri yéntemler”
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access to content (URL) and similar meth-
ods”. Law No. 5651, which entered into force
in 2007, has been amended eleven times by
different laws, three times by decrees with
the force of law and five times by decisions
of the Constitutional Court (“CC"), and its
implementation has been the subject of nu-
merous applications before the Constitution-
al Court and the European Court of Human
Rights ("ECHR”").

The Constitutional Court previously made
important assessments in its pilot decision
in the Keskin Kalem Yayincilik ve Ticaret A.S.
ve Digerleri Application in 2021, and final-
ly annulled certain phrases in Article 8 and
the entire text of Article 9 of Law No. 5651
in its decision dated October 11, 2023 and
numbered 2020/172. These amendments
entered into force on October 10, 2024. In
particular, the annulment of Article 9, which
regulates the protection of personal rights,
has created uncertainty as to how this pro-
tection previously provided will be main-
tained and how it will be reorganized. As
of the writing of this article, no provision or
other regulation has been introduced to re-
place the annulled article, which creates a
legal vacuum.

seklinde tanimlamaktadir. 2007 yilinda yu-

rarluge giren 5651 sayili Kanun, on bir kez
farkli kanunlarla, t¢ kez kanun hukmunde

kararnamelerle ve bes kez Anayasa Mahke-

mesi (“AYM") kararlariyla degistirilmis olup,

uygulanmasi Anayasa Mahkemesi ve Avru-
pa Iinsan Haklari Mahkemesi ("AIHM") nez-

dinde bir¢ok basvuruya konu olmustur.

Anayasa Mahkemesi, daha 6nce 2021 yilin-

da verdigi Keskin Kalem Yayincilik ve Ticaret
A.S. ve Digerleri Basvurusu pilot kararinda

onemli degerlendirmelerde bulunmus, ni-
hayet 11 Ekim 2023 tarihli ve 2020/172 say!I-
li kararinda 5651 sayili Kanun'un 8. madde-

sindeki bazi ibareleri ve 9. madde metninin
tamamini iptal etmistir. Bu degisiklikler, 10
Ekim 2024 tarihinde yururlage girmistir.

Ozellikle kisilik haklarinin korunmasini di-
zenleyen 9. maddenin iptali, daha 6nce sag-

lanan bu korumanin nasil devam ettirilecegi
ve yeniden nasil duzenlenecegi konusunda
belirsizlik yaratmistir. Bu makalenin yazildigi
tarih itibariyle iptal edilen maddenin yerine
herhangi bir hukam veya sair duzenleme

getirilmemis olmasi hukuki bir bosluk do-

gurmaktadir.
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1 5651 sayili internet Ortaminda
Yapilan Yayinlarin Duzenlenmesi ve
Bu Yayinlar Yoluyla islenen Suglarla
Mucadele Edilmesi Hakkinda Kanun.
https://www.mevzuat.gov.tr/mev-
zuat?MevzuatNo=5651&Mevzuat-
Tur=1&MevzuatTertip=>5.

2025 SUMMER



ARTICLES

PART 24

FOOTNOTE

2 Constitution of the Republic of
Turkiye (Law N0.2709). https://www.
mevzuat.gov.tr/mevzuat?Mevzuat-
No=2709&MevzuatTur=1&Mevzuat-
Tertip=5.

GS| ARTICLETTER

BLOCKING OF ACCESS AND REMOVAL OF CONTENT IN TURKIYE:
LAW NO. 5651, JUDICIAL DECISIONS AND INTERNATIONAL PRACTICES

I1. LEGISLATION PROVI-
SIONS

Law No. 5651 contains various provisions
with the aim of regulating broadcasts on the
internet and combating crimes committed
through these broadcasts. Articles 8, 8/A, 9
and 9/A of the Law provide measures aimed
at both ensuring public security and order
and protecting the rights of individuals.

Article 8 of Law No. 5651 regulates access
blocking or content removal decisions for
the catalog crimes listed in the text. This
measure may be taken ex officio by adminis-
trative authorities to file a criminal complaint
or by a judge’s decision during the investi-
gation or prosecution phase. In the event of
a decision of non-prosecution as a result of
the investigation or acquittal as a result of
the prosecution, the decision to remove the
content and/ or block access shall automat-
ically become null and void. In this respect,
the application of Article 8 of Law No. 5651
is a temporary measure.

Article 8/A regulates access blocking mea-
sures in vital matters such as national secu-
rity, public order and public health, and in
cases requiring urgent intervention. Upon
the request of the relevant ministries or the
Prime Ministry, the Information and Com-
munication Technologies Authority (ICTA)
can quickly block access, and this measure
is then submitted to the judge for approval.
This regulation is used especially in cases
where there is a danger of delay, such as the
fight against terrorism.

According to Article 9 of Law No. 5651, the
person who claims that his/ her rights have
been violated due to the content may apply
to the content provider or, if he/ she cannot
reach it, to the hosting provider and request
the removal of the content related to him/
her and the publication of his/ her response

prepared by him/ her on the internet for a pe-

riod of one week, not exceeding the scope of
the content in the publication. The content
or hosting provider shall fulfill the request
within two days from the date of receipt.

Prior to the Constitutional Court’s annulment
decision numbered 2020/172, Article 9 of

Law No. 5651 regulated the application pro-

cess for claims of violation of personal rights.
It was regulated that those whose rights
were violated could first apply to the content

Il. MEVZUAT HUKUMLERI

5651 sayili Kanun, internet ortaminda yapi-
lan yayinlarin duzenlenmesi ve bu yayinlar
yoluyla islenen suclarla mucadele edilmesi
amaciyla cesitli hukumler icermektedir. Ka-
nunun 8, 8/A, 9 ve 9/A maddeleri, hem kamu
guavenligi ve duzenini saglamayi hem de bi-
reylerin haklarini korumayi amaclayan tedbir-
ler sunmaktadir.

5651 sayili Kanun'un 8. maddesi, metinde
sayilan katalog sugclar icin erisimin engel-
lenmesi veya icerigin yayindan ¢ikarilmasi
kararlarini duzenler. Bu tedbir, su¢ duyuru-
sunda bulunmak Uzere idari makamlarca
resen veya sorusturma veya kovusturma ev-
resinde hakim karariyla alinabilir. Sorusturma
sonucunda kovusturmaya yer olmadigi ya
da kovusturma sonucunda beraat karari ve-
rilmesi halinde, icerigin yayindan ¢ikarilmasi
ve/ veya erigimin engellenmesi karari kendi-
liginden hukumsuz kalir. Bu yonuyle 5651
sayill Kanun’un 8. maddesinin uygulanmasi
gegcici bir tedbir niteligi tasir.

8/A maddesinde ise milli guvenlik, kamu
duzeni ve genel saglik gibi hayati konularda,
acil mudahale gerektiren durumlarda erigim
engelleme tedbirleri diizenlenmistir. ilgili ba-
kanliklarin veya Basbakanlik talebi Uzerine
Bilgi Teknolojileri ve iletisim Kurumu (BTK)
hizli bir sekilde erisimi engelleyebilir, ardin-
dan bu tedbir hakimin onayina sunulur. Bu
duzenleme, ozellikle terérle mucadele gibi
gecikmesinde sakinca bulunan hallerde kul-
lanilmaktadir.

5651 sayili Kanun'un 9. icerik nedeniyle
haklar ihlal edildigini iddia eden kisi, icerik
saglayicising, buna ulasamamasi halinde yer
saglayicisina basvurarak kendisine iligkin
icerigin yayindan c¢ikarilmasini ve yayindaki
kapsamindan fazla olmamak Uzere hazirladi-
§1 cevabi bir hafta sureyle internet ortamin-
da yayimlanmasini isteyebilir. icerik veya yer
sag@layici kendisine ulastigi tarihten itibaren
iki gun icinde, talebi yerine getirir.

Anayasa Mahkemesi'nin 2020/172 esas sayili
iptal kararindan énce 5651 sayili Kanun'un 9.
maddesi, kisilik haklarinin ihlal edildigi iddia-
larticin basvuru sureclerini duzenlemekteydi.
Haklari ihlal edilenlerin, 6nce icerik veya yer
saglayiciya basvurarak ihlal olusturan iceri-
gin yayindan ¢ikarilmasini talep edebileced;,
talebin karsilanmamasi durumunda, sulh

TURKIYE'DE ERISIMIN ENGELLENMESI VE ICERIGIN YAYINDAN CIKARILMASI:
5651 SAYILI KANUN, YARGI KARARLARI VE ULUSLARARASI UYGULAMALAR

or hosting provider and request the removal
of the infringing content, and if the request
was not met, they could apply to the criminal
judge of peace. Decisions could be taken on

a URL-by-URL basis and, where justified, ac-

cess to an entire website could be blocked.
This article was completely canceled by the
aforementioned decision and the text was
completely removed.

Article 9/A provides protection for content
that violates the right to privacy. The victim
may apply directly to the ICTA and request

that the content be taken off the air or ac-

cess be blocked. Upon these applications,
the ICTA imposes an access block within
four (4) hours at the latest. These decisions
are subject to review through appeals to the
criminal judge of peace.

I1l. THE CONSTITUTION-
AL COURT’S APPROACH
TO ARTICLE 8/A

Upon the norm review application, the

Constitutional Court made an important as-

sessment as to whether the decision to take
down the content under paragraph (4) of
Article 8 of Law No. 5651 is contrary to the
principle of presumption of innocence. The

right to a fair trial and the presumption of in-

nocence, guaranteed under Articles 36 and
38 of the Constitution, state that a person
should not be considered guilty until proven
guilty2. This principle is not limited to criminal
proceedings, but can be applied in any legal
process.

The Constitutional Court has considered the
implementation of administrative decisions
to take down content without a finding of

guilt as a violation of the presumption of in-

nocence. In particular, the decision to take
down content based on Article 8/A of Law
No. 5651 can only be implemented upon a
determination of guilt by an administrative
authority, without the decision of a criminal
court. The Constitutional Court ruled that a

final measure against a person under suspi-

cion of a crime, which can only be imposed
upon a finding of guilt by an administrative
authority, is contrary to the principle.

The Court stated that the decision to take
down the content should be based on the
criminal proceedings and should be applied
as a temporary measure. However, it was
concluded that the administrative measure

ceza hakimligine bagvurulabilecegi duzen-
lenmekteydi. Kararlar URL bazinda alinabil-

mekle, gerekgelendirildigi durumlarda bir

sitenin tamamina erisim engeli uygulanabi-
lecegi 6bngorulmekteydi. Bu madde bahsi ge-

cen kararla tamamen iptal edilmis ve metin
tamuyle kaldimtmistir.

9/A maddesi ise 6zel hayatin gizliligini ihlal

eden iceriklere yonelik koruma saglamakta-

dir. Magdur, BTK'ya dogrudan basvurarak
icerigin yayindan ¢ikarilmasini veya erigimin

engellenmesini talep edebilir. BTK, bu bas-
vurular Gzerine en geg dort (4) saat iginde eri-

sim engeli uygulanmasini saglar. Bu kararlar
sulh ceza hakimligine yapilacak itirazlarla
denetime acilmistir.

11l. ANAYASA MAHKEME-
Si’NiN 8/A MADDESINE
YAKLASIMI

Anayasa Mahkemesi yapilan norm denetimi

basvurusu Uzerine, 5651 sayili Kanun'un 8.

maddesinin (4) numarali fikrasi kapsaminda

verilen icerigin yayindan cikarilmasi karari-

nin, masumiyet karinesi ilkesine aykiri olup
olmadigina dair 6nemli bir degerlendirme

yapmistir. Anayasa’nin 36. ve 38. maddele-

rinde guvence altina alinan adil yargilanma
hakki ve masumiyet karinesi, suclu oldugu
kesinlesene kadar kisinin suc¢lu sayilmamasi
gerektigini ifade eder? Bu ilke, sadece ceza

yargilamasiyla sinirli olmayip, her tarlt huku-

ki surecte uygulama alani bulabilir.

Anayasa Mahkemesi, icerigin yayindan cika-

rilmasina iliskin verilen idari kararlarin, sug

tespitine dayanmadan uygulanmasini ma-
sumiyet karinesinin ihlali olarak degerlen-

dirmistir. Ozellikle, 5651 sayili Kanun'un 8/A

maddesine dayanan icerigin yayindan ¢ika-

rilmasi karari, ceza mahkemesinin kararina
bagli olmadan, yalnizca idari bir makamin

sug tespiti yapmasiyla uygulanabilmektedir.
Anayasa Mahkemesi'nin karariyla, su¢ sup-

hesi altinda bulunan bir kisiye yonelik olarak

yalnizca idari bir makamin yaptigi su¢ tespi-

tiyle uygulanabilen nihai bir tedbirin, ilkeye
aykir olduguna karar vermistir.

Mahkeme, icerigin yayindan cikarilmasi ka-

rarinin ceza yargilamasi surecine dayanarak
verilmesi gerektigini, bunun gegici bir tedbir

olarak uygulanmasi gerektigini ifade etmistir.
Ancak s6z konusu duzenlemede, ceza sorus-

MAKALELER

DiPNOT

2 Turkiye Cumhuriyeti Anayasasi
(2709 sayili Kanun). https://www.
mevzuat.gov.t/mevzuat?Mevzuat-
No=2709&MevzuatTur=1&Mevzuat-

Tertip=5.
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applied in the regulation in question, which

is not dependent on the criminal investi-

gation and trial process, undermines the
presumption of innocence. The application
of the administrative measure to remove
content based on an allegation that has not

been established by a finalized court deci-

sion causes individuals to be treated as guilty
before they are found innocent.

IV.THE CONSTITUTION-
AL COURT'’S APPROACH
TO ARTICLE NINE

The Constitutional Court cited different
grounds regarding the application of Article
9 of Law No. 5651. The Court ruled that the
access blocking practices were contrary to
Articles 13, 26 and 28 of the Constitution and
constituted a severe interference with the
freedoms of expression and the press.

The Constitutional Court emphasized that
the criteria of legal security and certainty
were not fulfilled in the implementation of
Article 9 of Law No. 5651 and that this gave

the judicial authorities a wide margin of ap-

preciation. According to the decision, the
fact that criminal judgeships of peace issue

access blocking decisions without conduct-

ing a contentious trial, without delay and
without providing a concrete justification
creates deficiencies in establishing a fair
balance between freedom of expression and
personal rights.

turmasi ve yargilama surecine bagli olmak-
sizin uygulanan idari tedbirin, masumiyet
karinesini zedeledigi sonucuna varnlmigtir.
icerigin cikarilmasina yonelik idari tedbirin,
kesinlesmis bir mahkeme karariyla subut
bulmamis bir isnada dayali olarak uygulan-
masi, bireylerin masum olmadiklarina huk-
medilmeden suclu muamelesi gormelerine
neden olmaktadir.

IV. ANAYASA MAHKE-
MESI’'NiN DOKUZUNCU
MADDEYE YAKLASIMI

Anayasa Mahkemesi, 5651 sayili Kanun’un
9. maddesinin uygulanmasiyla ilgili ise farkl
gerekcelere deginmistir. Mahkeme, erisim
engelleme uygulamalarinin, Anayasa’nin
13., 26. ve 28. maddelerine aykir oldugunu
belirterek, ifade ve basin 6zgurluklerine agir
bir mtdahale teskil ettigine hukmetmistir.

Anayasa Mahkemesi, 5651 sayili Kanun’un 9.
maddesinin uygulanmasinda hukuki guven-
lik ve belirlilik ol¢utlerinin yerine getirilmedi-
gini ve bunun, yargi makamlarina genis bir
takdir alani tanidigini vurgulamistir. Karara
gore, sulh ceza hakimliklerinin cekismeli bir
yargilama yapmadan, gecikmeden ve somut
bir gerek¢ce sunmaksizin erisim engelleme
kararlar vermesi, ifade 6zgurlagu ile kisilik
haklar arasinda adil bir denge kurma nokta-
sinda eksiklikler yaratmaktadir.
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The Constitutional Court also stated that the
intervention methods provided for in Article

9 should be a last resort when there are oth-

er procedures to combat harmful content on

the internet. In this framework, the Court stat-

ed that the procedure does not provide the

necessary safeguards to prevent arbitrary be-

havior by narrowing the discretionary power
of public authorities and does not include

mechanisms to ensure proportionate deci-

sions in accordance with the requirements
of the democratic social order.

V. THE COURT'’S PILOT
JUDGMENT ON ARTICLE
NINE

The Constitutional Court also frequently re-
ferred to its earlier pilot judgment in the Kes-
kin Kalem Yayincilik ve Ticaret A.S. and Oth-

ers Application®. The Constitutional Court’s
pilotjudgment practice is a method that aims
to issue precedent-setting judgments that
will lead to the same legal outcome in similar
cases. The Constitutional Court may issue a

pilot judgment in a particular case if it con-

siders an important point of law that is not

specific to that case but which may be ap-

plicable to similar cases. The pilot judgment
clearly states the relevant point of law and
sets out the standard to be applied in future
cases on that point. This avoids the need to
repeatedly make the same assessments for

cases involving the same legal issue and in-
creases the efficiency of the judicial process.
The most important feature of pilot judg-
ments is that, although they are not binding,

they serve as an important guide for other
courts and even for the entire legal system.

In the aforementioned pilot judgment, the

Constitutional Court emphasized the impor-

tance of protecting freedom of expression
and freedom of the press in a democratic

society and stated that access blocking de-

cisions should only be taken in a measured
manner that is clearly contrary to the law. The
Constitutional Court emphasized that the
URL-based access blocking method should
be preferred, otherwise blocking an entire

website would constitute a disproportion-
ate intervention; furthermore, criminal judge-

ships of peace should provide more detailed
justifications when issuing access blocking

decisions and that this article should be ap-

plied especially in prima facig, i.e. prima facie
violations of personalrights, otherwise it may
lead to violations of rights. Concluding that

Anayasa Mahkemesi ayrica, 9. maddede
6ngorulen mudahale yontemlerinin internet
ortaminda zararli iceriklerle mucadele etmek

icin baska usuller varken basvurulmasi gere-

Bu gercevede, duzenlenen usulun, kamusal
makamlarin takdir yetkisini daraltarak keyfi
davraniglarin 6nune gecmek icin gerekli
guvenceleri saglamadigini ve demokratik

toplum duzeninin gereklerine uygun, oranti-
li kararlar verilmesini temin edecek mekaniz-

malari icermedigini belirtmistir.

V. MAHKEMENIN DOKU-
ZUNCU MADDEYE ILIiS-
KiN PILOT KARARI

Anayasa Mahkemesi, ayni zamanda daha

once verdigi Keskin Kalem Yayincilik ve Ti-
caret A.S. ve Digerleri Basvurusu pilot kara-

rina da siklikla atifta bulunmusturs. Anayasa

Mahkemesi'nin pilot karar uygulamasi, ben-
zer davalarda ayni hukuki sonucu dogura-
cak sekilde emsal teskil eden kararlarin ve-

rilmesini amaclayan bir yontemdir. Anayasa
Mahkemesi, belirli bir davada, o davaya 6zgu

olmayan ancak benzer davalar icin de gecer-

li olabilecek 6nemli bir hukuk noktasini ele
aliyorsa, bu konuda pilot karar verebilir. Pilot
karar, ilgili hukuk noktasini acikca belirtir ve

bu noktayla ilgili gelecekteki davalarda uy-
gulanacak standardi ortaya koyar. Bu sayede,

ayni hukuki sorun iceren davalar icin tekrar

tekrar ayni degerlendirmelerin yapilmasi 6n-
lenir ve yargilama surecinin verimliligi artirilir.

Pilot kararlarin en onemli 6zelligi, baglayici
bir nitelik tagimasa da diger mahkemeler ve

hatta tum hukuk duzeni icin 6nemli bir reh-

ber niteligi tagimasidir.

Bahsi gecen pilot kararinda; Anayasa Mah-

kemesi, demokratik bir toplumda ifade ve
basin 6zgurlugunuan korunmasinin énemini
vurgulayarak, erisim engelleme kararlarinin
yalnizca acikca hukuka aykirilik olusturan
ve olculu bir sekilde alinmasi gerektigini
belirtmistir. URL bazinda erisim engelleme
yonteminin tercih edilmesi gerektigini, aksi

takdirde bir internet sitesinin tamamina yéne-
lik engellemenin orantisiz bir mudahale tes-

kil edecedi; ayrica, sulh ceza hakimliklerinin
erisim engelleme kararlarini verirken daha
ayrintill gerekceler sunmasi gerektigi ve bu
maddenin 6zellikle kisilik haklarina prima

facia, yani ilk bakista tespit edilecek ihlaller-

de uygulanmasi gerektigi, aksi takdirde hak

ihlallerine yol agilabilecegini vurgulamisti.
5651 sayili Kanun'un erisim engelleme ka-

MAKALELER
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there were deficiencies in terms of clarity and
proportionality in the implementation of the
access blocking decisions of Law No. 5651,
which had negative effects on freedom of ex-
pression and freedom of the press, the Court
ruled that the access blocking decisions tak-
en under Article 9 violated the freedoms of
expression and freedom of the press guaran-
teed by Articles 26 and 28 of the Constitution,
and awarded moral damages in favor of the
applicants.

V1. CASE LAW OF THE
EUROPEAN COURT OF
HUMAN RIGHTS

In the aforementioned judgements, the Con-
stitutional Court also referred to the judge-
ments of the European Court of Human
Rights. From the case-law of the ECHR, the
judgements of Bulgakov v. Russia‘, Engels
v. Russia®, OO0 Flavus and others v. Russia®,
Vladimir Kharitonov v. Russia’ play a deci-
sive role. However, the ECHR also made find-
ings directly on the annulled provision and
Law No. 5651 in general in Ahmet Yildirm v.
Turkiye® and Cengiz and others v. Turkiye®.

Inthe case dated 18 December 2012, Ahmet
Yildinm v. Turkey, Ahmet Yildinm created a
blog using the platform named Google Sites
and the posts made therein were evaluated
by the local court within the scope of the
crimes under the Law on Crimes Committed
Against Ataturk. Thereupon, pursuant to Ar-
ticle 8 of Law No. 5651, an order was issued
to block access to the website. However,
upon the court’s order, the Telecommuni-
cations Communication Presidency (which
was closed down on 15 August 2016 and its
duties and powers were transferred to the
Information and Communication Technolo-
gies Authority) blocked access not only to
the website containing the relevant posts,
but also to the entire Google Sites platform,
on the grounds that the website did not have
a separate server certificate and that the indi-
vidual lived abroad. In a similar case, Engels
v. Russia, access to the applicant’s own web-
site on the same hosting service, DreamHost,
was blocked due to the allegedly illegal pub-
lications of another website.

In all the above-mentioned judgments, the
European Court of Human Rights conclud-
ed that the applicants’ rights had been vi-
olated. In these judgments, it has set out a
comprehensive set of safeguards that do-

rarlarinin uygulanmasinda netlik ve él¢ululuk
acisindan eksiklikler bulundugu, bunun da
ifade ve basin 6zgurlugu Uzerinde olumsuz
etkiler yarattigi sonucuna varan Mahkeme, 9.
madde kapsaminda alinan erisim engelleme
kararlarinin Anayasa’nin 26. ve 28. madde-
leri ile guvence altina alinan ifade ve basin
ozgurluklerini ihlal ettigine karar vererek,
basvurucular lehine manevi tazminata huk-
metmistir.

VI. AVRUPA iNSAN HAK-
LARI MAHKEMESI ICTi-
HADI

Anayasa Mahkemesi bahsedilen kararlarinda
Avrupa insan Haklar Mahkemesi kararlarina
da atifta bulunmustur. AIHM igtihadindan
Ozellikle Bulgakov/ Rusya“, Engels/ Rusya®,
OO0O Flavus ve digerleri/ Rusya®, Vladimir
Kharitonov/ Rusya’ kararlar belirleyici rol
oynamaktadir. Bununla birlikte AIHM, Ah-
met Yildinm/ Turkiye® ve Cengiz ve digerleri/
Turkiye® kararlarinda da dogrudan dogruya
iptal edilen hukum ve genel olarak 5651 sa-
yili Kanun hakkinda tespitlerde bulunmustur.

18 Aralik 2012 tarihli Ahmet Yildinm/ Turkiye
kararina konu olayda; Ahmet Yildirnm, Go-
ogle Sites adli platformu kullanarak bir blog
olusturmus ve burada yapilan paylasimlar,
yerel mahkeme tarafindan Ataturk Aleyhine
islenen Suclar Hakkinda Kanun'daki suglar
kapsaminda degerlendirilmistir. Bunun Uzeri-
ne, 5651 sayil Kanun'un 8. maddesi uyarinca,
web sitesi hakkinda icerige erisimin engel-
lenmesi karari verilmistir. Ancak mahkemenin
talimati Gzerine Telekomuinikasyon iletisim
Baskanligi (15 Agustos 2016'da kapatilarak
gorev ve yetkileri Bilgi Teknoloijileri ve ileti-
sim Kurumuna devredilmistir.), web sitesine
ait ayn bir sunucu sertifikasi olmamasi ve
sahsin yurt disinda yasamasi gerekgeleriyle
sadece ilgili paylagimlarin bulundugu siteye
degil, tum Google Sites platformuna erigimi
engellemistir. Benzer bir olay konu alan En-
gels/ Rusya, kararinda ise baskaca bir web
sitesinin yasa disi oldugu iddia edilen yayin-
larindan dolayi, bagvurucunun DreamHost
adliayni barindirma hizmetindeki kendi web
sitesine erisim engellenmistir.

Avrupa insan Haklar Mahkemesi yukarida
ismi gecen tum kararlarda basvurucularin
haklarinin ihlal edildigi sonucuna varmistir.
Bu kararlariyla, internetteki yasa disi icerige
erisimin engellenmesinin asiri veya keyfi et-
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mestic law should provide in order to avoid
excessive or arbitrary effects of blocking ac-
cesstoillegal content on the internet. These
principles, which have also been adopted
by the Constitutional Court, are specifically
aimed at minimizing the impact of blocking
measures on freedom of expression.

The ECHR noted that internet content should
not be blocked before it is published and
that its publication should not be subject
to approval, drawing attention to the need
to avoid “prior censorship” practices. While
emphasizing that access blocking mea-
sures must be implemented in a transparent
and public manner, it was stated that these
measures must be prevented from having
a disproportionate and negative impact on
other content or on freedom of expression
in general. For example, according to this
criterion, access blocking decisions taken
on platforms such as Google Sites or Dream-
Host interfere not only with illegal content,
but also with countless other content that
has nothing to do with the offenses and vi-
olations that may be the subject of the mea-
sure, violating the freedoms of expression,
communication and the press of content
producers and consumers.

mechanism and pointed out that public
authorities should take proportionate deci-
sions, balancing various interests such as
freedom of expression, public safety and
combating crime. “Providing affected parties
with advance notice of blocking measures
to ensure website owners’ participation in
blocking processes, giving website owners
the opportunity to remove illegal content,
the obligation on public authorities to de-
termine before applying blocking measures
whether the same result could have been
achieved by less intrusive means in order to
ensure that all contractual interests are bal-
anced, or to carry out an impact assessment
of the blocking measure to ensure that it tar-
getsonlyillegal content and has no arbitrary
or excessive effects, including those result-
ing from the method chosen to implement it,
or, if an urgent intervention is necessary, to
justify the urgency, the existence of a court
or other independent judicial mechanism
where the parties affected by the decision
can be heard and challenge the decision in
a manner that allows for a contradictory trial”
are considered standard practices required
in the case law of the ECHR and the Con-
stitution

kilerinden kacinmak amaciyla i¢c hukukun ta-
simasi gereken kapsamli bir dizi guvenceyi
belirlemistir. Anayasa Mahkemesi'nin de be-
nimsedigi bu ilkeler, 6zellikle icerige erisim
engelleme tedbirlerinin ifade 6zgurlugune
olan etkilerini en aza indirmeyi hedeflemistir.

AIHM, internet igeriginin yayimlanmadan
once engellenmemesi gerektigini ve yayim-
lanmasinin onaya tabi tutulmamasi gerek-
tigini belirterek, “énceden sansur” uygula-
malarindan kacinilmasi gerektigine dikkat
cekmistir. Erisim engelleme tedbirlerinin sef-
faf bir sekilde ve kamuya acik olarak uygulan-
masi gerektigi vurgulanirken, bu tedbirlerin
diger iceriklere veya genel olarak ifade 6z-
gurlugune orantisiz ve olumsuz etkiler yarat-
masinin 6nlenmesi gerektigi ifade edilmistir.
Ornegin, bu kritere gore Google Sites veya
DreamHost gibi platformlar hakkinda alinan
erisim engelleme kararlari, yalnizca yasa disl
iceriklere dedil, tedbire konu olabilecek su¢
ve ihlallerle hicbirilgisi olmayan sayisiz baska
icerige de mudahale etmekte, bu da igerik
Ureticisi ve tuketicisinin ifade, haberlesme ve
basin 6zgurluklerini ihlal etmektedir.

AiHM, erisim engelleme kararlarina karsi
basvurulabilen etkili ve bagimsiz bir denetim
mekanizmasi bulunmasi gerektigini vurgula-
mis ve kamu makamlarinin, ifade 6zgurlugu,
kamu guvenligi ve suglarla mucadele gibi ge-
sitli menfaatleri dengeleyerek orantili kararlar
almalari gerektigine isaret etmistir. “internet
sitesi sahiplerinin engelleme sureclerine kati-
limini saglamak icin etkilenen taraflara engel-
leme 6nlemlerinin 6nceden bildirilmesi, web
sitesi sahiplerine yasa disi icerigi kaldirma
firsatinin verilmesi, sézlesme kapsamindaki
tum menfaatlerin dengelenmesini saglamak
amaciyla kamu makamlarinin engelleme
onlemlerinin uygulanmasindan énce ayni
sonucun daha az madahaleci yollarla elde
edilip edilemeyecegini tespit etme veya sa-
dece yasa disi icerigi hedeflediginden ve
bunu uygulamak icin secilen yéntemden
kaynaklananlar da dahil olmak Gzere hicbir
keyfi veya asiri etkisi olmadigindan emin ol-
mak icin engelleme tedbirine iliskin etki de-
gerlendirmem si yapma yukamlulagu veya
acil bir mtudahale gerekliyse aciliyetin gerek-
celendirilmesi, celismeli yargilamaya imkan
verecek sekilde karardan etkilenen taraflarin
dinlenebileceklerive karara itiraz edebilecek-
leri birmahkeme veya diger bagimsiz yargisal
bir mekanizmanin varligi” AiHM ictihadinda
aranan standart uygulamalar olarak kabul
edilmis ve Anayasa Mahkemesi tarafindan
da benimsenmistir.
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VIi. PROTECTION OF
PERSONAL RIGHTS AF-
TER THE ANNULMENT
DECISION

The Constitutional Court’s annulment of Ar-
ticle 9 of Law No. 5651 has created a vacu-
um regarding the procedure to be followed
in case of violation of personal rights on the
internet. Of course, requests for blocking ac-
cess and removal of content are not the only
way for individuals to protect their personal
rights, but Articles 9 and 9/A of Law No. 5651
are regulations that provide the opportunity
to quickly intervene in violations of personal
rights and private lives.

The Constitutional Court’s annulment of Ar-
ticle 9 of Law No. 5651 has created a vacu-
um regarding the procedure to be followed

in case of violation of personal rights on the

internet. Of course, requests for blocking ac-
cess and removal of content are not the only
way for individuals to protect their personal

rights, but Articles 9 and 9/A of Law No. 5651

are regulations that provide the opportunity
to quickly intervene in violations of person-
al rights and private lives™. In addition, the
right to claim material orimmaterial damages
is reserved for those who have been harmed

by the interference. Article 25 of the Turkish

Civil Code reads as follows:

“The plaintiff may request the judge to pre-
vent the danger of attack, to put an end to
the ongoing attack, and to determine the il-
legality of the attack whose effects continue
even if it has ceased.

The plaintiff may also request that the correc-
tion or decision be notified to third parties or
published.

The plaintiff reserves the right to claim ma-
terial and moral damages and the right to
demand that the profit obtained due to the
unlawful attack be given to him in accor-
dance with the provisions of unprofessional
business.

The claim for moral damages cannot be
transferred unless it is accepted by the other
party; it cannot be passed on to the heirs un-
less it is asserted by the heir.

The plaintiff may file a lawsuit for the pro-
tection of his/ her personal rights before the

VIl. iPTAL KARARI SON-
RASI KiSiLiK HAKLARI-
NIN KORUNMASI

Anayasa Mahkemesi'nin 5651 sayili Ka-
nun‘un 9. maddesini iptal etmesi, internet
ortaminda kisilik haklarinin ihlalidurumunda
izlenecek yol hususunda bir bosluga neden
olmustur. Elbette ki erigsimin engellenmesive
icerigin yayindan ¢ikarilmasi talepleri kisile-
rin kisilik haklarini korumasi icin tek yol de-
gildir, ancak 5651 sayili Kanun'un 9 ve 9/A
maddesi, kisilerin kisilik haklar ve 6zel hayat-
larinin ihlallerine hizli bir bicimde mudahale
etme imkani saglayan duzenlemelerdir.

Turk Medeni Kanunu'nun 25. maddesine
gore, mudahalenin dnlenmesi veya durdu-
rulmasi, mudahalenin hukuka aykirnliginin
tespit edilmesi, mahkeme kararinin ya da
cevap ve duzeltme metninin yayimlanmasi
veya ucuncu kisilere bildirilmesi de istene-
bilir’®. Ayrica, mudahaleden zarar goren ki-
silerin, maddi veya manevi tazminat taleple-
rinde bulunma haklar sakli tutulmustur. Turk
Medeni Kanunu’'nun 25. maddesi soyledir:

“Davacl, hakimden saldiri tehlikesinin 6n-
lenmesini, suirmekte olan saldiriya son veril-
mesini, sona ermis olsa bile etkileri devam
eden saldinnin hukuka aykiriiginin tespitini
isteyebilir.

Davaci bunlarla birlikte, duzeltmenin veya
kararin cuncu kisilere bildirilmesi ya da ya-
yimlanmasi isteminde de bulunabilir.

Davacinin, maddi ve manevi tazminat istem-
leri ile hukuka aykir saldiri dolayisiyla elde
edilmis olan kazancin vekaletsiz is gérme hu-
kumlerine gore kendisine verilmesine iliskin
istemde bulunma hakki saklidir.

Manevi tazminat istemi, karsi tarafca kabul
edilmis olmadik¢ca devredilemez; miras bi-
rakan tarafindan ileri surtlmus olmadikca
mirasgilara gegcmez.

Davaci, kisilik haklarinin korunmasi icin ken-
di yerlesim yeri veya davalinin yerlesim yeri
mahkemesinde dava acgabilir.”

Yalniz bu dava yollariyla saglanan koruma-
nin, 5651 sayili Kanun’da 6ngorulen korun-
ma yoluyla temel farki, erigsimin engellenme-
si karar kanunda 6ngorulen surelerle birkag
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court of his/her own domicile or the court of
the defendant’s domicile.”

The main difference between the protection
provided by these remedies and the protec-
tion provided by Law No. 5651 is that while
the decision to block access can be issued
in a few days with the time periods stipulat-
ed in the law, according to the statistics of
the Ministry of Justice for the year 2023, the
average duration of a file in the Civil Courts
is two hundred and fifty-one (251) days™". In
addition, in practice, moral compensation
claims are rarely decided in favor of the par-
ty whose personal rights have been violated;
even in these cases, the moral compensation
awarded cannot satisfy the moral damage of
the person whose rights have been violated.

guande verilebilirken, Adalet Bakanligi'nin
2023 yili istatistiklerine gére Hukuk Mahke-
meleri‘'nde bir dosyanin ortalama gorulme
suresi iki yuz elli bir (251) gundur™. Ayrica
uygulamada manevi tazminat talepleri hak-
kinda, nadiren kisilik haklari ihlal edilen ta-
raf lehine karar verilmekte; bu hallerde dahi
hukmedilen manevi tazminat, hakki ihlal
edilen kisinin manevi zarar tatmin edeme-
mektedir.

Kisilik haklarina aykinlik sug teskil edebilir ve
kisiyi hedef alan icerik hakaret ve tehdit su¢-
larina konu beyanlar icerebilir. Oyle ki tehdit
sucu Turk Ceza Kanunu'nun 106. Maddesin-
de, hakaret sugu ise ayni kanunun 125. mad-
desinde duzenlenmistir:

Violation of personal rights may constitute a
crime and the content targeting the person
may include statements subject to insult and
threat crimes. In fact, the offense of threaten-
ing is regulated under Article 106 of the Turk-
ish Penal Code, while the offense of insult
is regulated under Article 125 of the same
code. Article 106 of the Turkish Penal Code
and the offense of defamation is regulated in
Article 125 of the same law:

“Article 106 - (1) A person who threatens an-
other person with the bet that he or she will
commit an attack on his or her life, body or
sexual inviolability or that of a relative shall be
sentenced to imprisonment from six months

“Madde 106 - (1) Bir baskasini, kendisinin
veya yakininin hayatina, vicut veya cinsel do-
kunulmazligina yonelik bir saldin gerceklesti-
receginden bahisle tehdit eden kisi, alt1aydan
ikiyila kadar hapis cezasi ile cezalandirlir. Bu
sucun kadina karsi islenmesi halinde cezanin
alt sinin dokuz aydan az olamaz. Malvarligi iti-
bariyla buyuk bir zarara ugratacagindan veya
sair bir kétuluk edeceginden bahisle tehditte
ise, magdurun sikayeti tizerine, alti aya kadar
hapis veya adli para cezasina hukmolunur...”

“Madde 125 - (1) Bir kimseye onur, seref ve
sayginligini rencide edebilecek nitelikte so-
mut bir fiil veya olgu isnat eden veya sbvmek
suretiyle bir kimsenin onur, seref ve saygin-
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to two years. If this offense is committed
against a woman, the lower limit of the pen-
alty shall not be less than nine months. In the
case of threatening to cause great damage
in terms of assets or to do other evil, upon
the complaint of the victim, imprisonment
up to six months or a judicial fine shall be im-
posed...”

“Article 125 - (1) Any person who imputes a
concrete act or fact that may offend the hon-
or, dignity and prestige of another person or
who attacks the honor, dignity and prestige
of another person by swearing shall be sen-
tenced to imprisonment from three months
totwo years or to a judicial fine. In order to be
punished for insulting the victim in absentia,
the act must be committed in the presence
of at least three persons.

(2) If the act is committed through an audio,
written or video message addressed to the

victim, the penalty specified in the para-

graph above shall be imposed...”

In addition, in paragraph 2 of Article 125 reg-

ulating the offense of defamation, publicly
committing the offense is included within
the scope of the qualified case. According

to the provision of this paragraph, social me-

dia posts made in a way that everyone can
see and publications on the internet are also
considered within the scope of this qualified
case:

ligina saldiran kisi, ¢ aydan iki yila kadar
hapis veya adli para cezasi ile cezalandirilir.
Magdurun giyabinda hakaretin cezalandiri-
labilmesi i¢in fiilin en az u¢ kisiyle ihtilat ede-
rek islenmesi gerekir.

(2) Fiilin, magduru muhatap alan sesli, yazili
veya goruntulu bir iletiyle islenmesi halinde,
yukaridaki fikrada belirtilen cezaya hukmo-
lunur...”

Ayrica hakaret sugunu duzenleyen 125. mad-
denin 2. fikrasinda sugun alenen islenmesi
nitelikli hal kapsamina alinmistir. Bu fikra huk-
mune gore herkesin gorebilecegi sekilde ya-
pilan sosyal medya paylasimlari ve internet
ortaminda yer alan yayinlar da isbu nitelikli
hal kapsaminda degerlendirilir:

“Madde 125 (4) Hakaretin alenen islenmesi
halinde ceza altida biri oraninda artirilir.”

Bu maddeler uyarinca kisilik haklari ihlal edi-
len kisi, bu haklarini ihlal eden ve sug¢ teskil
eden paylasimlara karsi sikayetci olabilecek,
su¢ duyurusunda bulunabilecektir'.

Son olarak 6zellikle sosyal medya mecrala-
rinda saldirgan séylemler iceren paylasimlar
hakkinda, bazen bu soéylemler bizzat kulla-
nici i¢in sarf edilmis olmasa dahi, sosyal ag
saglayiciya bildirimde bulunmak muamkun-
duar. Sosyal ag saglayicilar, kullanicilarina
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“Article 125 (4) If the insult is committed pub-
licly, the penalty is increased by one-sixth.”

Pursuant to these articles, the person whose
personal rights are violated can file a com-
plaint and file a criminal complaint against
the posts that violate these rights and con-
stitute a crime’.

Finally, it is possible to notify the social net-
work provider about posts containing offen-
sive discourse, especially on social media
channels, sometimes even if such discourse
is not directed at the user personally. Social
network providers have introduced a num-
ber of rules for their users to follow when
making posts. In addition to statements that
may constitute offenses of insult and threats,
many hurtful words and wishes that are not
covered by the Turkish Criminal Code may
also constitute a violation of these rules. So-
cial network providers may remove posts
that do not comply with these rules as a re-
sult of the investigation carried out by their
relevant units upon notification, and may
even prevent users who cause repeated vio-
lations from posting. In addition to offensive
remarks and hate speech, obscene and vi-
olent posts are also considered within the
same scope.

VIIl. PRACTICES IN FOR-
EIGN COUNTRIES

Internet usage in the world has increased
two thousand seven hundred and fifty (2750)
times in just thirty-four (34) years from two (2)
million in 1990 to more than five and a half
(5.5) billion by October 20243, The internet,
which fulfills different needs all over the
world and leads to new needs, has also en-
tered the field of control of the law like every
other area of life. In addition to the protection
of public order and national security, realand
legal persons may also have political and so-
cial objectives in the application of blocking
access in the world.

The largest and most comprehensive block-
ing of access in the world is implemented
through the national system known as the

“Great Firewall” in China, supported by tech-

nical methods such as IP blocking, DNS
manipulation and deep packet inspection.
The laws allow for the censorship of foreign

social media platforms (e.g. Facebook, Twit-

ter and Google) and information sources. In
addition, the Chinese government requires

paylasimda bulunurken uymalari gereken
birtakim kurallar getirmistir. Hakaret ve tehdit
sucu olusturacak beyanlara ek olarak, Turk

Ceza Kanunu kapsaminda degerlendirilme-

yecek pek cok incitici s6z ve temenni de

bu kurallarin ihlalini teskil edebilmektedir.

Sosyal ag saglayicilari, bildirim Gzerine ilgili
birimlerince yapilan inceleme neticesinde

bu kurallara uymayan paylasimlan kaldira-

bilmekte ve hatta mukerrer ihlallere neden
olan kullanicilarnin paylasimda bulunmasini
engelleyebilmektedir. Saldirgan sozler ve
nefret sdylemleri yaninda; mustehcen ve
siddet icerikli paylasimlar gibi paylagsimlar
da ayni kapsamda degerlendirilir.

VIll. YABANCI ULKELER-
DEKi UYGULAMALAR

Dunyada internet kullanimi 1990 yilinda iki
(2) milyondan yalnizca otuz dort (34) yilda
yaklasik iki bin yediyuz elli (2750) kat artarak
Ekim 2024 itibariyle bes bucuk (5,5) milyar

asmistir’®, Dunyanin her yerinde farkl ihti-

yaclari gideren ve yeni ihtiyaclara yol acan
internet, ayni zamanda hayatin her alani gibi
hukukun denetim alanina girmistir. DUnyada
erisimin engellenmesi uygulamasina gercek
ve tuzel kisilerin, kamu duzeninin ve ulusal
guvenligin korunmasi yaninda siyasi, sosyal
amaclar da olabilmektedir.

Dunyada en buyuk ve kapsamli erisim engel-

leme uygulamasi Cin‘deki “Buyuk Guvenlik
Duvarr” (Great Firewall) olarak bilinen ulusal

sistem araciligiyla uygulanir ve IP engelleme,
DNS manipulasyonu ve derin paket incele-
mesi gibi teknik yontemlerle desteklenir. Ya-

salar, yabanci sosyal medya platformlarinin
(6rnegin, Facebook, Twitter ve Google) ve
bilgi kaynaklarinin sansurlenmesine imkan
tanir. Ayrica, Gin hukumeti yerli internet
sirketlerinden (6rnegin, WeChat, Baidu ve
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domestic internet companies (e.g. WeChat,
Baidu and Weibo) to fulfill their obligation
to filter content and provide user data to the
government. The ban on foreign social me-
dia platforms has created a huge advantage
for local internet companies, which have
launched apps to fill the gap and dominate
a huge market of over one billion internet
users™.

In Germany, the blocking of access to in-
ternet content is framed by strict legal reg-
ulations that ensure the balance between
freedom of expression and the fight against
illegal content. In this context, the Telemedia
Act (Telemediengesetz, TMG)'® determined
the obligation of content providers to inter-
fere with illegal content, while the Criminal
Code’® (Strafgesetzbuch, StGB) provided
the legal basis for blocking criminal content
such as hate speech, child abuse material
and terrorist propaganda. Subsequently,
the Online Expression Law'’ (Netzwerk-
durchsetzunggesetz, NetzDG), which en-
tered into force in 2017, obliged major so-
cial media platforms to quickly investigate
and remove complaints of illegal content,
imposed high fines for failure to fulfil obliga-
tions, and imposed internal audit responsibil-
ities on social media companies. As a matter
of fact, the NetzDG was taken as an example
in the amendments made to Law No. 5651
in 2020,

Weibo) icerik filtreleme ve kullanici verile-
rini devlete sunma yukumlulugunu yerine
getirmelerini zorunlu kilmaktadir. Yabanci
sosyal medya platformlarinin yasaklanmasi,
yerelinternet sirketleri icin buyuk bir avantaj
yaratmis; bu sirketlerin piyasaya surdugu uy-
gulamalar bu boslugu doldurarak bir milyar
askin internet kullanicisindan olusan devasa
bir pazarda hakimiyet kurmustur™,

Almanya’da internet iceriklerine erigimin
engellenmesi, ifade 6zgurlugu ile yasa disi
iceriklerle mucadele arasindaki dengeyi sag-
layan siki hukuki duzenlemelerle cercevelen-
mistir. Bu kapsamda, Telemedya Yasasi (Alm.
Telemediengesetz, TMG)'®, icerik saglayicila-
rin yasa disi iceriklere mudahale yukamlalu-
gunu belirlerken, Ceza Kanunu'® (Alm. Straf-
gesetzbuch, StGB), nefret sdylemi, gocuk
istismari materyalleri ve terér propagandasi
gibi suc teskil eden iceriklerin erisime kapatil-
masina yasal dayanak olusturmaktaydi. Daha
sonra, 2017'de yurarluge giren Cevrimici ifa-
de Kanunu'” (Netzwerkdurchsetzunggesetz,
NetzDG), buyuk sosyal medya platformlarini,
yasa digi iceriklere yonelik gelen sikayetleri
hizlica inceleyip kaldirmakla yakamlu kilmis,
yukumlulaklerin yerine getirilmemesi duru-
munda yuksek para cezalar 6ngérmus ve
sosyal medya sirketlerine i¢c denetim sorum-
lulugu yuklenmistir. Nitekim 5651 sayili Ka-
nun‘a da 2020 yilinda yapilan degisikliklerde
NetzDG 6rnek alinmistir'.

TURKIYE'DE ERISIMIN ENGELLENMESI VE ICERIGIN YAYINDAN CIKARILMASI:
5651 SAYILI KANUN, YARGI KARARLARI VE ULUSLARARASI UYGULAMALAR

In the United States, measures similar to
blocking access and takedown of content
are restricted by the First Amendment of the
United States Constitution on the freedoms
of expression and the press. Restrictions on
the administration and protracted litigation
processes, similar to Turkey, have pushed
public authorities to take indirect measures™.
In the United States, the administration ap-
plies to content and hosting providers for
the removal of the content to be removed or
the suspension of access to this content, in-
stead of directly applying judicial measures
against content providers?, Blocking access
to internet content in Russia is based on a
flexible legal framework that gives broad
powers to the administration and the exec-
utive 2, In Russia, access blocking decisions
are generally taken as an administrative
act and do not need to be approved by the
courts?. The basis of the regulations in this
area is the Law on Information, Information
Technologies and Information Protection (06
nHpopManmuy, HHGOPMAIMOHHEIX TEXHOIOTHIX
u o 3amure uHdopmanuu, Ne 149-03)%, which
entered into force in 2006. In addition, the
Register of Prohibited Websites, adminis-
tered by Roskomnadzor, lists content that
should be blocked at the request of courts
or certain government agencies. It is possi-
ble to block content such as terrorism, child
abuse material, extremist propaganda, incite-
ment to suicide and encouragement of drug
use, as well as content that the government
considers a “threat to public order"?*.

IX. CONCLUSION

Blocking access and removal of content is
an important legal issue in the digital age in
terms of freedom of expression and press
freedom, protection of personal rights and
private life. The Constitutional Court’s an-
nulment decision is of a nature to prevent
violations of rights to freedom of expression.
However, this decision has eliminated an
important measure for the protection of per-
sonalrights and created a new uncertainty in
the legal system. While the decisions of the
Constitutional Court and the European Court
of Human Rights remain important guidesin
maintaining this balance, it is clear that the
annulment decision creates the need for a
new regulation.

Amerika Birlesik Devletleri'nde ise erigimin
engellemesive icerigin yayindan cikarilmasi-
na benzer tedbirler, ifade ve basin 6zgurluk-
lerine iligkin Birlesik Devletler Anayasasi’'nin
Birinci Anayasa Degisikligi (First Amend-
ment of the United States Constitution) hu-
kamlerince sinirlandinlmistir. idareye buna
yonelik getirilen kisitlamalar ve Turkiye'ye
benzer sekilde uzun suren dava suregleri
kamu otoritelerini dolayli yollardan énlem-
lerini yaratmeye itmistir'. Amerika Birlesik
Devletleri'nde idare, dogrudan dogruya
icerik saglayicilari hakkinda yargisal tedbir-
lere basvurmak yerine yayindan ¢ikartilmak
istenen icerigin kaldirilmasi veya bu icerige
erisimin durdurulmasi igin icerik ve yer sag-
layicilarina basvurmaktadir?’. Rusya’da inter-
neticeriklerine erisimin engellenmesi, esnek
ve idareye ve yurutmeye genis yetkiler veren
bir hukuki cergceveye dayanmaktadir?’. Rus-
ya'da erisim engelleme kararlari genellikle
idari bir islem olarak alinmakta, mahkeme-
lerce onaylanmasi gerekmemektedir?2. Bu
alandaki duzenlemelerin temelini, 2006 vyi-
linda yuarurluge giren Bilgi, Bilgi Teknolojile-
ri ve Bilgi Koruma Kanunu (06 undopmauumu,
I/IH(I)OpMaHI/IOHHLIX TCXHOJIOTUAX U O 3alllUTC
nudopmanmu, Ne 149-®3)% olusturmaktadir.
Ayrica, Roskomnadzor tarafindan yoneti-
len Yasakli Web Siteleri Kaydi, mahkemeler
veya belirli devlet kurumlarinin talebi Gzeri-
ne erisime engellenmesi gereken icerikleri
listelemektedir. Terodrizm, ¢cocuk istismari
materyalleri, asirilik¢l propaganda, intihara
tesvik ve uyusturucu kullanimini 6zendirme
gibi iceriklerin yani sira, hukametin “toplum
duzenine tehdit” olarak gordugu iceriklerin
de engellenmesi mumkuandur?4,

IX. SONUC

Erisimin engellenmesi ve icerigin yayindan
cikarilmasi, dijital cagda ifade ve basin 6z-
gurlugu, kisilik haklarinin ve 6zel hayatin ko-
runmasi agisindan énemli bir hukuki mesele
olarak karsimiza ¢cikmaktadir. Anayasa Mah-
kemesi'nin iptal karar, ifade 6zgurlugune
yonelik hak ihlallerini énleyecek niteliktedir.
Ancak bu karar, kisilik haklarinin korunmasi-
na yonelik 6nemli bir tedbiri ortadan kaldir-
mis ve hukuk sisteminde yeni bir belirsizlik
dogurmustur. Anayasa Mahkemesi ve Avru-
pa insan Haklari Mahkemesi’nin kararlari, bu
dengeyi saglamada 6nemli rehberler niteli-
gini korumaktayken, iptal kararinin yeni bir
duzenleme ihtiyaci dogurdugu aciktir.
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