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ABSTRACT | OZET

Article 204 et sec. of the Turkish Criminal Code No. 5237 (“TCC”) defines the of-
fences of document forgery according to the nature of the document that is the
subject of the offence and the manner in which the act of forgery is committed,
and in this context, the issue of the document forgery in the digital environment

is assessed.

5237 sayili Tiirk Ceza Kanunu'nun (“TCK”) 204. maddesi ve devaminda diizenlenen
belgede sahtecilik suclar1 sucun konusu olan belgenin niteligine ve sahtecilik eyle-
minin gerceklesme bicimine gore tanimlanmakta olup bu baglamda belgede sahte-
cilik suclarmin dijital ortamda islenebilirligi hususu ele alinmaktadir.
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I.INTRODUCTION

As a result of the digitalization of our age
with each passing day, it is obligatory for
the regulations in the law to catch up with
these innovations and to be updated. How-
ever, since it is not possible for the legislator
to catch up with these innovations rapidly, it
isacommon solution to interpret and apply
the existing legal regulations in accordance
with the age. In this particular context, when
forgery offences are under consideration,
there are a multitude of elements that need
to be evaluated with great precision.

The provisions in the penal codes are in-
terpreted strictly due to their nature. This is
based on the principle of legality, which is
also explained as “no punishment without
law/ nulla poena sine lege”". Consequently,
it is not possible to criminalize and punish
an act that is not clearly defined by law. The
principle of legality, derived from Roman
Law, has been incorporated into a broader
framework encompassing Human Rights
Law and constitutional principles?. In this
article, we evaluate document forgery in
digital environments within the framework
of the limits set by the Constitution and crim-
inal laws.

1. GIRIiS

Cagimizin gun gegtikge dijitallesmesinin

bir sonucu olarak hukukta yer alan duzen-

lemelerin de bu yenilikleri yakalamasi ve

guncellenmesi mecburiyeti dogmaktadir.

Ancak kanun koyucunun bu yenilikleri hizla

yakalayabilmesi imkaninin dtsuk olmasin-

dan o6turd var olan hukuki duzenlemelerin

caga uygun bir bicimde yorumlanarak uy-
gulanmasi yaygin bir c6zum olarak karsi-

miza cikmaktadir. Bu baglamda belgede

sahtecilik suclari ele alindiginda ise detayli-

ca degerlendirilmesi gereken bircok unsur
mevcuttur.

Ceza kanunlarinda yer alan hukamler nite-
likleri geregi dar yorumlanir. Bunun daya-

nagiise “kanunsuz ceza olmaz/nulla poena
sine lege” seklinde de agiklanan kanunilik

ilkesinden dogmaktadir®. Dolayisiyla kanun-

da acgik¢a tanimlanmamis bir fiilin sug teskil

ederek cezalandinlmasi mumkuan degildir.
Kanunilik ilkesi esasinda Roma Hukuku’n-
dan gunumuze kadar gelmis olmakla birlik-

te insan Haklari Hukuku’ndan anayasalara
kadar genis bir cercevede kendisine yer
edinmektedirz. Bu makalemizde belgede

sahtecilik suclarinin dijital ortamlarda isle-
nebilirligini Anayasa ve ceza kanunlari tara-
findan ¢izilen sinir gergevesinde degerlen-

dirmekteyiz.
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I1. FORGERY CRIMES

Offences pertaining to forgery are subject to
regulations as outlined in Article 204 and the
following articles of the TCC. These offences

include forgery of an official document (Arti-

cle 204 of the TCC), corruption, destruction

or concealment of an official document (Ar-

ticle 205 of the TCC), false statement in the
issuance of an official document (Article 206
of the TCC), forgery of a private document

(Article 207 of the TCC), corruption, destruc-

tion or concealment of a private document
(Article 208 of the TCC) and misuse of blank

signature (Article 209 of the TCC). The dis-
tinguishing characteristics that differenti-

ate these offences from each other are the
nature of the document that is subject to
forgery and the manner in which the act of
forgery is committed.

The committability of these offences in the

digital environment must be examined sep-
arately according to the concept of the doc-

ument and the act constituting forgery.
A.The Concept of Document
Notwithstanding the fact that the document,

which is the subject of the offences under
Article 204 et seq. of the TCC, is not defined

1. BELGEDE SAHTECILIK
SUCLARI

Belgede sahtecilik suclari TCK'nin 204.
maddesi ve devaminda duzenlenmektedir.
Bu suclar; resmi belgede sahtecilik (TCK
m.204), resmi belgeyi bozmak, yok etmek
veya gizlemek (TCK m.205), resmi belgenin
duzenlenmesinde yalan beyan (TCK m.206),
6zel belgede sahtecilik (TCK m.207), 6zel
belgeyi bozmak, yok etmek veya gizlemek
(TCK m.208) ve acgiga imzanin kotuye kulla-
nilmasi (TCK m.209) fiilleridir. Bu suglari birbi-
rinden ayirt eden unsurlar sahtecilik konusu
belgenin niteligi ve sahtecilik fiilinin iglenis
bicimine haiz hareketlerdir.

Bu suclarin dijital ortamda islenebilirliginin
ise belge kavrami ve sahtecilik teskil eden
harekete gore ayr ayri incelenmesi gerek-
mektedir.

A. Belge Kavrami

TCKmadde 204 vd. yer alan suglarin konusu-
nu olusturan belge TCK'da tanimlanmamak-
la birlikte; bir hukuki olay, olgu veyahut bir
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in the TCC, it is a written instrument used
to prove a legal event, fact or a declaration
of intent. Consequently, it is imperative to
recognize that not all data qualifies as a
document, and not all information on pa-
per qualifies that document as a document
in the sense of criminal law. A fundamental
component of the term “document” is the in-
formation contained within it3. In this context,
the content of the document must neces-
sarily have the characteristic of evidencing
an event or phenomenon in the legal realm.
Therefore, the primary function of the doc-
ument is to serve as a reliable source of ev-

irade beyaniniispata yarayan yazili araclardir.
Dolayisiyla her veri belge niteligi tasimamak-
ta olup kagit tzerinde yer alan her bilgi de o
evraki ceza hukuku anlaminda belge niteli-
gine getirmemektedir. Belge teriminden ne
anlasilacagi hususunda énemli unsurlardan
biri belgenin iceriginde yer alan bilgilerdir®.
Bu baglamda belgenin muhtevasi mutlaka
hukuk aleminde bir olay veya olguya dela-
let etme 6zelligini tasimalidir. Dolayisiyla
belgenin en buyuk amaci ispata yarar olma-
sidir. Belgenin muhtevasi bir irade beyanini
icerebilecegi gibi hukuk duzleminde 6nem
arzeden olay ve olgulara yonelik gercekligin

idence. The content of the document may
include a declaration of intent, or it may be in
the form of writing down the reality regard-
ing the events and facts that are important
in the legal plane. In this regard, contracts
containing the declarations of intent of the
parties, petitions in court files, trial records,
and records maintained by state institutions
such as health reports, SSl records, and land
registry records, are considered as docu-
ments as well.

In addition to the content of the document,
another element that constitutes its identity
as a document is the certainty of its issuer.
The rationale behind this assertion is that the
value of the content of the document origi-
nates from the person of the issuer. The is-
sue is to be understood from the fact that the
issuer of the document is certain to whom

yaziya dokulmesi biciminde de olabilmekte-
dir. Bu bicimiyle ele alindiginda taraflarin ira-
de beyanlariniigeren sdzlesmeler; mahkeme
dosyalarinda yer alan dilekceler, durugsma
zaptlari vb. evrak ve hatta saglik raporlari,
SGK kayitlari, tapu sicil kayitlari gibi devlet
kurumlarinin kayitlari da belge niteligini ta-
simaktadir.

Belgenin iceridi ile birlikte belgeyi belge
yapan diger bir unsur ise duzenleyicisinin
belirli olmasidir. Bunun sebebi ise belge-
nin iceriginin degerinin duzenleyenin sah-
sindan kaynaklanmasidir. Duzenleyeninin
belirli olmasindan anlasilacak husus belge
iceriginde yer alan irade beyaninin kime
ait oldugudur. Belgede yer alan imzanin
degeri ise bu noktada ortaya ¢ikmaktadir.
Ancak bu durum bir evrakin ceza hukuku
bakimindan belge niteligi kazanabilmesi

BELGEDE SAHTECILIK SUGLARININ DIJITAL ORTAMDA ISLENEBILIRLIGI

the declaration of intent contained in the
content of the document belongs. The sig-
nificance of the signature in the document
thus arises*. However, it is important to note
that the requirement for a document to be
signed or physically signed does not apply
to the characteristics of the document in the
context of criminal law.

In consideration of all these elements, it
seems possible to create, modify or falsify
the document in the digital environment,
due to its nature. The most significant issue
to be addressed in this respect is that the
relevant document must meet all validity
requirements. Indeed, it is not possible to
forge a document that is not legally valid.
Consequently, the criminal offence of forg-
ery of a document that will not be legally
valid if issued in a digital environment will
not apply in cases such as forgery, alteration,
distortion, destruction, concealment, etc. in
a digital environment.

1. Being Written

The fundamental principle to be grasped
from the fact that the document is written is
that it contains writing in its content®. Docu-
ments that comprise solely visual elements
or data recorded for storage purposes do
not meet the criteria for being designated as
documents. While these data possess the
quality of evidence, they do not meet the
criteria for document status.

The method by which the content of the doc-
ument is written is inconsequential. In this
respect, the quality of the document is un-
affected by the method of writing employed,
whether by hand or by computer. However,
it is imperative to consider any validity con-
ditions pertaining to the document’s com-
position. To illustrate this point, consider a
handwritten will, which is required by law to
be written in full by hand from beginning to
end. Conversely, if a handwritten will is cre-
ated using a computer or typewriter, it is not
subject to the same legal validity conditions
as a traditional document. Consequently, if
it lacks any content that would be deemed
legally protected in its current state, it would
not possess the requisite legal quality. There-
fore, if a handwritten will is prepared in a
computer environment or on a typewriter,
the act of forgery on this document will not
constitute an offence. In essence, the docu-
ment in question lacks legal validity.

icin mutlaka imzalanmis olmasi veya fiziken
imzalanmis olmasi gerektigi anlamina gel-
memektedir.

Tum bu unsurlar ele alindiginda belgenin
niteligi geredi dijital ortamda duzenlenmesi,
degistirilmesi veya tahrif edilmesi mumkun
gorunmektedir. Elbette bu agidan ele alin-
masi gereken en énemli husus ilgili belge-
nin tum gegerlilik sartlarini tagimasi gerekli-
ligidir. Nitekim hukuken gecerli olmayan bir
belgede sahtecilik yapilmasi da mumkun
olmayacaktir. Bu bakimdan dijital ortamda
duzenlenmesi halinde hukuken gecerlilik
kazanmayacak bir belgenin dijital ortamda
gercede aykir sekilde duzenlenmesi, degdis-
tirilmesi, bozulmasi, yok edilmesi, gizlenmesi
vs. gibi durumlar halinde belgede sahtecilik
sucu olugmayacaktir.

1. Yazili Olmasi

Belgenin yazili olmasindan anlasilacak hu-
sus, iceriginde yaziyi barindirmasidir®. Salt
gorsel iceren evrak veyahut depo edilmek
amaciyla kaydedilen veriler belge niteligi
tasimamaktadir. Bu veriler delil niteligi tasi-
makla birlikte belge niteliginde olmayacak-
lardir.

Belge iceriginde yer alan yazinin hangi vasita
ile yazildiginin bir 6nemi bulunmamaktadir.
Bu bakimdan belgenin elle yazilmasi veya
bilgisayar ortaminda yaziya aktarilmasi belge
niteligini etkilememektedir. Ancak unutma-
mak gerekir ki duzenlenen belgede yaziya
iliskin bir gegerlilik sarti bulunmasi halinde
bu gecerlilik sartinin da g6z 6nunde bulun-
durulmasi gerekmektedir. Ornegin el yazili
vasiyetnamenin kanunda belirlenen sekil
sarti olarak bastan sona elle yazilmasi ge-
rekmektedir. Bu durumda el yazili vasiyetna-
menin bilgisayar ortaminda veya daktilo ile
yazilmasi halinde bu evrak kanuni gecerlilik
sartlarina sahip olmadigindan 6turu, mevcut
sekliile hukuken korunmaya deger bagka bir
icerigi de bulunmuyor ise, belge niteligini
haiz olmayacaktir. Bu sebeple el yazili vasi-
yetnamenin bilgisayar ortaminda veya dak-
tilo Uzerinde duzenlenmesi halinde bu evrak
Uzerinde yapilacak sahtecilik hareketi suc
teskil etmeyecektir. Nitekim ortada gegerli
bir belge bulunmamaktadir.
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2. The Presence of Legally Signifi-
cant Content

In order to discuss the existence of a doc-
ument within the context of criminal law, it
is necessary for the document to contain
content that is capable of producing results
within the legal realm. Consequently, if a
document lacks legally significant content,
it cannot be considered a subject relevant
to the forgery offence®.

It is imperative that the content of the docu-
ment is comprehensible to all relevant par-
ties, or the intended recipient. The main rea-
son for this is that the document is a means
of proof. Indeed, if the content of a text is
incomprehensible, the text’s legally enforce-
able content cannot be mentioned’.

3. The Significance of the Issuer

Given that the document in question is re-
flective of a declaration of intent due to its
nature, the person whose declaration it re-
flects must be certain®. Despite the fact that
it contains a legally binding will, an anony-
mous document does not qualify as a docu-
ment within the meaning of the TCC. Conse-
quently, the identity of the document’s issuer
must be discerned during the examination
process. As a matter of fact, Ahmet Gokgen
explains; “The issuer of the document can be
understood from its content as well as from
the signature on the document”®. Howev-
er, in cases where the document must be
signed according to the conditions of valid-
ity, it will not be sufficient to even initialize
the document. However, in the absence of
any such validity requirement, the existence
of the document should be accepted if the
issuer of the document is understood from
its content.

B. The Acts Which State Forg-
ery (Material Element)

The following acts constitute the material
elements of the offence: forging a docu-
ment, altering an original document in a
way to deceive others, using a forged doc-
ument, corrupting, destroying, concealing
the document, making a false statement in
the issuance of an official document, filling
in a signed and partially or completely blank
paper, which is filled in a certain way and de-
livered to him for use, in a way different from
the reason for which it was given. In this re-

2. Hukuken Anlami Olan Bir iceri-
ginin Olmasi

Ceza hukuku anlaminda bir belgenin var-
ligindan soz edilebilmesi icin belgenin hu-
kuk aleminde sonu¢ dogurma yetenegdini
kabil bir icerige sahip olmasi gerekmektedir.
Dolayisiyla hukuken anlami olan bir icerige
sahip olmamasi halinde belgede sahtecilik
sucu konusunu olusturan bir belgeden s6z
edilemeyecektir®.

Belgede yer alan yazilarin herkes tarafindan
veya muhatabi tarafindan anlasilabilir olma-
s gerekir. Bunun en temel sebebi belgenin
ispat araci olmasidir. Nitekim muhtevasinin
anlasilmadigi metinler s6z konusu oldugun-
da hukuken anlami olan bir icerikten bahse-
dilemeyecektir’.

3. Duzenleyicisinin Belirli Olmasi

Belgenin niteligi geregi irade beyanini yan-
sitmasindan 6turu beyanini yansittigi kisinin
belirli olmasi gerekiré. Hukuken bir anlama
sahip olan irade beyani icermekle birlikte
anonim olarak kaleme alinan evrak TCK an-
laminda belge niteligine sahip degildir. Bu
sebeple belgenin duzenleyicisinin belge
incelendiginde anlasilmasi gerekmektedir.
Nitekim Ahmet Gokcen; “Belgenin duzenle-
yicisi muhtevasindan da anlasilabilecegi gibi
belgede yer alan imzadan da anlasilabilir”
seklinde aciklamaktadir®. Elbette ki belge-
nin gecerlilik sartlarina gére imzalanmasinin
zorunlu oldugu hallerde belgeye paraf dahi
atilmis olmasi yeterli olmayacaktir. Ancak
imzalli olmasina yoénelik bir gecerlilik sarti
olmamasi halinde belgenin duzenleyicisinin
iceriginden anlasildigi durumlarda da belge-
nin varligi kabul edilmelidir.

B. Sahtecilik Teskil Eden Fiil-
ler (Maddi Unsur)

Sucun maddi unsuru olan fiiller; belgenin
sahte olarak duzenlenmesi, gercek olarak du-
zenlenen bir belgenin gercege aykir olarak
baskalarini aldatacak bicimde degistirilmesi,
sahte bir belgenin kullanilmasi, belgenin bo-
zulmasi, yok edilmesi, gizlenmesi, resmi bir
belgenin duzenlenmesinde yalan beyanda
bulunulmasi, belirli bir tarzda doldurulup kul-
lanilmak Uzere kendisine teslim olunan imza-
li ve kismen veya tamamen bos bir kagidin
verilme nedeninden farkl bir sekilde doldu-

BELGEDE SAHTECILIK SUGLARININ DIJITAL ORTAMDA ISLENEBILIRLIGI

gard, it is imperative to consider the commit-
tability of these actions within the context of
the digital environment, as they bear distinct
characteristics that must be duly assessed.

1. Issuing the Document as
Forged

The forgery of a document is classified as an
offence under Atrticle 204 of the TCC or Arti-
cle 207 of the TCC, depending on whether
the document is of an official or private na-
ture. While forgery alone is sufficient for the
commission of the offence in official docu-
ments, forgery alone is not sufficient in pri-
vate documents, and the forged document
must also be used for the commission of the
offence. The crux of the matter pertains to
the conceptualization of forgery, which is
understood to be contrary to the declaration
of intent of the document’s issuer or contrary
to the events or facts reflected in reality. An
alternative opinion posits that forgery entails
the imitation of document-issuing®.

In order for this particular offence to be com-
mitted in the digital environment, it is nec-
essary for the issuing activity to take place
in said environment. Given that the drafting
of documents in a computer environment is
not subject to any restrictions, provided that
it does not contradict the validity conditions,
it can be concluded that this offence can be
committed in the digital environment if the
document issued in the computer environ-
ment is issued in a false manner.

2. The Alteration of an Original
Document

The alteration of an original document with
the intent to deceive others is considered
an offence". It is important to note that, in
contrast to the act of modifying an official
document, the use of a private document, in
addition to the modification itself, must also
take place for the offence to occur, as in the
act of editing. In the digital environment, the
commission of this offence varies according
to the form in which the document is issued.

In the event of the physical issuance of the
originaldocument, any subsequent digital al-
terations to that document would require the
transfer of the document to the digital envi-
ronment, followed by a deliberate alteration
of the document in a manner that is contrary
to the truth. Conversely, if an original docu-
ment is produced in a digital environment

rulmasidir. Bu bakimdan s6z konusui fiillerin
dijital ortamda gerceklestirilebilirliginin ayn
ayri ele alinmasi gerekmektedir.

1. Belgenin Sahte Olarak Dlizen-
lenmesi

Belgenin sahte olarak duzenlenmesi, resmi
veya 0zel nitelige sahip olmasina goére TCK
madde 204 veya TCK madde 207'ye gore
sug teskil etmektedir. Resmi belgede sugun
olusmasi icin sahte olarak duzenleme tek
basina yeterliyken ¢zel belgede duzenleme
tek basina yeterli olmayip sugun olugmasi
icin sahte belgenin kullanilmasi da gerek-
mektedir. Burada ele alinmasi gereken hu-
sus sahtelikten ne anlasilacagidir ki sahtelik,
belgenin duzenleyicisinin irade beyanina ve-
yahut gergek dunyada yansittigi olay veya ol-
gulara aykiri olmasidir. Diger bir goruse gore
sahtelikten anlasilacak husus taklit suretiyle
belgenin duzenlenmesidir™.

Bu fiilin dijital ortamda islenebilmesi icin du-
zenlenme faaliyetinin dijital ortamda gercek-
lesmesi gerekmektedir. Belgelerin bilgisayar
ortaminda kaleme alinmasinda, gecerlilik
sartlarina aykirilik olusturmadigi surece, bir
engel olmadigindan oétaru bilgisayar orta-
minda duzenlenen belgenin gercege aykir
bir bicimde duzenlenmesi halinde bu sugun
dijital ortamda islenebilecegi asikardir.

2. Gercek Olarak Diizenlenen Bir
Belgenin Degistirilmesi

Gercek olarak duzenlenen bir belgenin bas-
kalarini aldatacak bicimde degistirilmesi
sug teskil etmektedir''. Tabi burada 6zel bir
belgeden bahsediliyor ise, resmi belgeden
farkli olarak yine duzenleme eyleminde ol-
dugu gibi sugunun olusmasi igin degistirme
eylemine ilaveten kullanmanin da gercekles-
mesi gerekmektedir. Burada bu sugun dijital
ortamda islenmesi gercek olarak duzenle-
nen belgenin hangi bigcimde duzenlendigine
gore degisiklik gostermektedir.

Gergek belgenin fiziki olarak duzenlenmis ol-
masl ihtimalinde bu belgenin dijital ortamda
degistirilebilmesi icin belgenin dijital orta-
ma aktarilmasi, akabinde gercege aykiri bir
bicimde degistirilmesi s6z konusu olacaktir.
Ancak gercek bir belgenin dijital ortamda
uretilmis olmasi halinde bu belge ¢ogunluk-
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since this document is usually stored in the
database where it was produced, document
verification systems can easily reveal wheth-
er the document has been forged.

3. The Use of a Forged Document

The use of a forged document constitutes an-
other act that forms the crime of document
forgery'. There is a distinction between
whether the document subject to the crime
is an official document, i.e. a document is-
sued by a public official in accordance with
certain regulations as part of their duty, or
a private document in terms of this act that
gives rise to crime. In case the document in
question is an official document, the legisla-
tor considers the acts of forging, altering in
a way to deceive others, using, and issuing
contrary to the truth by a public official as
separate crimes. In other words, the mere oc-
currence of either forging or using an official
document alone is sufficient for the crime
to be committed. However, if the document
subject to the crime is a private document,
both the acts of forging and using must oc-
cur together for the crime to be committed.
Furthermore, the legislator has also criminal-
ized the act of knowingly using a forged pri-
vate document. Moreover, the environment
in which the document is used is important
in terms of this crime being committed in the
digital realm. Therefore, in case a forged doc-
umentis used in digital environments, it may
be possible for document forgery crimes to
be committed in the digital realm as well.

4. Corrupting, Destroying or Con-
cealing the Document

The act of destroying, corrupting, or con-
cealing a document constitutes a crime as it
aims to prevent the document from fulfilling
its primary purpose of providing evidence,
effectively amounting to tampering with
evidence'. The subject of this crime can
only be official documents. With regard to
documents created in physical form, it is not
possible to commit this act in the digital envi-
ronment. Indeed, itis contrary to the ordinary
course of life to digitally alter a document
that has a physical existence.

However, it is possible to commit this crime
with respect to documents prepared in the
digital environment. For documents digitally

la belgenin uretildigi veri tabaninda da sak-
landigindan, belge dogrulama sistemleri ile
belge Uzerinde sahtelik yapilip yapilmadigi
kolaylikla ortaya cikabilecektir.

3. Sahte Olarak Dizenlenen Bir
Belgenin Kullanilmasi

Belgede sahtecilik sugunu olusturan diger
bir fiil de sahte olarak duzenlenen bir bel-
genin kullanilmasidir’. Suca vucut veren
bu eylem bakimindan suca konu belgenin
resmi belge niteligini haiz olmasi, yani bir
kamu gorevlisi tarafindan gorevi geregi be-
lirli mevzuatlara gore duzenlenen bir belge
olmasi ile 6zel belge niteligini haiz arasinda
fark bulunmaktadir. S6z konusu belgenin
resmi bir belge olmasi halinde kanun koyu-
cu; sahte olarak duzenleme, baskalarini alda-
tacak sekilde degistirme, kullanma ve kamu
gorevlisi tarafindan gercege aykirn sekilde
duzenleme eylemlerini ayri ayr su¢ olarak
kabul etmektedir. Bir diger ifade ile, resmi
belgenin sadece sahte olarak dizenlenmesi
ve sadece kullanilmasi eylemlerinden birinin
gerceklesmesi, sucun olugmasi icin tek basl-
na yeterlidir. Ancak suca konu belgenin 6zel
belge olmasi halinde sugun olusmasi igin
duzenleme ve kullanma eyleminin birlikte
gerceklesmesi gerekir. Ote yandan kanun
koyucu, 6zel belgenin sahte oldugunu bile-
rek kullanma eylemini de cezaya baglamistir.
Bununla birlikte bu sugun dijital ortamda isle-
nebilmesi bakimindan belgenin kullanildigi
ortam 6nem arz etmektedir. Dolayisiyla sahte
olarak uretilen bir belgenin dijital ortamlarda
kullanilmasi halinde de belgede sahtecilik
suclarinin dijital ortamda islenebilmesi s6z
konusu olabilecektir.

4. Belgenin Bozulmasi, Yok Edil-
mesi veya Gizlenmesi

Belgenin bozulmasi, yok edilmesi veya giz-
lenmesi fiili belgenin esas amaci olan ispati
onlemek yani delil karartmak anlamini tasi-
digindan sug teskil etmektedir'®. Bu sugun
konusu ancak resmi belgeler olabilmektedir.
Fiziki ortamda duzenlenen belgeler baki-
mindan bu fiilin dijital ortamda islenebilmesi
mumkuan olmamaktadir. Nitekim fiziki varliga
sahip bir belgenin dijital olarak tahrif edilme-
si hayatin olagan akisina aykirdir.

Ancak dijital ortamda duzenlenen belgeler
bakimindan bu sucun islenmesi mumkun
olabilir. Dijital ortamda duzenlenerek veri ta-
banlarina kaydedilen belgeler bakimindan
belgeyi tahrif etme sugcunun gergeklestiri-
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created and stored in databases, the crime
of document forgery can be committed
through hacking activities carried out on
the sources of these databases. However,
this also constitutes the crime of obstruct-
ing, disrupting, destroying or altering data
in a system as regulated in Article 244 of
the TCC™. According to Article 244(2) of the
TCC, this crime is defined as: “A person who
corrupts, destroys, alters or renders inaccessi-
ble the data in an information system, inserts
data into the system, or sends existing data
to another place shall be sentenced to im-
prisonment from six months to three years”.
Therefore, such activities directed at the in-
formation system where a digitally created
document is stored may constitute both the
crime specified in Article 205 or 208 of the
TCC and the crime in Article 244 of the TCC,
depending on whether the document is offi-
cial or private. However, real concurrence as
per Article 212 of the TCC cannot be applied
here. Indeed, Article 212 of the TCC states:
“In case of using a forged official or private
document during the commission of anoth-
ercrime, separate penalties shall be imposed
for both forgery and the related crime.” The
application of real concurrence provisions
requires that the act of forgery be in the form
of using a forged document'®. Consequently,
in the case of Article 244 of the TCC as ex-
plained above, real concurrence provisions
cannot be applied since there is no new
crime committed using a forged document.
Nevertheless, as multiple different crimes
under Article 244 of the TCC and Article 204
et seq. of the TCC are committed simultane-
ously through the same act, the provisions
of ideal concurrence will be applied, and the
penalty will be imposed based on the crime
type that requires a more severe punishment
between these two crime types.

5.The False Declaration in the
Issuance of an Official Document

False declaration in the issuance of an of-
ficial document constitutes another type
of document forgery crime. In this regard,
it is necessary to address the differences
between official documents and private
documents. An official document refers to a
document issued by a public official in the
course of their duty’®. In this context, iden-
tity documents, driver’s licenses, passports,
graduation certificates and diplomas, docu-
ments issued by courts, land registry records,
and all similar documents are considered

lebilmesi, bu veri tabanlarinin kaynaklarin-
da gerceklestirilecek korsanlik faaliyetleri
ile mumkun olacaktir. Ancak bu husus TCK
madde 244'te duzenlenen sistemi engelle-
me, bozma, verileri yok etme veya degistir-
me sucunu da olusturmaktadir’®. TCK madde
244'un 2. fikrasina gore bu sug; “Bir bilisim
sistemindeki verileri bozan, yok eden, degis-
tiren veya erisilmez kilan, sisteme veri yerles-
tiren, var olan verileri baska bir yere génderen
kisi, alti aydan tc yila kadar hapis cezasi ile
cezalandinlir.” seklinde duzenlenmektedir.
Bu sebeple dijital ortamda duzenlenen bir
belgenin muhafaza edildigi bilisim sistemi-
ne yonelik bu faaliyetler belgenin resmiveya
ozel belge niteligini haiz olmasina goére hem
TCK madde 205 ya da TCK madde 208'de
yer alan sucu hem de TCK madde 244'te yer
alan sucu olusturabilmektedir. Ancak burada
TCK madde 212 geregince gergek ictima uy-
gulanamayacaktir. Nitekim TCK madde 212;
“Sahte resmi veya 6zel belgenin bir baska su-
cun islenmesi sirasinda kullanilmasi halinde
hem sahtecilik hem de ilgili su¢tan dolayi
ayri ayri cezaya huakmolunur.” seklinde du-
zenlenmekte olup gercek ictima hukumleri-
nin uygulanabilmesi icin sahtecilik konusu
fiilin sahte belgenin kullanilmasi seklinde
olmasi gerekecektir'®. Dolayisiyla yukarida
acikladigimiz TCK md.244’an s6z konusu
oldugu durumda sahte belge kullanilarak
islenmis yeni bir sugtan bahsedilemeyecegi
icin gercekictima hukumleri uygulama alani
bulamayacaktir. Ancak bununla birlikte ayni
eylem ile TCK m.244'teki ve TCK md.204 ve
devamindaki birden ¢ok farkli su¢ birlikte
islenmis olacagindan fikri ictima hukumleri
uygulanarak, bu iki su¢ tipinden daha agir
ceza verilmesi gerektiren suc tipi GUzerinden
ceza verilecektir.

5. Resmi Bir Belgenin Diuizenlen-
mesinde Yalan Beyanda Bulunul-
masi

Resmi bir belgenin duzenlenmesinde yalan
beyanda bulunulmasi diger bir belgede
sahtecilik sucudur. Bu hususta resmi belge
ile 6zel belge arasindaki farklara deginmek
gerekmektedir. Resmi belge, kamu gorevlisi
tarafindan gorevi geregi duzenlenen belge
anlamina gelmektedir'®. Bu baglamda kimlik
belgeleri, surtcu belgeleri, pasaportlar, me-
zuniyet belgeleri ve diplomalar, mahkemeler
tarafindan duzenlenen belgeler, tapu kayit-
lari vb. tum belgeler resmi belge niteliginde-
dir. Resmi belge niteligini haiz olmayan tum
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official documents. All documents that do
not possess the characteristics of an official
document fall under the definition of private
documents. In this context, documents pre-
pared by public officials independently of
their duties are also considered private doc-
uments’’. Furthermore, Article 210 of the
TCC enumerates documents that are consid-
ered equivalent to official documents. This
provision states: “(1) If the subject of private
document forgery is a negotiable instrument
payable to order or bearer, a document rep-
resenting goods, a share certificate, a bond,
or a will, the provisions relating to forgery of
official documents shall apply. (2) A physi-
cian, dentist, pharmacist, midwife, nurse, or
other healthcare professional who issues a
false document shall be sentenced to impris-

onment from three months to one year. If the
issued document provides an unjust benefit
to a person or has the nature of causing harm
to the public or individuals, the penalty shall
be determined according to the provisions
of forgery of official documents.” This article
stipulates documents that, although private
in nature, are considered official documents.
Moreover, it would be beneficial to add a
note regarding the crime of forgery in official
documents in the form of certification, sepa-
rate from the act of false declaration. Specifi-
cally, when a private document acquires the
status of an official document through no-
tarization, the nature of the forgery will vary
depending on which part of the document

belgeler ise 6zel belge tanimina girecektir.
Bu baglamda kamu goérevlisinin gérevinden
bagimsiz olarak duzenledigi belgeler de 6zel
belge niteligindedir. Bununla birlikte TCK
madde 210 ise resmi belge niteliginde sayi-
lan belgeleri siralamaktadir. Bu hakum; “(1)
Ozel belgede sahtecilik sugunun konusunun,
emre veya hamile yazili kambiyo senedi, em-
tiayr temsil eden belge, hisse senedi, tahvil
veya vasiyetname olmasi halinde, resmi bel-
gede sahtecilik suguna iliskin hukdamler uy-
gulanir. (2) Gergede aykiri belge duzenleyen
tabip, dis tabibi, eczaci, ebe, hemsire veya
diger saglik meslegi mensubu, tg aydan bir
yila kadar hapis cezasi ile cezalandirilir. DU-
zenlenen belgenin Kisiye haksiz bir menfaat
saglamasi ya da kamunun veya kisilerin zara-
rina bir sonug¢ dogurucu nitelik tasimasi ha-

linde, resmi belgede sahtecilik htukamlerine
gore cezaya hukmolunur.” seklinde duzen-
lenmis olup 6zel belge olmakla birlikte resmi
belge olarak sayilan belgeleri huikme bagla-
mistir. Ote yandan bu konuya yalan beyan
eyleminden ayri olarak onaylama seklindeki
resmi belgelerde sahtecilik sucu konusunda
bir ilavede bulunmak faydali olacaktir. Soy-
le ki; 6zel nitelige haiz bir belgenin noterde
onaylanma suretiyle resmi belge vasfi kazan-
masi halinde sahtecilik faaliyetinin belgenin
hangi kisminda gerceklestigine gore niteligi
degisiklik gosterecektir. Sahtecilik faaliyeti-
nin bu bicimde duzenlenen bir belgenin
icerik kisminda gercgeklestirilmesi halinde bu
durumda olusan sug 6zel belgede sahtecilik
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the forgery occurs. If the forgery activity is

carried out in the content section of a docu-

ment prepared in this manner, the resulting
crime will be forgery of a private document.
However, if the forgery activity relates to the
notarization process (date, journal number,
seal, signature, etc.) performed by the notary,
the resulting crime will be the forgery of an
official document.

The act of making a false declaration will only

constitute a crime if the document being is-

sued is an official document. Consequently,
the person to whom the false declaration is
made must be a public official. In this context,
it is evident that this crime will materialize if
the false declaration is transmitted digitally
to a public official. In other words, if a false
declaration is submitted while creating a
document request in a digital environment,
forexample through the E-Devlet Portal, and
this document is generated as a result of a
public official’s evaluation, this crime will

have been committed. However, if the doc-

ument request is created automatically by
the digital system without being evaluated
by a pubilic official when it is submitted, or if

the person to whom it is submitted for eval-

uation is not a pubilic official, then this crime
will not occur.

6. Misuse of Blank Signature

The act of misusing a blank signature occurs

when a signed paper, either partially or com-

pletely blank, which has been entrusted to

someone to be filled out in a specific man-

ner, isinstead completed in a way that differs
from its intended purpose. A document can

be signed physically, electronically, or digi-

tally. This matter is stipulated in Article 15 of
the Turkish Code of Obligations (“TCO”) No.
6098, which states: “The signature must
be handwritten by the person undertaking
the obligation. A secure electronic signature
also produces all the legal consequences of a
handwritten signature.” Consequently, foran
electronically signed document to produce

all the legal effects of a handwritten signa-
ture, the signature must be a secure electron-
ic signature. The primary reason for this re-

quirement is to prevent the forgery, copying,
or alteration of electronic signatures.

According to Article 4 of the Electronic Sig-

nature Law No. 5070 (“Law No. 5070"), a
secure electronic signature is defined as an
electronic signature that: “a) Is exclusively

sucu olacaktir. Ancak sahtecilik faaliyetinin

noter tarafindan gerceklestirilen onay isle-
mine iliskin (tarih, yevmiye no, muhar, imza,

vs.) olmasi halinde gergeklesecek sug resmi
belgede sahtecilik sucu olacaktir.

Yalan beyanda bulunulmasi fiiliancak duzen-

lenen belgenin resmi belge olmasi halinde

suc teskil edecektir. Dolayisiyla yalan beyan-
da bulunulan kisi bir kamu gorevlisi olacaktir.

Bu baglamda kamu gorevlisine iletilen yalan
beyanin dijital olarak iletilmesi halinde bu
sucun vucut bulacagi asikardir. Yani dijital

ortamda, 6rnedin E-Devlet Portall Uzerinden,
belge talebi olusturuldugu esnada yalan be-
yan sunularak bu belgenin bir kamu gorevli-

sinin degerlendirmesi sonucu olusturulmasi
halinde bu su¢ gerceklesmis olacaktir. Ancak
belge talebi olusturuldugunda bu talep bir
kamu gorevlisinin degerlendirmesinden
gecmeksizin, yani dijital sistem tarafindan

otomatik olarak olusturuluyorsa veyahut de-

gerlendirilmesine sunulan kisi kamu gorevlisi
degilse bu halde bu su¢ olugsmayacaktir.

6. Aciga imzanin Koétiiye Kullanil-
masi

Aciga imzanin kotuye kullanilmasi fiili belirli

bir tarzda doldurulup kullanilmak Uzere ken-

disine teslim olunan imzali ve kismen veya

tamamen bos bir kagidin verilme amacin-

dan farkli bir sekilde doldurulmasi seklinde

gerceklesmektedir. Belge fiziki olarak imza-

lanabilecegi gibi elektronik veya dijital olarak
daimzalanabilmektedir. Bu husus 6098 sayili

Turk Borglar Kanunu’nun (“TBK”) 15. mad-
desinde; “imzanin, borg altina girenin el ya-

zistyla atilmasi zorunludur. Guvenli elektronik

imza da, el yazisiyla atilmis imzanin batdan hu-
kukisonuclarinidogurur.” seklinde hukam al-

tina alinmistir. Dolayisiyla elektronik ortamda

imzalanan belgenin el yazisi ile atilan imza-

nin batun hukuki sonuglarini dogurabilmesi
icin imzanin guavenli elektronik imza olmasi

gerekir. Bunun en temel sebebi elektronik im-
zanin sahte olmasinin veya kopyalanmasinin,

degistirilmesinin 6nlenmesidir.

Guvenli elektronik imza 5070 sayili Elektro-

nik imza Kanunu’'nun (“5070 sayili Kanun”)
4. maddesine gore; “Guvenli elektronik imza;
a) Munhasiran imza sahibine bagli olan, b)
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linked to the signatory, b) Is created using a
secure electronic signature creation device
that is solely under the control of the signato-
1y, ¢) Enables the identification of the signa-
tory based on a qualified electronic certificate,
d) Allows for the detection of any subsequent
changes made to the signed electronic data.”
Consequently, signatures on documents
signed with a secure electronic signature
can be examined for any type of forgery
activity'®. For instance, if any alterations are
made to a document signed with a secure
electronic signature, the signatures recorded
on the document are automatically deleted.

If an unsecured electronic signature is used
as required by legislation, it cannot be con-
sidered a signature within the meaning of
Article 15 of the TCO. Consequently, if the
signature is a condition for the validity of the
document in question, a valid document can-
not be established, and therefore, the crime
of document forgery will not occur as a result
of the forgery activity. However, it is evident
that the crime of forgery will occur in the
event that the alteration of data in the docu-
ment cannot be traced using technological
means when a secure electronic signature
is used. In this case, the forgery activity will
have taken place on the electronic signature
itself. In other words, the crime that will mate-
rialize in terms of forgery activity here is not
the misuse of a blank signature, but forgery
of the signature itself.

Article 17 of Law No. 5070 stipulates: “Those
who create wholly or partially forged elec-
tronic certificates or who counterfeit or alter
validly created electronic certificates, as well
as those who knowingly use these electron-
ic certificates, shall be punished with impris-
onment from two to five years and a judicial
fine of not less than one hundred days. If the
crimes mentioned in the above paragraph are
committed by employees of an electronic cer-
tificate service provider, these penalties shall
be increased by up to half." This provision
regulates the crime of forgery in electronic
signatures. In this context, a forgery activity
carried out on adocument with an electronic
signature will also constitute forgery within
the scope of this provision™. The answer to
the question of which provisions should be
applied - the acts specified in the TCC or the
penal provisions in Law No. 5070 - is provid-
ed in Article 212 of the TCC. Consequently,
to the extent applicable, real concurrence
should be applied, and the penalty should
be calculated based on both types of crimes.

Sadece imza sahibinin tasarrufunda bulunan
guvenli elektronik imza olugturma araci ile
olusturulan, c) Nitelikli elektronik sertifikaya
dayanarak imza sahibinin kimliginin tespiti-
ni saglayan, d) imzalanmis elektronik veride
sonradan herhangi bir degisiklik yapilip yapil-
madiginin tespitini saglayan, elektronik imza-
dir.” seklinde tanimlanmaktadir. Dolayisiyla
gavenli elektronik imza ile imzalanan bel-
gelerde yer alan imzalar her turlu sahtecilik
faaliyeti bakimindan incelenebilmektedir®,
Ornegin guvenli elektronik imza ile imzala-
nan bir belge Uzerinde degisiklik yapilmasi
halinde belge Uzerinde kayitli imzalar otoma-
tik olarak silinmektedir.

Mevzuat geredi guvenli olmayan elektronik
imza kullanilmasi halinde ise TBK madde 15
anlaminda bir imzadan s6z edilemeyece-
ginden dolayi, imzanin s6z konusu belge-
nin gecerlilik sarti olmasi halinde gecerli bir
belgeden so6z edilemeyeceginden gercek-
lestirilen sahtecilik faaliyeti sonucu belgede
sahtecilik sucu olugsmayacaktir. Ancak kulla-
nilan gavenli elektronik imzanin teknolojik
imkanlar kullanilarak belgede yer alan veri-
lerin degistirilmesinin izlenemedigi ihtimalde
sahtecilik sugunun gerceklesecegi asikardir.
Ancak bu durumda gerceklesecek sahtecilik
faaliyeti elektronik imza Uzerinde gercekles-
misg olacaktir. Yani burada sahtecilik faaliyeti
bakimindan vucut bulacak suc acgiga imza-
nin koétuye kullanilmasi sugu degil, imzada
sahtecilik sugudur.

Bununla birlikte 5070 sayili Kanun'un 17.
maddesi; “Tamamen veya kismen sahte
elektronik sertifika olugturanlar veya gecerli
olarak olusturulan elektronik sertifikalari taklit
veya tahrifedenler ile bu elektronik sertifikala-
n bilerek kullananlar, iki yildan bes yila kadar
hapis ve yuz gunden az olmamak tzere adli
para cezaslyla cezalandinlir. Yukaridaki fikra-
da belirtilen suclar elektronik sertifika hizmet
saglayicisi calisanlari tarafindan islenirse bu
cezalar yarisina kadar artinlir.” seklinde du-
zenlenmis olup elektronik imzada sahtecilik
sucunu duzenlemistir. Bu baglamda elektro-
nik imzali bir belgede gerceklestirilen sahte-
cilik faaliyeti ayni zamanda bu hukam bag-
laminda da sahtecilik anlamina gelecektir™.
Bu hukumler arasinda TCK'da yer alan fiiller
veyahut 5070 sayili Kanun’da yer alan cezai
hukumlerden hangisinin uygulanacagi so-
rusunun cevabi ise yine TCK madde 212'de
yer almaktadir. Dolayisiyla, uygun dustagu
6lcude gercek ictima uygulanarak her iki
suc tipi tzerinden de cezanin hesaplanmasi
gerekecektir.
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C. The Ability to Mislead

Undoubtedly, the most crucial aspect to con-
sider regarding document forgery crimes is
the deceptive capability of the forged doc-
ument. The deceptive capability, although
not explicitly stated among the elements
in the law, is one of the material elements
of the crime of document forgery. In this re-
spect, the deceptive capability is an element
related to the forged document’s ability to
be convincing about its authenticity, and
the determination of this aspect is left to the
discretion of the judge.

In the commission of document forgery
crimes in the digital environment, attention
must be paid to whether this element is also
present?. Indeed, a forged document that
does not convince its recipient of its authen-
ticity does not constitute the subject of this
crime.

The examination of whether this element is
realized in terms of documents produced in
the digital environment can be understood
through electronically generated docu-
ments with QR codes. Since documents
produced with QR codes can be verified in
the digital environment, the deceptive ca-
pability of these documents will be realized
when the document is verified. The QR code
verification process is carried out by open-
ing the obtained document with the QR code
and matching it through the system. In other
words, along with the content being contrary
to the truth, the matching of the document
displayed on the system with the document
in hand through the QR code on the docu-
ment will ensure the realization of the decep-
tive capability element. However, it is evident
that if the document opened through the
system with the QR code does not match, the
element of deceptive capability will not be
realized. Moreover, if the content is also gen-
uine and the document is verified with the
QR code, there is noissue to be discussed in
terms of the crime of forgery.

The determination of whether this element is
realized in terms of electronic signatures can
be made by examining the validity of the cer-
tificates in secure electronic signatures. Se-
cure electronic signatures are subject to the
supervision of the Information and Commu-
nication Technologies Authority as per Law
No. 5070. The certification processes of se-
cure electronic signatures are carried out by
electronic signature providers. These certifi-

C. igfal Kabiliyeti Hususu

Belgede sahtecilik suclarn bakimindan ele
alinmasli gereken en 6nemli husus hi¢ sup-
hesiz sahte belgenin igfal kabiliyetini haiz
olmasidr. igfal kabiliyeti, kanunda yer alan
unsurlar arasinda agik¢ca yazmamakla birlik-
te, belgede sahtecilik sugunun maddi un-
surlarindandir. Bu bakimdan igfal kabiliyeti
sahte duzenlenen belgenin gercek oldugu
konusunda inandiricilik yetenegine sahip ol-
masina yonelik bir unsur olup, bu hususun
tespiti hakimin takdir yetkisine birakilmistir.

Belgede sahtecilik suglarinin dijital ortamda
islenmesi esnasinda da bu unsurun olusup
olusmadigina dikkat edilmesi gerekecektir®.
Nitekim muhatabini gercek olduguna inan-
dirmayan sahte bir belge bu sugun konusu
olmamaktadir.

Dijital ortamda uretilen belgeler bakimindan
bu unsurun gerceklesip gerceklesmediginin
incelemesi ise karekodlu olarak duzenlenen
elektronik belgeler uzerinden anlasilabile-
cektir. Karekodlu bigcimde aretilen belgelerin
yine dijital ortamda dogrulamasi yapilabile-
ceginden dolayl bu belgelerin igfal kabili-
yetinin bulunmasi belgenin dogrulanmasi
halinde gerceklesmis olacaktir. Karekod ile
dogrulama islemi, elde edilen belgenin ka-
rekod ile acilip sistem Uzerinden eslestirme
yapilmasi ile gerceklestirilmektedir. Yani ice-
riginin gercege aykiri olmasiyla birlikte belge
Uzerinde yer alan karekod sayesinde sistem
Uzerinde goéruntulenen belge ile elde bulu-
nan belgenin eslestirilmesi igfal kabiliyeti
unsurunun gerceklesmesini saglayacaktir.
Ancak karekod ile sistem Uzerinden agilan
belgenin eslesmemesi halinde igfal kabili-
yeti unsurunun gerceklesmeyecegi asikar-
dir. Kaldi ki iceriginin de gercek olmasi ve
belgenin karekod ile dogrulanmasi halinde
zaten sahtecilik sucu bakimindan tartisilacak
bir husus bulunmamaktadir.

Elektronik imza bakimindan bu unsurun ger-
ceklesip gerceklesmediginin tespiti igin ise
guvenli elektronik imzalarda yer alan sertifi-
kalarin gecerliligine bakilabilecektir. Guvenli
elektronikimza 5070 sayili Kanun geregi Bilgi
Teknolojileri ve iletisim Kurumu’nun deneti-
mine tabidir. Guvenli elektronik imzanin serti-
fikalanmasi islemleri elektronik imza yer sag-
layicilar tarafindan gercgeklestirilmektedir.
Bu sertifikalar imza sahiplerinin kimligini, im-
zalanan belgede degisiklik yapilip yapilma-
digini, belgenin ne zaman imzalandigini vb.
tam verilerin sorgulanmasini saglamaktadir.

MAKALELER

DiPNOT

18 Mehmet Emin Ozgiil, Guvenli
Elektronik imza Sahibinin Haklar ve
Yukumlulukleri, InUHFD 12(2): 539-
556 (2021), s. 547.

19 Ozhan Saglik, Elektronik
imzali Belgelerin Sahteciligi: Yar-
gitay Kararlari Baglaminda Bir In-
celeme, https://acikerisim.uludag.
edu.tr/server/api/core/bitstreams/
499f2a00-753d-4764-9f23-c954c9e-
3dcba/content#:~:text=%E2%80%9C-
Bir%20resmi%20belgeyi%20
sahte%20olarak, kadar%20hapis%20
cezas%C4%B1%20ile%20cezaland%-
C4%B1r%C4%B1lmaktad%C4%B1r.,
(Erigim Tarihi 12.01.2025).

20 Soyaslan, OzelHukumler, s. 498
vd.

2025 SUMMER



———— ARTICLES

PART 20

FOOTNOTE

21 Saglik, Forgery of Electronic
Signed Documents, p. 4.

GS| ARTICLETTER

THE COMMITTABILITY OF FORGERY OFFENCES IN THE DIGITAL ENVIRONMENT

cates enable the verification of all data such
as the identity of the signatories, whether
any changes have been made to the signed
document when the document was signed,
etc. Document formats capable of being
electronically signed also have a certificate
viewing feature. Therefore, the characteris-
tics of the electronic signature can be exam-
ined using this certificate viewing feature in
these documents, and the forgery activity
can be investigated accordingly?'. In cases
where the forgery activity has also been car-
ried out on the certificate itself, it is evident
that this would constitute a crime under Arti-
cle 17 of Law No. 5070, as explained above.

I1l. CONCLUSION

Therapidly evolving and changing era brings
certain challenges to the legal realm, and the
resolution of these issues is limited to the in-
terpretation of existing law. While consider-
ing this matter in terms of document forgery
crimes, the problem of forgery in digitalized
documents persists alongside the digitaliza-
tion of the world. The legislator'sinadequacy
in keeping pace with the times in lawmaking
leaves no alternative but to produce casuis-
tic solutions to end these problems.

When examined in terms of current law, the
feasibility of committing document forgery
crimes in the digital environment has been
evaluated separately for each type of crime.
According to this assessment, the feasibility
of committing each act constituting forgery

Elektronik ortamda imzalanabilme kabiliyeti-
ne sahip belge formatlarinda ayni zamanda
sertifika gorantuleme 6zelligi bulunmaktadir.
Dolayisiyla bu belgelerde yer alan sertifika
goruntuleme ozelligi kullanilarak elektronik
imzanin 6zellikleri incelenebilmekte, bu dog-
rultuda yapilan sahtecilik faaliyeti incelene-
bilmektedir?'. Sahtecilik faaliyetinin sertifika
Uzerinde de gercgeklestirilmis olmasi halinde
ise yukarida da aciklandigi tzere 5070 sayili
Kanun'un 17. maddesi geregince sug¢ teskil
edecedi asikardir.

I1l. SONUC

Buyuk bir hizla gelisen ve degisen cagin
hukuk alemine tasidigi birtakim sorunlar
bulunmakta olup bu sorunlarnn ¢ézuma igin
yururlukte olan hukukun yorumlanmasindan
Oteye gidilememektedir. Belgede sahtecilik
suclari bakimindan bu husus ele alindiginda
dijitallesen dunyaile birlikte dijitallesen evra-
kin sahteligi sorunu varligini sirdurmektedir.
Kanun koyucunun yasa yapma konusunda
caga ayak uydurmak konusundaki yetersiz-
ligi bu problemlerin sona erdirilmesi i¢in ka-
zuistik ¢ézumler dretilmesinden bagka care
birakmamaktadir.

Yururlukte olan hukuk bakimindan ele alin-
diginda belgede sahtecilik suglarinin dijital
ortamda islenebilirligi her sug tipine gore
ayri ayri degerlendirilmistir. Bu degerlen-

BELGEDE SAHTECILIK SUGLARININ DIJITAL ORTAMDA ISLENEBILIRLIGI

in the digital environment varies. When con-
sidered as a whole, it is clearly understood
that the current law is inadequate in solving
such problems occurring today. Although a
type of crime in the form of forgery in elec-
tronic signatures has been enacted with Law
No. 5070, this innovation is only regulated
in terms of electronic signatures. However,
due to the gap in legislation regarding elec-
tronic documents, it is evident that the cur-
rent law is insufficient in this regard. Indeed,
considering the judicial processes that occur
in the form of, so to speak, fitting the act to
the type of crime, the laws have struggled to
fully meet the need for punishing such acts.
For this reason, integrating technology into
legal systems in order to adapt the law to the
age and quickly fill the gaps in the laws will
eliminate this problem.
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dirmeye gore sahtecilik olusturan her fiilin
dijital ortamda islenebilirligi degisiklik gos-
termektedir. Bir buttn halinde ele alindigin-
daise yuruarlukte olan hukukun ganamuzde
gerceklesen bu tarz problemleri ¢ézmekte
yetersiz kaldigi acikca anlasilmaktadir. Her
ne kadar elektronik imzada sahtecilik bi-
¢iminde bir sug tipi 5070 sayili Kanun ile
yurarlage girmis ise de bu yenilik yalnizca
elektronik imza bakimindan duzenlenmis-
tir. Ancak elektronik belgeler bakimindan
mevzuatta bosluk bulundugundan dolayi
yuruarlukteki hukukun bu hususta yetersiz
kaldigi asikardir. Nitekim tabiri caizse fiili
suc tipine uydurmak biciminde gergeklesen
yargilama surecleri de g6z 6nunde bulundu-
ruldugunda bu tarz fiillerin cezalandirilmasi
hususunda kanunlar ihtiyaci tam anlamiyla
karsilamakta zorlanir bir duruma gelmistir.
Bu sebeple hukukun ¢aga uyum saglayabil-
mesi ve kanunlarda yer alan bosluklarin hiz-
la dolabilmesi amaciyla teknolojinin hukuk
sistemlerine entegre edilmesi s6z konusu
problemi ortadan kaldiracaktir.
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