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ABSTRACT | OZET

If there is electronic data gathered legally, there are distinct regulations in
criminal and civil jurisdictions that allow this electronic data to be deemed

evidence.

Hukuka uygun bir sekilde elde edilen elektronik verinin mevcudiyeti duru-
munda, soz konusu bu elektronik verinin delil olarak degerlendirilebilmesi
icin ceza yargilamasinda ve hukuk yargilamasinda farkl diizenlemeler mev-

cuttur.
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I.INTRODUCTION

In today'’s world, considering the advance-
ments in information technology and sys-
tems, it is undeniable that individuals and
societies communicate through electronic
platforms and share information and docu-
ments almost in every aspect of life. More-
over, not only communication needs are met
through these electronic environments, but
economic and social relationships are also
significantly conducted via electronic me-
dia.

Given the integration of software, applica-
tions, and similar tools in our lives in the
electronic environment, it is evident that the
examination and evaluation of data in these
electronic environments should be consid-
ered from a legal perspective.

In this study, particular emphasis will be
placed on evaluating the evidentiary qual-
ities of electronic data, and along with rel-
evant legislation provisions, judicial deci-
sions and doctrinal opinions will also be
addressed.

The first section of my study will initially pro-
vide definitions for concepts such as elec-
tronic environment, electronic data, and
evidence. Subsequently, the evidentiary

I. GiRiS

Gunumuz dunyasinda bilisim ve teknoloji
sistemlerinde meydana gelen gelismeler
dasunaldugunde, bireylerin ve toplumla-
rin neredeyse hayatin her alaninda elekt-
ronik ortamlar Uzerinden iletisime gectigi
ve yine bu elektronik ortamlar vesilesiyle
bilgi ve belge paylastiklar yadsinamaz bir
gercekliktir. Ustelik bu elektronik ortamlar
vesilesiyle yalnizca iletisim ihtiyaci gideril-
memekte; ekonomik ve sosyal iligkiler de
onemli 6l¢cude elektronik mecralar kanaliyla
yurutulmektedir.

Elektronik ortamdaki yazilim, uygulama ve
benzeri araclarin hayatimiza bu denli enteg-
re oldugu dusunuldugunde, s6z konusu bu
elektronik ortamlardaki verilerin hukuki ola-
rak incelenmesi ve degerlendirilmesi gerek-
tigi de acikca ortadadir.

Bu calismada 6zellikle, elektronik ortamdaki
verilerin delil nitelikleri tzerinde degerlen-
dirme yapilacak ve konuya iligskin mevzuat
hukumleriyle birlikte, yargi kararlarina ve
doktrin goruslerine de yer verilecektir.

Calismanin ilk bolumunde 6ncelikle elekt-
ronik ortam, elektronik veri, delil gibi kav-
ramlarin tanimlamalarina yer verilecek ve
akabinde elektronik ortamlardaki verilerin

qualities of data in electronic environments
will be assessed separately in terms of Crim-
inal Procedure and Civil Procedure.

II. CONCEPTS

Before delving into a detailed examination of
the evidentiary qualities of data in electronic
environments, it is beneficial to explain what
is meant by the concept of an electronic envi-
ronment and the meaning of electronic data.

First and foremost, the concept of an elec-
tronic environment refers to the medium
where data is digitized, processed, stored,
and transmitted. Each data processed in this
electronic environment is referred to as elec-
tronic data.

In essence, the term “data” refers to informa-
tion obtained through statistical, measure-
ment, and similar methods. In doctrine, data
is defined as the transformed form of informa-
tioninto a specific format, the information on
which the computer operates’. Data should
be processable using data processing and
storage tools in the electronic environment.
Ultimately, what gives data its electronic na-
ture are these characteristics of emergence
and storage. The concept of electronic data
represents a virtual entity. Therefore, it does
not refer to tangible, concrete evidence. It is

ELEKTRONIK ORTAMDAKI VERILERIN DELIL NITELIGI

delil nitelikleri Ceza Yargilamasi ve Hukuk
Yargilamasi bakimindan ayri ayri degerlen-
dirilecektir.

I1. KAVRAMLAR

Elektronik ortamdaki verilerin delil nitelikle-
rinin detayli olarak incelenmesinden 6nce
elektronik ortam kavramiyla ifade edilmek
istenilenin ne oldugunu ve elektronik veri ifa-
desinin hangi anlama geldigini agiklamakta
fayda bulunmaktadir.

ilk olarak elektronik ortam kavrami; verilerin
sayisallastirilarak islenmesinin, saklanmasi-
nin ve iletilmesinin saglandigi ortami ifade et-
mektedir. S6z konusu bu elektronik ortamda
islenen her bir veri ise elektronik veri olarak
adlandirlmaktadir.

Aslinda, veri kelimesiyle ifade edilmek isteni-
len sey istatistik, 6lcme ve benzeri metotlarla
elde edilmis olan bilgidir. Doktrinde veri, bil-
gilerin belirli bir formata donastaralmus hali,
bilgisayarin calistigi bilgiler olarak da tanim-
lanmaktadir’. Veriler, elektronik ortamdaki
veri isleme ve saklama araclariyla islenebilir
olmalidir. Nihayetinde veriye elektronik olma
ozelligini veren sey, verinin ortaya ¢cikma ve
saklama sekillerindeki bu 6zellikleridir. Elekt-
ronik veri kavrami, sanal bir varligi ifade et-
mektedir. Dolayisiyla elle tutulabilir, somut
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important to note that electronic data can be
materialized through certain tools. For exam-
ple, printing out an email correspondence,
recording a voice message onto a cassette
tape, or displaying data on a monitor are ex-
amples of materializing electronic data.

The definition of data and electronic data
concepts is provided in the Regulation on
the Execution of Administrative and Clerical
Services of Regional Courts and Courts of
First Instance and Public Prosecutors’ Offic-
es. According to the definition given in the
regulation, data refers to any kind of value
that can be processed by a computer, while
electronic data refers to records created,
shared (transmitted), or stored through elec-
tronic means.

Email communications, WhatsApp discus-
sions, voice recordings, video and photo
images, faxes, and a variety of other records
can all be considered electronic data. The
necessary conditions for considering it elec-
tronic data are the generation, transmission,
and storage of data in electronic format. Re-
cords that do not meet these conditions and
are generated outside the electronic envi-
ronment do not have the nature of electronic
data. Ultimately, the definition of electronic
evidence can be described as information
and data processed and stored on a digital
medium or transmitted through these means,
which may have legal value in criminal and
civil proceedings.

bir delilden s6z edilmemektedir. Tam da bu
noktada onemle belirtmek isteriz ki elekt-
ronik verilerin de birtakim araglar kanaliyla
somutlastirilmasi mumkundur. Ornegin bir
e-mail yazismasinin kagida dokulmesi ya da
bir ses kaydinin kasete ¢ekilmesi yahut bir
monitor vasitasiyla gozle gorunur hale getiril-
mesi elektronik verilerin somutlastinlmasina
verilebilecek érneklerdendir.

Bolge Adliye ve Adli Yargi ilk Derece Mahke-
meleri ile Cumhuriyet Bassavciliklari idari ve
Yazi isleri Hizmetlerinin Yuratilmesine Dair
Yonetmelik'te de veri ve elektronik veri kav-
ramlarinin tanimi yapilmistir. Yonetmelikte
yapilan bu tanimlamaya gore veri, Uzerinde
bilgisayar tarafindan islem yapilabilen her
tarlu degeri; elektronik veri kavrami ise elekt-
ronik yollarla olusturulan, paylasilan (nakle-
dilen) ya da muhafaza edilen kayitlari ifade
etmektedir.

Elektronik veri taniminin icerisinde e-posta
gonderileri, whatsapp yazigsmalari, ses ka-
yitlar, video ve fotograf goruntuleri, faks ve
benzeri bircok kayit sayilabilir. Elektronik ve-
riden s6z edilebilmesiicin gerekli olan sartlar;
verinin elektronik ortamda Uretilmesi, tasin-
masi ve saklanmasidir. Bu sartlar saglama-
yan, elektronik ortam disinda Uretilen kayitlar
elektronik veri niteliginde degillerdir. Nihaye-
tinde elektronik delil kavraminin tanimini da,
dijital bir ortam tzerinde islenen ve sakla-
nan veya bu araclar araciligiyla iletilen, ceza
yargilamasi ve hukuk yargilamasi agisindan
hukuki degeri olabilecek bilgi ve veriler sek-
linde yapabiliriz.

Especially since the early 2000’s when inter-
net usage started to increase, the question
of whether data in electronic environments
have evidential value from a legal perspec-
tive has been a subject of debate. Nowa-
days, electronic evidence is the most crucial
evidence and defense tool in many judicial
activities. Consequently, it is clear that tra-
ditional methods of gathering evidence fall
short, especially in cases involving crimes
committed using electronic means.

I1l. THE EVIDENTIARY
VALUE OF ELECTRONIC
DATA

Legislators have introduced regulations
through relevant laws and regulations to
provide access to digital data in terms of
both Criminal Procedure and Civil Proce-
dure. Therefore, as technology continues to
expand, the widespread use of digital tech-
nology, which forms the foundation of com-
puters, becomes certain. Consequently, data
found in electronic environments has started
to be included as evidence in criminal pro-
ceedings and other relevant laws.

A. Regarding Criminal Pro-
ceedings

Given the rapid advancement of information
technology and its incorporation into nearly
every area of our lives, new procedures and
regulations in Criminal Procedure Law have
become necessary for the effective investiga-
tion and prosecution of committed crimes. In
response to these requirements, lawmakers
have included provisions in Criminal Proce-
dure laws that allow access to data in digital
environments.

Given the nature of electronic data, which
can be copied, moved, or lost within sec-
onds, it is necessary to introduce regula-
tions that minimize the inability to access
such evidence. Otherwise, there could be
situations where the required evidence for
proving crimes committed in electronic en-
vironments, whether by the perpetrators of
digital crimes or through digital evidence
for other crimes, cannot be obtained. Un-
doubtedly, this situation would adversely
affect the outcome of the judicial process,
prompting lawmakers and courts to regu-
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Ozellikle internet kullaniminin artmaya bas-
ladigi 2000°li yillarin baslarindan itibaren,
elektronik ortamlardaki verilerin hukuki
acidan delil niteligine haiz olup olmadiklari
tartisma konusu olmustur. Zira gunumuz-
deki yargilama faaliyetlerinin bircogunda
en onemli delil ve savunma araci elektro-
nik delillerdir. Hal boyle olunca da 6zellikle
elektronik ortam Uzerinden iglenen sugclar
bakimindan klasik delil elde etme yontem-
lerinin yetersiz kaldigi acikgca gorulmektedir.

11l. ELEKTRONIK ORTAM-
DAKi VERILERIN DELIL
NIiTELiGi

Kanun koyucular da gerek Ceza Yargilamasi
bakimindan gerekse de Hukuk Yargilamasi
bakimindan ilgili kanun ve yonetmeliklerle
dijital ortamlardaki verilere erisme imkani
saglayan duzenlemeler getirmislerdir. Bu
itibarla teknolojinin giderek yayginlagsmasi
sonucunda bilgisayarin temelini olusturan
dijital teknolojinin de yayginlagsmasi kacinil-
maz bir son olarak karsimiza ¢cikmaktayken,
elektronik ortamlarda bulunan veriler de
ceza muhakemesinde ve diger ilgili kanun-
larda delil olarak yer almaya baslamistir.

A. Ceza Yargilamasi Bakimin-
dan

Bilisim teknolojilerinin hizli bir sekilde gelis-
mesi ve neredeyse hayatimizin her aninda
ayrilmaz bir parcamiz haline gelmesi karsi-
sinda Ceza Muhakemesi Hukuku da islenen
suclarin etkin sekilde sorusturulmasi ve yar-
gilanmasi bakimindan yeni yontemlere ve
duzenlemelere basvurulmasini zorunlu kil-
mistir. Ortaya ¢ikan bu gereklilikler karsisinda
kanun koyucu da dijital ortamlardaki verilere
erisme imkani saglayan birtakim duzenleme-
lere Ceza Muhakemesi Kanunlarinda yer ver-
mislerdir.

Elektronik ortamda bulunan verilerin; sani-
yelericerisinde kopyalanabilme, taginabilme
veya kaybedilebilme nitelikleri dusunuldu-
gunde, s6z konusu delillere bagvuramama
durumunu en aza indirgeyecek sekilde du-
zenlemeler getirilmesi gereklidir. Aksi takdir-
de, elektronik ortamda islenen suglarin faille-
rinin veya elektronik ortamda islenmese dahi
dijital nitelikteki delillerle acikliga kavusturu-
labilecek bu suglarin ispati icin aranan delil-
lerin elde edilememesi durumuiile karsi karsi-
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late the evidentiary nature of data in elec-
tronic environments.

Particularly in cases involving the use of com-
puter technologies to commit crimes, it has
been observed that traditional methods of
evidence collection do not adequately meet
the needs for effective investigation and
prosecution. Since electronic data in com-
puter-based crimes does not exist as tangible
or physically accessible entities, these data
are stored using ever-evolving and renewing
technologies and can easily be transferred
from one place to another. It is important to
emphasize that in criminal proceedings, the
data itself, which holds evidentiary value,
rather than the hardware device in which the
electronic data resides, is crucial.

In Criminal Procedure Law, evidence collec-
tion can only commence once the conditions
prescribed by the law are met. In other words,
evidence can only be collected when the
conditions stipulated by the law are fulfilled.
The necessary condition for the collection of
evidence is commonly referred to as “reason-
able suspicion” in legislation and doctrine.

The concept referred to as “reasonable sus-
picion,” needs to be evaluated separately for
each specific incident. Therefore, from the in-
vestigation stage to every phase of the trial,
when collecting evidence, the presence of
this reasonable suspicion should be ques-
tioned. Otherwise, the evidence obtained
could become unlawfully obtained. Ultimate-
ly, if reasonable suspicion is established as
a legal requirement, according to the pro-
visions of the Criminal Procedure Code, a
search warrant can be issued, and other pro-
tective measures can be taken.

When it comes to the collection of digital ev-
idence, just like in traditional evidence, the
crime scene holds significant importance
and prominence. This is because the correct
collection and examination of evidence de-
pend on the initial intervention at the crime
scene. At this point, it is crucial to emphasize
that tampering with traditional evidence
can easily be detected, while any alteration
made to digital evidence can be identified
by specialized experts that may not be ap-
parent to an external observer. Therefore, the
extraction, preservation, and examination of
electronic evidence hold great importance
for the integrity of the trial.

ya kalinabilmektedir. Hi¢c suphesiz bu durum
da yargilama faaliyetinin sonucuna olumsuz
yonde etki edeceginden, kanun koyucu ve
mahkemeler, elektronik ortamdaki verilerin
delil niteligi konusunda duzenleme yapmak
durumunda kalmislardir.

Ozellikle bilgisayar teknolojilerinin kullanil-
masi suretiyle islenen suclarda, klasik delil
toplama yontemlerinin etkili bir sorusturma
ve kovusturma icin ihtiyaclari karsilamadigi
gozlemlenmektedir. Zira bilgisayar teknoloji-
leri kullanilarak islenen suclardaki elektronik
veriler gézle gorulebilen ya da elle tutulabi-
len maddi birer varlik olmadiklarindan bu ve-
riler her gun gelisen ve yenilenen teknoloji
kullanilarak depolanmakta ve ayni sekilde
bir yerden baska bir yere kolaylikla nakledi-
lebilmektedir. Tam da bu noktada 6nemle
belirtmek isteriz ki elektronik verilerin ige-
risinde yer aldigr somut bir donanim aygiti
bulunsa dahi ceza yargilamasi bakimindan
delil teskil eden veriler bu donanim aygitinin
kendisi degil, icerisinde yer alan dijital nite-
likteki verilerdir.

Ceza Muhakemesi Hukuku’'nda, kanunun
ongordugu sartlarin gerceklesmemesi ha-
linde delillerin toplanmaya baglanmasi mum-
kun degildir. Daha acik bir ifadeyle; deliller,
yalnizca kanunda 6ngorulen sartlarin ger-
ceklesmesiyle birlikte toplanabilmektedir.
Delillerin toplanabilmesi icin gerekli olan
sart mevzuatta ve doktrinde “makul suphe”
olarak ifade edilmektedir.

Makul suphe olarak adlandirilan bu kavra-
min, somut her olay bakimindan ayrica de-
gerlendirilmesi gerektigi acik¢a ortadadir.
Dolayisiyla sorusturma asamasindan bas-
layarak yargilamanin her asamasinda delil
toplanirken, s6z konusu bu makul stuphenin
varligr sorgulanmalidir. Aksi durumda elde
edilecek olan delil, hukuka aykiri sekilde elde
edilen bir delil haline gelebilecektir. Nihaye-
tinde, yasal sart olarak duzenlenen makul
stuphenin varligi halinde Ceza Muhakemesi
Kanunu hakumleri geregince arama karari
verilebilecek ve diger koruma tedbirlerine
basvurulabilecektir.

Dijital delillerin toplanmasinda, klasik de-
lillerde oldugu gibi olay yerinin oldukca
onemli oldugu ve 6ne ciktigi bir durum s6z
konusudur. Cunku delillerin dogru bir sekil-
de toplanmasi ve incelenmesi, olay yerinde
yapilan ilk mudahalenin dogru yapilmasina
baglidir. Tam da bu noktada énemle belirt-
mek isteriz ki klasik deliller tzerinde yapilan

In addition to these unique features of these
electronic evidence, first of all, in order for
these electronic data to be qualified as ev-
idence, they must have been obtained in
accordance with the provisions of Article
134 and the relevant articles of the Code of
Criminal Procedure?. In other words, the pro-
tection measures regarding electronic data
must be strictly complied with.

The regulations on electronic evidence in
the Turkish Criminal Law system are set forth
in Article 134 et seq. of the Code of Criminal
Procedure. In particular, the “search, copy-
ing and seizure of computers, computer
programs and logs” procedures regulated
under Article 134 are deemed possible with
a judge’s decision in cases where there is
a strong suspicion of a crime and there is
no other means of obtaining evidence, as

explained above. However, it is also stip-
ulated that in cases of delay, this decision
may be made by the public prosecutor, pro-
vided that it is subsequently submitted to
the approval of the judge. Search, copy and
seizure of computers, computer programs
and logs are of great importance, especially
in obtaining electronic evidence related to
cybercrimes?®.

As explained in detail above; in the process
after the evidence in electronic media is
obtained, the necessary examinations and
procedures such as preparing reports and
expressing opinions should be carried out
by IT experts.
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oynamalar kolaylikla tespit edilebilmekle
birlikte; dijital ortamdaki bir delil tzerinde de-
gisiklik yapilmasi durumunda bu degisiklik,
disaridan bakildiginda fark edilmesi mumkun
olmayan, 6zel uzmanlar tarafindan tespit edi-
lebilir niteliktedir. Hal béyle olunca da gerek
elektronik ortamdaki delillerin celbedilmesi
gerekse de muhafazasi ve incelemesi yargi-
lamanin selameti agisindan buyuk 6énem arz
etmektedir.

Elektronik ortamdaki bu delillerin kendilerine
has olan bu 6zelliklerinin yani sira her seyden
once so6z konusu bu elektronik verilerin delil
olarak nitelendirilebilmeleri icin; Ceza Mu-
hakemesi Kanunu’'nun? m. 134 ve devami
hakumleriyle birlikte ilgili yonetmeliklerdeki
duzenlemelere gore elde edilmis olmasi yani
elektronik verilere iliskin koruma tedbirlerine
harfiyen riayet edilmis olmasi gerekmektedir.

Turk Ceza Hukuku sistemindeki elektronik
delillere iliskin duzenlemeler Ceza Muha-
kemesi Kanunu’'nun m. 134 ve devami hu-
kumlerinde yer almaktadir. Ozellikle m. 134
hukmunde duzenlenen “bilgisayarlarda,
bilgisayar programlarinda ve kutuklerinde
arama, kopyalama ve elkoyma” iglemleri yu-
karida aciklandigi sekilde kuvvetli su¢ sup-
hesinin bulundugu ve baska turlt delil elde
etme imkaninin bulunmadigi hallerde hakim
karariyla mamkun goralmustar. Ancak gecik-
mesinde sakinca bulunan hallerde, s6z konu-
su bu kararin sonradan hakim onayina sunul-
mak kaydiyla Cumhuriyet Savcisi tarafindan
verilebilecegi de hukum altina alinmistir. Bil-
gisayarlarda, bilgisayar programlarinda ve
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Within the framework of all these expla-
nations; we would like to emphasize that
the data in the electronic environment, if
obtained in accordance with the law, are
of great importance in terms of criminal
proceedings both at the investigation and
prosecution stages, and that in today’s dig-
ital age, it is an inevitable end that the data
in the electronic environment is qualified as
evidence.

Finally, the decisions of the Court of Cas-
sation regarding the evidentiary quality of
electronic data also state that “digital data
obtained in accordance with the procedure
have the quality of evidence".

B. In Terms of Civil Proceed-
ings

Just as in criminal proceedings, the use of
electronic evidence in civil proceedings has
become inevitable. In order for the trial to
be conducted in a healthy manner and for
the judgment to be established as a result
of the trial to satisfy the need for justice to
the highest degree, the trial activity must be
able to keep pace with today’s technological
developments.

In the Code of Civil Procedure®, which deter-
mines the procedures and principles in civil
proceedings, unlike criminal proceedings,
there are no regulations directly referring to
forensic informatics, but there are regula-
tions that allow forensic informatics exam-
inations.

Considering the rapid pace of developments
in the field of technology, many disputes
may arise in civil proceedings in which in-
formation systems are used as a purpose
or tool. Therefore, it is quite normal that the
procedures and principles of civil proceed-
ings need to be revised in line with these
technological developments. As such, the
need for electronic evidence and therefore

kutuklerinde arama, kopyalama ve elkoyma
ozellikle bilisim suclarina iliskin elektronik
delillerin elde edilmesinde buyuk 6nem arz
etmektedir®.

Yukarida da detaylica izah olundugu Uzere;
elektronik ortamdaki delillerin elde edilme-
sinden sonraki surecte, gerekli incelemele-
rin yapilmasi ve rapor duzenlenmesi, gorus
bildirilmesi gibi islemlerin bilisim uzmanlar
tarafindan yapilmasi gerekmektedir.

Tum bu aciklamalar cercevesinde; elektronik
ortamda bulunan verilerin, hukuka uygun
sekilde elde edilmeleri halinde gerek sorug-
turma gerekse de kovusturma asamasinda
ceza yargilamasi bakimindan son derece
buyuk 6nem arz ettiklerini, ginumuz dijital
caginda elektronik ortamdaki verilerin delil
olarak nitelendirilmesinin kacginilmaz bir son
oldugunu 6nemle belirtmek isteriz.

Son olarak, elektronik ortamdaki verilerin de-
lil niteligi bakimindan verilen Yargitay kararla-
rinda da “usultine uygun sekilde elde edilen
dijital verilerin delil niteligine haiz olduklan”
belirtilmektedir*.

B. Hukuk Yargilamasi Baki-
mindan

Tipki ceza yargilamasinda oldugu gibi hukuk
yargilamasinda da elektronik ortamdaki delil-
lere basvurulmasi kaginilmaz hale gelmistir.
Zira yargilamanin saglikli bir sekilde yurutu-
lebilmesi ve yargilama sonucunda kurulacak
hukmun adalet ihtiyacini en yuksek derece-
de giderebilmesi icin, yargilama faaliyetinin
gunumuzun teknolojik gelismelerine ayak
uydurabilmesi gerekmektedir.

Hukuk yargilamasindaki usul ve esaslarin
belirlendigi Hukuk Muhakemeleri Kanunu'n-
da’, ceza yargilamasinin aksine adli bilisime
direkt olarak atif yapilan herhangi bir du-
zenleme bulunmamakla birlikte adli bilisim
incelemelerine cevaz veren duzenlemeler
bulunmaktadir.

Teknoloji alanindaki gelismelerin bu denli
hizli cereyan ettigi dusunuldugunde, hukuk
yargilamasi bakimindan da biligim sistemleri-
nin amag veya arac olarak kullanildigi birgok
uyusmazlik gindeme gelebilmektedir. Dola-
yisiyla hukuk yargilamasinin usul ve esasla-
rinin bu teknolojik gelismeler dogrultusunda
revize edilmeye ihtiya¢ duymasi son derece
olagan bir durumdur. Hal boyle olunca artik

the need for forensic informatics specialists
in civil proceedings is increasing.

According to the Code of Civil Procedure,
written or printed texts, deeds, drawings,
plans, sketches, photographs, films, video or
sound recordings, electronic media data and
similar information carriers that are suitable
to prove the facts in dispute are documents
in civil proceedings®.

As it is clearly understood from the relevant
legal regulation; in addition to digital data
such as photographs, sound recordings, im-
ages, “data in digital media and similar infor-
mation carriers” have also gained the quality
of evidence.

According to the Code of Civil Procedure,
unless a specific burden of proof is stipulat-
ed in the law, other evidence that is not reg-
ulated in the law in any way may be used’.
As a result of this regulation, electronic data
may also be submitted to the file as evidence.
However, at this point, we would like to em-
phasize that the cases where the obligation
of proof by hard documentary evidence is
regulated are exceptions to the regulation
on the use of electronic data as evidence.

If it's required to consider data from electron-
ic media while examining the rule of proof by
hard documented evidence in civil proceed-
ings; in order for a document to be accepted
as a "hard documentary evidence” in terms
of the law of proof, the authenticity of the
document in question must be determined
without any doubt. This determination is

"
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hukuk yargilamasinda da elektronik delillere
ve dolayisiyla adli bilisim uzmanlarina olan
ihtiyac giderek artmaktadir.

Hukuk Muhakemeleri Kanunu’na gore; uyus-
mazlik konusu vakialari ispata elverigli yazili
veya basili metin, senet, ¢izim, plan, kroki, fo-
tograf, film, géruntu veya ses kaydi gibi veri-
ler ile elektronik ortamdaki veriler ve bunlara
benzer bilgi tasiyicilarinin hukuk yargilama-
sina gore belge niteligindedirler®.

ilgili yasal duzenlemeden de acikga anlasil-
digi uzere; fotograf, ses kaydi, goérantu gibi
dijital verilerin yaninda, “Dijital ortamdaki ve-
riler ve buna benzer bilgi tasiyicilan” da delil
niteligini kazanmiglardir.

Hukuk Muhakemeleri Kanunu'na gore, ka-
nunda ayrica belirli bir ispat zorunlulugu 6n-
goralmemis ise herhangi bir sekilde kanunda
duzenlenmemis olan diger delillere de bas-
vurulabilmektedir’. S6z konusu bu duzenle-
me neticesinde, elektronik ortamdaki veriler
de delil olarak dosyaya sunulabilmektedir.
Ancak tam da bu noktada énemle belirt-
mek isteriz ki senetle ispat zorunlulugunun
duzenlendigi haller, elektronik verilerin delil
olarak kullanilabilecegine iliskin duzenleme-
nin istisnasidir.

Hukuk yargilamasindaki senetle ispat kura-
lini, elektronik ortamdaki veriler bakimindan
incelemek gerekirse; ispat hukuku acgisindan
bir belgenin senet olarak kabul edilebilmesi
icin s6z konusu belgenin aidiyetinin tered-
dutsuz sekilde belirlenebilmesi gerekmekte-
dir. Bu belirleme islemi Elektronik imza Kanu-
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FOOTNOTE

8 Law No. 5070 on Electronic Sig-
nature Official Gazette (RG) dated
23.01.2004 and numbered 25355.

9 Elif Futtu, Beginning of Evidence
and the Nature of Beginning of Evi-
dence of Electronic Documents, 1st
Edition, Ankara, Seckin Publishing,
2021, p. 97.
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THE EVIDENTIAL NATURE OF ELECTRONIC DATA

made through trustworthy systems such as
secure electronic signature regulated in the
Electronic Signature Law? or registered elec-
tronic mail, which is defined as the qualified
form of electronic mail and regulated in the
Regulation on the Procedures and Principles
Regarding the Registered Electronic Mail
System.

The fact that the document refers to the me-
dium suitable for carrying information is es-
pecially important for the evidential value of
the data in electronic media created with a
secure electronic signature®. This is because,
according to the Code of Civil Procedure,
documents signed with a secure electronic
signature is like a hard documentary evi-
dence. Likewise, according to the Regulation
on the Procedures and Principles Regarding
the Registered Electronic Mail System, it
is explicitly regulated that these electronic
mails have the effect of a hard documentary
evidence. At the same time, Article 15 of the
Turkish Code of Obligations clearly states
that the provisions and consequences of se-
cure electronic signature and wet signature
are the same.

Ultimately, the fact that an electronic data is
signed with a secure electronic signature in
accordance with the legal legislation or cre-
ated through the Registered Electronic Mail
system implies that this electronic document
can be used as evidence within the scope of
the hard documentary proof regulation.

nu’nda® duzenlenen guvenli elektronik imza
veya Kayitli Elektronik Posta Sistemine iliskin
Usul ve Esaslar Hakkinda Yonetmelik'te du-
zenlenen ve elektronik postanin nitelikli hali
olarak tanimlanan kayitli elektronik posta
gibi guven teskil eden sistemler araciligiyla
yapilmaktadir.

Belgenin, bilgi tasimaya elverisli ortami ifa-
de etmesi 6zellikle gtvenli elektronik imza
ile olusturulan elektronik ortamdaki verile-
rin delil degeri icin 6Gnemlidir®. Zira Hukuk
Muhakemeleri Kanunu’'na gore; guvenli
elektronik imza ile imzalanan belgeler se-
net hukmundedirler. Yine ayni sekilde Ka-
yitli Elektronik Posta Sistemine iliskin Usul
ve Esaslar Hakkinda Yonetmelik'teki duzen-
lemelere gore de s6z konusu bu elektronik
postalarin senet hukmunde oldugu acik-
¢a duzenlenmektedir. Ayni zamanda Turk
Borg¢lar Kanunu’nun m. 15 hukmuande de
acikca guvenli elektronik imza ile i1slak im-
zanin hukum ve sonuclarinin ayni oldugu
belirtilmigtir.

Nihayetinde, elektronik bir verinin yasal mev-
zuata uygun sekilde guvenli elektronik imza
ile imzalanmasi veya Kayitli Elektronik Posta
sistemi araciligiyla olusturulmus olmasi, s6z
konusu bu elektronik belgenin senetle ispat
duzenlemesi kapsaminda delil olarak kulla-
nilabilecegini ifade etmektedir.

IV. CONCLUSION

In conclusion, just as our digitalization jour-
ney and its consequences have become
inevitable with the technology that has be-
come an integral part of our lives in today’s
world, it has also become inevitable that ju-
dicial activities must adapt to the digital age.
As such, what is expected from judicial orga-
nizations is to closely follow today’s digital
developments and to carry out judicial activ-
itiesin the light of developments in the digital
world. In this respect, we can easily state that
electronic data, if it is obtained in accordance
with the law, are evidence that will shed light
on the judicial activities.

However, we would like to specify that it is
of great importance for the judicial process
to comply with the basic principles to be
followed during the collection phase and
to show the necessary sensitivity in the pro-
cesses of protecting the integrity and validity
of the electronic data in order for the elec-
tronic data to have the quality of evidence.
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IV. SONUC

Sonug olarak, ginamuz dunyasinda haya-
timizin ayrilmaz bir pargasi haline gelen tek-
nolojiyle beraber dijitallesme sertvenimiz ve
bunun sonuclar nasil kacinilmaz olduysa,
yargilama faaliyetlerinin dijital caga uyum
saglamasi gerekliligi de kaginilmaz bir durum
olmustur. Hal boyle olunca da yargi érgutle-
rinden beklenen, gunamuzun dijital gelis-
melerini yakinen takip edilmesi ve yargilama
faaliyetlerinin dijital dunyadaki gelismeler isI-
gindayuratalmesidir. Bu dogrultuda, elektro-
nik ortamdaki verilerin hukuka uygun sekilde
elde edilmeleri halinde yargilama faaliyetine
1sik tutacak deliller niteliginde olduklarini ra-
hatlikla ifade edebiliriz.

Ancak onemle belirtmek isteriz ki elektronik
ortamdaki verilerin saglikli birer delil niteligi-
ne haiz olabilmeleri i¢in, toplanmasi asama-
sinda uyulmasi gereken temel ilkelere riayet
edilmesi, elektronik verinin batunlugunan ve
gecerliliginin korunmasiislemlerinde gerekli
olan hassasiyetin gosterilmesi yargilama su-
reci bakimindan buyuk 6nem arz etmektedir.
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