PART 4

CONSTITUTIONAL COURT
DECISION EXAMINATION:
FINGERPRINT REGISTRATION
SYSTEM WITHIN THE SCOPE
OF PROTECTION OF PERSONAL
DATA AND RESPECT FOR
PRIVATE LIFE

ANAYASA MAHKEMESI KARAR
INCELEMESI: KISISEL VERILERIN
KORUNMASI VE OZEIL HAYATA
SAYGI KAPSAMINDA PARMAK IZI
KAYIT SISTEMI

ALEYNA VERDA SEREMENT

ABSTRACT

Protection of personal data is a concept that en-
tered our legal system in 2010, and its scope has
been expanded with the Law on the Protection of
Personal Data, which entered into force in 2016. In
this study, the Law on the Protection of Personal
Data, the Principle of Private Life, Individual Appli-
cation to the Constitutional Court, and the Labor
Law are taken into consideration as a point where
the personnel’s shift monitoring using fingerprint
recording is combined as part of the evaluation
of the individual application to the Constitutional
Court regarding the protection of personal data
and the privacy of private life.
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OZET

Kisisel verilerin korunmasi, hukuk sistemimize 2010
yilinda giren bir kavram olup 2016 yilinda yurarluge
giren Kisisel Verilerin Korunmasi Kanunu ile kapsa-
mi genisletilmistir. Bu calismada Anayasa Mahke-
mesi'ne yapilan kisisel verilerin korunmasi ve ¢zel
hayatin gizliligini konu alan bireysel basvurunun
degerlendirilmesi ¢cercevesinde Kisisel Verilerin Ko-
runmasi Kanunu, Ozel Hayatin Gizliligi ilkesi, Ana-
yasa Mahkemesi'ne Bireysel Basvuru Yollar’'nin is
Hukuku ile birlestigi nokta olarak personelin mesai
takibinin parmak izi kayit alinarak yapilmasina iliskin
incelemeler yer almaktadir.
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CONSTITUTIONAL COURT DECISION EXAMINATION: FINGERPRINT REGISTRATION SYSTEM
WITHIN THE SCOPE OF PROTECTION OF PERSONAL DATA AND RESPECT FOR PRIVATE LIFE

In this study, the Law on the Protection of Personal Data, the Principle of Private Life, Individ-
ual Application to the Constitutional Court, and the Labor Law are taken into consideration as
a point where the personnel’s shift monitoring using fingerprint recording is combined as part
of the evaluation of the individual application to the Constitutional Court regarding the protec-
tion of personal data and the privacy of private life.

Bu calismada Anayasa Mahkemesi'ne yapilan Kisisel verilerin korunmasi ve 6zel hayatin gizliligini
konu alan bireysel basvurunun degerlendirilmesi cercevesinde Kisisel Verilerin Korunmasi Ka-
nunu, Ozel Hayatin Gizliligi [lkesi, Anayasa Mahkemesi’'ne Bireysel Basvuru Yollarr'nin Is Hukuku
ile birlestigi nokta olarak personelin mesai takibinin parmak izi kayit alinarak yapilmasina iliskin

incelemeler yer almaktadir.

I.INTRODUCTION

In this study, the rights of the worker within
the scope of Personal Data Protection Law,
Private Life Principle and Labor Law will
be examined within the scope of various
sources and laws within the framework of
the Individual Application Decision of the
Constitutional Court dated 10.03.2022 and
numbered 2018/11988. After examining the
scope of the concept of personal data, the
laws protecting this concept, the situations
that require and not require explicit consent,
the connection between the “fingerprint”,
which is a data related to the decision in
question, and the examined issues will be
detailed. Protection of Personal Data and Pri-
vacy of Private Life are institutions that sup-
port each other and will be examined under
separate headings and evaluated together
under the title of Protection of Personal Data
under Labor Law. The aim of this study is to
examine the effects, requirements and legali-
ty of the shift tracking made with fingerprints
in terms of personnel and the institution that
carries out the tracking. At the same time, the
conditions for making an individual applica-
tion to the Constitutional Court will be exam-
ined and the nature of the individual appli-
cation opportunity will be examined. In this
context, after the decision itself is examined,
examples of the decisions of the Council of
State regarding similar events will be given.

1. GIRIS

Bu calismada, 10.03.2022 tarih ve 2018/
11988 numarali AYM Bireysel Basvuru Karari
cercevesinde Kisisel Verilerin Korunmasi Ka-
nunu, Ozel Hayatin Gizliligi ilkesi ve is Huku-
ku kapsaminda is¢inin haklari ¢esitli kaynak-
lar ve kanunlar kapsaminda incelenecektir.
Kisisel veri kavraminin kapsami, bu kavrami
koruyan kanunlar, acik riza gerektiren ve ge-
rektirmeyen haller incelendikten sonra s6z
konusu karara iligkin bir veri olan “parmak
izi” ile incelenen konular arasindaki bag-
lanti detaylandinlacaktir. Kisisel Verilerin
Korunmasi ve Ozel Hayatin Gizliligi birbirini
destekleyen kurumlar olup ayr basliklar al-
tinda incelenecek ve is Hukuku Kapsamin-
da Kisisel Verilerin Korunmasi basliginda
birlikte degerlendirilecektir. Bu ¢alismanin
amaci, parmak izi ile yapilan mesai takibinin
personel agisindan ve takibi yapan kurum
acisindan etkileri, gereklilikleri ve hukuka
uygunlugunun incelenmesidir. Ayni zaman-
da Anayasa Mahkemesi'ne bireysel basvuru
yapabilmek icin belirlenen sartlar incelene-
cek olup bireysel basvuru imkaninin niteligi
incelenecektir. Bu kapsamda kararin kendi-
si incelendikten sonra Danistay’in benzer
olaylarileilgili verdigi kararlarin érneklerine
yer verilecektir.
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The protection of personal data and the
principle of privacy are two overlapping
concepts. In the application in question,
the cancellation of the fingerprint tracking
system is requested due to the fact that the
use of fingerprints, which is personal data of
a private nature, is against the protection of
personal data and the principle of privacy.
The Constitutional Court is also an authority
that examines the applications made on the
protection of personal data and examines
the applications after the exhaustion of the
existing judicial and administrative remedies
due to the extraordinary nature of the individ-
ual application and being a secondary reme-
dy. Protection of personal data is a frequently
discussed issue between employers and em-
ployees in labor law, and the Council of State
has decisions that can set an example on this
issue. It is an issue that brings together the
protection of personal data and labor law at
acommon point and includes views in favor
of the employer and the views in favor of the
worker, as it is in the status of special qual-
ity data such as using fingerprints for shift
tracking and the use of other biometric data
in shift tracking. For this reason, it is possible
to encounter frequent votes against the de-
cisions of the Council of State.

This study will explore the justifications, sup-
ported by several sources, for the Constitu-

Kisisel verilerin korunmasi ve 6zel hayatin
gizliligi ilkesi birbiriyle ortusen iki kavramdir.
S6z konusu basvuru, 6zel nitelikteki kisisel
veri olan parmak izinin mesai takibinde kul-
lanilmasinin kisisel verilerin korunmasina ve
Ozel hayatin gizliligi ilkesine aykinligi nede-
niyle parmak izi takip sisteminin iptali talep
edilmektedir. Anayasa Mahkemesi kisisel
verilerin korunmasi hakkinda yapilan bas-
vurulari da inceleyen bir mercii olup birey-
sel bagvurunun olaganustulugu ve ikincil
bir yol olmasi ile var olan adli ve idari yargi
yollarinin tuketilmesi sonrasinda basvurular
incelemeye almaktadir. Kisisel verilerin ko-
runmasi, is hukukunda igveren ile isci ara-
sinda sikca gundeme gelen bir konu olup
Danistay’in bu konu hakkinda érnek olabi-
lecek kararlar mevcuttur. Parmak izi ile me-
sai takibi, diger biyometrik verilerin mesai
takibinde kullanilmasi gibi 6zel nitelikli veri
statisunde olmasi nedeniyle kisisel verile-
rin korunmasi ve is hukukunu ortak noktada
bulusturan ve isveren lehine goruslerle isci
lehine gorusleri barindiran bir meseledir. Bu
nedenle Danigtay kararlarinda sikga karsi
oya rastlamak mumkuandar.

Bu calismada, Anayasa Mahkemesi'nin bas-
vuru neticesinde ihlal karar vermesindeki
dayanaklar farkli kaynaklar ile desteklene-
rek incelenecektir. Mesai takibi igverenin
yetkisi dahilinde olsa da ol¢ululuk ilkesine
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tional Court’s finding of a breach as a result of
the application. Even though the shift track-
ing is within the authority of the employer, if
there is no follow-up system in accordance
with the principle of proportionality, the pro-
tection of personal data and a violation of
the privacy of private life may occur by ex-
ceeding the limit set for the obligation and
authority under the labor law.

Il. THE LAW ON THE PRO-
TECTION OF PERSONAL
DATA

The Law on the Protection of Personal Data
No. 6698 (“LPPD") is a law that came into
force in 2016, which aims to protect the fun-
damental rights and freedoms of individuals
in the Turkish legal system and has become
a resource that individuals can apply for
more comprehensive protection in terms
of privacy. LPPD has been prepared based
on the Constitution and International con-
ventions’. The regulation on the protection
of personal data entered the Turkish Legal
System with the constitutional amendment
in 2010, enabling the first steps to be taken
regarding the emergence of the law? Since
the law came into force, “private life” has
become a phenomenon that needs to be
protected comprehensively, especially with
the development of technology. As clearly
stated in Article 5 of the LPPD, “Personal
data cannot be processed without the ex-
plicit consent of the person concerned”. In
the continuation of the article, the process-
ing of personal data is limited by counting
the cases in which explicit consent is not

uygun bir takip sistemi mevcut olmadigin-
da is hukuku kapsamindaki yukumluluk ve
yetki icin belirlenen sinir asilarak kisisel ve-
rilerin korunmasi ve 6zel hayatin gizliligine
ihlalin gerceklestirilmesi s6z konusu olabil-
mektedir.

Il. KiSiSEL VERILERIN
KORUNMASI KANUNU

6698 sayili Kisisel Verilerin Korunmasi Kanu-
nu ("KVKK") 2016 yilinda yururluge girmis
olan, Turk hukuk sisteminde kisilerin temel
hak ve 6zgurluklerini korumak amacini tasi-
yan ve 6zel hayatin gizliligi agisindan daha
kapsamli bir koruma saglanmasi icin Kisile-
rin basvurabilecegi bir kaynak haline gelen
bir kanundur. KVKK, Anayasa ve Uluslararasi
sozlesmelerden yola c¢ikarak hazirlanmistir’.
Kisisel verilerin korunmasina iliskin duzen-
leme Turk Hukuk Sistemi‘ne 2010 yilinda
Anayasa degisikligi ile girerek kanunun or-
taya ¢cikmasina iliskin ilk adimlarin atilmasini
saglamistirz. Kanunun yaruarluge girdigi ta-
rinten bu yana 6zellikle teknolojinin de ge-
lismesiyle “6zel hayat”, kapsamli bir sekilde
korunmasi gereken bir olgu haline gelmistir.
KVKK madde 5'te acikca belirtildigi uzere “Ki-
sisel veriler ilgili kisinin acik rizasi olmaksizin
islenemez”®. Maddenin devaminda kisisel
verilerin islenmesinde acik riza aranmaya-
cak haller sayilarak sinirlama getirilmistir.
Sayilan hallerin kanunda dngorulmesi, veri
sorumlulugunun hukuki yukamlulagunu
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sought. There are situations that may be re-
lated to the relevant Individual Application
Decision of the Constitutional Court, such as
the situations listed in the law, mandatory for
the fulfillment of the legal obligation of data
responsibility, necessity for data processing
in terms of the legitimate interests of the data
controller.

A. Context of The Law on The
Protection of Personal Data

Any data that makes a person identifiable is
personal data. In the decisions of the Con-
stitutional Court and the European Courts
of Human Rights; data such as a person'’s
fingerprint, DNA sample, identity card, re-
sume, video and audio recordings, license
plate, family information are considered per-
sonal data. Personal data can be evaluated
within the scope of the principle of privacy.
Personal data is defined as “any information
relating to an identified or identifiable natural
person” in article 3/1(d) of the LPPD. As the
LPPD does not limit the extent of personal
data, it is important to decide which data
can be considered personal data on con-
crete cases rather than relying solely on a
broad definition. It has made it possible to
define different types of data that may arise
with the development of technology as per-
sonal data. In general terms, personal data
includes all data belonging to the person
that makes the person identifiable. Judicial
jurisprudence, national and international
legislation support this definition*.

B. Nature of Fingerprinting of
the Personnel

Fingerprinting is an application that con-
cerns the principle of privacy, even though
it takes place in the public areas during shift
follow-ups. Fingerprint, which is defined as
biometric data, should not be a data that can
be accessed, processed or recorded unless
there is an obligation, because it is personal.
If an application such as shift tracking, which
can be carried out every day and which can
be carried out with simpler methodes, is car-
ried out by fingerprint tracking, it constitutes
a violation of the law if it is done without the
explicit consent of the personnel. In order
to ensure the legality of fingerprinting, the
explicit consent of the individual whose per-
sonal data is taken and the existence of one
of the conditions stipulated in the law are
required®. Fingerprints are a type of biomet-
ric data that is included in the data stated in

yerine getirebilmesi icin zorunlu olmasi, veri
sorumlusunun mesru menfaatleri agisindan
veriislenmesiicin zorunluluk bulunmasi gibi
ilgili AYM Bireysel Basvuru Karartile baglanti-
li olabilecek durumlar yer almaktadir.

A. Kisisel Veri Kavraminin
Kapsami

Bir kisiyi belirlenebilir kilan herhangi bir veri
kisisel veridir. AYM ve AiHM kararlarinda; ki-
sinin parmak izi, DNA 6rnegdi, nufus cuzdani,
6zgecmis, goruntu ve ses kayitlari, arac pla-
kasi, aile bilgileri gibi veriler kisisel veri olarak
kabul edilmektedir. Kisisel veriler, 6zel haya-
tin gizliligi ilkesi kapsaminda degerlendiri-
lebilir. KVKK madde 3/1(d) bendinde kisisel
veri, “kimligi belirli veya belirlenebilir gercek
kisiye iliskin her tarla bilgi” olarak tanimlan-
mistir. KVKK'da kisisel veri kapsaminin sinirli
olarak sayilmamasi sonucunda yapilan ge-
nel tanim Uzerinden hangi verilerin kigisel
veriolarak kabul edilebilecegi somut olaylar
cercevesinde tespit edilmelidir. Teknolojinin
gelismesiyle ortaya cikabilecek farkli veri tar-
lerinin kisisel veri olarak tanimlanabilmesine
imkan saglamistir. Kisisel veri genel hatlariy-
la, kisiyi belirlenebilir kilan, kisiye ait olan
tum verileri kapsar. Yargi ictihatlari, ulusal
ve uluslararasi mevzuat bu tanimi destekler
niteliktedir®.

B. Personelin Parmak izi Alin-
masinin Niteligi

Parmak izi alinmasi, mesai takiplerinde kamu-
ya acik alanda gerceklesmesine ragmen 6zel
hayatin gizliligi ilkesini ilgilendiren bir uygu-
lamadir. Biyometrik veri olarak nitelendirilen
parmak izi, kisiye 6zel olmasi nedeniyle zo-
runluluk hali s6z konusu olmadikga erisilebi-
len, islenebilen veya kaydedilebilen bir veri
olmamalidir. Mesai takibi gibi her guin yapila-
cak ve daha basit yontemlerle gerceklestirile-
bilecek bir uygulamanin parmak izi takibiyle
yapilmasi personelin acik rizasi olmadan ya-
pilmakta ise hukuka aykirlik tegkil eder. Par-
mak izi alinmasinin hukuka uygunlugunun
saglanabilmesi icin kisisel verisi alinan bire-
yin acik rizasi ve kanunda ongorulmus hal-
lerden birinin mevcudiyeti gereklidir®. KVKK
madde 6'da sayilan verilerden biri olan biyo-
metrik veri, parmak izini kapsamaktadir. Bu
baglamda personelin parmak izinin alinmasi
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article 6 of the LPPD. In this context, taking
fingerprints of the personnel is an applica-
tion that can be examined within the scope
of labor law, protection of personal data and
privacy. The data owner has certain rights
such as obtaining information about his/her
personal data, accessing data, requesting
correction of inaccurate personal data, and
requesting deletion of data®.

I1l. RESPECT FOR PRI-
VATE LIFE

Confidentiality of private life is a concept
regulated in the Constitution and in accor-
dance with Article 20 of the Constitution,
“Everyone has the right to demand respect
for his private and family life. Inviolable con-
fidentiality of private life and family life”. As
stated in the third paragraph of the article,
the person has the right to access personal
data about himself/ herself, to be informed
about these data and the purposes of use,
and to request the deletion of the data. Pro-
tection of personal data and privacy of pri-
vate life are two rights that can be evaluated
together in this context. The processing of
personal data can be seen as a sub-title that
can be considered within the scope of the
incidents related to the violation of privacy,
and likewise, the right to privacy can be seen
as a sub-title in the incidents related to the
protection of personal data.

IV. PROTECTION OF PER-
SONAL DATA UNDER THE
LABOR LAW

In accordance with the Labor Law, the em-
ployer can use the information obtained
about the employee within the framework
of the rule of good faith and in accordance
with the law. The article regarding the effect
of LPPD on the Labor Law is included in Arti-
cle 75/2 of the Labor Law. Pursuant to the rel-
evant article, “The employer is obliged to use
the information obtained about the employee
in accordance with the rules of honesty and
law, and not to disclose the information that
the employee has a justified interest in keep-
ing it confidential”. Within the scope of Article
5 of the LPPD, the processing conditions of
personal data are listed and the provision is:

“(1) Personal data cannot be processed
without the explicit consent of the person
concerned.

is hukuku, kisisel verilerin korunmasi ve 6zel
hayatin gizliligi kapsaminda incelenebilir bir
uygulamadir. Veri sahibi, kisisel verisi ile ilgili
bilgi alma, veriye erisim, dogru olmayan kisi-
sel verinin duzeltilmesini talep etme, verinin
silinmesini talep etme gibi birtakim haklara
sahiptir®.

111. OZEL HAYATA SAYGI

Ozel hayatin gizliligi Anayasa’da duzenlen-
mis bir kavram olup Anayasa’nin 20. Mad-
desi uyarinca “Herkes, ¢zel hayatina ve aile
hayatina saygi gosterilmesini isteme hakkina
sahiptir. Ozel hayatin ve aile hayatinin gizli-
ligine dokunulamaz”. Maddenin u¢uncu
fikrasinda belirtildigi Uzere kisi, kendisiyle
ilgili kisisel verilere erisebilme, bu veriler
ve kullanim amaclari hakkinda bilgilendiril-
me, verilerin silinmesini talep etme hakkina
sahiptir. Kisisel verilerin korunmasi ve 6zel
hayatin gizliligi bu baglamda birlikte de-
gerlendirilebilecek iki hak olma 6zelligini
tasir. Kisisel verilerin islenmesi 6zel hayatin
gizliliginin ihlali ile ilgili olaylar kapsaminda
degerlendirilebilecek bir alt baslik olarak ve
ayni sekilde 6zel hayatin gizliligi hakki kisi-
sel verilerin korunmasinailiskin olaylarda bir
alt baslik olarak gorulebilir.

IV.iS HUKUKU KAPSA-
MINDA KiSiSEL VERILE-
RiN KORUNMASI

is Kanunu uyarinca isveren, isciile ilgili edini-
len bilgileri durustluk kurali gergcevesinde ve
hukuka uygun olarak kullanabilir. KVKK'nin
is Kanunu’na etkisiyle ilgilimadde is Kanunu
madde 75/2'de yer almaktadir. ilgili madde
uyarinca “isveren, isci hakkinda edindigi bil-
gileri durustluk kurallan ve hukuka uygun
olarak kullanmak ve gizli kalmasinda is¢inin
hakli ¢cikari bulunan bilgileri aciklamamakla
yukamluduar”. KVKK madde 5 kapsaminda
kisisel verilerin islenme sartlar sayilmis olup
hakum:

“(1) Kisisel veriler ilgili kisinin agik rizasi ol-
maksizin islenemez.

(2) Asagidaki sartlardan birinin varligi halin-
de, ilgili kiginin acik rizasi aranmaksizin Kigi-
sel verilerinin islenmesi mumkdanddr:
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(2) In the presence of one of the following
conditions, it is possible to process personal
data without seeking the explicit consent of
the data subject:

a) Itis clearly stipulated in the laws.

b) Itis compulsory for the protection of the life
or physical integrity of the person or another
person, who is unable to express his consent
due to actual impossibility or whose consent
is not legally valid.

c) Itis necessary to process the personal data
of the parties to the contract, provided that it
is directly related to the establishment or per-
formance of a contract.

¢) Itis mandatory for the data controllerto ful-
fillits legal obligation.

d) The person concerned has been made
public by himself.

e) Data processing is mandatory for the es-
tablishment, exercise or protection of a right.

f) Data processing is mandatory for the legiti-
mate interests of the data controller, provided
that it does not harm the fundamental rights
and freedoms of the data subject.”

Article 8 of the same law, which includes the
transfer of personal data formatted as:

“(1) Personal data cannot be transferred
without the explicit consent of the person
concerned.

a) Kanunlarda acikca 6ngorulmesi.

b) Fiiliimkansizlik nedeniyle rizasini aciklaya-
mayacak durumda bulunan veya rizasina hu-
kuki gecerlilik taninmayan kisinin kendisinin
yada bir baskasinin hayati veya beden butun-
lagunan korunmasi igin zorunlu olmasi.

c) Bir s6zlesmenin kurulmasi veya ifasiyla
dogrudan dogruya ilgili olmasi kaydiyla, s6z-
lesmenin taraflarina ait kisisel verilerin islen-
mesinin gerekli olmasi.

¢) Veri sorumlusunun hukuki yakamlalaga-
nu yerine getirebilmesi icin zorunlu olmasi.

d) ilgili kisinin kendisi tarafindan alenilestiril-
mig olmasi.

e) Bir hakkin tesisi, kullanilmasi veya korun-
masi icin veri islemenin zorunlu olmasi.

f) llgili kisinin temel hak ve ¢zgurliklerine
zarar vermemek kaydiyla, veri sorumlusunun
mesru menfaatleri icin veri islenmesinin zo-
runlu olmas..” seklindedir.

Ayni kanunun kisisel verilerin aktarilmasi ko-
nusunu iceren 8. maddesiise:

“(1) Kigisel veriler, ilgili kisinin agik rizasi ol-
maksizin aktarilamaz.

(2) Kisisel veriler;

a) 5 inci maddenin ikinci fikrasinda,
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(2) Personal data;
a) In the second paragraph of Article 5,

b) Provided that adequate measures are tak-
en, in the third paragraph of Article 6,

In case of existence of one of the conditions
specified, it can be transferred without seek-
ing the explicit consent of the person con-
cerned.

(3) Provisions in other laws regarding the
transfer of personal data are reserved.”

In the light of these provisions, the process-
ing of the said information, its sharing with
third parties, and the collection of data are
based on the explicit consent of the worker.
In addition, the employer has to pay attention
to inform the workers about the area where
the datais used, not to process the data when
there is no obligation, and to take all kinds
of measures to protect the data. The afore-
mentioned worker’s obligations fall under
LPPD's scope, and they are assessed within
this scope. When the Labor Law is consid-
ered together with the LPPD, the employer
is the data controller and must act within the
scope of the LPPD when processing, storing
and sharing the information of the workers’.
The provisions regarding the obligations of
the data controller are included in the Third
Section of the LPPD under the title of “Rights
and Obligations”. In accordance with Article
10 of the LPPD, the data controller is obliged
to inform the relevant persons about the
identity of the data controller and, if any, its
representative, for what purpose the person-
al data will be processed, to whom and for
what purpose the processed personal data
can be transferred, the method and legal
reason for collecting personal data, and the
rights of the data subject listed in Article 11.

A. Working Hours

Pursuant to the Labor Law, it is among the
obligations of the employer to monitor the
working hours of the worker and notify
the worker. Keeping track of the working
hours is important for the payment of the
worker’s rights. However, the data collect-
ed regarding the entry and exit times of the
worker are not considered as personal data
within the scope of LPPD, so the explicit
consent requirement does not exist here.
Nonetheless, the LPPD applies when track-

b) Yeterli 6nlemler alinmak kaydiyla, 6 nci
maddenin uguncdu fikrasinda, belirtilen sart-
lardan birinin bulunmasi halinde, ilgili kisinin
acik rizasi aranmaksizin aktarilabilir.

(3) Kisisel verilerin aktarlmasina iliskin diger
kanunlarda yer alan htukamler saklidir.” sek-
linde duzenlenmistir.

Bu hakumler 1siginda bahsi gecen bilgilerin
islenmesi, Ucuncu kisilerle paylasilmasi, veri
olarak toplanmasi is¢inin acik rizasina da-
yanmaktadir. Ayrica isveren, iscileri verilerin
kullanildiklari alan ile ilgili bilgilendirmeye,
zorunluluk s6z konusu olmadiginda verileri
islememeye, verilerin korunmasi igin her tar-
U 6nlemi almaya dikkat etmek zorundadir.
Bahsi gegen is¢inin yakumlulukleri, KVKK
kapsaminda yer almakta olup bu kapsam-
da degerlendirilmektedir. is Kanunu KVKK
ile birlikte dusunuldugunde igveren, veri
sorumlusu sifatini tagir ve isgilere ait bilgileri
islerken, saklarken ve paylasirken KVKK kap-
saminda hareket etmelidir’. Veri sorumlusu-
nun yukumlaluklerine iliskin hukumler KVKK
Ucuinct Bolum'de “Haklar ve Yakumlulukler”
basligr altinda yer almaktadir. KVKK madde
10 dogrultusunda veri sorumlusu, veri so-
rumlusunun ve varsa temsilcisinin kimligini,
kisisel verilerin hangi amaglaislenecegini, is-
lenen kisisel verilerin kimlere ve hangi amac-
la aktarilabilecegini, kisisel veri toplamanin
yontemi ve hukuki sebebini, 11’inci madde-
de sayilan ilgili kisinin haklarini ilgili kisilere
bildirmekle yukamludar.

A. Mesai saatleri

is Kanunu uyarinca isginin calisma saatlerinin
takibi ve is¢iye bildirilmesi isverenin yukum-
lalukleri arasindadir. Takibi yapilan mesai
saatlerinin kaydinin tutulmasi is¢inin hakla-
rnin 6denmesi icin 6nem arz eder. Ancak is-
¢inin giris ve ¢ikis saatlerine iliskin toplanan
veriler KVKK kapsaminda kisisel veri olarak
degerlendirilmemektedir, yani acik riza sarti
burada varligini surdurmez. Ancak mesai sa-
atlerinin takibi kisisel veri statisune girecek
bir verinin elde edilmesi marifetiyle yapildigi
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ing working hours is done by gathering infor-
mation that would be regarded as personal
data. In this case, all personal data must be
based on the explicit consent of the person,
except for the cases where personal data
can be recorded without the explicit consent
specified in Article 5 of the LPPD?. In any case,
the follow-up should be done proportionally.
If all the activities of the worker are recorded
outside of the working hours, there will be a
disproportionateness here. Shift tracking of
the worker can be done with a card system
or with the signature of the worker. Since the
data obtained on the working time is import-
ant in terms of getting the rights of the work-
er regarding these periods, the follow-up of
these data is within the responsibility of the
employer. In order for the employer to ful-
fill this obligation, it must be able to record
the necessary data without seeking explicit
consent. The situations specified in article
5 of the LPPD allow this. However, there is

zaman KVKK'nin konusuna girmektedir. Bu
durumda KVKK madde 5te belirtilen agik riza
olmadan kisisel verilerin kaydedilebilecegi
haller haricindeki tam kisisel veriler kisinin
acik rnizasina dayanmalidir. Her halde yapilan
takibin 6lculu olmasi gerekir. Mesai saatleri
kontrolu diginda is¢inin tum faaliyetleri kayda
alinlyorsa burada bir 6l¢usuzluk s6z konusu
olacaktir. iscinin mesai takibi kartli sistem
ile veya iscinin imzasi ile gerceklestirilebilir.
Calisma suresine dair edinilen veriler isginin
bu surelere dair haklarini almasi agisindan
6nem arz etmesi nedeniyle bu verilerin takibi
isverenin yukumlulugu dahilinde olan bir du-
rumdur. isverenin bu yukumlaliguna yerine
getirebilmesiicin acik riza aranmadan gerekli
verileri kaydedebilmesi gerekir. KVKK madde
5'te belirtilen haller buna imkan saglar. An-
cak 6zel nitelikteki kisisel verilere iligkin bir
istisna s6z konusudur. isveren ozel nitelikte
sayilan bu verileri agik rizanin bulunmamasi
halinde kaydedemez®.

When the existence of explicit consent and proportionality co-
exist, the processing of personal data of a special nature will be

in accordance with the law.

Acik rizanin varhigi ve olciiliiliik bir arada bulundugu zaman 6zel
nitelikte kisisel verilerin islenmesi hukuka uygun olacaktr.

an exception regarding personal data of a
private nature. The employer cannot record
these data, which are considered private, in
the absence of explicit consent®.

Special categories of personal data are
listed in article 6 of the LPPD, and finger-
printing, which is the subject of our study,
is counted among these data. Pursuant to
article 6/2 of the LPPD, “Processing of sen-
sitive personal data is prohibited without the
explicit consent of the person concerned.”
In cases where explicit consent is required,
with consent, and in cases where it does not,

Ozel nitelikli kisisel veriler KVKK madde 6'da
sayilmis olup ¢alismamizin konusu olan par-
mak izi ile takip bu verilerden sayilmaktadir.
KVKK m. 6/2 uyarinca “Ozel nitelikli kisisel
verilerin, ilgilinin agik rizasi olmaksizin islen-
mesi yasaktir”. Acik riza gerektiren hallerde
riza ile, gerektirmeyen hallerde ise dlcululuk
cercevesinde isveren, is¢inin calisma saatle-
rine iliskin kontrolleri saglayip bu verileri kay-
dedebilecektir. isveren, mesai takibini daha
olcult bir secenek olan kart ile takip sistemi
veya imza atilmasi seklinde gerceklestirebi-
lecekken biyometrik verilerin islenmesi ile
gerceklestiriyor ise, 6zel nitelikli kisisel veri-
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within the framework of proportionality, the
employer will be able to control the working
hours of the worker and record these data.
There will be a violation of the principle of
proportionality, which is a crucial need for the
processing of special quality personal data,
if the employer can track working hours with
a card, which is a more measured approach,
or by a signature, if it uses biometric data.
The processing of biometric data is subject
to explicit consent, except for special cases
required by law, and the use of biometric
data for shift tracking will be disproportion-
ate. The use of biometric data in workplaces
operating in private security areas such as
the defense industry, in exceptional cases
when transitioning to high-sensitivity units
does not constitute a violation of the law™.

B. Processing of Private Per-
sonal Data

Private personal data are more sensitive
data that need to be protected with strict-
er rules compared to personal data™.
Personal data of a special nature are speci-
fied in paragraph 1 of Article 6 of the LPPD.
According to this, “The data related to the
race, ethnic origin, political opinion, phil-
osophical belief, religion, sect or other be-
liefs, disguise and dress, membership to
associations, foundations or trade unions,
health, sexual life, criminal convictions and
security measures, as well as biometric and
genetic data is personal data of special na-
ture”. These data cannot be processed and/
or stored without the explicit consent of the
person concerned. However, it may be pro-
cessed if it is expressly stipulated in the law.
Precautions should be taken when process-
ing this information, and the environment in
which it is housed should be one in which
special care is taken when processing data.

Biometric data, which is one of the special
personal data listed in the article, is data
processing in the form of fingerprint, retinal
scan, hand scan or face reading within the
framework of working hours control. In order
for the processing of these biometric data to
be lawful, the explicit consent of the worker
must be obtained or there must be a clear
provision in the law regarding this.

lerin islenmesi hususunda 6nemli bir kriter
olan olgululuk ilkesine aykirilik s6z konusu
olacaktir. Biyometrik verilerin islenmesi kanu-
nun gerektirdigi 6zel durumlar disinda acik
rizaya bagli olup mesai takibi icin biyometrik
verilerin kullanilmasi 6lcusuzlugu meydana
getirecektir. Biyometrik verilerin savunma sa-
nayi alani gibi 6zel gtvenlikli alanlarda faali-
yet gosteren isyerlerinde, yuksek hassasiyet
gosteren birimlere gecislerde oldugu istisnai
durumlarda kullanilmasi hukuka aykirilik do-
gurmaz'.

B. Ozel Nitelikteki Kisisel Ve-
rilerin Islenmesi

Ozel nitelikteki kisisel veriler, kisisel verilere
kiyasla daha kati kurallarla korunmasi gere-
ken, daha hassas olan verilerdir’. KVKK'nin
6. maddesinin 1. fikrasinda 6zel nitelikteki
kisisel veriler belirtilmistir. Buna gore; “Kisile-
rin irki, etnik kokeni, siyasi dustincesi, felsefi
inanci, dini, mezhebiveya diger inanclari, kilik
ve kiyafeti, dernek, vakifya da sendika tyelidi,
sagligi, cinsel hayati, ceza mahkumiyetive gu-
venlik tedbirleriyle ilgili verileri ile biyometrik
ve genetik verileri 6zel nitelikli kisisel veridir”.
Bu veriler ilgilinin agik rizasi olmadan islene-
mez ve/ veya saklanamaz. Ancak kanunda
acikga ongorulmesi halinde islenmesi s6z
konusu olabilir. islenmesi s6z konusu oldu-
gunda ise buna iligkin énlemler konusunda
hassas davranilmali, saklandigi ortam 6zel ni-
telikteki veriye gore tedbir alinmig bir ortam
olmalidir.

Mesai saatlerini kontrol ¢ercevesinde par-
mak izi, retina taramasi, el ici taramasi veya
yuz okuma seklindeki veri igsleme sekilleri
maddede sayilan 6zel nitelikteki kisisel ve-
rilerden biri olan biyometrik veriler arasinda
yer almaktadir. Bu biyometrik verilerin islen-
mesinin hukuka uygun olabilmesiicinis¢inin
acik rnizasialinmali ya da kanunda bunaiiligkin
acik bir hukam yer almalidr.
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Processing biometric data in this way can
only be considered moderate in workplaces
located in sheltered and private areas such
as the defense industry. In addition to these,
there will be an imbalance in this situation if
the data of the person in the special data sta-
tus is processed and the tracking is carried
out, even though the shift tracking can be
controlled with a chip-inserted card system
or by having the payroll record signed at the
workplace. When the existence of explicit
consent and proportionality coexist, the pro-
cessing of personal data of a special nature
will be in accordance with the law. Since it is
possible to carry out the shift tracking, which
is the subject of the purpose, with methods
that do not require the processing of spe-
cial personal data, as mentioned above, the
processing of personal data of a special na-
ture in this follow-up leads to disproportion-
ateness’. According to the Labor Law, the
concept of proportionality should be evalu-
ated in the context of concrete events. The
proportionality audit is carried out by exam-
ining the existence of a reasonable relation-
ship between the means and the purpose.
Although the worker gives explicit consent
to the processing of biometric data such
as fingerprints, the data can be processed
in accordance with Article 75 of the Labor
Law and Articles 417 and 419 of the Turkish
Code of Obligations. The condition sought
here is to follow up and process the data to
the extent necessary for the performance of
the contract™.

V.INDUVIDUAL APPLICA-
TION TO THE CONSTITU-
TIONAL COURT

A. Nature of The Individual
Application

Individual application is a constitutional
judicial remedy and a means of seeking
rights against violations by public power
within the framework of fundamental rights
and freedoms guaranteed by the Consti-
tution™. In this type of case, which can be
resorted to as a secondary remedy, the
applicant must have exhausted all judicial

Biyometrik verilerin bu sekilde islenmesi an-
cak savunma sanayi alani gibi korunakli ve
Ozel alanlarda yer alan igyerlerinde olgulu
kabul edilebilir. Bunlar disinda igyerlerinde
mesai takibi ¢ip takilmig kart sistemi ile veya
puantaj kaydina imzasi alinarak kontrol edi-
lebilecekken kisinin 6zel nitelikteki veri sta-
tusunde olan verileri islenerek takip gercek-
lestiriliyorsa burada oél¢usuzluk s6z konusu
olacaktir. Acik nzanin varligi ve olg¢ululuk bir
arada bulundugu zaman 6zel nitelikte kisisel
verilerin islenmesi hukuka uygun olacaktir.
Amaca konu olan mesai takibinin, yukarida
bahsedildigi gibi 6zel nitelikte kisisel veri
islenmesini gerektirmeyen yontemlerle de
gerceklestirilebilmesi mumkun oldugu icin
bu takibin yapilmasinda 6zel nitelikte kisisel
verilerin islenmesi 6lgustzlugu dogurur' is
Kanunu uyarinca o6lgululuk kavrami somut
olaylar ¢zelinde degerlendirilmelidir. Ol-
cululuk denetimi, ara¢ ve amag arasindaki
makul iligki varligi incelenerek yapilmakta-
dir. isginin parmak izi gibi biyometrik veri-
lerin islenmesine acik riza gosterdigi halde
is Kanunu’nun 75. maddesi ile Turk Borglar
Kanunu'nun 417 ve 419. maddeleri uyarinca
olculu olmasi durumunda veriler islenebilir.
Burada aranan sart sozlesme ifasl icin zorun-
lu oldugu olcude takibin yapilmasi ve verile-
rin islenmesidir™.

V. ANAYASA MAHKEME-
SINE BIREYSEL BASVURU
YOLU

A.
lig

ireysel Basvurunun Nite-
i

Bireysel basvuru, anayasal bir yargi yolu
olup kisilerin Anayasa’da guvence altina ali-
nan temel hak ve 6zgurlukleri cercevesinde
kamu gucu tarafindan yapilan ihlallere karsi
basvurabilecekleri bir hak arama yoludur™.
ikincil yol olarak basvurulabilecek bu dava
taruinde, basvurucu kanunda éngoérulen bu-
tan yargisal ve idari bagvuru yollarini tuket-
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and administrative remedies stipulated in
the law. It can be understood from this ex-
pression that it has an extraordinary quality.
It will not be possible to make an individual
application to the Constitutional Court with-
out exhausting the ordinary judicial and ad-
ministrative remedies™.

B. The Right to Respect for
Private Life and The Right to
Protection of Personal Data

The Constitutional Court evaluates whether
the right to respect for private life has been vi-
olated in the individual application decisions
within the scope of the Privacy of Private
Life regulated in Article 20 of the Constitu-
tion. Interventions to the right to respect for
private life are included in the protection of
material and moral existence in the Constitu-
tion. Restrictions on personal data, identity,
individual privacy, work life, life in prison are
examined as interference with private life'®.

The fact that fundamental rights and free-
doms are regulated in the Constitution al-
lows to benefit from the principle of suprem-
acy of the constitution in the context of the
hierarchy of norms. For this reason, the right
to protect personal data can be considered
within the scope of the principle of suprem-
acy of the constitution in cases such as data
processing, recording and sharing™.

Vi. SAMPLE DECISIONS

A. State Council Deci-
sion-5.D., E.2013/5342 K.
2013/9525T.10.12.2013

The relevant decision is about the claim that
even if the fingerprint tracking takes place in
the public sphere, the privacy of private life
is violated and there is no guarantee that the
collected data will not be used in different
places. The Administrative Court rejected
the case on the grounds that the defendant
could not get efficiency from the card track-
ing system and that the fingerprint system
was used to monitor the work of public of-
ficials, and that this tracking system was not
imposed on the personnel as an obligation,
and that it was in accordance with the law.
The Council of State decided to overturn the
insistence decision given by the courton the
grounds that there was no proportionality be-
tween the practice and the intended public

mig olmalidir. Olaganustu bir nitelik tagimasi
buifadeden anlasilabilmektedir. Olagan yar-
gryollari ve idari yollar tuketilmeden Anaya-
sa Mahkemesi'ne bireysel basvuru yapmak
mumkun olmayacaktir™.

B. Ozel Hayata Saygi Hakki ve
Kisisel Verilerin Korunmasi
Hakki

Anayasa Mahkemesi, bireysel bagvuru karar-
larinda Anayasa’nin 20. Maddesinde duzen-
lenen Ozel Hayatin Gizliligi kapsaminda 6zel
hayata saygi hakkinin ihlal edilip edilmedi-
gini degerlendirmektedir. Ozel hayata sayg!
hakkina yapilan mudahaleler, Anayasa’da
maddi ve manevi varligin korunmasi igeri-
sinde yer almaktadir. Kisisel veriler, kimlik,
bireysel mahremiyet, is yasami, cezaevinde
yasama yonelik kisitlamalar 6zel hayata mu-
dahale olarak incelenmektedir’®.

Temel hak ve 6zgurluklerin Anayasa’da du-
zenlenmis olmasi, normlar hiyerarsisi bag-
laminda anayasanin Ustunlugu ilkesinden
yararlanilmasina imkan saglar. Bu nedenle
kisisel verilerin korunmasi hakki verilerin is-
lenmesi, kayda alinmasi, paylasiimasi gibi
durumlarda anayasanin ustunlugu ilkesi
kapsaminda ele alinabilir™.

VIi. ORNEK KARARLAR

A. Danistay Karari- 5.D., E.
2013/5342K.2013/9525T.
10.12.2013

ilgili karar, parmak izi ile yapilan mesai taki-
binin kamusal alanda gerceklesse de 6zel
hayatin gizliligi ihlal olmasina ve toplanan
verilerin farkli yerlerde kullanilmayacagina
dair bir garantinin s6z konusu olmadigi iddi-
asina iliskindir. idare Mahkemesi, davalinin
kart ile takip sisteminden verim alamamis
olup kamu gorevlilerinin ¢alismasinin de-
netlenmesi icin parmak izi sistemiyle takibe
baslanmasi, bu takip sisteminin personele
zorunluluk olarak getirilmedigi gerekcesiyle
hukuka uygun oldugunuiileri surerek davay
reddetmistir. Danistay, uygulama ve amag-
lanan kamu yarari arasinda orantililik bulun-
madigi, parmak iziile personelin calisma sa-
atlerini takibin 6zel hayatin gizliligine ihlal
teskil ettigi gerekcesiyle mahkemece verilen
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interest, and that tracking the working hours
of the personnel with fingerprints constitutes
aviolation of the privacy of private life. There
is opposition to the decision.

B. State Council Decision- 5.
D., E.2016/409 K.2016/1909
T.4.4.2016

In the incident, a fingerprint reader was in-
stalled in the service building of the Adminis-
tration for the purpose of tracking work hours.
The plaintiff requested the cancellation of
the operation regarding the activation of the
fingerprint reader. The Administrative Court
dismissed the case on the grounds that the
fingerprint reader system was necessary for
the effective performance of the public ser-
vice and there was no prohibition imposed
by law. The Council of State stated that, pur-
suant to the relevant articles of the Constitu-
tion, fundamental rights and freedoms can
only be limited by law and that restrictions
cannot be contrary to the principle of propor-
tionality. Referring to the article on the priva-
cy of private life and the relevant article of the
European Convention on Human Rights, the
Council of State asserted that the collection
of personal data is in question within this
framework and stated that there should be a
legal basis for imposing restrictions on per-
sonal data. It overturned the court’s decision
on the ground that it was not appropriate.
There is a dissenting vote on the decision.

VIl. EXAMINATION SPE-
CIALLY OF THE RELATED
DECISION

A. Facts and Claims of the
Parties

In the incident that is the subject of the deci-
sion, the applicant, a civil servant employed
by the Municipality, asked that the finger-
print tracking application be removed from
the place of employment on the grounds
that the institution’s use of the system violat-
ed the principle of respect for private life by
scanning and recording fingerprints for shift
tracking. The applicant filed a lawsuit at the
Administrative Court for the annulment of
the relevant administrative act. With the ac-
ceptance of the case, the court decided to
cancel the administrative action. However,
an appeal was made by the Administration.
The Regional Administrative Court decided

Israr kararinin bozulmasina karar vermistir.
Karara iligkin karsi oy bulunmaktadir.

B. Danistay Karari-5.D., E.
2016/409 K. 2016/1909T.
4.4.2016

Olayda idareye ait hizmet binasinda mesai
takibi amaciyla parmak izi okuyucusu ku-
rulmustur. Davaci taraf, parmak izi okuyucu-
sunun faaliyete gecirilmesine iliskin islemin
iptalini talep etmistir. idare Mahkemesi, kamu
hizmetinin etkin bir sekilde yerine getirilme-
si icin parmak izi okuyucusunun sisteminin
gerekli oldugu ayrica kanunla getirilmis bir
yasagin bulunmadigi gerekgesiyle dava-
yI reddetmistir. Danistay, Anayasa’nin ilgili
maddeleri uyarinca temel hak ve 6zgurluk-
lerin sadece kanunla sinirlanabilecedi, si-
nirlamalarin olcululuk ilkesine aykir olama-
yacagini belirtmistir. Ozel hayatin gizliligine
iliskin madde ve Avrupa insan Haklari Sozles-
mesi'nin ilgili maddesine deginen Danistay,
bu gercevede kisisel verilerin alinmasinin s6z
konusu oldugunuiileri surerek kisisel verilere
iliskin kisitlama getirilmesi icin yasal bir da-
yanagin mevcut olmasi gerektigini belirtmis
ve yasal dayanak s6z konusu olmadigi igin
yapilan islemin hukuka uygun olmadigi ge-
rekcesiyle mahkemenin kararini bozmustur.
Karara iliskin kargi oy mevcuttur.

VII. iLGiLi KARAR OZE-
LINDE iNCELEME

A. Olgular ve Taraflarn iddi-
alarn

Karara konu olayda Belediye Baskanligi bun-
yesinde devlet memuru olarak ¢alismakta
olan Basvurucu calistigl kurumda parmak
izi ile mesai takibi sisteminin kullanilmaya
baslanmasi Uzerine, parmak izinin mesai ta-
kibi icin taranip kaydedilmesinin 6zel hayata
saygl ilkesiniihlal ettigi gerekcgesiyle calistigi
kurumdan parmak izi takip uygulamasinin
kaldirlmasini istemis ancak reddedilmistir.
Basvurucy, ilgili idari islemin iptali icin ida-
re Mahkemesi'nde dava agmistir. Mahkeme
davanin kabulayle idari islemin iptaline ka-
rar vermistir. Ancak idare tarafindan istinaf
kanun yoluna basvurulmustur. Bolge idare
Mahkemesi istinaf bagvurusunun kabulu ile
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to reject the case with the acceptance of the
appeal application. At this stage, the appli-
cant made an individual application to the
Constitutional Court.

The defense of the institution (S6ke Munic-
ipality) stated that the consistency of the
public service provided by the fingerprint
recorders, the supervision of the personnel’s
effectiveness, and the fulfillment of this appli-
cation by the mayor to manage the municipal
organization are crucial for the efficient exe-
cution of the service in the individual applica-
tion decision of the Constitutional Court, dat-
ed 10/3/2022 and numbered 2018/11988.
It is claimed that there is no violation of
respect for private life on the grounds that
the monitoring of working hours is done
to control the compliance of the personnel
with the working hours. The applicant’s at-
torney stated that the recording of personal
data should be in accordance with the con-
stitutional guarantees, and on the grounds
that it is not possible to guarantee how the
fingerprint, which is unique to each person,
will be recorded and stored, and whether it
will be shared or not, this data recorded with-
out consent is subject to the personal data
protection law and claims that it violates the
principle of privacy of life.

The institution claims that the time tracking
performed by taking fingerprints is more re-
liable than the tracking with the card system,
as it contains personal information.

The Regional Administrative Court dismissed
the case with the approach that there was no
violation of the legislation on the grounds
that the use of technical resources to execute
public service duties in an effective and effi-
cient manner followed the law. It was stated
that there was no basis for the violation of
privacy, and the final decision was notified
to the attorney of the applicant.

B. Evaluation of the Constitu-
tional Court

In its assessment of the alleged violation of
the protection of personal data and the right
to respect for private life, the Constitutional
Court made the following statements:

“In the case that is the subject of the applica-
tion, it has been understood that the Institu-
tion monitors whether the personnel comply
with the working hours with the fingerprint

davanin reddine kesin olarak karar vermigtir.
Basvurucu, bu asamada AYM'ye bireysel bas-
vurusunu gergeklestirmistir.

AYM’'nin 10.03.2022 tarih ve 2018/11988
numarall bireysel bagvuru kararinda, kuru-
mun (Soke Belediye Baskanligi) savunmasi
parmak izi kayit cihazlarinin kamu hizmetinin
devamliligl, personelin verimliliginin denet-
lenmesi ve bu uygulamanin belediye baska-
ninin belediye teskilatini idare etme goérevini
yerine getirmesi kapsaminda kamu hizmeti-
nin etkin yaratalmesi acisindan 6énemli oldu-
Qu yonundedir. Mesai saatlerini takibin per-
sonelin mesai saatlerine uymasinin kontrol
edilmesi amaciyla yapildigi gerekgesiyle 6zel
hayata sayginin ihlalinin s6z konusu olmadi-
¢iiddia edilmektedir. Bagvurucu vekili, kisisel
verilerin kayit altina alinmasinin anayasal gu-
vencelere uygun olmasi gerektigini belirte-
rek her insanda kendine 6zgu olan parmak
izinin kayit altina alinarak depolanmasinin
ne sekilde kullanilacagi ve paylasilip pay-
lasilmayacag hususunda garanti vermenin
s6z konusu olamayacagi gerekcesiyle riza
alinmadan kaydedilen bu verinin kisisel ve-
rileri koruma kanunu’na ve beraberinde 6zel

surmektedir.

Kurum, parmak izi alinarak yapilan mesai
takibinin kisiye 6zgu bilgi icermesiyle kartli
sistem ile takipten daha guvenilir oldugunu
iddia etmektedir.

Kamu hizmetinin etkin ve verimli yarutulme-
si acisindan teknolojik imkanlarin kullanil-
masinin kamu hizmetinin gereklerine uygun
oldugu gerekgesiyle mevzuata aykirligin s6z
konusu olmadigi yaklasimiyla Bolge idare
Mahkemesi, davayi reddetmistir. Ozel haya-
tin gizliliginin ihlaline iliskin bir dayanak mev-
cut olmadigi belirtilmis nihai karar bagvurucu
vekiline teblig edilmistir.

B. AYM'nin Degerlendirmesi

AYM, s6z konusu kisisel verilerin korunmasi-
nin ve 6zel hayata saygl hakkinin ihlali iddi-
aslyla ilgili degerlendirmesinde su ifadelere
yer vermigtir:

“Bagvuru konusu olayda, Kurum tarafindan
personelin mesaiye uyup uymadiginin par-
mak izi takip sistemi ile denetlendigi, bu
kapsamda basvurucunun da parmak izinin
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tracking system, and in this context, the fin-
gerprint of the applicant is recorded and
stored. It is seen that the administration and
employers who want to take advantage of the
opportunities of technological developments
use methods such as magnetic ID cards, face
and iris scanning, fingerprint registration sys-
temto ensure overtime tracking and entrance
and exit controls based on purposes such as
increasing the efficiency of the personnel and
ensuring security.

However, it should be emphasized that in
order to implement a personnel tracking sys-
tem, especially with the method of recording
biometric data, the explicit consent of the
person should be available in cases not reg-
ulated by the laws. In addition, in the case of
processing sensitive data based on the con-
sent ofthe employee, of course, first of all, the
principle of legality must be met in the context
of Article 13 of the Constitution. In order to
be able to talk about the existence of explicit
consent, it is essential that the employee is
adequately informed beforehand about the
scope, purpose, limits and consequences of
the personal data to be processed. Neverthe-
less, it can be said that the aforementioned
methods can be applied within the scope of
the administration’s control and management
authority, in the presence of a legitimate aim
as a rule, and in the absence of another suit-
able way to achieve this aim with less interfer-
ence with rights and freedoms, and to be lim-
ited to the purpose. In this context, it should
be reminded that in the event that methods
involving the processing and sharing of per-

kaydedilerek depolandigi anlasilmigtir. Tek-
nolojik gelismelerin imkanlarindan yararlan-
mak isteyen idarenin ve isverenlerin persone-
lin verimliligini artirmak, guvenligi saglamak
gibi amaclara dayali olarak mesai takibi ile is-
yerine giris ve c¢ikis denetimlerini saglayacak
manyetik kimlik kartlari, ytiz ve iris tarama, par-
mak izi kayit sistemi gibi yontemler kullandik-
larr gorulmektedir.

Bununla birlikte 6zellikle biyometrik verile-
rin kaydedilmesi yontemiyle personel takip
sistemi uygulanabilmesi icin kanunlarda du-
zenlenmeyen hallerde kisinin acik rizasinin
mevcut olmasi gerektigi vurgulanmalidir. Ay-
rica ¢alisanin rizasina dayanilarak ézel nitelikli
verinin islenmesi halinde de elbette éncelikle
Anayasa’nin 13. maddesi baglaminda kanuni-
lik ilkesinin karsilanmasi gerekir. Acik rizanin
varligindan séz edilebilmesi icin ise en azin-
dan islenecek kisisel verinin kapsami, ama-
ci, sinirlari ve sonuclari hakkinda calisanin
onceden yeterli bir bicimde bilgilendirilmesi
elzemdir. Bununla birlikte anilan ydntemlerin
idarenin denetim ve yonetim yetkisi kapsa-
minda, kural olarak mesru bir amacin varlig,
hak ve ézgurluklere daha az mudahale ile
bu amaci gerceklestirmeye elverisli baska
bir yolun olmamasi halinde ve amacla sinirli
olmak tzere uygulanabilecegi sdylenebilir.
Bu kapsamda kigisel verilerin islenmesi ve
paylasilmasini iceren yéntemlerin isyerinde
kullanilmasi halinde c¢alisanin hak ve 6zgur-
luklerini koruyacak anayasal guvencelerin
idare tarafindan saglanmasi gerektigi de ha-
tirlatilmalidir.
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sonal data are used in the workplace, consti-
tutional guarantees that will protect the rights
and freedoms of the employee should be pro-
vided by the administration.

On the other hand, if the employee does not
consentto the processing of his/her personal
data, special categories of personal data can
be processed only in cases expressly stip-
ulated by the laws. In other words, in cases
where the principles and procedures of the
processing of the employee’s personal data
of special nature are regulated by law, the
provisions of the relevant law can be applied
even if there is no consent. In addition, it
should be emphasized that the law should be
of a nature to determine the basic principles
and principles related to the subject, includ-
ing the limitation of the fundamental rights
and freedoms of the employee. In this con-
text, the law and the legislation based on the
relevant law are expected to determine the
principles regarding the scope and protec-
tion of the processing of personal data. The
law should also contain clear and detailed
rules to ensure that the addressees have suf-
ficient safeguards against excess of authori-
ty and arbitrariness regarding the period of
detention, access by third parties, and pro-
cedures for the use and destruction of data.
In addition, it should be reminded that the re-
striction by law must of course be based on
a legitimate aim, and must be proportionate
and in accordance with the requirements of
a democratic society.

Ote yandan calisanin kisisel verilerinin islen-
mesine iliskin rizasinin olmamasi durumunda
ise ancak kanunlarda agik¢a 6ngorulen hal-
lerde 6zel nitelikli kisisel veri islenebilecektir.
Bir bagka deyisle ¢alisanin 6zel nitelikli kisisel
verilerinin islenmesinin esas ve usullerinin
kanun ile duzenlendigi hallerde rnza olmasa
dahiilgili kanun hukamleri uygulanabilecek-
tir. Bununla birlikte kanunun ¢alisanin temel
hak ve 6zgurluklerinin sinirlandirilmasini
iceren konuyla ilgili temel esaslari ve ilkele-
ri belirleyecek nitelikte olmasi gerektigi de
vurgulanmalidir. Bu kapsamda kanun ve ilgili
kanuna dayanan mevzuatin ¢zellikle kisisel
verilerin islenmesinin kapsamina ve muha-
fazasina iligkin esaslari belirlemesi beklenir.
Kanunun ayrica tutulma suresi, d¢uncu kisi-
lerin erisimi ile verilerin kullanilmasi ve imhasi
konusundaki usullere iliskin muhataplarinin
yetki asimi ve keyfilige karsi yeteri kadar gu-
venceye sahip olmalarini saglayacak agik
ve detayli kurallari icermesi gerekmektedir.
Bunun yaninda kanunla sinirlamanin elbet-
te mesru bir amaca dayanmasi, demokratik
toplum gereklerine uygun ve 6lgulu olmasi
gerektigi hatirlatitmalidir.

Somut olayda basvurucunun mesai takibi
amaciyla parmak izinin Kurum tarafindan kay-
dedilmesine, dolayisiyla kendisiyle ilgili 6zel
nitelikli kigisel verinin islenmesine riza gés-
termedigi hususunda bir ihtilaf yoktur. Ancak
kisinin rizasinin olmamasi halinde kanunlar-
da acikca 6ngorulmas ise 6zel nitelikli kisi-
sel veri islenebilir. Bu durumda Anayasa’nin
20. maddesinde ve 6698 sayili Kanun'un 6.
maddesinde yer verilen “acik riza” sarti bu-
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In the concrete case, there is no dispute that
the applicant did not consent to the registra-
tion ofthe fingerprint by the Institution for the
purpose of shift tracking and the processing
of sensitive personal data regarding him/
her. However, in the absence of the person’s
consent, special categories of personal data
may be processed if it is expressly stipulated
in the laws. In this case, since there is no “ex-
plicit consent” requirement in Article 20 of
the Constitution and Article 6 of the Law No.
6698, it should be evaluated whether a law
regulates the processing of fingerprints with-
in the scope of biometric data and their use
in shift tracking. First of all, it is meant that the
processing and use of sensitive data -related
to the relevant field of activity or sector- are
separately and clearly regulated in the laws,
without being expressly stipulated in the laws
specified inthe aforementioned legislation. In
this context, Law No. 6698 is not a law that au-
thorizes municipal employees to register their
fingerprints and track their hours with the fin-
gerprinttracking system, and clearly does not
regulate this issue. In this case, it should be
discussed whether the Law No. 657 and Law
No. 5393, on which the administrative and
instance courts rely on their justifications,
contain a clear regulation appropriate to the
concrete case.

Inthis context, when the aforementioned leg-
islation is examined (see §§ 18-20), it is stated
in the Law No. 657 that there are regulations
regarding the determination of the working
hours of civil servants and the starting and
ending times of the daily working hours, but
the control of the employee’s attendance sta-
tus and for this purpose the personal, it has
been observed that there is no clear regula-
tion regarding the processing of data. It has
been understood that in Law No. 5393, the
authority to administer and manage the mu-
nicipal organization is left to the mayor, but
there is no regulation for the processing of
special categories of personal data within the
scope of this authority.

In the light of these findings, it is clear that
there is no regulation in the aforementioned
legislation that determines the basic princi-
ples and principles regarding the processing
of special quality personal data for the pur-
pose of shift tracking or employee supervi-
sion, and in this context, the use of biomet-
ric data-based tracking systems. Within the
framework of the explanations, it was con-
cluded that the applicant did not consent
to the processing of sensitive personal data,

lunmadigina gore biyometrik veri kapsamin-
daki parmak izinin islenerek mesai takibinde
kullanilmasinin bir kanun ile didzenlenip
duzenlenmedigi degerlendirilmelidir. Once-
likle anilan mevzuatta belirtilen kanunlarda
acikca ongorulmeden, 6zel nitelikli verilerin
islenmesinin ve kullanilmasinin -ilgili faaliyet
alanina veya sektoére iliskin- kanunlarda ay-
rica ve acikca duzenlenmis olmasi kastedil-
mektedir. Bu baglamda 6698 sayili Kanun,
belediye ¢alisanlarinin parmak izlerini kay-
detme ve parmak izi takip sistemiyle mesai
takip etme yetkisini veren, bu konuyu agikca
duzenleyen bir kanun dedildir. Bu durumda
idare ve derece mahkemelerinin gerekcele-
rinde dayandiklari 657 sayili Kanun ile 5393
sayili Kanun>un somut olaya uygun acik bir
duzenleme barindirip barindirmadiklan hu-
susunun tartigilmasi gerexir.

Bu baglamda anilan mevzuat incelendigin-
de (bkz.§§ 18-20) 657 sayili Kanun’da genel
olarak devlet memurlarinin calisma saatleriile
gunluk calisma saatlerinin baslama ve bitme
saatlerinin tespitine iliskin dizenlemelerin
mevcut oldugu ancak calisanin mesaiye de-
vam durumunun kontrolu ve bu amacla 6zel
nitelikli kigisel verilerin islenmesine iliskin
acik bir duzenlemenin olmadigi géralmastar.
5393 sayili Kanun’da da belediye tegkilatini
sevk ve idare etme yetkisinin belediye bas-
kanina birakildigi ancak bu yetki kapsaminda
ozel nitelikli kisisel verilerin islenmesine yéne-
lik bir ddzenlemenin yapilmadigi anlasilmigtir.

Bu tespitler isiginda anilan mevzuatta mesai
takibi veya calisanin denetimi amaciyla 6zel
nitelikli kisisel verilerin islenmesine, bu bag-
lamda biyometrik veri bazli takip sistemlerinin
kullanilmasina dair temel esaslari ve ilkeleri
belirleyen bir dizenlemenin olmadigi aciktir.
Aciklamalar cercevesinde basvurucunun 6zel
nitelikli kisisel verilerin islenmesine dair riza-
sinin olmadigi, calisanin mesaiye uyumunun
kontrolunde biyometrik verilerin islenmesinin
ve kullanilmasinin anilan kanunlar ile ayrica
ve acikca 6ngorulmedigi hususlan dikkate
alindiginda basvuruya konu mudahalenin
kanunilik sartini saglamadigi sonucuna varil-
mgtir.

Basvuruya konu mudahalenin kanunilik sar-
tini saglamadigi anlasildigindan s6z konusu
mudahale acisindan diger guvence 6lgutle-
rine riayet edilip edilmediginin ayrica deger-
lendirilmesine gerek gérulmemistir.

Aciklanan gerekcelerle basvurucunun Anaya-
sa’nin 20. maddesinde guivence altina alinan
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and the processing and use of biometric data
in the control of the employee’s compliance
with the working hours was not separately
and explicitly stipulated by the aforemen-
tioned laws, and the intervention subject to
the application did not meet the legality re-
quirement.

Since it was understood that the intervention
subject to the application did not meet the
requirement of legality, it was not deemed
necessary to evaluate whether other assur-
ance criteria were complied with in terms of
the mentioned intervention.

Forthe reasons explained, it should be decid-
ed that the applicant’s right to demand the
protection of personal data within the scope
of the right to respect for private life, which is
guaranteed in Article 20 of the Constitution,
has been violated.”

In the aforementioned decision, referring to
the legislation that can be applied specifical-
ly to the content of the decision, apart from
the LPPD and Labor Law, it was stated that
the Constitutional Court should decide that
the applicant’s right to respect for private life,
which is guaranteed by the Constitution, is
violated due to the lack of legality require-
ment and the absence of explicit consent.

VIiil. CONCLUSION

The aforementioned decision was taken
upon the examination of the allegation that
the practice of tracking time using finger-
prints constitutes a violation of the protection
of personal data and privacy of private life. As
aresult of the evaluation of the sample Coun-
cil of State decisions, the approach to simi-
lar issues in the doctrine and the comments
made in accordance with the legislation, in
my opinion, monitoring the working hours by
taking the fingerprint of the employee goes
beyond the employer’'s obligations underthe
Labor Law and contradicts the principle of
proportionality. For the reasons listed, there
is a violation of the protection of personal
data and the right to respect for private life
is violated, it is against the law for the insti-
tution to monitor the working hours by scan-
ning and recording the fingerprint, which is
a biometric data.

Ozel hayata saygi hakki kapsamindaki kisisel
verilerin korunmasini isteme hakkinin ihlal
edildigine karar verilmesi gerekir.”

Stz konusu kararda KVKK ve is Hukuku di-
sinda kararin icerigine 6zel olarak basvu-
rulabilecek mevzuatlara atif yapilarak AYM
tarafindan kanunilik sartinin eksikligi ve acik
riza sartinin bulunmamasi sebebiyle basvu-
rucunun Anayasa tarafindan guvence altina
alinan 6zel hayata saygi hakkinin ihlaline ka-
rar verilmesi gerektigi belirtilmigtir.

VIIl. SONUC

S6z konusu karar, parmak izi ile yapilan
mesai takibi uygulamasinin kisisel verilerin
korunmasina ve 6zel hayatin gizliligine ihlal
olusturdugu iddiasinin incelenmesi Uzerine
verilmistir. Ornek Danistay kararlarinin, dokt-
rindeki benzer konulara olan yaklasimin ve
mevzuat uyarinca yapilan yorumlarin deger-
lendirmesi sonucunda kanaatimce is¢inin
parmak izinin alinmasi yoluyla mesai saatle-
rinin takip edilmesi isverenin is Kanunu kap-
samindaki yukumluluklerini agarak olgaluluk
ilkesine aykirilik barindirmaktadir. Sayilan se-
beplerle, kisisel verilerin korunmasina aykiri-
lgin s6z konusu oldugu ve 6zel hayata saygi
hakkinin ihlal edildigi, bu nedenle kurumun
mesai takibini biyometrik bir veri olan parmak
izini taramak ve kaydetmek suretiyle gercek-
lestirmesinin hukuka aykir oldugu barizdir.
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MAKALELER

KISISEL VERILERIN KO-
RUNMASINA AYKIRILIGIN
SOZ KONUSU OLDUGU

VE OZEL HAYATA SAYGI
HAKKININ iHLAL EDIL-
DIGI, BUNEDENLE KU-
RUMUN MESAI TAKIBINi
BIYOMETRIK BiR VERI
OLAN PARMAK iZiNi TA-
RAMAK VE KAYDETMEK
SURETIYLE GERCEKLES-
TIRMESININ HUKUKA AY-
KIRI OLDUGU BARIZDIR.
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