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ABSTRACT

Due to the increase in technological systems and
access to technology, there is an increase in the rate
of crime involving information systems. Moreover,
because of the international reach of the internet, il-
legal actions in the field of information systems easily
go beyond countries’ borders. Given these develop-
ments, the current regulations of our legal system are
insufficient for preventing violations committed in the
field of informatics or carried out using computer de-
vices. There is therefore a need to introduce national
and international regulations. “Crimes in the field of
informatics” regulated in the third part of the Turkish
Penal Code numbered 5237 titled "Crimes Against
Society” has been enacted in order to ensure effec-
tive defense against crimes in the field of informatics.
In this article, cyber space crimes will be discussed
within the scope of Turkish Penal Code No.5237 and
other legislation.
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OZET

Teknolojik sistemlerin ve teknolojiye ulasilabilirligin
artmasl sebebiyle bilisim sistemlerine yonelik ger-
ceklesen suclarda artis gortlmektedir. Ustelik inter-
netin kazandigi uluslararasi kimlik sayesinde bilisim
sistemleri alaninda gerceklesen hukuka aykir ey-
lemlerde ulke sinirlar disina tasabilmektedir. Bu kap-
samda, bilisim alaninda islenen ya da bilgisayar va-
sitalarn kullanilarak gerceklestirilen ihlalleri 6Gnlemek
bakimindan mevzuatimizdaki duzenlemeler yetersiz
kaldigindan ulusal ve uluslararasi birtakim duzenle-
meler yapilmasi ihtiyact dogmus ve bilisim alaninda-
ki suclarla etkin mucadelenin saglanmasi icin 5237
sayill Turk Ceza Kanunu'nun “Topluma Karsi Suclar”
baslikli ucuncu kismi icerisinde duzenlenen “Bilisim
Alaninda Suclar” yasalasmistir. Bu calismamizda
5237 sayili Turk Ceza Kanunu ve sair mevzuat kap-
saminda siber alanda islenen sugclar ele alinacaktir.

—=> ANAHTARKELIMELER

BILISIM, SIBER SUC, BILISIM
SUCLARI, BILISIM SISTEMLERI
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The types of crimes committed in cyber space are considered computer and internet-
specific crimes. It should be noted that the concept of cyber is a superior concept covering
not only the internet but also other similar network systems.

Siber alanda islenen suc tiirleri bilgisayara ve internete 6zgii suclar olarak degerlendirilmektedir.
Belirtmek gerekir ki, siber kavrami sadece interneti degil internet ve benzer diger ag (network)
sistemlerini de kapsayan bir iist kavram olup; mevzuatimizda yer alan diizenlemeler geregi bu
calismada “bilisim sucu” olarak anilacaktir.

y'
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I.INTRODUCTION

The types of crimes committed in cyber
space are considered computer and inter-
net-specific crimes. It should be noted that
the concept of cyber is a superior concept
covering not only the internet but also oth-
er similar network systems. In accordance
with the regulations in Turkish statute law,
this concept will be referred to as “crime
on informatics”. While it is possible to com-
mit all crimes using information systems,
the act of the crime referred to here is any
unauthorized and illegal entry into an infor-
mation system and actions occuring after it.
In other words, crimes committed through
or against an information system for the
purpose of violating personal rights and
freedoms, illegally obtaining benefits and
financial gains, and gaining interest in favor
of organizations and individuals are defined
as crimes on informatics together with other
crimes related to data or data processing.?

While the acceleration of developments in
information technologies and the internet
has provided great convenience in all areas
of life, it has also led to an increase in viola-
tions in the cyber world. For this reason, in-
troducing regulations to prevent violations
has become inevitable. The cyber world not
only makes commiting such crimes easy
given the facilities and opportunities it pro-

I. GIRIS

Siber alanda islenen sugc turleri bilgisayara
ve internete 6zgu suclar olarak degerlen-
dirilmektedir. Belirtmek gerekir ki, siber
kavrami sadece interneti degil internet ve
benzer diger ag (network) sistemlerini de
kapsayan bir ust kavram olup; mevzuati-
mizda yer alan duzenlemeler geregi bu ¢a-
lismada “bilisim sugu” olarak anilacaktir.
Tum suclarin bilisim sistemleri kullanilarak
islenmesi mumkun olsa da sugun unsuru
bulunan fiil, bilisim sistemine izinsiz olarak
ve hukuka aykiri olacak sekilde girilmesive
sonrasinda yapilan eylemlerdir. Diger bir
ifadeyle bilisim sistemleriyle veya bilisim
sistemine karsl islenen, kisisel hak ve hur-
riyetin ihlal edilmesine, illegal yollardan
menfaat ve maddi kazang elde edilmesine,
kurulus ve kisiler lehinde menfaat saglan-
masina yonelik yapilan, verilerle veya veri
isleme ile konu baglantisi olan sugclar bili-
sim suglari olarak tanimlanmaktadir.?

Bilisim teknolojileri ve internet dunyasin-
daki gelismelerin hizlanmasi hayatin her
alaninda buyuk kolayliklar saglarken, sa-
nal alanda gerceklesen ihlallerin de artma-
sina sebep olmustur. Bu nedenle ihlalleri
onlemeye yonelik hukuki duzenlemeler
yapilmasi kag¢inilmaz hale gelmistir. Sanal
ortam, yarattigi kolayliklar ve firsatlarla
su¢ islenmesini son derece kolaylastirma-
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vides, but it also creates an environment
where the criminals cannot be followed. It
is essential that legislation keeps pace with
these developments so that authorities can
respond to the innovations that result with
developments in information technologies
and the internet.®

I1. HISTORICAL
DEVELOPMENT

Informatics is defined by the Turkish Lan-
guage Association as “The science of pro-
cessing information, which is the basis of
science, which is used by human beings
in technical, economic and social fields,
especially through electronic machines,
informatic.”4 Although there is no common
definition of cybercrimes, the most widely
accepted definiton comes from the Europe-
an Economic Community Experts Commis-
sion, May 1983, which states cybercrime is
“information that is not legal, immoral or in
a system that automatically processes in-
formation or transfers data, or any unautho-
rized conduct”.®

The development of personal computers
led to the use of information networks for
cybercrimes. The first known cybercrime
was committed in the United States of
America.® This cime on informatics in-

SIBER DUNYADA ISLENEN SUGLARIN TURK CEZA
KANUNU KAPSAMINDA DEGERLENDIRILMESI

nin yani sira suclunun takibinin de yapila-
madigi bir ortam olusturmaktadir. Bilisim
teknolojileri ve internetin gelisimi ile mey-
dana gelen yeniliklere hukuk dazenince
cevap verilebilmesi i¢cin mevzuatin da bu
gelismelere ayak uydurmasi elzem olmak-
tadir.®

Il. TARIHSEL GELISIM

Bilisim, Turk Dil Kurumu uyarinca “(i)nsa-
noglunun teknik, ekonomik ve toplumsal
alanlardaki iletisiminde kullandigi ve bilimin
dayanagi olan bilginin 6zellikle elektronik
makineler araciligiyla duzenli ve akla uygun
bir bicimde islenmesi bilimi, enformatik.”
olarak tanimlanmis olup bilisim suclari konu-
sunda herkesin ittifak ettigi bir tanim yoksa
da en genis kabul goreni Avrupa Ekonomik
Toplulugu Uzmanlar Komisyonu'nun Mayis
1983 tarihinde Paris Toplantisi'nda, “bilgileri
otomatik isleme tabi tutan veya verilerin nak-
line yarayan bir sistemde gayri kanuni, gayri
ahlaki veya yetki disi gerceklestirilen her tur-
b davranis” seklinde tanimlamistir.®

Bilisim aglarinin kullanilmaya baslanmasini,
kisisel bilgisayarlarin gelistirilmesi takip et-
mis ve bilisim suclarina vucut veren eylemler
gundeme gelmeye baslamistir. Bu alanda
bilinen ilk bilisim sugu Amerika Birlesik Dev-
letleri'nde gerceklesmistir.5 ABD Minneapo-
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volved the falsification of bank accounts
by a computer expert in Minneapolis
City Bank, USA. Following this incident,
discussions arose regarding the legal
regulations involved and a new branch
of American law was formed, “Computer
Law”.” The necessity of working on this
field of criminal law emerged particularly
following the development of the internet,
through which the majority of cybercrimes
are committed. With the increasingly inten-
sive use of the internet from 1994 for illegal
acts, important national and international
regulations were introduced.

As cybercrimes are not restricted to na-
tional boundaries, the aim is to create
uniform legal arrangements in order to
effectively defend against these crimes
worldwide.®? One result of the works car-
ried out in this context was the EU Con-
vention on Cybercrime, which entered
into force on November 23rd, 2001. Fol-
lowing the signing of this convention by
Turkey on November 10th, 2010, Law
numbered 6533 dated 22.04.2014 on
Approval of Convention on Crimes Com-
mitting on a Virtual Platform entered into
force, after being published in the Offi-
cial Gazette dated 05.02.2014, number
28988. Thus, the European Convention
on Cybercrime was integrated into Turk-
ish domestic law.

Crimes on informatics were set out in de-
tail in Turkish Penal Code (“TPC") number
5237, which was accepted and enacted
on 26th September, 2004. Recognizing
the need to continue such studies and to
ensure an effective defense against cyber-
crime, in 2007, Law No. 5651 on the Reg-
ulation of Broadcasts on the Internet and
Fight Against Crimes Committed Through
These Broadcasts and a series of other
regulations were brought into force.

I1l. CYBER CRIMES

Owing to the opportunities offered by in-
formation technology and the facilities en-
abling access to these opportunities all over
the world, the intensive and effective use of
virtual world tools has increased in both the
public and private sector. In addition to the

lis City Bank’da bilgisayar uzmani tarafindan
banka hesaplarinda tahrifat yapilmasi ile ilk
kez guindeme geldigi bilinen bilisim suclar,
bu olayin ardindan hukuki dazenlemelerin
de muhatabi olmaya baslamistir. Bu kap-
samda Amerikan Hukukunda “Computer
Law” olarak yeni bir hukuk dali olusmustur.”
Ozellikle internetin bulunmasi ve ginumuz
itibariyle bilisim suclarinin buyuk ¢ogunlu-
gunun internet vasitasiyla islenmesi sebe-
biyle ceza hukuku alaninda bu konu Uzeri-
ne ¢alisiimasini gerekli kilmistir. 1994 yili ve
sonrasinda internetin yogun sekilde kulla-
nilmasiyla hukuka aykir eylemlerdeki artis
sonucu ulusal ve uluslararasi alanda ciddi
duzenlemeler yapilmistir.

Bilisim suclarinin ulusal sinirlar igerisinde
kalmamasi, bu sugclarla dunya ¢apinda etkin
sekilde mucadele edilmesini gerekli kildi-
gindan hukuki duzenlemelerin yeknesak-
lastinlmasi amaclanmistir® Bu kapsamda
yapilan calismalarin neticesinde 23 Kasim
2001'de Avrupa Siber Suc Soézlesmesi yu-
rarlage girmistir. ilgili sozlesmenin Turkiye
tarafindan 10 Kasim 2010'da imzalanmasi-
nin ardindan 22.04.2014'de 6533 sayili Sa-
nal Ortamda islenen Sugclar Sozlesmesinin
Onaylanmasinin Uygun Bulunduguna Dair
Kanun, 02.05.2014 tarihli ve 28988 sayili
Resmi Gazete'de yayimlanarak yurarluge
girmistir. Béylece Avrupa Siber Su¢ Sozles-
mesi i¢ hukukumuza dahil olmustur.

Bu dogrultuda, bilisim suclarina detayli ola-
rak yer verilen 26.09.2004 tarihinde 5237
sayili Turk Ceza Kanunu (“TCK") kabul edile-
rek yasalagmistir. Bununla sinirli olmaksizin
bu minvaldeki calismalar devam etmis ve
2007 yilinda 5651 sayili internet Ortamin-
da Yapilan Yayinlarin Dazenlenmesi Ve Bu
Yayinlar Yoluyla islenen Suglarla Mucadele
Edilmesi Hakkinda Kanun ve devaminda bir
dizi duzenleme yururluge girerek siber suc-
lara iligkin etkin bir mucadele saglanmasi
amaclanmistir.

111. SIBER SUCLAR

Tum dunya genelinde bilisim teknolojisinin
sundugu imkanlar ve bu imkanlara erisim-
deki kolayliklar sayesinde gerek kamusal
alanda gerek 6zel sektdrde sanal alemin

142 GSI ARTICLETTER

facilities it provides, this development has
also led to changes in violations of the law
as information systems have begun to be
used to commit crimes more usually com-
mitte in the traditional way. In parallel with
these technological developments, new
types of crimes in the field of informatics
have emerged.

The word “siber”, equivalent to “cyber” in
English, has meanings pertinent to comput-
er networks and the internet. Cybercrime
therefore, “refers to all crimes that target the
security of an information system and the
data contained in this system and subject to
the illegal seizure of these data”.® According
to the European Commission’s definition,
“cybercrimes consist of criminal acts com-
mitted online using electronic communica-
tion networks and information systems.”™®
However, since it is possible for every type
of crime to be committed through informa-
tion systems, every crime committed using
information systems cannot be defined as a
cybercrime and/or crime on informatics.

As there is a worldwide increase in illegal
acts within the virtual world, or cyber space,
it is necessary to define cybercrimes by le-
gal order and to determine their status with
reard to existing criminal law rules."

A. How Cybercrimes Are
Committed

Information systems refer to all kinds of
computers and data systems, and, reflect-
ing that, the methods of committing crimes
in the cyber world differ. However, the most
common methods are as follows:

Trojan Horse: These programs are named
according to their features but they all serve
the same purpose. The Trojan horse method
threatens information security by allowing
remote management of a system by tricking
users into loading what seems a useful pro-
gram onto their computer.?

Displacement: This is using an authorized
or limited access authority password or
access code or imitating its unique char-
acteristics.®

SIBER DUNYADA ISLENEN SUGLARIN TURK CEZA
KANUNU KAPSAMINDA DEGERLENDIRILMESI

yogun ve etkin kullanimi artmistir. Sagladi-
g1 kolayliklarin yani sira bu gelisim hukuka
aykiriliklarda da birtakim degisiklikler yarat-
mis, klasik sug tiplerinin islenme sekillerinde
bilisim sistemleri kullanilmaya baslanmis,
teknolojik gelisime paralel olarak dogrudan
bilisim alaninda gerceklesen yeni sug tipleri
ortaya ¢ikmistir.

ingilizcede “cyber” kelimesinin karsiligi olan
“Siber” kelimesi, bilgisayar aglarina ait olan,
internete ait olan, anlamlari tagimaktadir. Bu
baglamda “siber suglar, bir bilisim sisteminin
guvenligini ve bilisim sistemi igerisinde yer
alan verileri hedef alan ve bu verilerin huku-
ka aykir olarak ele gegcirilmesini konu alan
butun sucglan” ifade eder.® Avrupa Komisyo-
nunun yaptigr tanima gore ise, “siber suglar
elektronik iletisim aglar ve bilgi sistemleri
kullanilarak cevrimici olarak islenen suc is-
lemlerinden olusur.” '© Ancak her sug tipinin
bilisim sistemleri araciligiyla islenmesi mum-
kun oldugundan, bilisim sistemi kullanilarak
islenen her su¢ siber su¢ ve/veya bilisim
sucu olarak degerlendirilemeyecektir.

internet aglarinin tim dinyayi sarmasi siber
alan olarak isimlendirilen sanal alemdeki hu-
kuka aykiriliklarin artmasina sebep oldugu
icin siber suclarin hukuk dazeni tarafindan
tanimlanmasi ve ceza hukukunda mevcut
kurallar karsisindaki konumlarinin belirlen-
mesini gerekli kilmigtir.™

A. Siber Suclarin islenis Sekilleri

Her turlt bilgisayar ve veri sistemini ifade eden
bilisim sistemlerindeki gelisime paralel olarak
siber dunyada islenen suclarin islenis sekilleri
de birlikte farklilik arz etmektedir. Ancak en bi-
linen yontemler asagidaki sekildedir:

Truva Ati: bu programlar 6zelliklerine goére
degisik isimlerle adlandirilsa da hepsi ayni
amaca hizmet etmektedir. Truva ati ydontemi,
yararli gibi goranen bilgisayar programla-
rinin arkasinda yer alan gizli kod ile sistemi
ele gecirerek uzaktan yonetim saglayarak
bilisim guvenligini tehdit etmektedir.?

Yerine Gecme; yetkili veya sinirli erisim yet-
kisi olan kisinin, parola veya erisim kodunun
yazilmasi veya ona 6zgu niteliklerin taklit
edilmesidir. 3
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Network Worms: These are programs that
can run themselves, without the need for
user intervention. They enter the system by
bypassing the firewall (for example, where
easy passwords are used) and accessing
the information network.

Unwanted Electronic Messages: Spam,
technically, is the sending of large num-
bers of copies of the same compelling
message over the internet to people who
have not requested the message.

Other methods include trash, eavesdrop-
ping, data spoofing, scanning, super hit,
salami technique, secret doors, asynchro-
nous attacks, software bombs, wolves,
bug ware computer viruses, piggyback,
logic bombs, credit card frauds, rabbits,
chameleons, fake messages, etc.

IV. CRIMES ON
INFORMATICS UNDER
TURKISH CRIMINAL LAW
NO 5237

Crimes on informatics within the scope
of the TPC (Turkish Penal Code) are reg-
ulated in the section titled “Crimes in
the Field of Information”. The crimes set
out in this section are crimes that can
be committed with information systems,
for example theft and fraud. However, it
should be noted that this distinction is
not always clear as new forms of crime
emerge as technology develops.

It is possible to evaluate cybercrimes un-
der the TPC in two separate categories.
Crimes on Informatics includes Access
to data processing system (TPC Art. 243);
Hindrance or destruction of the system,
deletion or alteration of data (TPC Art.
244); Improper use of bank or credit
cards (TPC Art. 245); and illegal devic-
es or programs (Art.245/A). The second
category is Crimes that Can Be Commit-
ted through Informatics. These crimes
are Defamation (TPC Art.125); Violation
of communicational secrecy (TPC Art.
132); Tapping and recording conversa-
tions between individuals (TPC Art.133);
Violation of privacy (TPC Art.134); Re-
cording of personal data (TPC Art.135);
Unlawful delivery or acquisition of data
(TPC Art.136); Theft (TPC Art. 142/2-e);
and Qualified form of fraud (TPC Art.

Ag Solucanlari; kullanici mtdahalesi gerek-
meden, kendi kendini ¢alistirabilen, bilisim
aginda ulastiklari sistemin guvenlik duva-
riyla karsilastiklarinda iyi olusturulmamis
guvenlik duvarini (kolay sifreler gibi) asarak
sisteme giren programlardir.

istem Disi Alinan Elektronik iletiler; Spam
teknik olarak, internet tGizerinde ayni mesajin
¢ok sayidaki kopyasinin, bu mesaji alma ta-
lebinde bulunmayan kisilere zorlayici olarak
gonderilmesidir.

Diger Yontemler ise, ¢cope dalma, gizlice din-
leme, veri aldatmacasi, tarama, super darbe,
salam teknigi, gizli kapilar, es zamansiz saldI-
rilar, yaziim bombalari, kurtlar, bug ware bil-
gisayar virusleri, sirtlama, mantik bombalari,
kredi kart sahtekarliklari, tavsanlar, bukale-
mun, sahte iletiler vb. olarak dzetlenebilir.

IV. 5237 SAYILI

TURK CEZA KANUNU
KAPSAMINDA BiLiSim
SUCLARI

TCK kapsaminda biligsim sugclari, “Bilisim Ala-
ninda Sugclar” boélumunde duzenlenmistir.
Bu bolumlerde duzenlenen suglar bilisim
sistemiyle islenebilen suclardir. Bunlarin
yani sira TCK'da duzenlenen bazi sug tipleri-
nin bilisim sistemleri araciligiyla islenebilme-
si de mumkuandur. Hirsizlik ve dolandiricilik
suglari bilisim sistemleri kullanilarak islene-
bilecek suc tiplerine 6érnek verilebilecektir.
Ancak belirtmek gerekir ki, gelisen teknoloji
sebebiyle yeni sug islenis sekillerinin ortaya
¢ikmasi s6z konusu oldugundan bu ayrim
net bir aynm degildir.

TCK kapsamindaki bilisim suglarini iki
ayr kategoride degerlendirmek mum-
kandur. Bilisim Alaninda islenen Sugclar;
bilisim sistemine girme (TCK m.243), sis-
temi engelleme, bozma, verileri yok etme
veya degistirme (TCK m.244), banka veya
kredi kartlarinin kottye kullanilmasi (TCK
m. 245), yasak cihaz veya programlar
(m.245/A). Bunun disinda ikinci kategori
ise bilisim Yoluyla islenebilen Suglardir.
Bunlar ise, hakaret (TCK m.125), haberles-
menin gizliligini ihlal (TCK m. 132), kisiler
arasindaki konusmalarin dinlenmesi ve
kayda alinmasi (TCK m.133), 6zel hayatin
gizliligini ihlal (TCK m.134), kisisel verilerin
kaydedilmesi (TCK m.135), verileri hukuka
aykiri olarak verme veya ele gecirme (TCK
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158/1-f). The following sections of this
article will discuss crimes regulated un-
der “Crimes in the Field of Informatics”
in the TPC.

A. Access to data processing
systems

Article 243 of the TPC regulates that:

(1) Any person who unlawfully enters a part
or whole of data processing system or re-
mains there is punished with imprisonment
up to one year, or imposed punitive fine. (2)
In cases where the offenses defined in the
above subsection involve systems that are
benefited against charge, the punishment
to be imposed is increased up to one half. (3)

SIBER DUNYADA iSLENEN SUGLARIN TURK CEZA
KANUNU KAPSAMINDA DEGERLENDIRILMESI

m.136), hirsizlik (TCK m. 142/2-e), dolan-
diricilik (TCK m. 158/1-f) olarak belirtilebi-
lir. Bu asamada calismamizin devaminda
TCK’'da “Bilisim Alaninda Suclar” basligi
altinda duzenlenen suclar ele alinacaktir.

A. Bilisim Sistemine Girme Sucu

TCK Madde 243'te duzenlenmis olup, buna
gore;

“(1) Bir veya bir kismina, hukuka aykiri ola-
rak giren veya orada kalmaya devam eden
kimseye bir yila kadar hapis veya adli para
cezasl verilir. (2) Yukaridaki fikrada tanimla-
nan fiillerin bedeli karsiigi yararlanilabilen
sistemler hakkinda islenmesi halinde, verile-
cek ceza yari oranina kadar indirilir. (3) Bu fiil

it is not clear whether the principle of consumer protection
will be applied in all cases where the buyer is a consumer.

Bununla beraber alicinin tiiketici oldugu her durumda
tiiketicinin korunmasi ilkesinin uygulanip uygulanmayacagi

da anlasilamamaktadir.

If such act results with deletion or alteration
of data within the content of the system, the
person responsible for such failure is sen-
tenced to imprisonment from six months up
to two years.™

In the preamble of the TPC Article in
question, an information system is de-
fined as a magnetic system that allows
data to be automatically processed af-
ter collecting and placing it. With this
regulation, the legislator has protect-
ed the security of information systems
and criminalizes illegally entering the
whole or part of an information sys-
tem. Regardless of whether a person
entered the system illegally to obtain
certain data, a crime naturally occurs if
the system is entered unfairly and de-
liberately.™

nedeniyle sistemin icerdigi veriler yok olur
veya degisirse, alti aydan iki yila kadar hapis
cezasina hukmolunur.”™

S6z konusu kanunda yer verilen madde ge-
rekcesinde bilisim sistemi, verileri toplayip
yerlestirdikten sonra bunlar otomatik isleme
tabi tutma imkani veren manyetik sistemler
olarak tanimlanmis olup kanun koyucu bu
duzenleme ile bilisim sisteminin guavenligini
koruma altina almis ve bilisim sisteminin bu-
tanune veya bir kismina hukuka aykiri olarak
girme ve orada kalmaya devam etme eylemi-
ne sug vasfi kazandirmistir. Sisteme, hukuka
aykiri olarak giren kisinin belirli verileri elde
etmek amaciyla hareket etmis bulunmasinin
o6nemi bulunmamaktadir. Sisteme, dogal
olarak, haksiz ve kasten girilmis olmasi ile
su¢ gerceklesecektir.’®

MAKALELER

DiPNOT
14 TCKm. 243.

15 TCK m. 243, Gerekge.

A

2021 WINTER

145



ARTICLES

PART 9

4

FOOTNOTE

16 Penal Department no.8 of the
Court of Appeal, T. 24.6.2014, E.
2013/1777, K. 2014/16144.

17 TPC art. 244.

18 TPC art. 244, Preamble.

19 Penal Department no.8 of the
Court of Appeal D. 1.11.2013, E.
2012/33557, K. 2013/25987.

20 Penal Department no.8 of the

Court of Appeal, D. 23.6.2014, E.
2013/771, K. 2014/15833.

EVALUATION UNDER TURKISH CRIMINAL LAW OF
CRIMES COMMITTED IN THE CYBER WORLD

A Court of Appeal decision on this topic
states: “Entering the complainant com-
pany’s system is recognized as a crime
under Article 244/1-3 of the TPC, which
states to delete, alter, corrupt or bar ac-
cess to data, prevent the functioning
of a data processing system or render
such useless, to introduce data into a
system or send existing data to another
place can not be executed and the act
of entering the complainant company’s
system illegally and continuing to remi-
an there should be accepted as a crime
regulated in Article 243/1."°

The main factor in the crime of entering
an informatics system illegally is “un-
lawfulness”. The victim’s permission to
enter the system with his/her consent
or sharing security information will
change the criminal characteristic of
the action.

B. Preventing the Functioning of
a System and Deleting, Altering,
or Corrupting Data

According to this crime regulated in Article
244 of the TPC:

Any person who prevents the functioning
of a data processing system or renders
such useless shall be subject to a penalty of
imprisonment for a term of one to five years.
(2) Any person who deletes, alters, cor-

Yargitay bir kararinda; “Sikayetci sirketin
sistemine hukuka aykiri olarak girerek sis-
temin isleyisini engelleme, bozma, sistem-
deki verileri bozma, yok etme, degistirme,
erisilmez kilma, sisteme veri yerlestirme,
var olan verileri bagka bir yere gbnderme
seklindeki TCK'nin 244/1-3.madde ve fikra-
larinda yazili hallerin gerceklesmemesi ne-
deniyle, anilan maddenin 4.fikrasinin uygu-
lanamayacag, sikayetci sirkete ait sisteme
hukuka aykirr olarak girme ve orada kalma-
ya devam etme seklindeki eylemin TCK'nin
243/1. madde ve fikrasinda duzenlenen
sucu olusturacaginin gozetilmesi” gerekti-
gine karar vermigtir."®

Bilisim sistemine hukuka aykiri girme su-
cunun olusumu icin temel etken “hukuka
aykinlik” olup, magdurun rizasi ile sisteme
giris izni vermesi veya guvenlik bilgilerini
paylasmasi s6z konusu eylemi sug¢ vasfin-
dan cikaracaktir.

B. Sistemi Engelleme, Bozma,
Verileri Yok Etme veya
Degistirme Sucu

TCK madde 244’de duzenlenen bu suca
gore;

“(1) Bir bilisim sisteminin isleyisini engelle-
yen veya bozan kisi, bir yildan bes yila kadar
hapis cezasi ile cezalandirlir. (2) Bir biligim
sistemindeki verileri bozan, yok eden, degis-
tiren veya erisilmez kilan, sisteme veri yerles-

=
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rupts, or bars access to data, or introduces
data into a system or sends existing data to
another place shall be subject to a penalty
of imprisonment for a term of six months to
three years. (3) Where this offence is com-
mitted in relation to a data processing sys-
tem of a public institution or establishment,
bank or institution of credit, then the penal-
ty to be imposed shall be increased by one
half. (4) Where a person obtains an unjust
benefit for himself or another by commit-
ting the acts defined in the aforementioned
paragraphs, and such acts do not consti-
tute a separate offence, he shall be sub-
ject to a penalty of imprisonment from two
years to six years and a judicial fine of up to
five thousand days."”

This regulation turns acts that damage sys-
tems into a special crime. The subject of the
crime is the physical existence of the vehicle
and all other elements that ensure its func-
tioning.”® A crime occurs upon one of the
optional actions in the legal definition tak-
ing place.

The crime of destroying or altering data in an
information system takes place when data that
the system user has recorded on the system is
destroyed or changed. The crime of prevent-
ing the functioning of an information system
occurs when a user is prevented from enter-
ing the relevant information system. The crime
of corrupting an information system occurs
when the operation of an information system
is disrupted or it is ensured that the expected
benefit from the system cannot be obtained.

In this decision, the Court of Appeal consid-
ered that blocking a user’'s access to their
Facebook account by obtaining the us-
er's password falls within the scope of this
crime." In another decision, it was ruled that
the defendant, whoillegally entered the com-
plainant’s e-mail account and blocked the
complainant’s access to it by creating a new
password and then used the e-mail address,
should be punished for the crime of “Prevent-
ing the Functioning of a System and Delet-
ing, Alterating, or Corrupting Data”.?°

In another case, acomplainant filed a lawsuit
alleging that someone had blocked access
to his Facebook account by accessing the
account and changing his password. How-
ever, the complainant stated that he had
then changed his password by answering
the security question upon Facebook's noti-
fication and, as a result of the complainant’s
intervention, the other person could not log

SIBER DUNYADA iSLENEN SUGLARIN TURK CEZA
KANUNU KAPSAMINDA DEGERLENDIRILMESI

tiren, var olan verileri bagka bir yere génde-
ren kisi, alti aydan Gg¢ yila kadar hapis cezasi
ile cezalandirilir. (3) Bufiillerin bir banka veya
kredi kurumuna ya da bir kamu kurum veya
kurulusuna ait bilisim sistemi Gzerinde iglen-
mesi halinde, verilecek ceza yari oraninda
artinilir. (4) Yukaridaki fikralarda tanimlanan
fiillerin islenmesi suretiyle kisinin kendisi-
nin veya baskasinin yararina haksiz bir ¢ikar
saglamasinin baska bir su¢ olusturmamasi
halinde, iki yildan alti yila kadar hapis ve bes
bin gune kadar adli para cezasina hukmolu-
nur.” seklinde duzenlenmistir.’”

Bu duzenleme ile sistemlere yonelik zarar
fiilleri 6zel bir su¢ haline getirilmistir. Sugun
konusunu aracin fiziki varligi ve islemesini
saglayan buatun diger unsurlar olusturmak-
tadir.®® Kanuni tanimdaki se¢imlik hareket-
lerden birinin gerceklesmesi ile suc¢ olus-
maktadir.

Bilisim sistemindeki verileri yok etme veya de-
gistirme sucu; sistem kullanicisi kisinin sistem
Uzerinde kaydettigi verileri yok etme veya
verilerin degistirilmesi ile gerceklesmektedir.
Bilisim sisteminin isleyisini engelleme sucuy;
kisinin ilgili bilisim sistemine girmesinin en-
gellenmesiyle gerceklesir. Bilisim sistemini boz-
ma sucu; bilisim sisteminin isleyisini bozma
veya sistemden beklenen faydanin saglana-
mamasini saglama eylemleri ile olusacaktir.

Yargitay ilgili kararinda facebook kullanicisi-
nin sifresini ele gegirerek kullanicinin kendi
hesabina erigsimini engellemesini bu suc
kapsaminda degerlendirmistir.’® Bir baska
kararinda ise; sikayetciye ait mail adresine
hukuka aykiri olarak giren ve yeni sifre olus-
turup katilanin erisimini engelleyerek e-ma-
il adresini kullanan sanigin TCK md.244/2
uyarinca “bilisim sistemini engelleme, eri-
silmez kilma, bozma, verileri yok etme veya
degistirme” sucundan cezalandirilmasi ge-
rektigine hukmetmistir.2°

Diger bir olayda ise sikayetcinin facebook
hesabina erisim saglanip sifresinin degis-
tirilmesi suretiyle hesaba erisiminin engel-
lendigi iddiasiyla dava acilmistir. Ancak
sikayetcinin facebookun bildirimi Gzerine
guvenlik sorusunu cevaplayarak kendi sifre-
sini degistirdigini beyan etmesi ve sikayetci-
nin muddahalesi sonucu diger kisinin sisteme
girisinin  sonug¢lanamamasi nedeniyle bili-
sim sistemindeki verileri bozma, yok etme,
degistirme veya erisilmez kilma, sisteme veri
yerlestirme, var olan verileri baska bir yere
gonderme eylemlerinin gergeklesmediginin
anlasilmasi sonucunda, sanigin eyleminin
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into the system and the actions of destroy-
ing, changing, or rendering the data in the
information system inaccessible, inserting
data into the system, and sending the exist-
ing data elsewhere did not ocur and it was
consequently accepted that whether or not
the defendant's action constituted the crime
of attempting to enter the information sys-
tem should be discussed at this point.?’

C. Misuse of Bank or Credit cards

According to this crime regulated in Article
245 of the TPC:

Any person who secures a benefit for him-
self, or another, by acquiring or retaining
(by any means), the bank or credit card of
another person; or using, or allowing to be
used, such a card without the consent of the
card holder or the residual owner shall be
sentenced to a penalty of imprisonment for
a term of three to six years and a judicial fine
of up to five thousand days. (2) Any person
who produces, sells, transfers, purchases or
receives a counterfeit bank or credit card
which relates to the bank account of another
shall be sentenced to a penalty of imprison-
ment for a term of three to seven years and
judicial fine of up to ten thousand days. (3)
Any person who secures a benefit for him-
self or another by using a counterfeit or fal-
sified bank or credit card shall be sentenced
to a penalty of imprisonment for a term of
four to eight years and a judicial fine of up to
five thousand days, provided such act does
not constitute a separate offence. (4) Where
an offence described in paragraph one con-
cerns a loss to: a) a spouse of a marriage
where such spouse has not been subject to
a court decree of separation, b) a direct-an-
tecedent or direct-descendent, direct in-law,
adoptive parent or adopted child; or c) a sib-
ling residing in the same dwelling. no pen-
alty shall be imposed on the person who is
related in such a way.??

The crime of Misuse of Bank or Credit cards
can be committed in three different ways:
misuse of real bank or credit cards belong-
ing to another person (TPC Art .245/1), pro-
duction, sale, transfer, purchase, or receiv-
ing a counterfeit bank or credit card (TPC Art
.245/2), securing benefit for him or herself or

bilisim sistemine girmeye tesebbuls sugunu
olusturup olusturmayacaginin tartigilmasi
gerektigini kabul etmistir."

C. Banka veya Kredi Kartlarinin
Kotiiye Kullanilmasi Sucu

TCK m. 245'te duzenlenen bu suga gore;

“(1) Baskasina ait bir banka veya kredi kartin,
her ne suretle olursa olsun ele geciren veya
elinde bulunduran kimse, kart sahibinin veya
kartin kendisine verilmesi gereken Kkisinin
rizasi olmaksizin bunu kullanarak veya kul-
landirtarak kendisine veya baskasina yarar
saglarsa, U¢ yildan alti yila kadar hapis ve
besbin gune kadar adli para cezasi ile ceza-
landirilir. (2) Baskalarina ait banka hesapla-
rnyla iliskilendirilerek sahte banka veya kredi
karti Greten, satan, devreden, satin alan veya
kabul eden kisi U¢ yildan yedi yila kadar hapis
ve onbin gune kadar adli para cezasi ile ceza-
landirilir. (3) Sahte olusturulan veya Gzerinde
sahtecilik yapilan bir banka veya kredi kartini
kullanmak suretiyle kendisine veya baskasi-
na yarar saglayan kisi, fiil daha agir cezayi ge-
rektiren baska bir suc olusturmadigi takdirde,
dort yildan sekiz yila kadar hapis ve begbin
gune kadar adli para cezasi ile cezalandirilir.
(4) Birinci fikrada yer alan sugun;a) Haklarin-
da ayrlik karar verilmemis eslerden birinin,
b) Ustsoy veya altsoyunun veya bu derecede
kayin hisimlarindan birinin veya evlat edinen
veya evlatligin, c) Ayni konutta beraber ya-
sayan kardeslerden birinin, Zararina olarak
islenmesi halinde, ilgili akraba hakkinda ce-
zaya hukmolunmaz. Birinci fikra kapsamina
giren fiillerle ilgili olarak bu Kanunun malvar-
lgina karsi suclara iliskin etkin pismanlik hu-
kumleri uygulanir.”2?

Banka veya kredi kartlarnin kotaye kullanil-
masl sucu; bagkasina ait gercek bir banka
veya kredi kartinin kotaye kullanilmasi (TCK
md.245/1), sahte banka veya kredi karti
Uretmek, satmak, devretmek, satin almak
veya kabul etmek (TCK md.245/2), sahte bir
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another by using a counterfeit or falsified
bank or credit card (TPC Art. 245/3).

In the crime of misuse of a real bank or credit
card belonging to someone else, the main
point is of providing benefit to him or herself
or someone else by using or making usable
a bank or credit card without the owner’s
consent. Since the definition of the criminal
is regulated as “the person who seized or
possessed the card in any way whatsoever”
even if the card is stolen, found, or seized
with the permission of the card holder, the
crime will be committed provided that the
card is used without permission and an un-
lawful benefit is obtained as a result of the
action.z

In the act of producing, selling, transferring,
buying, or accepting a counterfeit debit or
credit card, the debit or credit card must be
counterfeited and there must be an interest
between an existing real account. Within the
scope of this act, if there is no account with
which the card is linked, it will not constitute
the occurrence of a crime. Because the leg-
islator does not seek any conditions to the
benefit from the committing of this crime, it
is regulated that the formation of the crime
would be completed with the realization of
one of the optional actions.

SIBER DUNYADA iSLENEN SUGLARIN TURK CEZA
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banka veya kredi kartini kullanmak suretiyle
kendisine veya bagkasina yarar saglamak
(TCK md.245/3) seklinde ug farkli sekilde is-
lenmesi mamkuandar.

Baskasina ait gercek bir banka veya kredi
kartinin kotuye kullanilmasi sugunda asil
olan, kisinin, banka veya kredi kartinin sahi-
binin rizasi hilafina kullanilmasi veya kullan-
dirtilmasiyla kendisine veya baskasina yarar
saglamasidir. Su¢ taniminda her ne suretle
olursa olsun ele gegiren veya elinde bulun-
duran kimse denildiginden, kartin calinti,
buluntu ya da kart sahibinin izni ile ele ge-
cirilmesi s6z konusu olsa bile izni olmadan
kullanilmasi ve eylemlerin sonucunda huku-
ka aykiri yarar saglanmasi ile su¢ gercekle-
secektir.?®

Sahte banka veya kredi karti Uretmek, sat-
mak, devretmek, satin almak veya kabul et-
mek eyleminde, banka veya kredi kartinin
sahte olarak uretilmeli ve var olan gercek
bir hesap arasinda ilgi bulunmalidir. isbu
fiil kapsaminda kartin baglantili oldugu bir
hesap olmamasi durumunda sucgun olug-
masindan s6z edilemeyecektir. Zira kanun
koyucu bu sucun olusumu icin yarar sagla-
ma kosulu aramamis, secimlik hareketlerden
birinin gerceklesmesi ile sucun olusumunun
tamamlanacagini duzenlemigtir.

MAKALELER

A

21 VYargtay 8. Ceza Dairesi E.
2016/11922 K. 2017/6655 T. 7.6.2017

DiPNOT

22 TCKm. 245.

23 Ali Parlar, Turk Ceza Hukukunda
Bilisim Suglari, Bilge Yayinevi, Ankara,
2015.

2021 WINTER 149



ARTICLES

PART 9

EVALUATION UNDER TURKISH CRIMINAL LAW OF
CRIMES COMMITTED IN THE CYBER WORLD

In the crime of benefiting him or herself or
someone else by using a fake bank or credit
card, the use of only a fake bank or credit card
is not sufficient for the occurrence of a crime,
and, as a result, the perpetrator must benefit
him or herself or someone else. In cases where
the targeted benefit cannot be achieved, it
can be easily stated that this crime, which is
a crime of damage, remains at the stage of
attempt. However, in order for the crime reg-
ulated within the scope of this paragraph to
be punished, the action must not be another
crime that requires a heavier penalty.

V. CONCLUSION

In the 21st century, the development rate
of technology has increased exponentially
resulting in a noticeable change in informa-
tion systems. As a result of ongoing devel-
opments, the concept of cybercrime, which
is defined as the types of crimes targeting
information systems and data in these sys-
tems, has emerged. However, the diversi-
fication in using these systems contrary to
their allocated purposes has led to the com-
mitment of many types of cybercrime with
different characteristics. As a result, many
countries have focused on their own inter-
national regulations as well as their own do-
mestic legal regulations. The legislator, too,
is not indifferent to the changes the current
age has brought and has created various
types of crimes with cybercrime character-
istics.

Additionally, there are some crimes regulat-
ed in the Crimes on Informatics section of
the Turkish Penal Code as Access to a data
processing system, hindrance or destruc-
tion of the system, deletion or alteration of
data, improper use of bank or credit cards,
and some other crimes have been deemed
not as Crimes on Informatics but as having
cybercrime characteristics as defamation,
violation of communicational secrecy, tap-
ping and recording of conversations be-
tween individuals, violation of privacy, re-
cording of personal data, unlawful delivery
or acquisition of data, theft, and qualified
form of fraud in different articles.

Sahte bir banka veya kredi kartini kullan-
mak suretiyle kendisine veya baskasina ya-
rar saglamak sugunda, sadece sahte banka
veya kredi kartinin kullanilmasi sugun olu-
sumu icin yeterli olmayip neticesinde failin
kendisine veya baskasina fayda saglamasi
gerekmektedir. Hedeflenen yararin saglana-
madig! bir dunyada zarar sugu olan bu su-
¢cun tesebbus asamasinda kaldigi rahatlikla
soylenebilecektir. Ancak bu fikra kapsamin-
da duzenlenen sucun cezalandirilabilmesi
icin fiilin daha agir bir cezayi gerektiren bag-
ka bir suga vicut vermemesi gerekmektedir.

V.SONUC

21. yuzyilla gelisim hizi katlanarak artan
teknolojiyle birlikte bilisim sistemlerinde de
gozle gorulur seviyede degisim yasanmigtir.
Suregelen gelismelerin bir sonucu olarak
ise bilisim sistemlerini ve bu sistemlerdeki
verileri hedef alan sug tipleri seklinde tanim-
lanan siber su¢ kavrami hayatimiza girmistir.
Ancak s6z konusu sistemlerin tahsis amacg-
larina aykin kullanimi noktasinda meydana
gelen cesitlenme, farkli 6zellikler gosteren
cok sayida siber su¢ tipinin islenmesine
neden olmustur. Bunun sonucunda, bir¢ok
Ulke kendi i¢c hukuk duzenlemeleri yaninda
uluslararasi regulasyon calismalarina yo-
gunlagsmistir. Kanun koyucu ise ¢agin getir-
diklerine kayitsiz kalmamis ve siber suc 6zel-
ligi tastyan cesitli suc tipleri ihdas etmistir.

Basta Turk Ceza Kanunu'nda Bilisim Ala-
ninda islenen Suglar baslig altinda bilisim
sistemine girme, sistemi engelleme, bozma,
verileri yok etme veya degistirme, banka
veya kredi kartlarinin kotuye kullanilmasi
suclarinin duzenlenmesinin yani sira “Bili-
sim Alaninda islenen Sugclar” basligi altinda
yer almamakla birlikte yine siber sug niteligi
gosteren suclar olarak hakaret, haberles-
menin gizliligini ihlal, kisiler arasindaki ko-
nusmalarin dinlenmesi ve kayda alinmasi,
6zel hayatin gizliligini ihlal, kisisel verilerin
kaydedilmesi, verileri hukuka aykirn olarak
verme veya ele gecirme, hirsizlik, dolandiri-
cilik suclar farkli maddelerde kendisine yer
bulmustur.
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Analysis of Turkish legislation shows regu-
lation of different crimes. However, depend-
ing on the development of technology, it
should be noted that continuity should be
ensured in making additional legislation
due to legal systems protecting themselves
by preserving their dynamism at every point
and are unable to remain independent from
the developments of the era. The things to
be done regarding cybercrime can be stated
as making legislation in line with 21st centu-
ry developments, ensuring more efficient ex-
ecution of criminal proceedings, providing
the technological infrastructure, and raising
awareness of information system users.
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