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I.INTRODUCTION

Although Internet banking is at the forefront
with its life-facilitating aspect, it became a
current issue for its abusive use and fraud-
ulent nature in these days’. In the decision
of the Supreme Court Assembly of Civil
Chambers which is examined below, no-
tions such as “Bank’s responsibility”, “duty
of care of the customer” and “contributory
negligence” in a transaction made with in-
ternet banking and constituting a tort were
handled with in the scope of relevant court
decisions, doctrine, provisions of law of obli-
gations and banking legislation.

I. GIRIS

internet bankaciligi, gunumuz dunyasin-
da, her ne kadar hayat kolaylastiran yo-
nuyle 6n planda olsa da, koétu niyetle kul-
lanimi ve dolandiriciiga musait yapisiyla
da sik sik gundeme gelmektedir™. Yargitay
Hukuk Genel Kurulu’'nun asagida ince-
lenen kararinda; internet bankaciligi ile
yapilan ve haksiz fiil teskil eden bir islem-

de “bankanin sorumlulugu”, “musterinin

6zen yukumluluga” ve “mauterafik kusur”
gibi kavramlar; ilgili mahkeme kararlar,
doktrin, borclar hukuku hakumleri ve ban-
kacilik mevzuati kapsaminda ele alinmistir.
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I1. SUMMARY

In the material dispute, which is the sub-
ject of the Supreme Court Assembly of Civ-
il Chambers’s Decision that is Merits No:
2017/2224 and Decree No: 2018/1753,
9.788 TRY in the customer's account was
transferred to another bank account via EFT
transaction. The customer filed a lawsuit
against the Bank, demanding compensa-
tion for the money with interest, while argu-
ing that the customer became a victim as
a result of the Bank’s failure to perform its
objective duty of care and to take the nec-
essary security measures. In the defending
of the Bank, the Bank claimed that they gave
notice to the customer about security within
the scope of the contract signed between
the parties and argued that the transaction in
question was due to the plaintiff customer’s
faulty act. The decision taken at the Trial Court
was appealed by the plaintiff so the file was
sent back to the Court of First Instance from
the 11th Civil Chamber of the Supreme Court.
Following the decision of persistence of the
Trial Court, the file has been examined by The
Supreme Court Assembly of Civil Chambers2
The case has been evaluated in detail within
the scope of legislation, in particular the Turk-
ish Commercial Code, Banking Legislation,
Turkish Code of Obligations and the Law of
Obligations in force at the time of the case.

I1l. EXTENDED
LIABILITY OF THE
BANK

Transactions made via "trojan virus" which
has infected Customer’s computer and car-
ried out on behalf of the Customer, who de-
posits their money in three different banks
with a trust mechanism, were blocked by
two banks. However, this transaction which
could have been prevented, was not pre-
vented because the defendant Bank does
not have advanced security mechanisms as
much as the other banks. Therefore, it will
become the current issue that the Bank has
not taken any measures suitable for devel-
oping technology.

1. 0ZET
Yargitay  Hukuk  Genel  Kurulu'nun

22.11.2018 tarihli ve 2017/2224 Esas Sa-
yili, 2018/1753 Karar Sayili kararina konu
olan maddi uyusmazlikta, Musterinin hesa-
binda bulunan 9.788 TL para, internet ban-
kaciligi ile baska bir hesaba EFT islemi ile
aktarilmigtir. Masteri; s6z konusu islemde
Bankanin kendisinden beklenen objektif
6zen yukumlulugunu yerine getirmeyerek
gereken guvenlik tedbirlerini almamasinin
sonucunda magdur duruma dustigunu sa-
vunarak ve paranin faiziyle tazmini talebiyle
Banka'ya dava agmistir. Davali Banka ise sa-
vunmasinda; aralarinda imzalanan sozlesme
kapsaminda, guvenlik hususunda Davacl'yi
uyarmis oldugunu ve s6z konusu islemin
Davaci'nin kusurlu hareketinden kaynaklan-
digini savunmustur. ilk Derece Mahkeme-
si'nde alinan karar Davaci tarafindan temyiz
edilerek; dosya, Yargitay 11. Hukuk Daire-
si‘nden ilgili ilk Derece Mahkemesi'ne geri
gonderilmistir. itk Derece Mahkemesi'nin
direnme karar vermesini takiben dosyayi,
Yargitay Hukuk Genel Kurulu incelemeye
almistirz. Yapilan bu incelemelerde dava;
basta Turk Ticaret Kanunu, Bankacilik Mev-
zuati, Tark Borglar Kanunu ve dava tarihinde
yururlukte olan Borglar Kanunu basta olmak
Uzere, mevzuat kapsaminda detaylica de-
gerlendirilmisgtir.

11l. BANKANIN
AGIRLASTIRILMIS
SORUMLULUGU

Parasini bir guven mekanizmasi olan ug fark-
ll bankaya yatiran Musteri'nin bilgisayarina
bulasan “trojan virisu” ile adina yapilan is-
lemler; iki banka tarafindan engellenmistir.
Ancak Davali Banka tarafindan diger banka-
lar kadar gelismis guvenlik mekanizmalari
s0z konusu olmadigindan, engellenebilecek
nitelikte olan bu islem engellenememistir.
Dolayisiyla Banka nezdinde, gelisen tekno-
lojiye uygun bir 6nlem alinmadigi guindeme
gelecektir.
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Additionally, the money which is the sub-
ject of the case was seized by a third party
via internet banking security procedures
being circumvented by the virus. Since the
Money was entrusted by the Bank not the
Customer, the person who gets scabbed
with this illegal transaction is the Bank, not
the Customer. It will be defended that the
Plaintiff Customer's claim against the Bank
continues.

In commercial life, banks should act with a
higher care than the concept of "prudent
trader" based on the Turkish Commercial
Code. In this context, the existence of an "ex-
tended liability" is mentioned and banks are
responsible for even their slightest faults to
their customers®.

IV. DUTY OF CARE OF
THE CUSTOMER

Access to internet banking is provided by
the Plaintiff's credentials, password and
smart password confirmation code that
comes to their phone. Although it is contro-
versial whether it is sufficient or not, from
this point of view, it is seen that the Bank has
taken many security measures. As a matter
of fact, this unlawful EFT transaction, which
is the subject of the lawsuit, was not due to
the bank's systems, but to the "trojan virus"
that infected the Plaintiff's computer. The
Bank is not obliged to protect the Plaintiff's
personal information that is based on the
Plaintiff's computer. Customers are obliged
to protect their personal information against
third parties with due diligence. As a result
of the Customer's failure to fulfill this obliga-
tion, a tort was committed against the Bank
and the Bank was damaged.

V. CONTRIBUTORY
NEGLIGENCE OF THE
PLAINTIFF

After hearing the claims and defenses of the
parties in the case at the Court of First In-
stance, the expert opinion was applied. In the
expert report, it is understood that the Plaintiff
could not protect their personal information
in some way, considering that the Plaintiff's
accounts in other banks that are not subject
to the case are also entered, probably the
Plaintiff had their personal information stolen
from the computer which they used and again
from the statement given by the Plaintiff to the

ilaveten, virus yoluyla internet bankacilig
guvenlik prosedurleri asilarak, davaya konu
olan para tg¢uncu bir kisi tarafindan ele ge-
cirilmistir. Para; musterinin degil bankanin
zimmetinde bulunuyor oldugundan, yapilan
bu hukuka aykiri islem ile dolandiriciliga ug-
rayan kisi musteri degil Bankadir. Bu yonden
bakilacak oldugunda, Davaci musterinin
Banka'ya karsi alacaginin devam ettigi savu-
nulacaktir.

Ticari hayatta bankalar, Turk Ticaret Kanu-
nu'nda baz alinan “basiretli tacir’® kavra-
mindan bile daha ustun bir 6zen ile hareket
etmelidir. Bu agidan bir “agirlastinlmis so-
rumlulugun” varligindan so6z edilmektedir
ve bankalar en hafif kusurlarindan bile mus-
terilerine karsi sorumlu olmaktadirlar®.

IV. MUSTERININ OZEN
YUKUMLUOLUOGU

internet bankaciligina erisim; davacinin kim-
lik bilgileri, sifresi ve telefonuna gelen akilli
sifre onay kodu ile gerceklesmektedir. Her
ne kadar yeterli olup olmadigi tartismaya
aclk olsa da bu ac¢idan bakildiginda Ban-
ka'nin bircok guvenlik dnlemi aldigi go-
ralmektedir. Nitekim, davaya konu olan
bu hukuka aykin EFT islemi bankanin
sistemleri yuzunden degil, Davacinin
bilgisayarina bulasan “trojan virusu”
yuzunden gerceklesmistir. Banka, Dava-
cinin bilgisayarindaki kisisel bilgilerini
korumakla yakumlu degildir. Musteriler
gerekli 6zeni gostererek, kisisel bilgi-
lerini ucuncu Kkisilere karsi korumakla
yukumludurler. Musterinin bu yukamlu-
lagunu yerine getirmemesi sonucunda,
Banka'ya kars! bir haksiz fiil islenmis ve
banka zarara ugratilmistir.

V. DAVACININ
MUTERAFiK KUSURU

ilk Derece Mahkemesinde gorulen
davada taraflarin iddia ve savun-
malari dinlendikten sonra Bilirkisi
gorusune basvurulmustur. Bilirkisi
raporunda “Davacinin dava disi ban-
kalardaki hesaplarina da girildigi
dikkate alindiginda davacinin kisisel
bilgilerini bir sekilde koruyamadigi-
nin anlasildigi, Davacinin kisisel bil-
gilerini buyuk bir olasilikla kullan-
dig! bilgisayarindan caldirdigl, yine
davacinin Cumhuriyet Bassavciligi-
na verdigi ifadeden cep telefonuna
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Office of Chief Public Prosecutor, it is under-
stood that the Plaintiff was caused the router
program to be installed on their mobile phone,
for this reason, it has been understood that the
Plaintiff has a contributory negligence.

In the formation of a tort committed against
the person, the concept of "contributory
negligence" is mentioned in case the per-
son has a defect as well®. In the established
Supreme Court case law, where the injured
person has a share in the occurrence or in-
crease of the damage, it is accepted that
there is a "contributory negligence" state.
However, in the doctrine, there are differ-
ent opinions as to whether defective behav-
ior means unlawful conduct®. According to
the opinion arguing that they have the same
meaning, “The concept of defect is one of the
subjective elements of tort and nobody has
an obligation to protect themselves from any
damage. Those who defend this opinion have
adopted the idea that the person cannot be
held responsible for their own damage. Ac-
cording to Eren, itis not possible that defective
behavior is not to be unlawful.””

In the concrete case, the First-Degree Court
decided that the Plaintiff Customer was
40% defective by not taking the necessary
care to protect their personal information
and contact information and the Defendant
Bank was 60% defective by not providing
an electronic banking service that provides
the highest level of security and therefore,
finalized the case by partial acceptance.
The Plaintiff appealed the decision of the
First-Degree Court at the Supreme Court.

VI. EVALUATION UNDER
THE LEGISLATION

A. The Code of Obligations
No.818 and Turkish Code of
Obligations No.6098

Article 386 of the Turkish Code of Obliga-
tions No. 6098 defines the consumption
borrower (loan) as "The consumption loan
agreement is a contract in which the lend-
er undertakes to transfer some money or
something consumable to the borrower
and the borrower undertakes to return the
same quality and amount." Therefore, the
Bank that borrows the money by depositing
of the money in the Bank, has an obligation
to return it exactly or in multiples when it is
requested®. In this context, according to an

yonlendirici program yuklenmesine
sebebiyet verdiginin anlasildigl, bu ne-
denle muterafik kusurunun bulundugu”
anlasilmistir.

Kisiye yonelik olarak islenen haksiz fi-
ilin olusmasinda, kisinin de kusuru ol-
masi durumunda “birlikte (muterafik)
kusur” kavramindan bahsedilir®. Yerle-
sik Yargitay ictihatlarinda da zarar go-
renin zararin dogmasinda veya artma-
sinda pay! oldugu hallerde “muterafik
kusur” halinin varligi kabul edilmistir.
Ancak doktrinde; kusurlu davranisin
hukuka aykiri davranis ile ayni anlama
gelip gelmedigi konusunda fikir ay-
riliklart bulunmaktadir®. Ayni anlama
geldigini savunan goruse gore, “kusur
kavrami haksiz fiilin subjektif unsurla-
rindan biridir ve kimsenin kendisini bir
zarardan koruma yukumlalagua yoktur.
Bu gorust savunanlar, kisinin kendi
ugradigr zarardan sorumlu tutulama-
yacag fikrini benimsemislerdir. Eren’e
gore, kusurlu davranisin hukuka aykiri
olmamasi mumkun degildir.””

Somut olayda; ilk Derece Mahkemesi, Da-
vacl musterinin kisisel bilgilerini ve iletisim
bilgilerini koruma konusunda gerekli dikkat
ve Ozeni gostermeyerek %40 kusurlu oldu-
guna; Davali Bankanin ise en Ust seviyede
guvenlik saglayan bir elektronik bankacilik
hizmeti sunmayarak %60 kusurlu olduguna
karar vererek davayi kismi kabul ile sonug-
landirmistir. Davaci, ilk Derece Mahkeme-
si'nin kararini temyiz istemiyle Yargitay'a
tasimistir.

VI. MEVZUAT
KAPSAMINDA
DEGERLENDIRME

A. 818 Sayili BK ve 6098 Sayili
TBK

Tuketim o6duncunun (karz) tanimlandi-
g1 6098 Sayili Turk Borglar Kanunu’'nun
386. maddesi; “Tuketim oéduncu sozles-
mesi, 6dung verenin, bir miktar parayi ya
datuketilebilen bir seyi 6dunc¢ alana dev-
retmeyi, 6ding¢ alanin da ayni nitelik ve
miktarda seyi geri vermeyi Ustlendigi s6z-
lesmedir.” seklindedir. Dolayisiyla, para-
nin bankaya yatirilmasiyla parayr 6dung
alan bankanin, talep edildiginde aynen
ya da misliyle iade etme yukuamlualuagu
vardir®. Bu kapsamda doktrindeki bir go-
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opinion in the doctrine, there is an "irregular
deposit" in terms of banking transactions and
in the case of an irregular deposit, the prop-
erty passes to the depositor®. In accordance
with Article 472 of the Code of Obligations
No.818, which regulates the irregular deliv-
ery, the nave and the damage of the money
will be transferred to the depositor (the Bank)
absolutely and the Bank will be obliged to re-
turn the money in multiples if agreed™. There-
fore, the Bank might use the money which is
deposited to the Bank, from the moment it is
borrowed to the moment it is returned. How-
ever, the Bank will be obliged to return it when
it is requested by the Customer and if there
has been a reduction in the money by then,
the Bank will be held responsible for that™'. On
the other hand, pursuant to Article 306 of the
Code of Obligations No. 818, “Loan is a con-
tract that the lender has an obligation to trans-
ferto a person who borrowed the property of a
certain amount of the money or another equiv-
alent thing and even this person is obliged to
give back the same kind of things equal in
quantity and qualification." it has been stated
as a “loan contract” will arise for time deposit
accounts or considering the scope of the ser-
vices provided by the Bank to the Customer,
in the context of Article 386 of the Code of
Obligations N0.818 stating “The proxy shall
carry out the management of the work which
was assigned to them in the contract office or
the execution of the service which they have
done in the contract office by a proxy agree-
ment. The provisions of the proxy will be valid
for the works which are not subject to the any
provisions of the law on other contracts." it can
be said that a “proxy agreement” will arise'
The Supreme Court and the Doctrine usually
define this contract as a "sui generis contract”
rather than putting it in a single mold™.

At the same time, under Article 96 of the
Code of Obligations N0.818 and Article 112
of the Turkish Code of Obligations No.6098,
banks which have failed to fulfill their debts
arising from the contract or evaluated within
this scope, are obliged to repair the damage
unless they prove their faultlessness™.

B. Evaluation of Banking
Legislation

The contract between the partiesis a unique
contract which has the characteristics of the
deposit loan and irregular deposit contracts.
Pursuant to Article 61 of the Banking Law
No.5411, except for legal cases, the right to
recover the amounts which should be paid

rase gore; bankacilik islemleri bakimin-
dan bir "usulsuz tevdi” s6z konusudur
ve usulstz tevdide mulkiyet tevdi edene
gecmektedir®. Nitekim, usulstz tevdiinin
duzenlendigi 818 Sayili Borglar Kanu-
nu’'nun 472. maddesi uyarinca; paranin
nef’i ve hasari mutlak sekilde saklaya-
na (Bankaya) gececektir ve Banka eger
kararlastirilmigsa parayi misliyle iadeye
mecbur olacaktir’. Dolayisiyla banka
kendisine tevdi edilen parayi, 6dung
aldigr andan iade ettigi ana kadar kul-
lanabilir. Ancak, musteri tarafindan ta-
lep edildiginde iade etmekle yukumlu
olacaktir ve o zamana kadar parada bir
azalma meydana geldiyse, bundan so-
rumlu tutulacaktir’'. Bir diger yandan;
818 Sayili Borg¢lar Kanunu 306. mad-
de uyarinca, “Karz, bir akittir ki onunla
o6duncg veren, bir miktar paranin yahut
diger bir misli seyin mulkiyetini 6dung¢
alan kimseye nakil ve bu kimse dahi
buna karsi miktar ve vasifta musavi ayni
neviden seyleri geri vermekle mukellef
olur.” kapsaminda vadeli hesaplar icin
bir “karz akdi” dogacagi veya bankanin
musteriye verdigi hizmetlerin kapsami
dusunuldugunde 818 Sayili Borglar
Kanunu 386. madde “Vekalet, bir akit-
tir ki onunla vekil, mukavele dairesinde
kendisine tahmil olunan isin idaresini
veya takabbul eyledigi hizmetin ifasini
iltizam eyler. Diger akitler hakkindaki
kanunu hukumlere tabi olmayan isler-
de dahi, vekalet hukumleri cari olur.”
kapsaminda bir “vekalet s6zlesmesi”
dogacagi soylenebilecektir’?. Yargitay
ve Doktrin ise agirlikli olarak, bu sozles-
meyi tek bir kaliba sokmaktansa “kendi-
ne 6zgu (sui generis) yapida s6zlesme”
olarak tanimlamaktadir?s.

Ayni zamanda, 818 Sayili Borclar Kanu-
nu'nun 96. maddesi ve 6098 Sayili Turk
Bor¢lar Kanunu'nun 112. maddesi nezdinde;
sozlesmeden kaynaklanan veya bu kapsamda
degerlendirilen borclarini yerine getirmeyen
Bankalar, kusursuzluklarini ispatlamadikca za-
rar gidermekle yukumludurler™.

B. Bankacilik Mevzuati
Kapsaminda Degerlendirme

Taraflarin arasindaki s6zlesme, mevduat
odung ile usulsuz tevdi sozlesmelerinin
niteliklerini tagiyan kendine 6zgu bir s6z-
lesmedir. 5411 Sayili Bankacilik Kanunu
61. madde uyarinca; kanuni durumlar
haricinde, mevduat ve katilim fonu sa-
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to the deposit and participation fund own-
ers cannot be restricted in any way. Similar-
ly, within the scope of the provisions of the
Banking Law, Banks are obliged to return
the money which was deposited to them
when it is requested.

When the responsibility of the bank within
this scope is examined within the framework
of the legislation of the Banking Regulation
and Supervision Agency (“BRSA") Article 9
titled as "data privacy" regulated in the Reg-
ulation on Information Systems of Banks and
Electronic Banking Services ("Regulation”)
will be important. While the obligation of the
Bank to take measure is mentioned in the ar-
ticle, especially the necessities of “the use of
algorithms that have not lost their reliability
as of the current state and are compatible
with the current technology”, the encryption
of customer data and the regular and safe
storage of the encryption techniques are
mentioned’®.

At the same time, in accordance with Arti-
cle 20 of the Bank Cards and Credit Cards
Law No.5464, the customer cannot be held
responsible for damages arising from ille-
gal use in purchases of goods and services
through various communication means
without issuing an expense certificate’®.

In the concrete case, according to the op-
posing votes in the 11th Civil Chamber of
the Supreme Court, the Bank should keep
security measures at the highest level and
store customer’s information safely.

In Article 34 of the same regulation, the
identity verification steps that should be
used in electronic banking are explained in
detail. Basically, an authentication system
consisting of at least two independent au-
thentication system must be implemented.
According to the clause, these components
are selected from the binary combination of
components (i) known by the customer, (ii)
owned by the customer, (iii) having a bio-
metric characteristic to the customer™. In
addition, Article 38 of the Regulation gen-
erally mentions the necessity of a "verifica-
tion code" which must be forwarded to the
customer online™. According to the deci-
sion of the Supreme Court Assembly of Civil
Chambers in the concrete case, the amount
of these security measures that have been
provided to the Customer by the Defendant
Bank should be examined in detail by ob-
taining a new expert report.

hiplerine 6denmesi gereken tutarlari geri
alma haklari hicbir suretle sinirlandirila-
maz. Bankalar Kanunu huktumleri kapsa-
minda da ayni sekilde, Bankalar kendile-
rine yatirilan paralari talep edildiginde
iade etmekle yukumludurler.

Bankanin bu kapsamdaki sorumlulugu,
Bankacilik Duzenleme ve Denetleme Ku-
rumu (“BDDK") mevzuati gergevesinde
incelendiginde; Bankalarin Bilgi Sistem-
leri ve Elektronik Bankacilik Hizmetleri
Hakkinda Yonetmelik'te (“Yonetme-
lik”) duzenlenen, “veri gizliligi” baslikli
9. maddesi 6nem tasiyacaktir. Maddede,
bankanin 6nlem alma yukumlulagunden
bahsedilirken, 6zellikle “guncel durum
itibariyle guvenirligini yitirmemis ve gu-
nun teknolojisine uygun algoritmalar”
kullanilmasi, musteri verilerinin sifrele-
mesi ve sifreleme tekniklerinin devamli
olarak guvenle saklanmasi gereklilikleri-
ne deginilmistir’s.

Ayni zamanda, 5464 Sayili Banka Kartlar
ve Kredi Kartlari Kanunu’nun 20. maddesi
uyarinca, harcama belgesi diuzenlenmeden
cesitli iletisim araclarn yoluyla yapilan mal
ve hizmet alimlarindaki hukuka aykiri kulla-
nimlardan kaynaklanan zararlardan, musteri
sorumlu tutulamaz.

Somut olayda, Yargitay 11. Hukuk Dairesi ve
Hukuk Genel Kurulu'ndaki karsi oylara gore
de Banka, guvenlik tedbirlerini en ust sevi-
yede tutmali ve musteri bilgilerini gtvenle
saklamalidir.

Ayni yonetmeligin 34. maddesinde, elekiro-
nik bankacilikta kullanilmasi gereken kimlik
dogrulama adimlarina detaylica yer verilmis-
tir. Temel olarak, birbirinden bagimsiz en az
iki bilesenden olusan bir kimlik dogrulama
sistemi uygulanmasi gerekmektedir. Mad-
deye gore, bu bilesenler, musterinin (i) bildi-
gi, (i) sahip oldugu, (iii) biyometrik bir karak-
teristigi olan bilesenlerinin ikili kombini ile
secilir'”. ilaveten Yonetmelik'in 38. madde-
sinde ise genel olarak, musteriye ¢evrimici
ortamda iletilmesi gereken bir “dogrulama
kodu”nun gerekliliginden bahsedilmekte-
dir'®, Somut olaydaki Hukuk Genel Kurulu
kararina gore; Davall Banka’'nin, bu guvenlik
onlemlerinin ne kadarini musteriye saglamis
oldugu, yeni bir bilirkisi raporu alinarak de-
taylica incelenmelidir.
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EVALUATION OF THE SUPREME COURT ASSEMBLY OF CIVIL CHAMBERS'S DECISION THAT IS
MERITS NO: 2017/2224 AND DECREE NO: 2018/1753 ABOUT “BANK’S RESPONSIBILITY FOR
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VIil. BURDEN OF PROOF
OF THE BANK

In accordance with Article 6 of the Civil
Code, each of the parties must prove the
fact on which they base their rights™. In
order to be able to mention “"contributory
negligence" in irregular transactions, it is
necessary to prove the fault of the depositor.
Therefore, in the concrete case, the Bank
claiming that the Customer is at fault must
prove this claim at first, in order to be able
to rely on contributory negligence. Howev-
er, the Defendant Bank could not prove that
the EFT transaction was realized due to the
fault of the Customer.

Additionally, in accordance with the provi-
sions of the banking legislation mentioned
above, banks should keep their security
measures at the highest level while provid-
ing internet banking services. Compared to
the provisions of Article 99/2 of the Code of
Obligations N0.818. and Article 115/3 of the
Turkish Code of Obligations No.6098, banks
are held responsible for even their smallest
faults, since they are a trust institution estab-
lished by a special law, regularly audited by
the state and granted privileges®. The 11th
Civil Chamber of the Supreme Court ruled
that the Defendant Bank was responsible
for all the damages in the concrete case and
the partial acceptance decision given by
the Court of First Instance was reversed and
the file was sent back to the Court of First
Instance for a retrial. However, the Court of
First Instance resisted in its decision.

VIil. REVERSE DECISION
OF THE SUPREME COURT
ASSEMBLY OF CIVIL
CHAMBERS

As a result of the decision of resistance, it has
become necessary to examine the dispute
within the scope of the Supreme Court As-
sembly of Civil Chambers. In the examina-
tion made by the Supreme Court Assembly
of Civil Chambers, the expert report, which
was taken as the basis of the decision in the
Court of First Instance, was found insufficient.
Although it is stated in the report that the
Customer had a failure to show due diligence
regarding their obligation to protect their per-
sonalinformation, it has beenignored that the
same transaction was tried from three differ-
ent bank accounts which belong to the Cus-

VIil. BANKANIN iSPAT
YUKUMLULOGU

Medeni Kanun'un 6. maddesi uyarinca,
taraflardan her biri hakkini dayandirdigi
olguyu ispat etmelidir’®. Nitekim; usulsuz
islemlerde “muterafik kusur“dan bahse-
debilmek icin de mevduat sahibinin kusu-
runun ispatlanmasi gerekmektedir. Dola-
yisiyla, somut olayda Musteri'nin kusurlu
oldugunu iddia eden Banka’'nin, muterafik
kusura dayanabilmesiicin, oncelikle bu id-
diasini ispat etmesi gerekmektedir. Ancak
Davali Banka, EFT isleminin Mdusteri'nin
kusurlu hareketi yuzanden gerceklestigini
kanitlayamamigtir.

ilaveten, yukarida anilan bankacilik mev-
zuatl hukamleri uyarinca; bankalar, inter-
net bankaciligi hizmeti sunarken guvenlik
onlemlerini en Ust duzeyde tutmalidir. 818
Sayili Bor¢lar Kanunu’'nun 99/2. maddesi ve
6098 Sayili Turk Borglar Kanunu’nun 115/3.
maddesi hukumlerine kiyasen bankalar, 6zel
yasa ile kurulmus, devlet tarafindan duzenli
olarak denetlenen ve kendisine ayricaliklar
taninmis bir gaven kurumu olmasi sebebiy-
le en kuguk kusurlarindan bile sorumlu tu-
tulmaktadirlar?. Yargitay 11. Hukuk Dairesi,
anilan bu gerekgeler ile, somut olayda Da-
vall Bankanin zararin tamamindan sorumlu
olduguna hukmetmistir ve ilk Derece Mah-
kemesi tarafindan verilen kismi kabul karari,
bozularak dosya yeniden yargilama yapil-
masi amaclyla ilk Derece Mahkemesi'ne geri
gonderilmistir. Ancak ilk Derece Mahkemesi
verdigi kararda direnmistir.

VIil. YARGITAY HUKUK
GENEL KURULUNUN
BOZMA KARARI

Direnme karari sonucunda, uyus-
mazligin Yargitay Hukuk Genel Kuru-
lu kapsaminda incelenmesi gerekli
hale gelmistir. Hukuk Genel Kurulu
tarafindan yapilan incelemede, ilk
Derece Mahkemesi'nde hukme esas
alinan Bilirkisi raporu yetersiz bu-
lunmustur. Raporda her ne kadar
Musteri'nin kisisel bilgilerini koruma
yukumlalugune gerekli 6zeni goster-
medigine yer verilse de Musteri'nin
uc farkli banka hesabindan da ayni
islemin yapilmak istendigi, ancak
diger iki banka tarafindan bu islemle-
rin engellenebildigi g6z ardi edilmistir.
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tomer, but these transactions were able to be
prevented by the other two banks. Therefore,
Supreme Court Assembly of Civil Chambers
decided that it is necessary to obtain a new
expert report, which will observe the general
notifications of the Banking Regulation and
Supervision Agency (“BRSA”) in force at that
time on, to see whether the Defendant Bank
has taken the most advanced security mea-
sures used in the internet banking sector at
the time of the incident and thus, First Degree
Court's decision to resist was reversed.

IX. OPPOSING VOTES

According to the opposing votes in parallel
with the decision of the 11th Civil Chamber
of the Supreme Court, the existence of any
action that could constitute a criminal act
and cooperation with malicious third parties
has not been proven by the Plaintiff Custom-
er. When this matter is evaluated within the
scope of the above-mentioned provisions
of the Code of Obligations No.818 and the
Turkish Code of Obligations N0.6098, the
obligation of the Defendant Bank to return
the money in kind cannot be ignored. For
these reasons, the opposite votes argue
that the fault is entirely in the Bank and they
consider it is unnecessary to obtain a new
expert report. Because obtaining a new ex-
pert report is an additional expense which
will conflict with the procedural economy,
and also this new expert report will have no
effect on the result, since it is very clear that
the defect is entirely in the Defendant Bank.

X. CONCLUSION

Bank customers, as they can perform many
transactions such as credit card transac-
tions, money transfers, deposit transactions,
credit transactions, investment transactions
via the internet from any environment, for
example, they can transfer money from one
account to another within seconds. Banks
which has adopted to technology, besides
providing general banking services to
their customers, they also offer an internet
banking service under the Banking Service
Agreement signed between them.

The bank's responsibility for illegal transac-
tions made by third parties using custom-
ers' internet banking accounts should be
handled as the conditions of each concrete
event being evaluated and determined sep-
arately. For example, whether the customer
has a share in the occurrence of the unlaw-

Dolayisiyla, olayin gerceklestigi tarihte
internet bankaciligr sektérunde kulla-
nilmakta olan en ileri guvenlik 6nlem-
lerinin Davali Banka tarafindan alinip
alinmadigi konusunda o tarihte yurur-
lukte bulunan Bankacilik Duzenleme
ve Denetleme Kurumu’'nun (“BDDK")
genel tebligleri de gozetilerek yeni bir
bilirkisi raporu alinmasi gerektigine ve
boylece ilk Derece Mahkemesi'nin di-
renme kararinin bozulmasina karar ve-
rilmistir.

IX. KARSI OY

Yargitay 11. Hukuk Dairesi'nin karari ile
paralel olan karsi oylara goére, Davaci
Musteri'nin kotu niyetli uguncu kisilerle
is birligi ve suc¢ teskil edebilecek herhan-
gi bir eyleminin varligi kanitlanamamis-
tir. Bu husus, 818 Sayili Borglar Kanunu
ve 6098 Sayili Turk Bor¢lar Kanunu'nun
yukarida sayilan ilgili hukumleri kapsa-
minda degerlendirildiginde, Davali Ban-
ka'nin parayr aynen iade etme yuakumlu-
lugu goz ardi edilemeyecektir. iste karsi
oylar bu gerekcelerle; kusurun tamamen
Banka’da oldugunu savunmakta ve tek-
rar bilirkisi raporu alinmasini da gereksiz
olarak degerlendirmektedir: Yeni bir bilir-
kisi raporu alinmasi hem tekrar bir masraf
olup usul ekonomisiyle celisecektir hem
de kusurun tamamen Davali Banka’da
oldugu cok acik oldugu i¢in bu yeni bi-
lirkisi raporunun sonuca hicbir etkisi ol-
mayacaktir.

X.SONUC

Banka musterileri; kredi karti igslemleri, para
transferleri, mevduat islemleri, kredi iglemle-
ri, yatinm islemleri gibi bircok islemi internet
araciligiyla her ortamdan gercgeklestirebil-
mekte olup, érnegin saniyeler icerisinde,
bir hesaptan baska bir hesaba para aktara-
bilmektedir. Teknolojiye adapte olan ban-
kalar boylelikle musterilerine genel ban-
kacilik hizmetlerinin yani sira, aralarinda
imzaladiklari Bankacilik Hizmeti S6zlesme-
si dahilinde bir internet bankaciligi hizmeti
de sunmaktadir.

Ucuncu kisiler tarafindan musterilerin inter-
net bankaciligi hesaplan kullanilarak ger-
ceklestirilen hukuka aykirn iglemlerde ban-
kanin sorumlulugu, her somut olayin sartlari
ayri ayri degerlendirilerek tespit edilmelidir.
Ornegin; musterinin hukuka aykir islemin
meydana gelmesinde payinin olup olmadi-
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ful transaction, whether the bank with the
burden of proof could prove it and wheth-
er the bank applies the necessary and suf-
ficient security procedures are important.
In the concrete case subject to the dispute
evaluated above, the Customer's personal
information was stolen by a virus installed on
their computer and the money in three differ-
ent bank accounts was attempted to be trans-
ferred to the accounts of third parties using
this information. Although banks other than
the Defendant Bank could prevent the trans-
action, the Defendant Bank failed to prevent it
and was inadequate in terms of security mea-
sures. First Instance Court claimed that there
is a contributory negligence and ended the
case with partial acceptance. Upon the appli-
cation of the Plaintiff, the decision was exam-
ined in the 11th Civil Chamber of the Supreme
Court, and it was decided that the Defendant
Bank, which has the burden of proof could not
prove that the Plaintiff was at fault, and there-
fore all defects were on the Defendant Bank.
Following the reversal decision of the 11th
Civil Chamber of the Supreme Court, although
the file was sent back to the Court of First In-
stance, the Court of First Instance resisted in its
decision. Upon this, the expert report received
in this case was found insufficient by the Su-
preme Court Assembly of Civil Chambers and
it was decided to obtain a new expert report.

Generally, in such cases, it should be tak-
en into consideration whether the person
who owns the account to which the money
is transferred has a bond or a proxy rela-
tionship with the customer when money is
transferred from the customer's account to
a third party’s account. In addition, it is also
important whether the customer uses inter-
net banking regularly and how many differ-
ent devices they access their internet bank-
ing account. Moreover, when the defect of
the Customer is being measured, it is not
disregarded whether the passwords were
seized directly by the device being stolen or
the seizure was arisen from the negligence
of the Customer. In some cases, subject to
the decisions of the 11th Civil Chamber of
the Supreme Court, it is also examined how
the "smart password" security was breached
by third parties: such as whether the cus-
tomer's sim card information was copied
or their phone was seized. Finally, it is seen
that banks offer optional security measures
to customers in these days. For example,
although almost every bank enables to
access internet banking with a smart pass-
word requirement, some banks also provide

g1, ispat yukunu haiz olan bankanin bunu
kanitlayip kanitlayamadigi, bankanin gerekli
ve yeterli guvenlik prosedurlerini uygulayip
uygulamadigi énem arz etmektedir. Yuka-
nda degerlendirilen uyusmazliga konu
somut olayda; Musteri’'nin kisisel bilgileri,
bilgisayarina yuklenen bir virus araciligiyla
calinmistir ve g farkli banka hesabindaki
para, bu bilgiler kullanilarak tcuncu kisi-
lerin hesaplarina aktarilmaya calisilmistir.
Davali Banka digindaki bankalar islemi 6n-
leyebilse de Davali Banka dnleyemeyerek
guvenlik onlemlerinde yetersiz kalmistir.
ilk derece mahkemesi; muterafik kusur
durumu bulundugunu iddia etmis ve da-
vay! kismi kabul ile sonlandirmistir. Karar,
Davacinin basvurusu Uzerine Yargitay 11.
Hukuk Dairesi'nde incelenmis ve mutera-
fik kusuru ispat yukumlulugunu haiz olan
Davali Banka'nin, Davaci'nin kusurlu ol-
dugunu kanitlayamadigi, bu sebeple tum
kusurun Davali Banka'da olduguna karar
verilmigtir. Yargitay 11. Hukuk Dairesi'nin
bozma kararini takiben, dosya ilk Dere-
ce Mahkemesi'ne geri gonderilse de ilk
Derece Mahkemesi kararinda direnmistir.
Bunun Uzerine Yargitay Hukuk Genel Ku-
rulu’nun 6nune gelen bu davada alinan bi-
lirkisi raporu yetersiz bulunmus ve tekrar bir
bilirkisi raporu alinmasina karar verilmistir.

Genel olarak bu gibi durumlarda musteri-
nin hesabindan uguncu bir kisinin hesabina
para aktarildiginda, paranin aktarildigi he-
saba sahip olan kisinin masteri ile bir bagi
veya vekalet iligkisi olup olmamasina dikkat
edilmelidir. Ayrica, musterinin duzenli bir
sekilde internet bankaciligi kullanip kullan-
madigi ve kac farkli cihazdan internet ban-
kaciligr hesabina erisim sagladigr da 6nem
arz etmektedir. ilaveten; musterinin kusuru
olculurken, dogrudan dogruya cihazin
calinarak mi sifrelerin ele gecirildigi, yok-
sa musterinin ihmalinden kaynakli bir se-
kilde mi ele gecirildigi konusu g6z ardi
edilmemektedir. Yargitay 11. Hukuk Dai-
resi'nin kararlarina konu bazi davalarda,
“akilli sifre” guvenliginin Uguncu kisiler
tarafindan nasil asildigi da incelenmek-
tedir: musterinin sim karti bilgilerinin mi
kopyalandigi yoksa telefonunun mu ele
gecirildigi gibi. Son olarak, gunumuzde
bankalarin musterilere secenekli guven-
lik onlemleri sundugu gorulmektedir. Or-
nedin hemen hemen her banka, internet
bankaciligina erisimi akilli sifre sarti ile
mumkun kilsa da, bazi bankalar musteri-
lerine “elektronik imza” ile sisteme giris
secenegi de tanimaktadir. Ancak pek
tabii, bu musteriye sunulan bir segcenek
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their customers with the option to log into
the system with an "electronic signature".
However, this is an option offered to the
customer and the customer decides on the
security procedure to be applied. According
to the characteristics of the concrete case, it
is important how to act in such cases where
the security procedures are determined by
the customer. As a result, the fraudulent tort
committed through internet banking should
be examined in detail from many angles.
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