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ABSTRACT

Although developments in information and com-
munication technologies have made our lives
easier, increasing data flow has become almost
uncontrollable. Because of this, the importance
of the protection of personal data has increased
and regulations for this have begun to be intro-
duced all over the world. Likewise, Turkey, being
a party to the Convention for the Protection of In-
dividuals with regard to Automatic Processing of
Personal Data, has introduced a number of mea-
sures to the Turkish Penal Code to include crimes
against personal data. This study discusses “per-
sonal data”, a relatively new concept in Turkish
Law, and crimes regarding the protection of per-
sonal data in the Turkish Penal Code No. 5237.
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OZET

Bilgi ve iletisim teknolojilerindeki gelisme her ne ka-
darhayatimizi kolaylastirsa da gun gectikce, veri akisi
kontrol altina alinmaz hale gelmeye baslamistir. Bu
sebeple kisisel verilerin korunmasinin Gnemi artmis
ve dunyanin her yerinde bu konuyla ilgili dUzenlem-
eler yapilmaya baslanmistir. Turkiye'nin uluslararasi
alanda kabul edilmis Kisisel Verilerin Otomatik Olarak
Islenmesi Sirasinda Gercek Kisilerin Korunmasina il-
iskin Avrupa Konseyi Sozlesmesi'ne taraf olmasi ile
Turkiye de ayni sekilde birtakim dnlemler almis, Turk
Ceza Kanunu kapsamina kisisel verilere karsi suglar
da dahil edilmistir. Bu calismada; Turk Hukuku'na
yakin tarihte girmis kavramlardan biri olan “kisisel
veri” ve 5237 sayili Turk Ceza Kanunu'nda kisisel
verilerin korunmasi alaninda degerlendirilen suclar
ele alinmigtir.
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CRIMES AGAINST TO PERSONAL DATA
WITH IN THE SCOPE OF THE TURKISH PENAL CODE

This article looks at crimes related to the protection of personal data and explains, first,

the concept of personal data, followed by crimes, and elements of these crimes, against

personal data as set out in Turkish Penal Code No.5237.

Kisisel verilerin korunmasina yonelik suclar1 ele alan bu makalede; oncelikle kisisel veri
kavramina deginilecek, sonraki boliimlerde 5237 sayili Tiirk Ceza Kanunu'nun Kisisel verilere
kars1 suclarin neler oldugu ve unsurlar1 aciklanacaktir.

y

FOOTNOTE

1 Berrak Yilmaz, “Turk Anayasa
Mahkemesi Ve Avrupa insan Haklari
Mahkemesi Kararlari Isiginda Kisisel
Verilerin Korunmasl”, Unpublished
Phd Thesis, Ankara, 2019, pg. 33-36.

2 “Kisisel Verilerin Korunmasi Alanin-
da Uluslararasi ve Ulusal Duzenlem-
eler” https://www.kvkk.gov.tr/ (Date
Accessed:04.03.2021)

3 Constitution of Republic Of Turkey,
20th Article.

4 Cigdem Ayozger, “Elektronik
Haberlesme Sektorune iligkin Ozel
Duzenlemeler Dahil Kisisel Verilerin
Korunmasi”, Beta Press, istanbul
2016, pg. 60.

I.INTRODUCTION

As technology has rapidly developed and
information has become global, personal
information has become data that is easy
to share and access. Although develop-
ments in technology benefit individuals,
the transfer of information from paper
to digital media increases the potential
for violations against personal rights.
For this reason, protection of person-
al data has become an obligation. The
basis of the protection of personal data
is the right to privacy regarding our pri-
vate life. The right to privacy is a funda-
mental right guaranteed by certain laws
and contracts all over the world. The
European Convention on Human Rights
("ECHR") does not include a direct arti-
cle on the protection of personal data,
but applications to the European Court
of Human Rights (“ECtHR") regarding
personal data are examined’ under Arti-
cle 8 of the ECHR, “Respect for Private
and Family Life” and the protection of
private life2. Similarly, following the ref-
erendum held on September 12, 2010,
the right to "request the protection of
personal data" was added to Article 20
of the Turkish Constitution® under the
title "Privacy of Private Life". This right,
which is guaranteed by the Constitution,
is supported by Law No. 6698 on the Pro-

I. GiRiS

Teknolojinin hizla gelistigi, dunya ile birlik-
te bilgilerinde kuresellestigi kisisel bilgiler;
yakin doénemde paylasilmasi ve ulasilmasi
kolay veriler haline gelmistir. Gunumuzde;
teknolojide yasanan bu tur gelismeler her
ne kadar kisilerin menfaatine yonelik olsa
da, bilgilerin kagitlanin arasindan dijital orta-
ma aktarilmasi, hak ihlallerini artirmaktadir.
Bu sebeple kisisel verilerin korunmasi bir zo-
runluluk haline gelmistir. Kisisel verilerin ko-
runmasinin 6zu, 6zel hayatin gizliligine da-
yanmaktadir. Ozel hayatin gizliligi dinyanin
her yerinde belli yasalarla ve sozlesmelerle
guvence altina alinan, kisinin temel hakla-
rindan biridir. Bu kapsamda; Avrupa insan
Haklan Sozlesmesi'nde (“AiHS") kisisel ve-
rilerin korunmasiyla ilgili dogrudan bir mad-
deye yer verilmemis olmakla birlikte, Avrupa
insan Haklar Mahkemesi (“AiHM") Kisisel
verilere iliskin basvurular Avrupa insan Hak-
lar Sozlesmesi'nin “Ozel ve Aile Hayatina
Saygl Hakki” baslikli 8. maddesi kapsamin-
da incelemekte’ ve 6zel hayat alani icinde
degerlendirmektedir?. Benzer bicimde; T.C.
Anayasasi’'nin 20. maddesi® ile “Ozel Haya-
tin Gizliligi” basligi altinda duzenlenen bu
hakkin kapsamina 12 Eylul 2010 tarihinde
yapilan referandumla birlikte “kisisel verile-
rin korunmasini isteme” hakki da eklenmis-
tir. Anayasamizla guvence altina alinmis bu
hak, 2016 yilinda kabul edilen 6698 Sayili
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tection of Personal Data ("KVKK") adopted
in 2016. In addition to these regulations for
the protection of personal data, it was nec-
essary to define new types of crimes in order
to protect individuals security. Accordingly,
Turkish Penal Code N0.5237, which entered
into force on June 1, 2005, included crimes
related to the protection of personal data in
order to provide a legal basis for protection.
This replaced Turkish Penal Code No.765,
which did not address the issue.

This article looks at crimes related to the
protection of personal data and explains,
first, the concept of personal data, followed
by crimes, and elements of these crimes,
against personal data as set out in Turkish
Penal Code No.5237.

I1. DEFINITION OF
PERSONAL DATA

The concept of personal data has recently
entered the legal world following develop-
ments in science and technology. The first
international studies on the protection of
personal data were carried out by the Orga-
nization for Economic Cooperation and De-
velopment (“OECD")4.

In the first article of the Guidelines on the
Protection of Privacy and Transborder Flows

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUCLAR
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Kisisel Verilerin Korunmasi Kanunu (“KVKK”)
ile desteklenmistir. Kisisel verilerin korun-
masi yonunde yapilan bu duazenlemelerin
yaninda, kisilerin gavenligini saglamak ve
korumak adina yeni sug tiplerinin yaratil-
masi gerekmigtir. Buna istinaden hukuksal
zeminin saglanmasi adina 1 Haziran 2005
tarihinde yurarluge giren 5237 sayili Turk
Ceza Kanunu ile yururlukten kalkmis olan
765 sayili TCK'dan farkli olarak kisisel verile-
rin korunmasinailiskin suclara yer verilmistir.

Kisisel verilerin korunmasina yonelik suclari
ele alan bu makalede; oncelikle kisisel veri
kavramina deginilecek, sonraki bolumlerde
5237 sayili Turk Ceza Kanunu'nun kigisel ve-
rilere karsi suclarin neler oldugu ve unsurlari
aciklanacaktir.

1. KiSISEL VERI TANIMI

Bilim ve teknoloji ¢caginin beraberinde
getirdigi bir kavram olan kisisel veri
kavrami, hukuk dunyasina da yakin
zamanda girmistir. Kisisel verilerin ko-
runmasina dair uluslararasi yapilan ilk
calismalar Ekonomik isbirligi ve Kalkin-
ma Orgutu (“OECD”) tarafindan yapil-
mistirs,

OECD tarafindan 1980 yilinda kabul
edilen Kisisel Verilerin Sinir Asan Tra-
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of Personal Data, adopted by the OECD in
1980, personal data is defined as “any in-
formation relating to an identified or iden-
tifiable individual”. The first binding con-
tract accepted in the international arena on
January 28, 1981 is the Council of Europe
Convention on the Protection of Natural
Persons During Automatic Processing of
Personal Data®. According to this contract,
personal data is “any information related to
an identified or identifiable natural person”®.
In the General Data Protection Regulation
("GDPR"), which has made a big impact
worldwide and is accepted by the Europe-
an Parliament, the definition of personal
data is not essentially different from all other
definitions: "any information relating to an
identified or identifiable natural person an
identifiable natural person is one who can
be identified, directly or indirectly, in par-
ticular by reference to an identifier such as
a name, an identification number, location
data, an online identifier or to one or more
factors specific to the physical, physiolog-
ical, genetic, mental, economic, cultural or
social identity of that natural person ". What
the GDPR definition provides is a detailed
definition including concrete examples’.
As a result, this has become the generally
accepted definition and the KVKK, current-
ly in force in Turkey, states the definition of
personal data similarly as "all kinds of infor-
mation belonging to an identified or identifi-
able natural person®.

A decision of the 12th Criminal Chamber of
the Supreme Court states:

"From the concept of personal data, the
identity information (such as identity num-
ber, name, surname, place of birth and date,
name of mother and father), criminal record,
which the person does not provide to the in-
formation of unauthorized third parties, dis-
closes it to other people whenever he wants,
but shares it with a limited environment,
place of residence, educational status, oc-
cupation, bank account information, phone
number, e-mail address, blood type, marital
status, fingerprint, DNA, biological samples
such as hair, saliva, nails, sexual and moral
inclination, health information, ethnic It is
necessary to understand all kinds of infor-
mation belonging to a natural person, such
as their origin, political, philosophical and
religious view, trade union affiliations, that

figi ve Verilerin Korunmasina iligkin
Kilavuz ilkeleri'nin birinci maddesinde
kisisel veri “belirli veya belirlenebilir bir
gercgek kisiye iliskin tum bilgiler” ola-
rak tanimlanmistir. Uluslararasi alanda
28 Ocak 1981 yilinda kabul edilmis ilk
baglayici s6zlesme ise Kisisel Verilerin
Otomatik Olarak islenmesi Sirasinda Ger-
cek Kisilerin Korunmasina iliskin Avrupa
Konseyi Sozlesmesi'dir®. Bu sdzlesmeye
gore, kisisel veri “kimligi belirtilen veya
belirtilebilen gercek kisiye ait her turlu
bilgiler” dir8. Yine uluslararasi alanda
dunya genelinde ses getiren ve Avrupa
Parlamentosu tarafindan kabul edilen
Genel Veri Koruma Tuzugu'nde ("GDPR”)
kisisel verinin tanimi esasen farklilik gos-
termemekle birlikte “kimligi belirli veya
belirlenebilir gercek kisiye iligskin her
tarlu bilgi kisisel veriyi ifade etmekte
olup, dogrudan veya dolayli olarak, bir
gercek kisinin tanimlanmasina elverisli
basta isim, kimlik numarasi, konum/yer
bilgisi, bir ¢evrimi¢i tanimlayici yahut
kisinin fiziki, fizyolojik, genetik, zihinsel,
ekonomik, kulturel veya sosyal kimligine
6zgu bir veya daha fazla hususa isaret
eden her turlo veri” seklinde tanimlan-
mistir. Gorulecegi tzere GDPR'de; kisisel
verinin tanimi, soyut tanimin yaninda or-
neklendirme yoluyla detaylandirilmistir’.
Bu tanim, genel kabul géren bir tanim
olup, ulkemizde suan yurarlukte bulu-
nan KVKK'da kisisel verinin tanimi “kimli-
gi belirli veya belirlenebilir gercek kisiye
ait her tarlu bilgi” olarak benzer sekilde
duzenlenmistir.

Yargitay; 12. Yargitay Ceza Dairesi’'nin
uyusmazlik konusu olay hakkinda verdi-
¢i bir kararninda,

“kisisel veri kavramindan, kisinin, yetkisiz
Ucuncu kisilerin bilgisine sunmadig, istedi-
ginde baska kisilere aciklayarak ancak sinirli
bir cevre ile paylastigi nufus bilgileri (T.C.
kimlik numarasi, adi, soyadi, dogum vyeri ve
tarihi, anne ve baba adi gibi), adli sicil kayd,
yerlesim yeri, egitim durumu, meslegi, ban-
ka hesap bilgileri, telefon numarasi, elekt-
ronik posta adresi, kan grubu, medeni hali,
parmak izi, DNA's|, sag, tukuaruk, tirnak gibi
biyolojik érnekleri, cinsel ve ahlaki egilimi,
saglik bilgileri, etnik kokeni, siyasi, felsefi ve
dini gorusu, sendikal baglantilar gibi kiginin
kimligini belirleyen veya belirlenebilir kilan,
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determine the identity of the person or make
them identifiable, distinguish the person
from other individuals in the society and are
suitable for revealing his qualities."®

This states that personal data can come from
sampling. As can be seen, personal data
cannot be narrowed down to stored infor-
mation. On the contrary and in the scope of
this article, personal data refers to all kinds
of information belonging to a real person.

A. Elements of Personal Data

There seems to be a consensus on the defi-
nition of the concept of "personal data" in
laws and contracts. On the basis of this defi-
nition, it can be said that the concept of per-
sonal data consists of three elements.

1. Information

First of all, when we look at the criteria re-
quired in law, there must be data. In the
Turkish Language Institution Dictionary, the
concept of data is defined as "information,
data". What is meant by data is all kinds of
information belonging to the person®. There
is no difference between whether the data
is objective or subjective, it is sufficient that
it is personal data belonging to a person, in-
cluding subjective information describing a
person, for example, as rich or poor™. At the
same time, data should be evaluated regard-
less of the environment where it is located.
The fact that whether data is in the digital
environment or on paper does not affect the
feature of that data being personal data'". In
addition, the type of data is also irrelevant.
Written, audio, and visual, “all kinds of in-
formation” are also considered within the
scope of personal data.

2. Identified or Identifiable Person

Another element of the definition of person-
al data is whether the person is "identified or
identifiable". The issue of how to determine
whether a person is identified or identifiable is
important because determining whether cer-
tain information comes within in the scope of
personal data is based on whether it belongs
to an identified or identifiable person. At this
point, it is worth asking whether the informa-

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUGLAR

kisiyi toplumda yer alan diger bireylerden
ayiran ve onun niteliklerini ortaya koymaya
elverisli, gercek kisiye ait her tarlu bilginin
anlasilmasi gerekir”®

seklinde kisisel verinin neler olabilecegini
tek tek ornekleme olarak saymistir. Gorul-
dagu uzere; kisisel veri saklanan bilgi olarak
daraltilamamis, aksine gercek kisiye ait her
tarla bilginin bu kapsama dahil edilecegi
belirtilmistir.

A. Kisisel Verinin Unsurlan

Kanun ve sozlesmelerde “kisisel veri” kav-
raminin tanimi Gzerinde gorus birligi bu-
lundugu goérunmektedir. Bu tanimdan yola
cikacak olursak, kisisel veri kavraminin ug¢
unsurdan olustugunu soyleyebiliriz:

1. Bilgi

Kanunda aranan kriterlere baktigimiz-
da oncelikle bir verinin bulunmasi ge-
rekmektedir. Veri kavrami TDK'da ‘bilgi,
data’ seklinde tanimlanmistir®. Veriden
kastedilen, kisiye ait her tarlu bilgidir.
Verinin nesnel ya da 6znel olmasi arasin-
da fark yoktur; kisiye ait, kisisel bir veri
olmasi yeterlidir. Bir kimsenin zengin
veya fakir oldugu gibi 6znel bilgiler de
kisisel veri kapmasina girmektedir'. Ayni
zamanda verinin, bulundugu ortamdan
bagimsiz olarak degerlendirilmesi gere-
kir. Verinin dijital ortamda veya kagit tize-
rinde yer almamasi, o verinin kisisel veri
olma 6zelligini etkilemeyecektir''. Bunla-
rin yaninda yine verinin turt de 6nemsiz-
dir. Yazili, sesli, resimli “her turlu bilgi” de
kisisel veri kapsaminda degerlendirilir.

2. Belirli veya Belirlenebilir Kisi

Kisisel veri taniminin diger bir unsuru ise
“belirli veya belirlenebilir” bir kiginin bulun-
masidir. Belirli veya belirlenebilir kiginin nasil
tespit edilecegi bnem arz etmektedir. Cunku
kisisel veri kapsamina giren bilgiler, ait ol-
duklar kisinin, belirli veya belirlenebilir ol-
masinin tespiti ile saglanacaktir. Bu noktada
tazel kisilere ait bilgilerin kisisel veri kapsa-
minda kalip kalmayacag tartisilabilir. Ulusla-
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tion of legal entities comes within the scope
of personal data. Although there is no inter-
national consensus regarding this issue, only
natural persons are mentioned in OECD and
Council of Europe conventions. While the EU
directive mentions natural persons, it is stated
by EU that legal persons can be included in
the regulations at national level™.

Only real persons are mentioned in the KVKK
and, in an application made on this issue,
the Personal Data Protection Board decided
that the information of legal entities does not
come within this scope™. Data belonging toa
legal person and data belonging to a real per-
son within the legal person are different con-
cepts. The protection of data belonging to
legal entities generally comes under protec-
tion in connection with confidential business
information. Information can be associated
with a real and identified/identifiable person
even if it belongs to a legal entity or comes
within the body of a legal entity, and must be
protected within the scope of personal data,
as included in the KVKK. For example, the
owner of data on a card containing an em-
ployee’s corporate e-mail and phone number
identifies a certain person. In this context,
even though it is data within a legal entity,
it should come within the scope of the pro-
tection of personal data. However, unrelated
data such as the title of a trading company
should be excluded from this scope.

3. Being Relevant

The last element according to the definition
in the KVKK is that the information must be
related to a real person. The connection be-
tween the person and the data can some-
times be established directly and some-
times indirectly. The relatedness element is
determined by whether it is directly linked.
Indirect links are where an individual is as-
sociated with information even though they
may not be individually identifiable. For
example, information held in data concerns
objects not individuals. These objects usual-
ly belong to someone and can be indirectly
associated with that person. Being relevant
can be in terms of "content”, "purpose" and
"result™®. For example, the information in a
person's CV is linked to the person in terms
of content. A Resume is part of a system es-
tablished to provide a better and quicker
service as your location can be detected so
you are offered nearby locations.

rarasi sozlesmelerde bu konuda mutabakat
bulunmamakla birlikte; OECD ve Avrupa
Konseyi tarafindan duzenlenen sozlesmeler-
de sadece gercek kisilerden bahsederken,
AB tarafindan cikarilan yonergede gercek
kisilerden bahsedilmis olmakla beraber ulu-
sal duzeyde yer alan duzenlemelerle tuzel
kisilerin de dahil edilebilecegi belirtilmistir'2.

KVKK'da da sadece gercek kisilerden bah-
sedilmis olmakla beraber, bu konu Uzerine
yapilmis bir bagvuruda, Kisisel Verileri Ko-
ruma Kurulu’nun tuzel kisilere ait bilgilerin
bu kapsamda kalmayacagina dair karari
bulunmaktadir®®. Tazel kisiye ait veri ile tu-
zel kisi bunyesindeki gergek kisiye ait veri
farkli kavramlardir. Tuzel kisilere ait veri-
lerin korunmasi, genel olarak ticari sir ile
baglantili olarak koruma altina alinmakta-
dir. Tuzel kisilik bunyesinde bulunup, tuzel
kisilere ait bilgiler dahi gercek ve belirli bir
kisiyle iliskilendirilebiliyorsa, KVKK’'da yer
alan kisisel veri kapsami dahilinde korun-
malidir. Ornegin bir firmanin calisaninin
kurumsal e-posta ve telefon numarasinin
bulundugu karttaki verilerin sahibi yine
belirli bir kisidir ve bu baglamda her ne ka-
dar tuzel kisi bunyesinde bulunan bir veri
de olsa, kisisel verilerin korunmasi kapsa-
minda yer almalidir. Bununla birlikte; bir
ticaret sirketinin unvani gibi kisiyle bag-
lantisi olmayan veriler, bu kapsam disinda
tutulmalidir™.

3. iliskin Olma

KVKK'da yer alan tanima goére son unsur
ise bilginin gercek bir kisiye iliskin olmasi-
dir. Bulunan verinin kisi ile baglantili olmasi
gerekir. Kisi ile veri arasindaki baglanti, kimi
zaman dogrudan kurulabilirken kimi zaman
dolayli olarak kurulabilir. Dogrudan baglanti
kurulabilen haller, iliskin olma unsurunu ta-
mamlar. Kisilerin kimligini tanimlamamakla
birlikte kendisiyle ilgili herhangi bir kayitla
iliskilendirilmesi durumunda, dolayli olarak
iliskin oldugunu soylememiz gerekir’s. Orne-
gin; veriler tarafindan tasinan bilgiler, birey-
leri degil, ilk etapta nesneleri ilgilendirir. Bu
nesneler genellikle birisine aittir ve dolayli
yoldan o kisiyle iligkilendirilebilir. iliskin olma
durumu “icerik”, “amac¢” ve “sonuc” yénun-
den olabilir'. Ornegin bir kisinin dzgegmi-
sinde yer alan bilgiler, icerik yonuyle kisi ile
baglantilidir. Bir uygulamanin sizin konumu-
nuzu tespit ederek size en yakin mekanlari
sunmasi, daha kisa surede daha iyi bir hiz-
met vermek amaciyla kurulmus bir sistemdir.
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The concept of "personal data" has a gen-
erally accepted definition in the light of the
elements explained above. According to
this definition, the concept of personal data
is a very extensive concept, and the issue
of which data comes within the scope of
personal data is important. As technology
develops daily and new systems are creat-
ed, new aspects are added to the concept
of personal data. For this reason, it is neces-
sary for international conventions and laws
to make such a wide definition and avoid a
limited census.

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUGLAR

“Kisisel veri” kavrami yukarida a¢iklanan un-
surlarisiginda genel olarak kabul gérmus bir
tanima sahiptir. Bu tanima gore kisisel veri
kavrami oldukca genis bir kavram olup, han-
gi verilerin kisisel veri kapsaminda kaldigi
hususu 6nem arz etmektedir. Teknolojinin
gelismesi ve yeni sistemlerin olugmasiyla
kisisel veri kavrami icine her gun bir yeni-
si eklenmektedir. Bu sebeple uluslararasi
sozlesmelerde ve kanunlarda bu derece
genis bir tanimlama yapilmasi ve tahdidi
bir sayimdan kaginilmasi bilgi ¢caginin bir
gerekliligidir.

Itis necessary for international conventions and laws to make such
awide definition and avoid a limited census.

Uluslararasi sozlesmelerde ve kanunlarda bu derece genis bir
tamimlama yapilmasi ve tahdidi bir sayimdan kacinilmasi bilgi

cagiin bir gerekliligidir.

I1l. CRIMES REGARDING
THE PROTECTION OF
PERSONAL DATA IN
TURKISH CRIMINAL LAW

A. Offense of Recording Personal
Data

Article 135 of the Turkish Penal Code
("TPC"), "recording personal data illegally" is
regulated as a crime. In the first paragraph
of the Article, the basic form of the crime is
regulated and, in the second paragraph, the
illegal recording of some private personal
data is regulated to qualify as a crime. The
legislator stated this on the grounds that this
Article was prepared in order to prevent vi-
olations of rights that may occur due to the
use of data within the body of some institu-
tions and organizations for purposes other
than their intended purpose or unlawfully
giving them to third parties™. The TPC states
that:

“(1) Any person who unlawfully records the
personal data is punished with imprison-
ment from six months to three years.

11l. KISISEL VERILERIN
KORUNMASINA iLISKIN
TURK CEZA KANUNU’'NDA
YER ALAN SUCLAR

A. Kisisel Verilerin Kaydedilmesi
Sucu

Turk Ceza Kanunu (“TCK”) madde 135'te
“kisisel verilerin hukuka aykir olarak kay-
dedilmesi” suc olarak duzenlenmistir. Mad-
denin birinci fikrasinda sugun temel sekli
duzenlenmis olup, ikinci fikrasinda 6zel ni-
telikteki bazi kisisel verilerin hukuka aykiri
kaydedilmesi, sucun nitelikli hali olarak du-
zenlenmistir. Kanun koyucu; bu maddenin,
bazi kurum ve kuruluslarin bunyesinde bu-
lunan verileri amaglan diginda kullanmalan
veya hukuka aykir olarak tg¢uncu kisilere
vermeleri sebebiyle olusacak hak ihlallerinin
onune gecmek icin duzenlendigini gerek-
¢ede belirtmistir’”. TCK'nin kanun metninde
duzenlenis sekli:

“ (1) Hukuka aykiri olarak kisisel verileri kay-
deden kimseye altiaydan Ug¢ yila kadar hapis
cezasi verilir.
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CRIMES AGAINST TO PERSONAL DATA
WITH IN THE SCOPE OF THE TURKISH PENAL CODE

(2) Any person who records the political,
philosophical or religious concepts of indi-
viduals, or personal information relating to
their racial origins, ethical tendencies, health
conditions or connections with syndicatesis
punished according to the provisions of the
above subsection.”

According to generally accepted opinion,
the right to protect personal data is a legal
value protected by the Article. This right was
included in the fundamental right status by
adding the right to protect personal data to
Article 20 of the Turkish Constitution as a re-
sult of the referendum held in 2010. Anoth-
er view is that the privacy of private life is a
legal value protected by the Article because
it comes under the heading "Crimes Against
Private Life and Secret Spaces of Life"8.

The crime in this instance relates to per-
sonal data and that has particular material
elements. The scope of personal data has
already been described above. However,
the TPC does not include what should be
understood from personal data. This issue
has been discussed in the doctrine on the
grounds that it is contrary to the principle of
certainty of criminal law’®.

As stated in Article 135 of the TPC, "the per-
son who records personal data", the perpetra-
tor of the crime, does not have a feature and
everyone can be the perpetrator of this crime.
However, if this perpetrator is a public official,
a special regulation is included in Article 137
of the TPC. According to this regulation, the
commitment of this crime by a public official
is regulated as a reason for an increase in the
penalty?®. Article 137 of the TPC is specific
only at the point of determining the penalty.

The victim of the crime is the person whose
personal data is recorded. It is understood
from the definition of "all kinds of informa-
tion belonging to areal person"in the KVKK?'
that the victim can only be a real person and
that information on "moral tendency, sexual
life, health status", in the second paragraph
of Article 135, can only be information be-
longing to real persons?2,

According to the type of crime in the Ar-
ticle, the act of crime is the recording of

(2) Kisilerin siyasi, felsefi veya dini gorusle-
rine, irki koékenlerine; hukuka aykirn olarak
ahlaki egilimlerine, cinsel yasamlarina, sag-
ik durumlarina veya sendikal baglantilarina
iliskin bilgileri kigisel veri olarak kaydeden
kimse, yukaridaki fikra hukmune gére ceza-
landinlir.” seklindedir.

Maddeyle korunan hukuki deger; kabul
edilen genel goruse gore, kisisel verile-
rin korunmasi hakkidir. Bu hak; 2010’da
gerceklestirilen referandum sonucu Ana-
yasamizin 20. maddesine kisisel verilerin
korunmasi hakki eklenerek, temel hak
statusune dahil edilmistir. Diger bir goru-
se gore ise; burada korunan hukuki deger
“Ozel hayata ve Hayatin Gizli Alanlarina Kar-
si Suclar” basligi altinda yer aldig icin 6zel
hayatin gizliligidir 8.

Sucun maddi unsurlarina deginecek olur-
sak; sucun konusunu, kisisel veriler olus-
turmaktadir. Kisisel verinin kapsami ilk bo-
lumde anlatildigi Uzere tekrar bu bolum de
anlatilmayacaktir. Ancak kisisel veriden ne
anlasilmasi gerektigi TCK'da yer almadigi
gerekcesiyle doktrinde tartisma konusu ol-
mus, bu durumun ceza hukukunun belirlilik
ilkesine aykir dustaga savunulmustur™.

TCK'nin 135. maddesinde ‘kisisel verileri
kaydeden kimse’' olarak belirtildigi Uzere,
sucun faili bir 6zellik arz etmemekte olup
herkes bu sucun faili olabilmektedir. Ancak
bu kisinin kamu gorevlisi olmasi durumunda
TCK 137. maddede 6zel bir duzenlemeye
yer verilmistir. Bu duzenlemeye gore, kamu
gorevlisinin bu sucu islemesi ceza da artinm
sebebi olusturur?®, TCK'nin 137. maddesi ise
yalnizca cezanin belirlenmesi noktasinda
ozellik arz edecektir.

Sucun magduru, kisisel verileri kaydedilen
kimsedir. KVKK'da yer alan ‘gercek kisiye ait
her tarlu bilgi’ tanimindan magdurun ancak
gercek kisi olabilecegi?’, bununla birlikte
135. maddenin ikinci fikrasinda yer alan
‘ahlaki egilim, cinsel yasam, saglik durumu’
bilgilerinin de ancak gercek kisilere ait bilgi-
ler olabilecegi anlasilmaktadir. Bu maddeyle
korunmak istenen gercek kisilerdir?.

Maddede yer alan sug tipine goére hareket,
kisisel verilerin kaydedilmesidir. Kaydet-
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personal data. Although the TPC does
not specify what the act of recording cov-
ers, it should be understood here as the
reuse of data or the preparation of data
for others to use®.

On the other hand, the crime in question is
not a consequential crime and it does not
matter whether the person was harmed as a
result. For this reason, it is a danger crime?.

The connection between the act and the
perpetrator constitutes the moral element
of the crime. The moral element of the crime
of unlawful recording of personal data is in-
tent?®. This crime is not included as a crime
that can be committed through negligence,
a type of crime limited in law.

In addition, in order for a crime to occur, per-
sonal data must be recorded illegally. If a rea-
son for compliance with the law is found in
the recording of personal data, the incident
does not constitute a crime. As stated in the
justification of the article, it is not a crime to
record personal data in cases where the per-
son involved has given consent?®. For this
reason, the judge will have to investigate the
illegality element on an individual basis.

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUGLAR

mekten; kaydetme eyleminin neyi kapsadigi
TCK'da belirtilmemis olmakla beraber burada
kaydetme eyleminde veriyi tekrar kullanmak
veya baskalarinin kullanacagi sekilde hazir
etmek seklinde anlasilmasi gerekmektedir?.

Ote yandan; s6z konusu sug neticeli bir sug
olmayip, sonucunda kisinin zarara ugrayip
ugramadiginin bir 6Gnemi bulunmayacaktir.
Bu sebeple bir tehlike sucudur?,

Gergeklestirilen fiil ve fail arasindaki bag,
sucun manevi unsurunu olusturmaktadir.
Kisisel verilerin hukuka aykiri olarak kayde-
dilmesi sucunun manevi unsuru ise kasttir?.
Kanunda taksirle islenebilecek sug¢ sayisi sI-
nirli sayida olup, bu suc taksirle islenebilen
suclar arasina girmemektedir.

Tum bunlann yaninda sugun olusmasi igin
kisisel verilerin hukuka aykirn olarak kayde-
dilmesi gerekmektedir. Eger kisisel verinin
kaydedilmesinde hukuka uygunluk sebebi
bulunursa bu sug tipi olusmamis olacaktir.
Maddenin gerekcesinde de belirtildigi Uzere
kisinin rizasinin bulundugu durumlarda kisisel
verilerinin kayda alinmasi suc teskil etmeye-
cektir?. Bu sebeple hakimin hukuka aykirilik
unsurunu ayrica arastirmasi gerekecektir.
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WITH IN THE SCOPE OF THE TURKISH PENAL CODE

In the KVKK, processing of personal data
is defined as “any operation which is per-
formed upon personal data such as col-
lection, recording, storage, preservation,
alteration, adaptation, disclosure, transfer,
retrieval, making available for collection,
categorization or blocking its use by wholly
or partly automatic means or otherwise than
by automatic means which form part of a fil-
ing system”?” and the act of recording is also
defined as the processing of personal data. In
this context, whether the data processing prin-
ciples in the KVKK have been complied with
must be examined in order to save the per-
sonal data protected within the scope of the
KVKK in accordance with the law. This issue
is important in terms of evaluating "illegality",
which is one of the elements of the crime.

B. The Offense of Providing or
Acquiring Data Unlawfully

Article 136 of the Turkish Penal Code stipu-
lates that the person who "unlawfully deliv-
ers data to another person, or publishes or
acquires the same through illegal means"
will be punished. As stated in the justifica-
tion of the Article, the person who unlawfully
obtains or transfers personal data “whether
it has been recorded in accordance with the
law or not” will be punished regardless of
Article 135. Although the data is initially re-
corded in accordance with the law, the per-
son who spreads this data in various ways
is the perpetrator of a crime. For example,
illegally transferring information given by a
patient in hospital to other institutions con-
stitutes a crime based on the fact that while
the data was legally obtained, it was shared
illegally. The form of the article is regulated
in the TPC:

(1) Any person who unlawfully delivers data
to another person, or publishes or acquires the
same through illegal means is punished with
imprisonment from one year to four years.

The legal value protected by the Atrticle is
the right to protect personal data regulated
in Article 20 of the Constitution as in Article
135 of the TPC. According to another view?,
it can be stated that the legal value protect-
ed here is the privacy of private life.

KVKK'da; “kisisel verilerin tamamen veya kis-
men otomatik olan ya da herhangi bir veri ka-
yit sisteminin parcasi olmak kaydiyla otomatik
olmayan yollarla elde edilmesi, kaydedilmesi,
depolanmasi, muhafaza edilmesi, degistiril-
mesi, yeniden duzenlenmesi, aciklanmasi, ak-
tanlmasi, devralinmasi, elde edilebilir hale ge-
tirilmesi, siniflandinimasi ya da kullanilmasinin
engellenmesi gibi veriler Uzerinde gerceklesti-
rilen her tarlt islem” kisisel verilerin islenmesi?”
olarak tanimlanmis ve veri kaydetme fiili de isle-
me faaliyeti olarak kabul edilmistir. Bu baglamda
ozellikle KVKK kapsami dahilinde koruma altina
alinan kisisel verilerin hukuka uygun kaydedil-
mesi icin KVVK'daki veri isleme ilkelerine uyulup
uyulmadigi incelenmelidir. Bu husus, sugun un-
surlarindan olan “hukuka aykiriik”in degerlendi-
rilmesi bakimindan énem arz etmektedir.

B. Verileri Hukuka Aykiri Olarak
Verme veya Ele Gecirme Sucu

Turk Ceza Kanunu'nun 136. maddesinde
“kisisel verileri hukuka aykiri olarak veren,
yayan veya ele geciren” kisinin cezalandiri-
lacagl duzenlenmistir. Madde gerekgesin-
de belirtildigi Uzere “hukuka uygun olarak
kaydedilmis olsun veya olmasin” kisisel
veriyi hukuka aykir olarak ele geciren veya
veren kisi 135. maddeden bagimsiz olarak
cezalandirilacaktir. Her ne kadar baslangig-
ta hukuka uygun olarak kaydedilmis bir veri
bulunsa da, bu veriyi muhtelif yollarla yayan
kisi sucun faili olacaktir. Ornegin, hastanin
hastaneye verdigi bilgilerin hukuka aykin
olarak bagka kurumlara aktarilmasi, verinin
hukuka uygun olarak elde edildigi, fakat hu-
kuka aykiri olarak vermesinden hareketle bu
sucgu olusturacaktir. Maddenin TCK'da du-
zenlenis sekli:

“Kisisel verileri, hukuka aykiri olarak bir bas-
kasina veren, yayan veya ele geciren kisi, bir
yildan dért yila kadar hapis cezasi ile ceza-
landintir.”

seklindedir.

Maddeyle korunan hukuki deger TCK'nin
135. maddesinde oldugu gibi Anayasa'mi-
zin 20. maddesinde duzenlenmis olan kisisel
verilerin korunmasi hakkidir. Diger bir goru-
se? gore ise burada korunan hukuki degerin
ozel hayatin gizliligi oldugunu belirtmistik.

246 GSI ARTICLETTER

As in Article 135, the subject of the crime of
unlawfully giving or obtaining personal data
is the personal data. The scope of the con-
cept of personal data is specified in the first
section.

The text of the Article mentions "the person
who unlawfully gives, spreads or seizes per-
sonal data to another person". There is no
special classification: anyone can be the
perpetrator of the crime regulated in Arti-
cle 136. For this reason, it isn't a special of-
fence?. However, as in the crime of record-
ing personal data, if a public officer commits
the crime of unlawfully delivering or acquir-
ing personal data, this will be reason for in-
creasing the penalty. In addition, legal en-
tities cannot be perpetrators of this crime,
but the security measure for legal entities in
Article 140 of the TPC can be applied when
conditions are met®.

Anyone can be the victim of the crime of
giving or obtaining personal data. However,
in order to be a victim, the personal data in-
volved must be associated with that person.
At the same time, as we have already point-
ed out, personal data must belong to a real
person, as defined in the KVKK3'.

Three actions are included in Article 136 of
the TPC: delivering data an another person,
publishing data, and aquiring data. Each of
them constitutes the movement element of
the crime.

A crime occurs with any of these acts, mak-
ing this an optional mobile crime. Howev-
er, the legislator has not regulated the acts
of giving, spreading, and seizing. “It can
be defined as giving; offering something
of someone’s to someone else, spreading;
submitting to more than one a person's in-
formation, obtaining; a person obtaining
information that is in the possession of
another with or without his/her consent.”3?
Also, as stated in the justification of the Ar-
ticle®3, it is not important that the person-
al data was originally recorded in accor-
dance with the law. The important thing
for a crime to occur is that the specified
actions are done illegally.

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUGLAR

Kisisel verileri hukuka aykir olarak verme
veya ele gecirme sucunun konusu, 135.
maddede oldugu gibi kisisel verilerdir. Kisi-
sel veri kavraminin kapsami birinci bélimde
belirtilmistir.

Madde metninde “Kisisel verileri, hukuka
aykin olarak bir bagkasina veren, yayan veya
ele gegiren kisi” den bahsedilmektedir. Bu-
rada 6zel bir tasnif yapilmamistir; bu sebeple
136. maddede duzenlenen sucun faili her-
kes olabilir. Bu sebeple, 6zgu suc degildir?.
Ancak kisisel verilerin kaydedilmesi sugun-
da oldugu gibi kamu gorevlisinin kisisel ve-
rilerin hukuka aykiri olarak verme veya ele
gecirme sucunu islemesi halinde cezada ar-
tinm sebebi olacaktir. Bunun yaninda tuzel
kisiler bu sucun faili olamayacaktir. Fakat;
TCK'nin 140. maddesinde yer alan tuzel kisi-
ler hakkinda guvenlik tedbiri, sartlari saglan-
diginda uygulanabilecektir®.

Kisisel verileri verme veya ele gecirme sugunun
magduru herkes olabilecektir. Ancak magdur
olabilmek icin kisisel verinin mutlaka o kisi ile
iliskilendirilebilir olmasi gerekmektedir. Ayni
zamanda daha 6nce de belirttigimiz Uzere
KVKK'da yer alan tanima binaen kisisel verinin
gercek bir kisiye ait olmasi gerekmektedir®'.

TCK'nin 136. maddesinde uc¢ harekete
yer verilmistir. Bunlar verme, yayma ve
ele gecirme seklinde duzenlenmistir. Her
biri sugun hareket unsurunu olusturmak-
tadir.

Bu fiillerden herhangi birinin yapilmasiyla
suc olusacaktir. Bu sebeple, secimlik hare-
ketli bir suctur. Bunun yaninda, kanun ko-
yucu; verme, yayma ve ele gecirme fiillerinin
nasil olmasi gerektigini duzenlememistir.
“Verme; bir kimsenin elindeki bir sey bas-
kasina sunmasi, yayma; birden fazla kisinin
bilgisine sunmasi, ele gecirme; bir kimsenin
bir bagkasinin elinde olan bir bilgiyi onun
rizastyla veya rizasi olmaksizin elde etmesi
seklinde tanimlanabilir.”®2. Ayrica madde
gerekgesinde®® de belirtildigi Uzere; kisisel
verinin baslangigta hukuka uygun olarak
kaydedilmis olmasi 6énem tasimamaktadir.
Sucgun olusmasi icin énemli olan belirtilen
eylemlerin hukuka aykiri olarak yapilmasidir.
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CRIMES AGAINST TO PERSONAL DATA
WITH IN THE SCOPE OF THE TURKISH PENAL CODE

In order for the mentioned type of crime to
occur, illegal actions must be taken. The
fact that one of the optional movements has
been made does not meet the condition of
illegality. Therefore, a judge also needs toin-
vestigate the illegality element. For example,
the crime in question does not occur where
an authority arising from the law is used in
the capture of a person's personal data in or-
der to carry out a law enforcement activity®*.
In terms of the moral element, it is a crime
that can only be committed intentionally.

C. The Offense of Failing to
Destroy Data

The crime of not destroying personal data,
regulated in Article 138 of the TPC, isa crime
regulated in order to prevent personal data
being processed due to some need and that
personal data being held by unauthorized
third parties after that need no longer exists,
in violation of rigths®. While the basic form
of the crime is regulated in the first para-
graph of Article 138, the second paragraph
regulates the existence of personal data of
a special nature as qualified state in accor-
dance with the provision of the law. In the
text of the Article, the crime is stated as:

(1) Any person who fails to destroy data in
accordance with the prescribed procedures,
before the expiry of the legally prescribed
period for destruction, shall be sentenced to
a penalty of imprisonment for a term of one to
two years.

(2) Where the subject of the offence remains
within the scope of the information to be re-
moved or eliminated under the provisions of
the Code of Criminal Procedure, the penalty
to be imposed shall be increased by one fold.

As mentioned in other crimes related to the
protection of personal data, the legal value
protected is the right to protect personal
data. Another view states that®, since the
substance is within the scope of the privacy
of private life, the legal value protected here
is, again, the privacy of private life.

Personal data constitutes the subject of the
mentioned crime. The types of crimes men-
tioned above are exactly the same in terms
of subject. The point to note here in terms of

S6z konusu sug tipinin olusabilmesi icin huku-
ka aykiri olarak belirtilen eylemlerin yapilmis
olmasi gerekir. Sirf secimlik hareketlerden biri-
nin yapilmis olmasi, hukuka aykirlik kosulunu
saglamayacaktir. Bu sebeple, hakimin ayrica
hukuka aykirilik unsurunu arastirmasi gerek-
mektedir. Ornegin; bir kolluk faaliyetinin yerine
getirilmesi amaciyla bir kimsenin kisisel verile-
rinin ele gecirilmesinde kanundan kaynakla-
nan bir yetki kullanildigi i¢in s6z konusu sug
olusmayacaktir®4, Manevi unsur acisindan ise
yalnizca kastla iglenebilecek bir suctur.

C. Verileri Yok Etmeme
Sucu

TCK'nin 138. maddesinde duzenlenmis
olan kisisel verileri yok etmeme sucgu bazi
ihtiyaclar nedeniyle islenmesi hukuka uy-
gun olan kisisel verilerin, mevcut ihtiya-
cin ortadan kalkmasi dolayisiyla yetkisiz
uguncu kisilerin elinde bulunan kisisel ve-
rilerin hak ihlallerine yol agmasini 6nlemek
amacliyla duzenlenmis bir suc tipidir®®.
138. maddenin ilk fikrasinda sucun temel
sekli duzenlenirken, ikinci fikrada kanun
hukmune gore 6zel nitelikte bir kisisel ve-
rinin bulunmasi durumu nitelikli hal olarak
duzenlenmistir. Sugcun madde metninde
duzenlenis sekli:

“(1) Kanunlarin belirledigi surelerin geg-
mis olmasina karsin verileri sistem icinde
yok etmekle yukumlu olanlara gorevlerini
yerine getirmediklerinde bir yildan iki yila
kadar hapis cezasi verilir.

(2) (Sugun konusunun Ceza Muhakemesi
Kanunu hukumlerine gore ortadan kaldi-
rilmasi veya yok edilmesi gereken veri ol-
masi halinde verilecek ceza bir kat artinlir.”
seklindedir.

Kisisel verilerin korunmasiyla alakali diger
suclarda da bahsedildigi Uzere burada koru-
nan hukuki deger kisisel verilerin korunmasi
hakkidir. Bagka bir goruse gore® ise madde
6zel hayatin gizliligi kapsaminda yer aldigi
icin yine burada korunan hukuki deger; 6zel
hayatin gizliligidir.

S6z konusu sucun konusunu kisisel veriler
olusturmaktadir. Yukarida da bahsettigimiz
suc tipleri konu acgisindan tamamen ayni-
dir. Burada dikkat edilmesi gereken nok-
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this type of crime is whether it is only related
to data processed automatically. Article 138
of the TPC mentions “destroying data within
the system”. However, such a statement was
not included in the crimes examined above.
For this reason, it should be accepted that
the "system" mentioned in Article 138 is an
informatics or automatic system®. A con-
trary view states that although the term of
destruction in the system is mentioned in
the text of the law, the personal data regis-
tered outside the system also constitutes the
subject of this crime®e,

If we examine the crime in terms of the per-
petrator, the Atrticle states “For those who are
obliged to destroy,” the person is the perpe-
trator. According to this regulation, since the
perpetrator has a special character, the crime
is a specific crime and cannot be committed
by everyone. Because of the fact that there is
no requirement that the perpetrator is a pub-
lic officer, the aggravating provision in Article
137 of the TPC is not valid for this crime.

There are different opinions about the vic-
tim of the crime. According to one view, the
victim of this crime is the person whose per-
sonal data is not destroyed®. According to
another view, the victim of this crime is not
a particularindividual because trust in the
public administration is protected“°.

The element that differs in terms of all three
crimes is the act of the crime. The offense
contained in Article 138 states that if the per-
sonal data recorded is saved in an informa-
tion system and is not deleted from there, or
if it is saved on a certain document, when the
document is destroyed, the data can remain.
In other words, the behavior that constitutes
the element of action in terms of this crime is
not an execution but a negligent behavior.
With no retention requirement, the data for
such activities must be deleted in a way that
it cannot be accessed later. Otherwise, the
crime of not destroying the data will occur*'.

Here, while TPC Article 138 only deals with
data that is not deleted even though the pe-
riods specified by law have passed, a new
type of crime has been created with Article

TURK CEZA KANUNU KAPSAMINDA YER ALAN
KISISEL VERILERE KARSI SUGLAR

ta, konunun bu sug tipi agisindan yalnizca
otomatik yolla islenen verilere iliskin olup
olmadigidir. TCK 138. maddede “verileri
sistem icinde yok etmek”ten s6z edilmekte-
dir. Ancak yukarida incelenen suclarda ise
bu sekilde bir ifadeye yer verilmemistir. Bu
sebeple 138. maddede gecen “sistem”in
bilisim veya otomatik sistem oldugunun ka-
bultu gerekir®”. Aksi yonde bir goruse gore
ise; kanun metninde sistem i¢inde yok etme
ifadesi gegiyor olsa da, sistem disinda kayitli
olan kisisel verilerin de bu sugun konusunu
olusturacagi seklindedir®.

Sucu fail agisindan inceleyecek olursak;
maddede gegen “yok etmekle yakumlu
olan” kisi faildir. Bu duzenlemeye gore,
failin 6zel bir niteligi bulundugundan;
sug, 6zgu bir suctur ve herkes tarafin-
dan islenemez. Failin kamu gorevlisi
olmasi gibi bir kosul bulunmadigindan
TCK'nin 137. maddesindeki agirlasti-
rict hukum bu sug icin gecerli olmaya-
caktir.

Sucun magduru konusunda farkli gorusler
bulunmaktadir. Bir géruse gore bu sucun
magduru, kisisel verileri silinmeyen kisidir®°.
Diger bir goruse gore ise; bu sugun magdu-
ru belli bir birey degildir, cunka bu sug tipiy-
le kamu idaresine duyulan guvende korun-
maktadir.

Her ¢ su¢ bakimindan ayrilan unsur, sugcun
hareket unsurudur. 138. maddede yer alan
sugc; kaydedilen kisisel veriler bir bilisim sis-
temine kaydedilmigse buradan silinmeme-
leri, belli bir belge Uzerine kaydedilmislerse
belgenin imha edilmemesi seklinde gercek-
lesebilir. Bir diger anlatimla, bu suc¢ bakimin-
dan hareket unsurunu olusturan davranis
icrai bir davranis degil, ihmali bir davranistir.
Saklama zorunlulugunun ortadan kalkma-
siyla, bu tur faaliyetler icin verinin daha son-
ra ulasilamayacak sekilde silinmis olmasi ge-
rekir. Aksi takdirde verileri yok etmeme sucu
olusacaktir’,

Burada; TCK madde 138 sadece kanunlarin
belirledigi sureler gegmis olmasina ragmen
silinmeyen verileri konu alirken, KVKK'nin
17/2 maddesi ile yeni bir sug tipi olusturul-
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CRIMES AGAINST TO PERSONAL DATA
WITH IN THE SCOPE OF THE TURKISH PENAL CODE

17/2 of the KVKK, and, accordingly, deletion
is mentioned in Article 7 of the KVKK, whose
procedures and principles are determined
by regulation, and in the event of failure to
comply with the rules of destruction or an-
onymization, Article 138 of the TPCapplies.

Unlike the other two crimes mentioned
above, the crime of not destroying data
does not consider the consent of the victim
as a reason for compliance with the law*2

The crime of failing to destroy personal data
is not a crime that can be committed by neg-
ligence. For this reason, the moral element
isintent.

IV. CONCLUSION

An important step for the protection of per-
sonal data in Turkey was the addition of arti-
cles protecting personal data to the Turkish
Penal Code N0.5237. In order for these laws
to be implemented, the concept of person-
al data must be well understood. Although
the Turkish Penal Code does not include a
definition of personal data, it is understood
as the concept of personal data defined in
the KVKK. Based on the definition made in
the Court of Cassation's case law and the

mus olup buna goére KVKK'nin 7'inci madde-
sinde deginilen ve usul ve esaslar ydonetme-
likle belirlenecek olan silme, yok etme veya
anonim hale getirme kurallarina uyulmama-
sI halinde de TCK madde 138'in uygulana-
cagl hukam altina alinmistir.

Verileri yok etmeme sugu, yukarida sayilan
diger iki suctan farkli olarak magdurun riza-
sini hukuka uygunluk sebebi olarak gérme-
mektedir2.

Kisisel verileri yok etmeme sucu, taksirle isle-
nebilen bir su¢ degildir. Bu sebeple manevi
unsuru kasttir.

IV.SONUC

5237 sayili Turk Ceza Kanunu’'nun kapsamina
kisisel verileri koruyan maddelerin eklenmesi,
kisisel verilerin korunmasi adina 6nemli bir
adimdir. Bu kanunlarnn uygulanabilmesi icin
kisisel veri kavraminin iyi bir sekilde anlasil-
masli gerekmektedir. Her ne kadar TCK kisisel
verinin tanimina yer vermemis ise de KVKK'da
yapilmig olan tanimdan hareket ederek nele-
rin kisisel veri kavramina dahil olacagi anlasil-
maktadir. Gerek Yargitay ictihatlarinda yapilan
tanimdan gerekse KVKK'daki tanimdan hare-
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definition in the KVKK; illegal seizure of data
that can be considered personal data, giv-
ing it to someone else, spreading, recording,
or not deleting it despite the need for it to be
deleted isregulated as a crime in the TPC. In
order for these five acts to be committed as
a crime, they must be carried out unlawfully.
Here, the regulations that should be taken
into account when determining illegality
are, again, the regulations in the KVKK.
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