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ABSTRACT

With the Y generation and a new category of custom-
ers came new consumption habits enabled by new
technologies. At first, technological improvements
were used to ease daily life. However, over time they
started to change the way we live. Some existing busi-
ness models ceased to exist and new business mod-
els emerged, making establishing a business more
practical. One of the sectors that has particularly ben-
efitted from new technologies is the financial sector. In
particular, the conventional banking system has been
failing to ensure access to financial products and ser-
vices by who are underbanked or unbanked groups,
which in turn led to the demand for financial technol-
ogy (“Fintech”) services. The purpose of this paper
is to determine the most appropriate regulatory ap-
proach for fintech services (payment services, crypto-
currencies, and smart contracts) where their activities
are not fully regulated or not regulated at all. There-
fore, this paper will analyse the risks that accompany
these financial products. Following an assessment
of the risks imposed by fintech products on the legal
and economic system, the final section of the paper
provides an analysis of the regulatory approach for
the most invested two countries, China and the Unit-
ed Kingdom (“UK"). To conclude, the focus will be on
payment services, cryptocurrencies, and smart con-
tracts among fintech products, the disadvantages of
which will be discussed and the way the China and
the UK legally frame them will be explained.
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OZET

Y jenerasyonu ve yeni tuketici sinifi ile birlikte yeni tuke-
tim aliskanliklar ortaya ¢ikti ve bu tuketim aliskanliklar
yeni teknolojinin sunduklar ile uyum icerisindeydiler.
Ilk baslarda teknolojik gelismeler gunluk hayati kolay-
lastirmak igin kullanilirken, zamanicerisinde, yasama bi-
¢imimizi degistirmeye basladi. Bu nedenle, baz ticaret
methodlar varliklarina devam edemezken, yeni ticaret
metodlarn meydana gelmeye basladi ve ticari olusum-
lara girismek daha elverisli hale geldi. Yeni teknolojik
gelisimlerin beklentiyi karsiladigi sektorlerden birisi ise
finans sektoru olmustur. Diger bir degisiyle, konvansi-
yonel bankacilik sistemi, bankacilik hizmetlerine erisi-
mi olmayan veya erisimden yararlanamayan kitlelere
finansal urunlere ve hizmetlere erisim saglayamamaya
basladr; bunun karsilig olarak, finansal teknolaji (fintek)
arunlerine olan talep artmaya basladi. Bu yazisinin asil
amac, fintek hizmetlerine iliskin yasal duzenlemelerin
eksik veya hic olmadigi bolgelerde en uygun duzen-
leyici yaklasim ile gelmektir. Bu nedenle, bu yazida bu
finansal Urunlerin beraberinde getirdigi riskler analiz
edilecektir. Fintek uarunlerinin ekoomik ve yasal sis-
tem Uzerindeki riskleri degerlendirildikten sonra, son
kisimda, fintek urtnlerinin en ¢ok yatinm aldig iki tlke
olan Birlesik Krallik ve Cindeki yasal yaklasimlar Uzerin-
de durulacaktir. Ozetle, bu yazida, fintek tGrinlerinden
Odeme sistemleri, kripto para birimi ve akilli sbzlesmeler
Uzerinde durulacak, bu Urunlerin dezavantaijlar tartisi-
lacak ve en ¢ok yatinm alan iki ulkedeki yasal cerceve
aciklanacakir.
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While fintech products boost innovation and present unique opportunities, they do not
evolve in a vacuum and as such they will pose new risks and challenges on daily life and

the financial sector.

Fintek iirtinleri innovasyonu hizlandirirken ve essiz firsatlar sunarken, bu iiriinlerin olusumu
bir kiirenin icinde gerceklesmemesi sebebiyle giindelik hayat ve piyasalar {izerinde yeni
zorluklar ve riskler yaratacaktir.
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I.INTRODUCTION

Terms such as financial technology (“fin-
tech”), big-tech and digital finance have
made their way into daily language. While
these terms refer to an essential aspect of
our lives today, the question that needs to
be answered is how and when this aware-
ness came to be. In business, the utilization
of innovations such as cloud computing,
machine learning, predictive analytics, busi-
ness intelligence tools, and Atrtificial Intelli-
gence (Al) are now creating new methods
for conducting and managing business.
Without a common definition of fintech,
this paper uses the definition: “computer
programs and other technology used to
support or enable banking and financial ser-
vices”"." Big Tech refers to “the major tech-
nology companies such as Apple, Google,
Amazon, and Facebook, which have an inor-
dinate influence”.?

While fintech products boost innovation
and present unique opportunities, they do
not evolve in a vacuum and as such they
will pose new risks and challenges on dai-
ly life and the financial sector. The Global
Financial Crisis (“the Crisis”) of 2008, for
example, brought developments in the fi-
nancial sector under the spotlight. From
a legal point of view, fintech services are
still not sufficiently regulated and in some

I. GiRiS

Gunluk yasamda, bireyler finansal teknolo-
ji (“Fintek”), buyuk dijital sirketler (“buyuk
tek”) ve dijital finans gibi terimlerin farkina
varmaya basladilar. Bu terimler hayatimizda
o6nemli bir rol almaya baslarken, bu farkinda-
ligin nasil ve ne zaman bu noktaya geldigi
sorusunun cevaplanmasi gerekmektedir.
is hayatinda, bulut bilisim, yapay zeka ile
ogrenme, tahmin edilebilir analitik ve ticari
istihbarat araclar gibi yeniliklerin kullanimi,
ticareti yonetmek ve yuratmek igin yeni yon-
temler yaratmaktadir. Fintek icin yaygin ve
genel bir tanim olmasa da; fintek, “banka ve
finansal servislerin gelisimi ve erisilebilirligi-
ni saglayan bilgisayar programlari ve diger
teknolojiler” olarak tanimlanabilir.” Buyuk
dijital sirketler ise “Apple, Google, Amazon
ve Facebook gibi piyasa ve gundelik hayat
Uzerinde olaganustu etkiye sahip buyuk tek-
noloji sirketleri” anlamina gelir.?

Fintek artnleri innovasyonu hizlandirnrken ve
essiz firsatlar sunarken, bu trtinlerin olusumu
bir kurenin icinde gerceklesmemesi sebe-
biyle gundelik hayat ve piyasalar Uzerinde
yeni zorluklar ve riskler yaratacaktir. hal boyle
olunca da yeni riskler ve degisiklikler olacak-
tir. Ozellikle de 2008'deki Kuresel Finansal
Kriz (“Kriz") sonrasinda, finansal sektordeki
gelisimler g6z 6nundedir. Hukuki yonden,
fintek servisleri hala bir cok tlkede yeterli hat-

224 GSI ARTICLETTER

FINANSAL TEKNOLOJILERIN YASAL OLARAK DUZENLENMESI

countries are not regulated at all, result-
ing in inadequate protection of financial
stability. These days, regulators are chal-
lenged with the need to address a wide
range of regulatory objectives and policy
priorities in order to enable a healthy en-
vironment for the development of fintech
ecosystem.

I1. EVOLUTION OF
FINTECH

It has been argued the origin of the Crisis
was a false sense of security and depen-
dency on financial services.* The light
regulatory framework at the time, mostly
based on a commitment to free markets
and self-regulation, was not capable of
preventing widespread turmoil in late
2008. The crisis in the financial sector was
brought on by a boom in sub-prime mort-
gages and securitized products, leading
to a global financial crisis. Millions of peo-
ple lost their jobs and several banks and
financial institutions either declared bank-
ruptcy or governments took over control.

The concept of today's fintech largely
emerged following the Crisis. The rapid de-
velopment in technology enabled the emer-
gence of new players in the industry, the

s TECITEIT2:.
SEE L T
T

ta tamamen yasal duzenlemelere tabi tutul-
mamislardir; bu durum finansal stabilizasyon
Uzerinde yeterli koruma olmadigi anlamina
gelir. Bu gunlerde, Kanun yapicilar, Fintek
ekosisteminin saglikli bir ortamda gelismesi-
ni saglanmasi icin bir cok yasal duzenleme
amaglarni ve politikanin énceliklerini karsila-
ma konusunda zorluk yasamaktadirlar.

Il. FINTEK'iN GELiSIiMi

Dijital finansal Urtnlerine olan aldatici gu-
venlik duygusunun ve bu uranlere olan ba-
gimlligin Kriz'in kokenini olusturdugu tartisil-
maktadir.® Bununla birlikte, serbest piyasa ve
6z denetim anlayisina sahip yumusak yasal
duzenlemeler de 2008'in sonlarina dogru
yayilan kaosu 6nleme acisindan yeterli ola-
madi. Finansal sektérin patlama noktasi ve
daha sonralar kuresel bir ekonomik krizin
olusumu; dusuk gelir grubuna yuksek faizle
verilen mortgage kredisi ve menkul kiymet-
lendirilmis Urunleri altinda olusan balonun
sismesiyle basladi. Tum bunlarin sonunda,
milyonlarca insan isini kaybetti, birka¢ banka
ve finans kurumu ya iflas ilan etti ya da huku-
metler bunlara ait kontrolu ellerine gegirdi.

Modern anlamda fintek kavraminin olu-
sumu Kriz'den sonra koklu finans ku-
ruluglarina duyulan guvenin eksilmesi
ve teknolojideki hizli gelisim sayesinde
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growth of which accelerated due to a lack of
trust in incumbent players. For instance, giv-
en their massive data pool, big techs have
an interest in providing financial products.
Using this data and the analysis network
structure in their platform they were able to
conduct financial services. A recent report
claims the confidence and trust in banks
has been replaced by technology firms in
the US: reliance on Amazon, for example, is
almost double that of City Bank at 71% and
37% respectively. Global investment in fin-
tech companies reached $111.8 billion in
2018.4

I1l. TYPES OF FINTECH
SERVICES

Fintech companies provide a wide range of
services, including payment services and
cryptocurrencies, which are examined be-
low.

A. Mobile Payment Services

The phrase “mobile financial services” is
used to cover a wide range of financial
services from money services (includ-
ing transfers and payments) to bank-
ing-type services (including deposit and
borrowing).®* Mobile payment services
are delivered by two groups of provid-
ers: incumbent services (banks and card
companies) and new entrants ( telecoms
operators, big-tech firms and technology
innovators).

A recent report published in the UK il-
lustrates that, in 2018, cash payments
decreased from six out of ten to three
out of ten payments, and are estimated
to reach their lowest point in 15 years.®
In addition, debit card transactions of-
ficially surpassed the number of cash
payments for the first time in 2017 and
3.4 million people claimed that they
were not using cash in their transac-
tions.

Of the fintech services, the big-tech com-
panies have been the most active in pay-
ment services; indeed, big-tech compa-
nies, such as Alipay and PayPal, provide
guaranteed settlement on delivery and
buyers’ refunds are also settled through
e-commerce platforms. While in some
countries with less developed banking
systems, telecom companies, for exam-

sektorde yeni oyuncularin ortaya c¢ik-
masiyla olustu. Ornegin, buyuk tek fir-
malari, devasa veri havuzlari sayesinde,
finansal trunlere iliskin hizmet sunmaya
ilgili oldular. Yakin tarihli bir raporda,
Amerika’da, bankalara duyulan guvenin
yerini teknoloji firmalarinin belirtilmek-
te; 6rnegin, Amazon'a duyulan guven
seviyesi %71 ile City Bank’a duyulan
37% guven seviyesini neredeyse ikiye
katlamis durumdadir. Son rakamlar, fin-
tek sirketlerine yapilan kuresel yatirrmin
neden 2018'te 111.8 milyar dolara ulas-
tigini goéstermektedir.*

Il. FINTEK HIZMET
CESITLERI

Yukanda belirtildigi uzere, fintek firmalan genis
kapsamda urunler gelistirmektedirler; bu neden-
le, bolumde, 6deme sistemleri, kripto para Urdn-
leri ve akill kontratlar Gizerinde durulacaktir.

A. Odeme Sistemleri

Mobil 6deme sistemleri, 6deme hizmetlerin-
den (para transferleri ve 6deme islemlerini
iceren), banka tipi servislere (para yatirma ve
¢cekme islemlerini icerem) kadar uzanan ge-
nis yelpazeli hizmetlerdir.® Bu hizmetler sag-
layicilanni iki grup tarafindan sunulmaktadir:
yerlesik kuruluslar (banklar ve kredi karti sir-
ketleri) ve yeni katiimcilar (Telekom sirketleri,
bayuk-tek sirketleri ve teknoloji girisimcileri).

Birlesik Krallikta 2018 yilinda yayinlanan ra-
por; her on 6demeden altisi nakit yapilirken,
artik, her on 6demeden ucgu nakit yapildigini
gosterirmis ve bu oranin en dusuk seviyelere
kadar inmesi bekleniyor.? Bunun haricinde,
banka karti Uzerinden yapilan iglemler, resmi
olarak ilk defa 2017'de, nakit yapilan 6deme-
lerin sayisini gecti ve 3.4 milyon insan aligve-
rislerinde nakit kullanmadiklarini belirtti.

Big-tech sirketleri fintek hizmetleri arasinda
en fazla 6deme sistemleri alaninda faaliyet
gosterdiler; gercekten de, 6zellikle PayPal ve
Alipay gibi buyuk-tek sirketleri teslimat ile bir-
likte 6demeleri garanti eden ve alicilann iade
taleplerini de e-ticaret sitelerinden gercekles-
tiren hizmetler sunmaya basladilar. Bankaci-
lik sistemleri daha az gelismis ulkelere bakil-
diginda ise telekomunikasyon sirketlerinin
o6deme sistemleri gelistirdigi goralmektedir;
ornegin, M-Pesa adli bir telekomunikasyon
sirketi Afrika bolgesinde bu hizmeti vermek-
tedir. Not edilmeye deger bir husus ise bu
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ple M-Pesa in Africa, provide payment
services. It is worth noting that compa-
nies like PayPal depend on third-party
infrastructure to process and settle pay-
ments while companies like M-Pesa can
process and settle payments in their sys-
tem. However, regardless of the compat-
ibility of companies’ infrastructure with
processing and settling payments, they
still need a bank for the inflow and out-
flow of cash.

B. Block-chain Based
Technologies

1. Cryptocurrency

It would not be wrong to categorize block-
chain-based technologies, particularly cryp-
tocurrencies, as the most exciting innova-
tion. Blockchain technology can be simply
defined as a distributed and decentralized
public ledger.” Cryptocurrencies (also re-
ferred to as “exchange tokens”) are a sub-
class of crypto assets. Crypto assets can be
divided into three types: exchange tokens
(cryptocurrencies), security tokens, and util-
ity tokens. In general, security and utility to-
kens are means of raising capital, which, in
exchange, give the right to access the prod-
uct or service offered by the company or a
value from an external asset.

Cryptocurrencies can be explained as a
transaction that is transparently recorded
synchronically across an automated peer to
peer computer network.2 Every transaction
is authenticated through a distributed pro-
cess that locks the time, account number,
and amount of the transaction. Traditional-
ly, a central authority is responsible for the
safety and security of the transaction, which
means ensuring that no double spending
occurs. Cryptocurrency transaction valida-
tion, however, can be carried out by any
individual without the involvement of a cen-
tral authority: these individuals who want to
participate to the process are referred to as
“miners”.

In general, every user has a public key
and a private key: the public key can
be accessed by any user in the system
which procures transparency; the pri-
vate key, on the other hand, is a private
code that is only known by the holder.
Basically, in a transaction, both payee
and payor have a public and private
key. The payee embeds the transac-

hizmetleri veren PayPal gibi sirketleri 6deme
hizmetlerini gerceklestirirken ve sonuclan-
dinrken Uguncu taraflann altyapi sistemine
ihtiyac duyarken; diger taraftan, telekomuni-
kasyon sirketleri kendi alt yapilarinda 6deme
faaliyetini baslatacak ve sonuclandiracak
islemleri gerceklestirebilmektedirler. Sirketle-
rin 6deme hizmetlerini baslatabilmesi ve so-
nuglandirabilmesinden bagimsiz olarak; para
giris ve cikisini saglamak icin, her halukarda,
bankalara ihtiya¢ duyulmaktadir.

B. Blok Zinciri Temelli
Teknolojiler

1. Kripto Para Birimi

Blok zinciri temelli teknolojileri, 6zellikle, krip-
to para birimini, en ¢ok ilgi géren girisim ola-
rak degerlendirmek yanlis olmaz. Blok zinciri
teknolojisi, basitce, merkeziyetiz ve dagrtilmis
defter teknolojisi olarak tanimlanabilir.” Krip-
to para birimi, kripto varliklardan bir tanesidir;
kripto varliklar; kripto para birimi, menkul kiy-
met tokenleri ve hizmet tokenlerinden olusmak
Uzere U¢ gruba ayrilmigtir. Genel olarak, menkul
kiymet tokenleri ve hizmet tokenleri sermaye
artinminda kullanilan araclardir; ve yatinmciya
karsiiginda ise, Grtine erisim, kar paylasimi, to-
kenlarla islem yapma gibi haklar vermektedir.
Bu bélumde, bu yazinin amaci uyarinca, sade-
ce kripto para birimleri aciklanacaktir.

Kripto para birimleri; seffaf bir sekilde islem-
leri esten ese senkronize sekilde kayit yapan
bilgisayar agi olarak aciklanabilir.? Her isle-
min 6zgunlugu; islemin miktarini, zamanini
ve hesap numarasini kayit altina alan mer-
keziyetsiz bir sure¢ sonunda, onaylanmis-
tir. Klasik anlamda, bir islemin guvenligi ve
guavenilirliginden merkezi otoriteler sorum-
ludur: bu merkezi otoriteler islem yapilan
nakdi degerin, baska bir islemde kullanilma-
masini saglarlar. Oysaki kripto para birimleri
ile yapilan islemlerin 6zgunlugu merkezi
otoritelerin dahil olmadigi, madenciler ola-
rak tanimlanan, surece katilmak isteyen bi-
reyler tarafindan saglanir.

Genel anlamda, her kullanici bir 6zel anahta-
ra bir de acik anahtara sahiptir: acik anahtar,
sistemdeki her kullanicinin erigsimi olan ve
seffafligl saglayan anahtar iken; 6zel anah-
tar, sadece anahtarin sahibi tarafindan bili-
nebilecek gizli bir kodu taslyan anahtar ttra-
dur. Basitce, bir islemde, hem alacakli olan
taraf hem de 6deyecek olan taraf hem 6zel
hem de acik anahtara sahiptir. Alacakli islem
detaylarini 6deyecek tarafin acik anahtarinin
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tions details into the payor’s public key
and the document is then sent to the
payor who can access it with his or her
own private key. When the transaction
is complete, it then awaits confirmation
by the miners.

The legal status of cryptocurrencies has
been a controversial issue among schol-
ars. They can be classifies in several ways,
for example currency, commodity, com-
modity money, or security. In Germany,
they are recognized as “unit of account”
and, therefore, referred to as private mon-
ey while in Canada, they are treated as a
“commodity” for tax purposes. In the UK,
cryptocurrencies were initially classified
as “tradable vouchers”, on which author-
ities were able to impose Value Added
Tax (VAT). However, the Court of Justice
of the European Union ruled that they are
exempted from VAT ® and cryptocurrencies
were reclassified as “private currency.”

2. Smart Contracts

While attention has focused on cryptocur-
rencies, another blockchain-based inno-
vation is smart contracts, which will have
a significant impact on contract law. Smart
Contracts are actual contracts transformed
into code. The execution of a smart contract
does not require human intervention: the
computer system itself executes the terms
and conditions of the contract. An exam-
ple of a platform successfully implement-
ing smart contracts is Ethereum, an open-
source, public platform.

Briefly how these work is the parties draft a
contract based on what they agree on, sign
it “cryptographically” and upload it to the
blockchain. The execution of the contract
is now under the control of the system itself.
In other words, when the conditions of the
code of the contract are fulfilled, the rele-
vant action related to that condition will be
triggered.

A good example of a smart contract and
cryptocurrency is an agreement between
two parties for the rent of an apartment
where the details of the contract are ex-
ecuted virtually. Payment can be carried
out in a virtual currency and receipt of it
transmitted to the blockchain, in return,
the other party shares a digital key for the
house at a specified date. The smart con-
tract does not release the key until the

icerisine gizler ve 6deyecek tarafa gonderir:
o6deyecek taraf gizli anahtar ile islem Uzerin-
deki sifreyi ¢cozmek igin kullanir. islem ala-
cakli ile 6demeyi yapan taraf arasinda islem
tamamlandiktan sonra islemin sonuclandi-
rilmasi icin madencilerin onayi beklenir.

Uzmanlar arasinda tartisma konusu olan
kripto para birimlerinin hukuki statistnun
tartisilmasinin buyuk énemi vardir. Kripto
para birimlerinin siniflandirilabilecedi bir-
kac grup bulunmaktadir; konvansiyonel
para birimi, tahvil, emtia parasi. Ornegin Al-
manya’da hessap birimi yani 6zel bir cesit
para birimi olarak siniflandirilmigken, Kana-
da’'da vergilendirme amaciyla esya olarak
nitelendirilmiglerdir. Baslangicta, Birlesik
Krallik kripto para birimlerinden vergi ala-
bilmek icin takas edilebilir belge” olarak
siniflandinlmistir. Ancak, Avrupa Birligi Ada-
let Divan’in bunlarin vergi harici tutulmasi
yonundeki kararindan sonra, 6zel para biri
olarak siniflandirilmiglardir.®

2. Akilli kontratlar

Butun dikkatler kripto para birimlerinin Gzerin-
deyken, blok zincir teknoloji temeline daya-
nan, ¢zellikle sdzlesmeler hukukunda 6nemli
etkiyaratacagi dusunulen, diger birinovasyon
ise akilli kontratlardir. Akilll kontratlar klasik
kontratlann kodlar Uzerinden yazilmis seklidir.
Akill kontratlarn ifa edilmesi i¢in insan mudaha-
lesine gerek bulunmamakta; bilgisayar sistemi
otomatik olarak stzlesme sart ve kosullarina is-
tinaden ifayr gergeklestirecektir. Akilli kontratlar
basarili bir sekilde uygulayan 6rnek olarak verile-
bilecek bir agik kaynakl platform Ethereum’dur.

Ozetle, akilli sozlesmenin taraflar anlastiklari
kosullar tzerinden bir sozlesme hazirlarlar ve
daha sonra bu sozlesmeyi kriptografik olarak im-
zalayip, blok zincire eklerler. Sézlesme hazirlan-
diktan sonra, sdzlesmenin ifasina yonelik kontrol
bilgisayar sistemindedir. Diger bir degisle, koda
yazili sézlesmedeki sartlar yerine getirildigi tak-
dirde, sartlann yerine getirilmesine baglanan
sonug devreye sokulacakir.

Uygulamada hem kripto para birimini hem de akilli
kontratlar iceren bir sézlesme tartine 6rmek olarak;
bir apartman dairesinin kiralanmasi konusunda
anlasan iki tarafin aralannda kontrati sanal olarak
tamamlamasi verilebilir. Burada taraflardan birinin
edimi apartman kirasinin 6denmesi iken diger tara-
fin edimi kiralananin teslimidir. ilki, 6demeyi kripto
para birimi tzerinden yapilabilir ve islemin dogrulu-
Qunu ispatlayan belgeyi blok zincire aktarir, ikincisi
ise, erisimi saglayacak digital anahtan veya kodu
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payment is completed, and if the key is not
shared that day, the smart contract will not
release the payment.

IV. FINTECH
DISADVANTAGES

A. Legal Risks

One of the main concerns that has aris-
en with the rapid growth of digital fi-
nancial services is their position in the
legal framework. As explained above,
the Crisis exposed the fact that devel-
opment in unmonitored or unregulated
environments can have destructive con-
sequences.

With regard to mobile payment ser-
vices, regulatory uncertainty, in gen-
eral, may affect consumer protection,
financial stability, and financial in-

belirli bir tarihte paylagir. Boylelikle, 65deme gercek-
lesene ve kontratta yazili tarih gelene kadar,
akilli kontrat, dijital anahtari paylagmayacaktir.

IV. FINTEK'iN
DEZAVANTAJLARI

A. Yasal Riskler

Dijital finansal hizmetlerin hizli bir sekilde
buyumesiyle ortaya ¢ikan baslica kaygilar-
dan biri, onlarin yasal cerceve icerisindeki
konumlaridir. Yukarida aciklandigi gibi, Kriz,
finans sektérunun denetime tabi tutulmadi-
@1 veya yasal duzenlemesinin yapilmadigi
ortamlarda gelistigi takdirde yikici sonuclar
dogurabilecegi gercegini ortaya cikardi.

Mobil 6deme sistemleri yonunden, yasal be-
lirsizlik, genel olarak, tuketicinin korunmasini,
finansal istikrar ve finansal butunlugu etki-
leyebilir. Yerlesik kurumlarn ve yeni girisim-

While attention has focused on cryptocurrencies, another block-
chain-based innovation is smart contracts, which will have a sig-
nificant impact on contract law.

Biitiin dikkatler kripto parabirimlerininiizerindeyken, blok zincir
teknoloji temeline dayanan, ozellikle sozlesmeler hukukunda
onemli etki yaratacag diisiiniilen, diger bir inovasyon ise akilh

kontratlardir.

tegrity. There is a potential risk that
incumbent services and new entrants
will want to turn regulatory uncertain-
ty into an opportunity to realize big
profits in the short term, which can
affect financial stability. Even if na-
tional authorities come up with a tai-
lored regulatory framework for their
country, the regulatory arbitrage risk
is at stake, that is, taking advantage
of the lack of standardization in reg-
ulations worldwide. In other words,
digital finance companies can be in-
corporated in a region with minimum
requirements for these services. They
could then provide services in highly

cilerin bu belirsizlik ortamini firsata gevirmek
istemeleriyle, kisa vadede yuksek kar oranla-
rina ulagsma amacinda olmalarn finansal istik-
rar Uzerinde potansiyel bir risk yaratmaktadir.
Yerel otoriteler, Ulkeleri icin uygun bir yasal
sistem olustursalar bile, yasal arbitraj riski s6z
konusudur. Yasal arbitraj, bir finansal hizmetin
dunya ¢apinda belirli bir standartta duzenlen-
memesinden yararlanmak olarak tanimlanabi-
lir. Baska bir deyisle, dijital finans sirketleri, siki
duzenlemelere tabi olmamak adina, sunacak-
lan hizmete iliskin hukuki duzenlemelerin mi-
nimum seviyede oldugu bolgelerde kurulabi-
lir ve boylece yeterli 6nlemlere sahip olmadan
hizmete baslayabilirler. Daha sonra, hizmetleri-
ni hukuki duzenlemelerin en yuksek seviyede
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regulated regions without being sub-
jected to those regulations. This can
mean a greater potential for threats to
financial stability. The solution lies in
global harmonization and unification
of fintech regulations through inter-
national agreements.

With regard to smart contracts, one is-
sue is the uncertainty of law applicable
to a contract which does not contain an
explicit applicable legal clause. Block-
chain technology makes it possible for a
contract to be concluded under a large
number of jurisdictions. In this situation,
were a dispute regarding interpretation
of a smart contract to arise, there would
also arise the question as to which law
would apply to determine the legality
of the contract. To solve this issue, we
can consult classic contract law: the first
consideration is party autonomy and
whether there is an explicit choice of
law; if not, then the closest connection
and characteristic performance can be
taken into account; and protection of the
weaker party can be prioritised.

Another consideration is that smart con-
tracts are drafted in the form of code. Cur-
rently, as most lawyers do not know how to
code, these contracts will be prepared by
computer programmers. In this sense there
two legal issues: first, to what extent is it wise
to allow non-legal professionals to draft a
contract; second, where there is a conflict
with the algorithms, would programmers
be responsible? On the issue of cost, while
some point out that smart contracts will re-
duce legal fees, in reality, this cost will be
shifted to the drafting process.

B. Data Security

Technology-driven innovation in the bank-
ing sector and the emergence of new fin-
tech companies has enabled more data to
be digitalised. With the help of digitalisation,
it is possible to track and collect every bit of
data, and the accumulated data (often re-
ferred to as “big data”) is used to anticipate
customer behaviour. Data has become the
most important commodity with its value ex-
ceeding the value of money.

oldugu boélgelerde sunarak, bu hizmeti veren
sirketin kuruldugu bolgede gerekli 6nlemlerin
alinmasina gerek olamamasi sebebiyle finan-
sal istikrar riske atmis olurlar. Bu tehlikenin
¢o6zumu fintek yasal duzenlemelerinin, ulusla-
rarasi sozlesmeler araciligiyla bilestirilmesi ve
uyum icerisinde olmasindan ge¢gmektedir.

Akilll sozlesmeler ile ilgili yasal sorun, soz-
lesmede hukuk kaydi bulunmadigi hallerde
sozlesmeye hangi yasalarin uygulanacagi-
nin belirsiz olmasidir. Blockchain teknolojisi,
bir sbzlesmenin ¢ok sayida yasal cerceveye
tabi olacak sekilde kurulmasini mumkun
kilmaktadir. Bu nedenle, akilli s6zlesmenin
yorumlanmasi konusunda bir uyusmazlik ¢ik-
masi durumunda, sorun, sézlesmenin yasaya
uygunlugunu belirlerken hangi yasanin uy-
gulanacagidir. Bu sorunu ¢dzmek igin, klasik
sozlesme hukuku yaklasimi kullanilabilir: ilk
dusunce agik bir hukuk secimi olup olmadi-
g1, parti bagimsizigidir; eger boyle bir secim
yok ise, s6zlesmenin konusuna ve yapisina
en baglantili ve yakin rejim dikkate alinabilir;
zayf partinin korunmasina éncelik verilebilir.

Ayrica, akilli sozlesmelerin kodlar seklinde
hazirlanmasi bagka bir problem ortaya ¢ikar-
tabilir. Su anda, avukatlarin cogu kodlamayi
bilmemesi sebebiyle, sézlesmeler bilgisayar
programcilar tarafindan kodlanacaktir. Bu
durum iki yasal sorun yaratmaktadir: ilk ola-
rak, hukuk mezunu olmayanlarin s6zlesme
taslagini hazirlamasinin ne kadar akillica
olacagi ve algoritmalarda bir karigiklik oldu-
gunda programcilarin sorumlu olup olmaya-
cagidir. Ayrica, akilli s6zlesmelerin avukatlik
masraflarinda azalmaya yol acacagi vur-
gulanmaktadir. Ancak gercekte avukatlara
odenen Ucret yerini bilgisayar programcila-
rina 6denen Ucrete birakacaktir.

B. Veri Giivenligi

Bankacilik sektorinde teknoloji odakli yeni-
lik ve yeni Fintek sirketlerinin ortaya ¢ikmasi
daha fazla verinin dijitallesmesini saglad.
Dijitallesmenin yardimi ile birlikte, her bir veri
parcasini gozlemlemek ve toplamak mum-
kan hale geldi ve birikmis veriler (genellikle
“buyuk veri” olarak adlandirilir) masteri dav-
ranislarini tahmin etmekte kullanilmaktadir.
Datanin degeri paranin degerini asarak, veri
en onemli esya haline gelmistir.
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What is more, bigtech companies have
become “data-opolies” or “digital mo-
nopolies”.’”® Digital monopolies have
been accused of being “too big, an-
ti-competitive, addictive and destruc-
tive to democracy”. An automated data
process could lead to discrimination as
algorithms can be used to find patterns
in large datasets and a biased algorithm
could create be used unfairly, for exam-
ple, if big data were to identify individu-
als with low credit ratings and block them
from seeing loan advertisements. The
tech giant Facebook, for example, which
also owns Instagram and WhatsApp,
compels users to give consent to the un-
restricted collection of personal data by
third parties or its subsidiaries. This ac-
cumulated data is either sold on or used
to target advertisements. There is also
potential for more serious misuse of per-
sonal data as shown by the Cambridge
Analytica scandal.”” It was alleged that
Facebook sold its users’ personal data
to Cambridge Analytica which then used
the data to influence voters in national
elections.”? The company had access
to 50 million Facebook users and their
data was used without their consent to
target users for political advertising in an
attempt to confuse or even influence po-
litical opinions.

Ayrica buyuk-tek firmalari, dijital veri tekeli
haline gelmistir.’® Dijital tekeller kavrami, “
cok buyuk, rekabet¢i olmayan, aliskanlik
yaratici ve demokrasi yikici” olarak aciklana-
bilmektedir. Algoritmalar, buyuk veri kime-
lerinden bir modelleme yaratmak amaciyla
kullanildigindan ve 6nyargili bir algoritma
haksiz sonuglar yaratacagindan, otomatik
veri streci ayrimciliga yol agabilir. Ornegin,
buyuk veri; duasuk kredili bireylerin tespit
edilmesinde ve bu gruplarn kredi reklamla-
rini gérmesini engellemek icin kullanilabilir.
Facebook uzerinden veri toplanmasi diger
bir ilgili ornek olarak verilebilir. instagram ve
Whatapp'in da sahibi olan bu teknoloji devi,
kullanicilarini kendi bagli sirketlerine veya
diger tguncu taraflara verilerinin toplanma-
sl konusunda izin vermeye zorlamaktadir.
Bu toplu veriler ya bagkalarina satilir ya da
reklam icin kullanilir. Bunu takiben kisisel
verilerin koétuye kullanimi hakkinda daha
ciddi iddialar vardir, Cambridge Analytica
Skandall.” Facebook’un kullanicilarinin ki-
sisel verilerini Cambridge Analytica isimli bu
sirkete sattigi ve bu veriler bircok ulkedeki
se¢cmenleri etkilemek icin kullanildigi iddia
edildi.’ Ayrnintili olarak, sirketin 50 milyon
Facebook kullanicisina erisimi vardi ve bu
veriler kullanicilara karsi, onlari sasirtmak ve
siyasi goruslerini degistirmek amaciyla siya-
si reklamlar araciligiyla ile kullanild.
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C. Anti-Money Laundering

Even the positive impacts of financial tech-
nologies on the finance sector are accom-
panied with new risks, in particular, money
laundering (AML) and Counter Terrorist Fi-
nancing (CTF) activities. The main reason
for this is that monitoring fintech activities
has been unable to keep up with the rap-
idly increase in the number of people who
can access financial products, making it
harder to track every single transaction.
Transactions can be conducted through
anonymous channels, a vulnerability that
arises mainly from blockchain-based cryp-
tocurrencies. Tracking money flows is a big
challenge and even if authorities are able to
identify suspicious accounts, the potential
for new accounts to be opened remains.

D. Third-Party Reliance

The financial products of neither in-
cumbent services nor new entrants pro-
vide an end-to-end service: the service
of a single product is carried out with
the involvement of multiple parties.
The activity of key operations such as
data provision, cloud storage and ana-
lytics, and physical connectivity are de-
pendent on third-party providers. The
process of banks’ collaboration with
new entrants or with outsourced third
party services tends to expose custom-
ers’ data. A major concern in this sce-
nario is that the increasing number of
incumbent services and new entrants
are currently benefiting from a small
number of service providers, which im-
poses an operational risk. In the event
of a failure of these services, the finan-
cial industry would be paralyzed. An
example of this is when Amazon Cloud
services crashed.™ Several companies
and institutions such as Apple use the
Amazon Cloud service and a techni-
cal disruption on 28th February 2017,
which lasted more than three hours, af-
fected not only Amazon but also these
other users.

With regard to fintech payment provid-
ers, utilities such as Apple Pay or Goo-
gle Pay have introduced new potential
fraud risks. These payment providers
provide “front to end” business oper-
ations.™ This means that fintech pay-
ment platforms only deal directly with
the customers, while the rest of the pro-

C. Kara Para Aklama

Finansal teknolojilerin finans sektoru tze-
rindeki olumlu etkileri beraberinde yeni
riskler dogurmustur. Ozellikle, Kara Para
Aklama (KPA) ve Anti Terorist Finanslama
(ATF) faaliyetleri riski bu trtnler araciligiy-
la artmistir. Inovasyonlarin hizlanmasi ve
buna bagli olarak finansal trunlere ula-
sabilecek insan sayisinin artmasiyla, Fin-
tek faaliyetlerinin izlenmesi daha zor hale
gelmistir. islemler anonim kanallar araci-
lgiyla yapilabilir. Bu guvenlik acigi esas
olarak blockhain tabanli kripto paralardan
kaynaklanmaktadir. Yukarida belirtildigi
gibi, supheli hesaplar yetkililer tarafindan
belirlenebilir olsa bile para akisini izlemek
zordur, yeni acilan hesaplar surekli bir risk
yaratir.

D. Ugiincii Kisilere Olan
Bagimulk

Hem yerlesik kuruslarin hem de yeni katilim-
cilarin finansal Urtnleri ugtan uca bir hizmeti
kapsamaz: hizmetin sunulmasi, birden ¢ok
tarafin katiimiyla gerceklesir. Veri saglama,
bulut depolama ve analiz ve fiziksel bag-
lanti gibi 6nemli islemlerin etkinligi tguncu
taraf saglayicilara baglidir. Bankalarin yeni
katilimcilarla ile isbirligi sureci veya ug¢uncu
taraflardan saglanan dis hizmetler, mus-
terilerin verilerini ifsa edilmesine kolaylik
saglamaktadir. Bu durumda, diger bir kaygi
ise, sayilari her gecen gun artan yerleik kuru-
luslarin ve yeni katiimcilarin, sinirli sayidaki
servis saglayicilarindan hizmet almasi ope-
rasyonel risk teskil etmektedir. Bu servis sag-
layicilarin hizmetlerde meydana gelecek bir
aksaklik durumunda, finans sektoru felg ola-
caktir. Bu duruma 6rnek olarak, Amazon'un
bulut servisinin ¢okmesi verilebilir. Amazon
bulut hizmetini kullanan Apple gibi birkac sir-
ket ve kurulus bulunmakta ve Amazonun alt
yapisinda gerceklesen Ug¢ saatten fazla suren
teknik sorun, sadece Amazon'u degil, ayni
zamanda bu diger sirketleri de etkilemistir.™

Apple Pay veya Google Pay gibi Fintek
6deme saglayicilari, yeni potansiyel dolan-
dincilik riskleri yaratmaktadir. Bu 6deme
saglayicilarin “6nden sona” ticari faaliyet
sagladiklarn bir gercektir." Onden sona is-
lem metodunda, Fintek servis saglayacilarn
yalnizca dogrudan musteriyle muhatap olu-
nan kismiyla ilgilenirken; hizmetin musteriye
sunulmadan onceki teknik konular servis
saglayicilarindan tedarik edilmekte olup, bu
servis saglayicilar da dis kaynaklardan sag-
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cedure is handled by other service pro-
viders that also work with third parties.
While a customer might benefit from a
fintech service, their data is actually di-
rected to multiple platforms, increasing
the likelihood of fraud.

E. Liquidity and Mismatch
Risk

The rapid development in technology
and the increasing number of platforms
enables customers to change between
different saving accounts to obtain bet-
ter returns. This can cause adverse ef-
fects, which may have an impact on fi-
nancial stability. Easy access to various
services can affect customer loyalty and
increase the volatility of deposits which,
in turn, may create liquidity risks.

Cryptocurrencies are accepted on only
a few platforms and, thus, liquidation is-
sues may arise. For instance, an incident
with Ethereum, a cryptocurrency, high-
lighted liquidity concerns’™ when a sin-
gle high volume sale and the following
transactions created a liquidity problem
in the market, resulting in the collapse
of Ethereum’s market price. However,
most current fintech services, such as
lending platforms or payment services,
do not hold customer deposits.

V. REGULATORY
EXAMPLES

A. Regulations in the UK and China

There is a great benefit in analysing
countries in which the financial tech-
nologies sector has a large market vol-
ume regulate that sector. China takes
the lead in this sector followed by the
UK. The following analyses their prac-
tices assesses which aspects of their
approaches create a healthier environ-
ment for the development of fintech
services.

1. China

The significant expansion in the number of
participants and the increasing variety in
the non-traditional digital financial sector
has, since 2013, changed the shape of the
financial system. The latest figures in Chi-
na illustrate that investment in fintech en-

lamaktadir. Bir musteri bir fintech hizmetin-
den yararlandiginda, aslinda, verileri birden
fazla platformda acik edilmekte olup, bu da
dolandiricilik olasiligini arttirmaktadir.

E. Likidite ve Yanlis Eslesme
Riski

Teknolojideki hizli gelisme ve artan sayida
platform, daha iyi getiri alabilme amaciyla,
musterilere farkli platformlardaki tasarruf
hesaplarina gecis imkani saglamaktadir. Bu
durum finansal istikrar Uzerinde olumsuz
etki yaratacak durumlar meydana gelmesi-
ne neden olabilecektir. Cesitli hizmetlere
kolay erigsim imkaninin bulunmasi, muasteri-
lerin sadakatini etkileyebilir, mevduatlarda
meydana gelecek dalgalanmayi artirabilir ve
bu da likidite riski olusturabilir.

Kripto para ile ilgili olarak, bunlar kabul edi-
lebilirlikleri birka¢ platformla sinirlidir ve bu
nedenle likidite sorunlari ortaya gikabilir. Or-
negin, bir ¢cesit kripto para olan Ethereum’da,
yasanan aksaklik likidite endiseleri ortaya
ctkarmistir.’ Yasanan olayda, tek bir yuksek
hacimli satis sonucunda meydana gelen di-
ger islemler, piyasada likidite sorunu yaratti.
Bunun sonucu olarak, Ethereum'un piyasa
fiyati dibe vurdu. Bununla birlikte, kredi plat-
formlar veya 6deme hizmetleri gibi mevcut
fintek hizmetlerinin cogunun musteri hesap-
larina sahip olmadigi vurgulanmaktadir.

V. MEVZUAT ORNEKLERI

A. Birlesik Krallik ve Cin’deki
Mevzuat Diizenlemeleri

Finansal teknoloji sektérunde buyuk bir
market hacmi bulunan ulkelerde bu mevzu-
atin nasil duzenlendigini analiz etmekte bu-
yuk yarar vardir; Cin sektorde lider konumda
olup, Birlesik Krallik da onu takip etmektedir.
Birlesik Krallik ve Cin’deki uygulamalar ana-
liz edilecek ve elde edilen verilere gére han-
gi yaklasimin Fintek servislerinin gelismesi
icin daha saglikli bir cevre yaratacagi deger-
lendirilecektir.

1. Cin

Katiimcilardaki 6nemli artis ve geleneksel
olmayan dijital finansal sektordeki cesitlilik,
2013'ten bu yana olan finansal sistemin seklini
degistirdi. Son rakamsal veriler, 2018 yilinda,
Cin'deki Fintek igletmelerine yapilan yatinm-
larin 25.5 milyar dolara ulastigini géstermek-
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terprises in 2018 reached US$25.5 billion,
a figure almost equalling the total global
figure (US$26.7 billion) in 2017.® More-
over, China’s largest segment is digital
commerce, with a total transaction value
in 2018 of USD 855,465 million."”

Several factors triggered China’s expo-
nential growth in the sector, enabled by
improvements carried out by two main
actors. First, in order to liberalize and
to enhance financial inclusion, the Chi-
nese government maintained a positive
attitude to financial technologies. The
otherdriving force was the incompatibil-
ity between the demands of consumers
and the inadequate supply of finance
services provided by conventional fi-
nancial institutions. Both these factors
created appropriate conditions for the
expansion of fintech services. Before
2015, China had light regulations on
digital financial services, and as a result
some sectors, such as the P2P lending
services, collapsed, highlighting flaws
in the current regulatory framework.
Thus, in 2015, guidelines for digital fi-
nance services was published in order
to prevent a second major crisis."®

a. Payment Services

Until recently, there were no restrictions
on digital payment services. For instance,
banks did not have the ability to control
transactions executed by third party pay-
ment services, which in turn enabled illicit
activities. Under the latest regulations, Chi-
na's central bank (“PBOC”) become the
supervisory authority. Now, non-bank firms
that wish to provide payment services must
hold a licence and, therefore, they need to
comply with certain requirements such as
minimum capital and not outsourcing its
services. PBOC can track and monitor all
capital flows of these third-party payment
providers, making it, therefore, more effec-
tive in preventing anti-money laundering
activities and tax evasion. In addition, these
firms are required to follow “know your cli-
ent” (KYC) rules, which are requirements
meant to ensure the effective verification
of clients’ identity. There are limitations on
transaction amount limits depending on the
means of customer verification. In addition,
payment services are under obligation to
provide risk management systems and rem-
edy mechanisms in the case of default.
Previously, customer funds could be held
in personal accounts held by service pro-
viders. However, the Central Bank declared

tedir; bu rakam neredeyse 2017 yilinda ne-
redeyse toplam kuresel yatinma (26.7 milyar
ABD dolan) ulastl.’® Dahas, Cin'in en buyuk
segmenti 2018 yilinda toplam 855.465 ABD
dolari islem degerine sahip dijital ticarettir."”
Cin'in sektordeki Ustsel buyumesini tetikleyen
birkac faktor vardir; genelitibariyle bu gelisme-
leri etkileyen iki ana faktor vardi. Birincisi, Cin
hukumeti, finansal yayilmay serbestlestirmek
ve gelistirmek icin finansal teknolojilere karsi
olumlu bir tutum sergilemesidir. Diger faktor
ise, yerlesik finans kurumlarinin hizmetleri
tuketicilerin talepleri karsilama konusunda
yetersiz kalmasi ve sunulan hizmetlerin tuke-
ticilerin talepleriyle uyusmamasidir Batun bu
kosullar fintek Uranlerinin yayilmasini sagla-
yan uygun kosullar saglamistir. 2015 yilindan
once Cin'de digital finansal hizmetlere iligkin
esnek yasal duzenlemeler P2P kredi hizmetleri
gibi bir cok finans hizmeti sektorunde ¢okuse
neden olmus, bu da, 0 zamanki yasal duzenle-
melerin yetersizligini ortaya koymustur. Boyle-
ce, 2015 yiinda ikinci buyuk krizi dnlemek igin
dijital finans servisleri bir kilavuz yayinlamistir.
Cin'de P2P kredilerini yoneten birlesik bir du-
zenleyici yoktu. Bu nedenle, birden fazla du-
zenleyici kurum, duzenleyici arbitraj olasiigini
arttirmistir ve boylece, finansal istikrara iliskin
kaygilar s6z konusuydu.™

a. Odeme Hizmetleri

Yakin zamana kadar, mobil 6deme hizmetle-
rinde herhangi bir kisittama yoktu. Ornegin,
bankalar Ucuncu taraf deme hizmetleri tara-
findan yurutulen islemleri kontrol etme yete-
negine sahip degildi ve bu da yasa digi aktivi-
telere sebep oldu. Yakin duzenleme ile birlikte
Cin'in Merkez Bankasi (PBOC) denetsel otorite
haline gelmistir. Artik, 6deme sistemi hizmeti
vermek isteyen banka olmayan firmalar lisan-
sa sahip olmak zorundalar ve bu lisansa sahip
olabilmeleri icin ise minimum sermaye ve dis
kaynak kullanmama gibi kurallara uymalan
gerekmektedir. PBOC bu tc¢uncu taraf 6deme
saglayicilarinin tim sermaye akislarini takip
edebilir ve izleyebilir ve bu nedenle, kara para
aklama faaliyetlerini ve vergi kagirma sorunla-
riniizlemek 6nlemek daha etkili olacaktir. Bun-
lara ek olarak, bu firmalar, musterilerin gergek
kimliklerinin gecerli bir sekilde dogrulanmasi-
ni saglamak icin, gerekli olan “musterinizi bi-
lin” (KYC) kurallarini takip etmeleri gerekmek-
tedir. Musteri dogrulama araclarina bagli
olarak, islem hacimlerine sinirlama getirilmis-
tir. Ayrica, 6deme hizmetleri, temerrtt halinde
risk yonetim sistemi ve ¢6zum mekanizmalar
saglamakla yukumludur.

Onceden, musteri fonlar servis saglayicila-
rinin kisisel hesaplarinda tutulabilirdi. Daha
sonra, Merkez Bankasi, platformlarin karlari
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that it would not pay interest on the deposit-
ed money, which would have a huge impact
on a platform’s profits. Another repressive
rule that decreases a platform’s profit is the
prohibition of investing customer funds in
mutual funds or peer to peer loans. New rules
will enable enhanced customer protection
and redress the financial stability balance. The
Central bank raised the ratio of reserve funds
required to be held in a state-approved com-
mercial bank from 20% to 50%.°

With regard to foreign third-party payment
firms, the new rules enable foreign business
to operate in China . In general, it can be
said that China aims to promote competi-
tion in the sector. Foreign firms, first, have to
set up a local business in order to apply for
a payment services license. Moreover, client
data and other financial information must be
stored in China, and these firms are obliged
to set up the necessary technology and data
infrastructure.

b. Cryptocurrency

The Central Bank also acts as regulato-
ry body in the matter of blockchain and
cryptocurrencies. In 2018, it published
a working paper which introduced issu-
ance of legitimate digital currency.? It
states that the cryptocurrency issued by
the Central Bank would be deemed fiat
currency and that other non-sovereign
cryptocurrencies would not be regard-
ed as currencies. In other words, it is es-
sentially a kind of commodity that can
be circulated. Nevertheless, it is under-
lined that if they are deemed commod-
ities, then value-added tax, for the sale
of intangible assets, may be imposed.
Therefore, tax regulations have not been
imposed on cryptocurrencies. A joint
statement published by the central bank
and government bodies, prohibited the
Initial Coin Offering, which is a fundrais-
ing method. This prohibition was aimed
at preventing illegal fundraising, finan-
cial fraud, and pyramid schemes.

2. The United Kingdom

The United Kingdom is the other leading
country in financial technologies, where to-
tal investment in digital finance companies
reached over $20.7bn. It is noteworthy that
the total figure of investment hit this peak
in 2018, despite Brexit concerns. There
exists no explicit regime for fintech activ-
ities in the UK. The country is categorized

Uzerinde buyuk etkisi olacak olan yatirilan
paraya faiz 6demeyecegini bildirdi. Plat-
formlanin karini azaltacak bagka bir baskici
kural, musteri fonlarini yatirnm fonlarina veya
esler arasi kredilere yatirilmanin yasaklan-
masidir. Yeni kurallar, musteri korumasinin
arttinlmasini ve finansal istikrar dengesinin
duzeltilmesini saglayacaktir. Merkez Banka-
sI, devlet onayli bir ticari bankada tutulma-
sI gereken yedek fonlarin oranini %20'den
%50'ye cikarttl.™®

Cin'de faaliyet gosteren yabanci Uclncu
taraf 6deme sistemi firmalarin, Cin’deki ope-
rasyonlar, kolaylastirilmaya baslanmistir.
Genel olarak Cin’in sektorde rekabeti gelis-
tirmeyi amacladigi sdylenebilir. ilk olarak ya-
banci isletmeler, 6deme hizmetleri lisansina
basvurabilmek i¢in yerel bir isletme kurmak
zorundadirlar. Ayrica, musteri verilerinin ve
diger finansal bilgilerin Cin'de saklanmasi
ve bu firmalarin teknoloji ve veri altyapisi
kurmakla yukumlu olmasi gerekmektedir.

b. Kripto Para

Merkez Bankasi ayrica blok zincir ve kripto
para konusunda duzenleyici kurum olarak
gorev almaktadir. 2018 yilinda, yasal dijital
para biriminin ¢ikarilmasina yonelik bir makale
yayimlandi.?® S6z konusu makalede, Merkez
Bankasi tarafindan duzenlenen kripto para bi-
riminin itibari para birimi sayilacagindan, diger
yani itibari olmayan kripto para birimlerininse
para birimi olarak kabul edilmeyecedinden
bahsedilmektedir. Bagka bir deyisle, esasen
sirkule edilebilen bir egyaya olan benzerligi
vurgulanmistir. Bununla birlikte, mal/esya ola-
rak kabul edildigi takdirde, maddi olmayan
varliklarnin satisi icin katma deger vergisinin uy-
gulanabileceginin alti gizilmistir. Bu sebeple,
kripto para birimleri herhangi bir vergi duzen-
lenmesine konu edilmemistir. Merkez Bankasi
ve Hukumet organlan tarafindan yayinlanan
ortak bir bildiri ile, bir bagis toplama metodu
olan ilk dijital para arzi yasaklanmistir. Bu ya-
saklama ile yasadisi bagis toplama, finansal
dolandircilik ve saadet zincirlerinin 6nlenmesi
amagclanmaktadir.

2. Birlesik Krallik

Birlesik Krallik finansal teknolojide basi ge-
ken ulkelerden bir digeridir. Dijital finans
sirketlerine yapilan yatinm 20.7 milyar $ do-
lar seviyesine dayanmistir. Brexit'in yarattigi
endiseye ragmen, toplam yatirim rakaminin
2018'de zirve yapmasi dikkate degerdir.
Fintek faaliyetleri i¢in acik bir rejim olmadigi
soylenebilir. Birlesik Krallik, dunya ¢apinda
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as the most fintech-friendly jurisdiction in
the world, owing to the fact that there offi-
cial initiatives were introduced to promote
innovation in the sector and regulation
by regimes called as sandboxes. In the fi-
nance industry, a regulatory sandbox is a
testing ground for new business models
that are exempt from current regulation
and supervision by regulatory institutions.
In general, the procedure begins with the
a company'’s application, which must fulfil
predefined entry requirements. The com-
pany may then operate in the sandbox for
a specified duration and field of applica-
tion. A product in the regulatory sandbox-
es is available to a limited number of us-
ers and it only provides services to these
users.

a. Payment Services

The original payment services regula-
tion was introduced in 2009, but has
failed to keep up with new payment ser-
vices.?" The European Banking Authori-
ty (EBA) developed regulatory technical
standards and payment service regula-
tion was amended in line with the provi-
sions of EU directive PSDII.??

The regulation is divided based on the
type of payment service provider: an
authorised Payment Institutions (“P1”), a
small Pl or Account information service
(AIS), and a payment initiation service
(PI1S). A PIS is a “service which accesses
a user’'s payment account to initiate the
transfer of funds on their behalf with the
user's consent and authentication”.??
An AIS is used to obtain data from a us-

en fintek dostu hukumet olarak gértulmekte-
dir, bunun sebebi ise sektorde yeniligi tesvik
eden resmi girisimlerde bulunulmasi ve kum
havuzu adli duzenleme bicimi gergevesinde
gerceklestirilmektedir. Finans sektorande,
yasal kum havuzu, yeni artn modellerinin
mevcut yasal duzenlemelere ve denetsel
kurumlarin denetimine tabi olmadan yarat-
lan test ortamidir. Genelde, prosedur sirketin
kum havuzunda faaliyet gostermesiicin bas-
vurusuyla baslar, bagvurunun kabulu igin
ise belirli sartlarin gergeklestirilmis olmasi
gerekir. Daha sonra, kum havuzunda belir-
li bir uygulama alaninda ve belirli bir sure
boyunca faaliyet gostermeye baslanir. Kum
havuzundaki bir artin sadece belirli bir grup
kullaniciya erisilebilir olup, sadece bu kulla-
nicilar bu hizmetten yararlanabilir.

a. Odeme Servisleri

Odeme hizmetlerinde iliskin ilk yasal duzenle-
me olan Odeme Hizmetleri Yonetmeligi 2009
yiinda tanitildi?; ancak, bu duzenleme yeni
odeme sistemleri karsisinda yetersiz kalmistir.
Bunu takip eden surecte Avrupa Bankacilik
Kurumu (ABK) duzenleyici teknik standartlar
gelistirdi. Bu nedenle, Odeme Hizmetleri Yo-
netmeligi, bir AB Direktifi olan PSDII hakamleri
dogrultusunda degistirilmistir.??

Yonetmelik, 6deme se saglayicilarinin tard-
ne gore bolumlere ayrnlmistir: 6deme hizmeti
kuruluslar, kacuk 6deme hizmeti kurulusla-
r, hesap kontrolu hizmetleri, édeme bas-
latma servis saglayicilar. Odeme baslatma
servisi saglayicilar, “kullanici dogrulamasi
ve onayi ile kullanici adina fon transferini
baslatmak icin kullanicinin 6deme hesabi
Uzerinden verilen hizmet” olarak agiklanabi-
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er's account held with another provider
(typically a bank) in order to provide fi-
nancial insights.

There is an initial and ongoing cap-
ital requirement for authorised Pls,
dependent on the service provided.
the minimum initial capital required
for PIs that only conduct services
related to money remittances is a
small amount compared to PIS ac-
cept deposits and execute payment
transactions. These types of Pls have
to use their own funds for capital
requirements. There is no capital
requirement for an AIS as they do
not control individual payment ac-
counts. Furthermore, all authorised
Pls are immediately required to take
safeguarding requirements set out in
the regulations with the purpose of
protecting customers where funds
are held by an institution. There are
two ways to safeguard relevant funds
that can be investigated: the sep-
aration of customer funds from the
institution’s working capital and oth-
er funds; the cover of relevant funds
with an insurance policy in case of
insolvency of the platform.

On the other hand, companies that
have “an average payment transactions
turnover that does not exceed €3 mil-
lion per month” is classified as a small
Pl and they cannot provide AIS and PIS
services.?* There is no minimum capital
requirement or mandatory safeguard
imposed on small Pls.

b. Cryptocurrencies

The legal position of blockchain or
cryptocurrencies is still in question in
the UK, meaning that they are not rec-
ognized as legal tender. FCA,?% which
published a guide on cryptoassests,
prefers to remain technology neutral
in this sense. Within the perimeters of
the guidance, the holder of a crypto-
currency does not hold any right ac-
companied with it. It is worth noting
that wherever cryptocurrencies are
used to facilitate regulated payment
services, they have to provide rele-
vant permissions and follow relevant
rules and regulations. With regard to
anti-money laundering requirements,
regulation came into force in the UK at
the beginning of 2020 and covers ex-
change services, such as issuance of

lir.22 Hesap kontrolu hizmetleri, kullanicilara
finansal bilgilendirmek yapabilmek adina,
kullanicilarin genellikle banka gibi servis
saglayicilarinda bulunan hesaplarindan veri
toplanmasina iligkin verilen hizmettir.

Saglanan hizmet turane bagli olarak, yet-
kili 6deme hizmetleri kuruluslarn saglamasi
gereken baslangi¢ ve devam eden surece
iliskin sermaye yukumlalukleri bulunmakta-
dir. Para transferi yapan 6deme hizmetleri
kuruluslarinin uymasi gereken sermaye yu-
kumlulukleri, deposito kabul eden ve para
transferi yapan 6deme hizmetleri kurulus-
larinin uymasi gereken yukamluluklerine
kiyasla, daha dusuktur. Bu tur 6deme hiz-
metleri kuruluslar, sermaye gereksinimleri
icin kendi fonlarini kullanmak zorundadirlar.
Hesap kontrolu hizmetleri kuruluslan muste-
rilerinin hesaplari tzerinde bir kontrol yetkisi
bulunmamasi nedeniyle, bu kuruluslarin uy-
masi gereken bir sermaye tutan bulunma-
maktadir. Ayrica, musteri hesaplarini kendi
uhdesinde bulunduran tum yetkili 6deme
hizmetleri kuruluslar, musterilerinin korun-
masi amaciyla, yonetmelikte belirtilen koru-
ma tedbirlerini derhal almasi gerekmektedir.
Multeri sermayesinin korunmasini saglamak
amaciyla iki ¢bzum ongoérualmastar: (i) mus-
terilere ait paranin kurumun igletme serma-
yesi ve diger sermayelerinden ayristirilmasi;
(ii) platformun iflas etmesi ihtimaline karsl
musteri paralarini sigortalamak.

Ote yandan, “ayda 3 milyon €'yu asmayan
ortalama 6deme islemi cirosuna” sahip olan
sirketler kicuk 6deme hizmetleri kuruluslar
olarak siniflandintmisglardir, bu sebeple 6de-
me baslatma servis saglayiciigi ve hesap
kontrolu hizmetleri saglayamamaktadirlar.?*
Guvenlik tedbirleri amaciyla ku¢uk ¢deme
hizmetleri kuruluslarina uygulanan zorunlu
asgari bir sermaye sarti bulunmamaktadir.

b. Kripto Paralar

Blok-zincir veya kripto paranin yasal konu-
mu hala ingiltere'de bir sorudur, yani yasal
para birimi olarak taninmamaktadirlar. Kripto
degerler/varliklar hakkinda bir rehber yayin-
layan FCA,% bu anlamda teknolojiyi tarafsiz
tutmayi tercih ediyor. Rehberde ile cizilen ger-
ceveye gore, bir kripto paranin sahibi, onun-
la birlikte herhangi bir hakka sahip degildir.
Kripto paralarin, yasal bir 6deme hizmetinde
kullanilabilmesi icin gerekli izinlerin alinmasi
ve kurallara uyulmasi gerekir. 2020'nin bas-
larinda, kara para aklanmasina yonelik yeni
yasal duzenlemeler 2020'nin basinda Birlesik
Krallk'ta yurarluge girdi. Bu kurallar ile bir-
likte ICO'lar araciligiyla yeni kripto paralarin
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new cryptocurrencies through ICQO’s,
publication of open-source software,
and transfer of cryptocurrencies. The
new regulation also imposes strict
know your customer rules.

VI. CONCLUSION

Technological innovations have led to fi-
nancial products stepping into a new age.
This paper begins by describing the Crisis
considered a milestone for developments
in digital finance. Following that, the paper
then analysed the effects of new entrants on
the financial system and the risks that come
with fintech companies. The risks analysed
are: legal risks (regulatory arbitrage and lack
of control), data security, anti-money laun-
dering, third-party reliance, liquidity, and
mismatch risk. The important point is that
the balance between encouraging innova-
tion and the risks imposed on individuals
and the finance sector must be addressed.
One possible way of finding this balance is
through an appropriate legal frame that will
ensure safeguards and allow progress.

The legal structure of these fintech products
is explained in the most invested regions,
China and the United Kingdom. Firstly, Chi-
na has not imposed regulations on fintech
products, allowing fintech companies a
fast-growing environment; however, the
positive perception came to an end when
the fintech or big-tech companies reached
the scale of too-big-to-fail, and several
scams and corruption took place. Following
this, in 2015, guidelines for digital finance
services were published in order to prevent
a second major crisis. In summary, China
changed its regulatory approach from not
doing anything to imposing strict rules. The
regulatory sandboxes in the UK, on the oth-
er hand, are the best example for a balanced
environment that allows fintech companies
to be active in highly regulated areas and
provides adequate safeguards. As a result,
regardless of which approach is implement-
ed, authorities should establish multination-
al monitoring organizations. This monitor-
ing can be done by regulatory sandboxes
as they will already have most of the of the
fintech companies’ data.

cikarilmasi, acgik kaynakli yaziimlarin yayin-
lanmasi, kripto paralarin aktarilmasi gibi de-
gisim hizmetlerini kapsayacak yukumlulukler
getirildi. Ayrica, yeni yasal duzenleme, kati
musterini tani kurallari icermektedir.

VI. SONUC

Teknolojik inovasyon, finansal Granlerin
yeni bir caga girmesine yol a¢ti. Bu yaz, digi-
tal finans Grunlerinin girisiminde baslangig
noktasi olan Kriz'i agiklayarak baslar. Bunu
takiben, yeni katiimcilarin finansal sisteme
getirdigi riskler incelenmistir. incelenen risk-
ler su sekildedir: hukuki riskler, veri guven-
ligi, kara para aklama, Ug¢un taraflara olan
baglilik, likide ve yanlis eslesme. Onemli
olan husus, inovasyonun tesvik edilmesi ve
inovasyonun finans sektoru ve bireyler Gze-
rinde yarattigi risk arasinda dengenin kurul-
masidir. Bu dengenin bulunmasindaki yol-
lardan biri guvenlik 6nlemlerini saglayacak
ve gelisimin 6nUnU acacak yasal cercevenin
kurulmasindan gegmektedir.

Fintek Uranlerinin en ¢ok yatirm aldigr iki
Ulkede, Cin ve Birlesik Krallikta, bu trunle-
re iliskin yasal duzenlemelerin nasil oldugu
acikland. ilk basta, Cin, fintek hizmetlerine
iliskin yasal duzenlemeler getirmeyerek hiz-
i gelisimi getiren bir ortam yaratt;; ancak,
zaman icerisinde fintek ve buyuk-tek firma-
larinin batmak i¢in ¢ok buyuk olduklar bir
noktaya geldiklerinde olumlu bakig acisi son
buldu ve beraberinde, hirsizlik ve dolandi-
riciliklar basladi. Daha sonrasinda, 2015'te,
dijital finans hizmetlerine iliskin yayinlanan
kurallar ile ikinci bir krizin 6nune gecilmek
istendir Boylece Cin, yasal duzenleme yakla-
simini higbir sey yapmamaktan, kati kurallar
koyma yonunde degistirdi. Diger taraftan,
Birlesik Krallik'in duzenleyici kum havuzlari
dengeli bir ortam i¢in en iyi 6rnek oldugu
soylenebilir: bu kum havuzlar fintek sirket-
lerini ¢ok kati yasal duzenlemelere tabi olan
alanlarda faaliyet gostermesini saglarken,
ayni zamanda, gerekli dnlemleri de ele al-
maktadir. Sonug¢ olarak hangi yasal duzen-
leme yaklasiminin uygulanmasi gerektigin-
den ziyade, yerel otoriteler, uluslararasi bir
kurulus ile denetimi saglamalidirlar. Bu de-
netim, yasal kum havuzlari araciligiyla yapi-
labilir: halihazirda fintek sirketlerine verinin
cogunluguna sahiptirler.
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