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ABSTRACT

The inevitable evolution of technology has
made it possible for many to become a power
beyond other countries, especially in the infor-
mation economy, and the information warfare'
that have emerged with this evolution and the
ever-growing cyber warfare. In this direction,
the critical infrastructure systems carried out
by the government or the private sector have
begun to adapt to information technologies as
a necessity. From medicine to economy, de-
fense systems to vital resources, many areas
have begun to be controlled on the internet,
and threats have increased in the same way in
the cyber world.

OZET

Teknolojinin 6ntine gecilemez evriminin basta
bilgi ekonomisi olmak tizere pek cok anlamda
diger Ulkelerin 6tesinde bir gtic olma yolunda
ilerlemeyi sagladigl ve bu evrim ile birlikte or-
taya cikan bilgi savaslarl' ve her gecen giin
blyumekte olan siber savaslardan acikca an-
lasiimaktadir. Bu dogrultuda, devlet veya 6zel
sektor eliyle yurdittlen kritik alt yapi sistemleri
cagin geregi olarak giderek bilisim teknolojile-
rine uyum saglamaya baslanmistir. Sagliktan
ekonomiye, savunma sistemlerinden yasam-
sal kaynaklara kadar pek cok alanin, internet
tizerinden kontrol edilmeye baslanmasiyla bir-
likte, siber dtinyadaki tehditlerde de ayni oran-
da artmistrr.
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This study examines the role of cyber security,
the steps to be taken in the name of cyber se-
curity, the emerging national and international
cyber security legislation, and the functions of
cyber insurances.

KEYWORDS: Cyber Attack, Cyber Secu-
rity, Cyber Threat, Insurance

I. INTRODUCTION

N PARALLEL WITH THE CHANGING SECURITY PERCEPTIONS
with globalization, the relations of correlativity
and dependency have increased rapidly in the cy-
ber sense. Cyber field services, servers, web pages,
etc. the tools are interconnected and each section is
located in a different physical region. Yet, these in-

struments work together because they are mutually de-

pendent on each other. However, each area has different
inconveniences and dominance over each area requires

a different technology. As a result of the fact that cyber-

space is not a physical space in large proportions, the

result is that cyberspace dominance is significantly dif-
ferent. Because the physical tools of the cyber lane lose
important dominance and it takes the place of different
strategy and technology. This increased correlativity has
brought about many dangers. The information dissemi-
nation brought by globalization has increased the likeli-
hood that another state will follow the military superior-
ity that a state has earned and that it will win the same in
ashort period of time.? All these developments bring the
global world order to face the threat of cyber security.

This is the way to combat the threat with conventional

politics, economics and security passes to get away from

identifying and providing security in cyberspace effec-
tively meaning.

The subject we will discuss in this article, respectively;
the development of cyber security, cyber especially in
the international area and objective elements of the se-
curity and cyber security legislation. Afterwards, we will
point out cyber security insurances and in this direction,
we have opinions and evaluations about the types of cy-
ber threats and insurance coverage and collateral.

Bu calismada, siber glvenligin 6nemi, siber
glivenligin saglanmasi adina atiimasi gereken
adimlar, yeni gelismekte olan ulusal ve uluslara-
ras| anlamda siber glivenlik mevzuatlari ile siber
sigortalarin islevleri incelenmektedir.

ANAHTAR KELIMELER: Siber Saldir, Si-
ber Guvenlik, Siber Tehdit, Sigorta

1. GiRIS

URESELLESME iLE BiRLIKTE DEGISEN GUVENLIK AL-

gilamalari paralelinde, siber anlamda da bir-

birine baghlik, baglantililik ve bagimhilik ilis-

kileri hizla artmigtir. Siber alanda hizmetler,

sunucular, web sayfalar1 vb. araclar birbirine

baglidir ve her boliim farkli bir fiziksel bolge-
de yer alir. Ancak bu araclar kargilikli olarak birbirlerine
bagimli olduklari i¢in birlikte ¢caligirlar. Bununla birlik-
te, her alanin farkli zorluklar: vardir ve her alan tizerin-
deki hakimiyet farkli bir teknoloji gerektirir. Siber uza-
yin biiyiik oranda fiziksel bir alan olmadig gerceginden
yola cikarak siber alanda hakimiyetin de 6nemli dlciide
farkll oldugu sonucuna ulagilmaktadir. Ciinkii siber
alanda fiziksel araclar 6nemli oranda hakimiyetini kay-
beder ve yerini farkl taktik ve teknolojiye birakir. Artan
bu baglantihilik, beraberinde pek ¢ok tehlikeyi de do-
gurmustur. Kiiresellesmenin getirdigi bilgi yayilimi, bir
devletin kazandig1 askeri iistiinliigii bir diger devletin
de takip etmesini ve aynisini kisa bir siirede kazanmasi,
elde etmesi olasiligim arttirmigtir.? Tiim bu gelismeler,
kiiresel diinya diizenini siber giivenlik tehdidiyle yiiz
yize getirmektedir. Bu tehditlerle miicadele etmenin
yolu Kklasik siyaset, ekonomi ve giivenlik tanimlamala-
rindan uzaklagmak ve giivenligi siber anlamda da etkin
sekilde saglamaktan gecmektedir.

Siber giivenlik, kurum, kurulus ve kullanicilarin varhk-
larina ait giivenlik 6zelliklerinin siber ortamda bulunan
giivenlik risklerine karsi koyabilecek sekilde olugturul-
masini ve idame edilmesini saglamay1 amaclamaktadir.

i§bu makalemizde sirasiyla ele alacagimiz konu ise; si-
ber giivenligin gelisimi, amaci ve unsurlar: basta olmak
ilizere uluslararasi alanda siber giivenlik ve siber giiven-
lik mevzuatidir. Akabinde siber giivenlik sigortalarina
deginecek olup bu dogrultuda siber tehdit tiirlerine ve
de sigorta kapsam ve teminatina iliskin goriis ve deger-
lendirmelerimiz bulunmaktadir.
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Il. CYBER SECURITY
A. Cyber security concept and purpose

According to the definition of the United States Depart-
ment of Defense, cyber space is a global field of informa-
tion that is formed by a network of connected networks,
which is composed of infrastructures of information
technology, including Internet communication net-
works, embedded processors and control units.

The concept of cyber security which emerges to create
safe cyber spaces for all users and to create a safe human
rights environment on the cyber field means, according
to the definition made by the ICTA, policies, security
Technologies and Communication Authority ICTA) in
2014; policies, security concepts, security guarantees,
guidelines, risk management approaches, activities,
trainings, best practices and technologies used to pro-
tect the institutions, organizations and users’ assets in
the cyber environment. It covers the assets of institu-
tions, organizations and users, information processing

II. SIBER GUVENLIK

A. Siber Giivenlik Kavrami ve Amaci

Amerika Birlesik Devletleri Savunma Bakanligi'min ta-
nimina gore siber alan: Internet iletisim aglari, gomiilii
islemci ve kontrol birimlerini iceren, bilgi teknolojileri
altyapilarindan meydana gelen, bir birine bagl aglarin
olusturdugu bilgi ortamindaki bir kiiresel alandir.

T{im kullamicilar icin giivenli siber alanlar1 olugturmak
ve siber alanda giivenli bir insan haklar1 ortami olug-
turmak icin karsimiza cikan siber giivenlik kavrami
ise; Bilgi Teknolojileri ve Iletisim Kurumuwnun (BTK)
2014 yilinda yapmig oldugu tanim ile siber ortamda
kurum, kurulus ve kullamicilarin varliklarini korumak
amaciyla kullanilan araclar, politikalar, giivenlik kav-
ramlari, giivenlik teminatlari, kilavuzlar, risk yonetimi
yaklagimlari, faaliyetler, egitimler, en iyi uygulamalar
ve teknolojiler biitiiniidiir. Kurum, kurulus ve kullani-
cilarin varliklar, bilgi islem donanimlarini, personeli,
altyapilari, uygulamalari, hizmetleri, telekomiinikasyon
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equipment, personnel, infrastructures, applications,
services, telecommunication systems and information
that is transmitted and/or stored in cyber environment.

The definition of the cyber security concept is mostly
based on information which is the basic material of
information systems. Accordingly, in order for cyber-
world to be safe, the confidentiality, integrity and acces-
sibility of information must be ensured.®

Cyber attacks; when it comes to the point where all the
life in a country can stop, it is understood that the secu-
rity of the cyber is significant. In cyber security strate-
gies in general; it is aimed to make the infrastructure
of IT safe and resistant to attack and to provide reliable

sistemlerini ve siber ortamda iletilen ve/veya saklanan
bilgilerin tiimiinii kapsamaktadir.

Siber giivenlik kavraminin tarifi daha ¢ok bilisim sis-
temlerinin temel malzemesi olan bilgi iizerinden yapil-
maktadir. Buna gore siber alemin giivenli olabilmesi i¢in
bilginin gizliligi, biitiinliigii ve erisilebilirligi saglanmasi
gerekmektedir.? Siber giivenlik stratejilerinde genel ola-
rak; giivenli, saldirilara kars1 dayanikh ve giivenilir bir
siber alanin saglanmasi, bilisim sistemleri vasitasiyla
ekonomik ve sosyal refahin, giivenli is ortami ve eko-
nomik biiylimenin tegvik edilmesi, bilisim ve iletigim
teknolojilerinin barindirdigr risklerin kontrol altinda
tutulmas, bilisim altyapilarinin direncli hale getirilmesi
hedeflenmektedir.
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cyber space, to control the economic and social welfare
through information systems, to encourage safe work-
ing environment and economic growth, to control the
risks of information and communication technologies
and to make knowledge infrastructures resistant. At the
point where cyber threats are increasing rapidly and
jeopardizing security, many states are investing heavily
in building security staffs, creating quality staff and pro-
viding infrastructure services. The areas that states need
to secure primarily in the cyber area are; information
technology, energy, financial affairs, food, health, water,
transportation, public security, defense, nuclear biologi-
cal and chemical facilities.* These areas are based on ba-
sic critical infrastructures, and the need to ensure effec-
tive safety of cyber security differs from other security
measures, and the possibility of critical infrastructures
being considered as a possible result of a cyber attack
may be damaged. Critical infrastructure systems; dete-
rioration of the confidentiality and integrity of the infor-
mation contained therein is a system that can cause loss
of life, economic harm and deterioration of public order.

Today, almost all critical infrastructures contain little or
no information and communication technology and in-
tersect with these technologies in different ways. Dams
are controlled and monitored by critical infrastructure
information technologies such as power generation
and distribution plants. Critical infrastructures such as
telecommunication are all made up of information and
communication technologies.

Critical infrastructures are constructs with a large num-
ber of complex dependencies. Information and com-
munication technologies have initiated dependencies
between some critical infrastructures and have signifi-
cantly increased some existing dependencies. For exam-
ple, a failure in the dams, a stoppage of electricity pro-
duction, problems with electricity generation cause the
functionality of the Internet infrastructure to deterio-
rate; the interruptions on the internet will affect many
critical infrastructures, being in the first place banking.
For this reason, one of the most important goals of cyber
security is to ensure the safety of the vital and critical in-
frastructures in question on a national basis.

In addition, the types and methods of crime committed
with the developing technology of globalization have
developed and the developing technology will continue
to increase in parallel. All these show that; provision of
cyber security is not only nationally limited, it is also an

Siber saldirilar bir iilkedeki biitiin hayati durdurabilecek
noktaya geldiginde siber giivenligin 6nemi anlagilmak-
tadir. Siber tehditlerin hizla artarak giivenligi tehlikeye
diisiirmesi noktasinda bircok devlet giivenlik politikala-
rin1 hayata gecirmek adina kalifiye kadrolar: olusturma,
altyap1 hizmetlerini saglamak gibi biiyiik yatirimlar yap-
maktadir. Devletlerin temel olarak siber alaninda dnce-
likli olarak giivenliklerini saglamalar1 gereken alanlar;
biligim, enerji, mali igler, gida, saglik, su, ulasim, kamu
giivenligi, savunma, niikleer biyolojik ve kimyasal te-
sislerdir.* S6z konusu alanlar temel kritik altyapilardan
olup, siber giivenligin etkin sekilde saglanmasi gerekli-
liginin sair giivenlik 6nlemlerinden farki, olasi bir siber
saldir1 sonucunda sayilan kritik altyapilarin zarar gor-
mesi ihtimalidir. Kritik altyap, sistemleri icerisinde bu-
lunan bilgilerin gizlilik ve biitiinl{igiiniin bozulmasi can
kaybi, ekonomik zarar ve kamu diizeninin bozulmasina
sebep olabilecek sistemlerdir.

Gilintimiizde hemen hemen biitiin kritik altyapilar, bilgi
ve iletisim teknolojilerini az veya ¢ok icermekte ve bu
teknolojiler ile degisik sekillerde kesismektedir. Barajlar,
enerji iiretim ve dagitim santralleri gibi kritik altyapilar
bilgi teknolojileri tarafindan kontrol edilmekte ve izlen-
mektedir. Telekomiinikasyon gibi kritik altyapilar ise
tlimiiyle bilgi ve iletisim teknolojilerinden olugsmaktadir.

Kritik altyapilar, fazla sayida ve karmagik bagimlilik ilis-
kisi i¢inde olan yapilardir. Bilgi ve iletisim teknolojileri
baz1 kritik altyapilar arasindaki bagimhliklar1 baglat-
mig, halihazirdaki bazi bagimlhiliklar: ise ciddi sekilde
artirmigtir. Ornegin barajlardaki bir ariza, elektrik {ire-
timinin durmasina, elektrik iiretimindeki problemler
internet altyapisinin iglevselli§inin bozulmasina neden
olurken; internetteki kesintiler ise bagta bankacilik
olmak iizere bircok kritik altyapiyr etkileyecektir. Bu
sebeple, siber giivenligin en énemli amaclarindan biri,
bahse konu hayati ve kritik altyapilarin ulusal bazda gii-
venliginin saglanmasidir.

Ayrica, kiiresellesmenin getirdigi gelisen teknoloji ile
birlikte iglenen sug tiirleri ve yontemleri de gelismigtir
ve gelisen teknoloji paralel olarak artmaya devam ede-
cektir. Tiim bunlarda gostermektedir ki; siber giiven-
ligin saglanmasi salt ulusal anlamda sinirli olmamakla
birlikte, kisisel verilerin ve mahremiyetinin korunma-
sinda, sebekelerin giivenliginin ve giivenilirli§inin sag-
lanmasinda ve siber suclarla miicadelede 6nemli bir
unsurdur.
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important element in the protection of personal data
and privacy, in ensuring the safety and reliability of net-
works and in fighting cyber crime. Cyber security are
aimed to minimize cyber threats and attacks, as well as
information and communication systems (BIS) within
the scope of the security vulnerabilities.

B. Components of Cyber Security

The studies carried out on the national and international
level show that; certain elements need to be completed
in order to ensure full security of cyber security. These
are development of national policy and strategy, estab-
lishment of legal framework, development of techni-
cal measures, determination of institutional structure,
provision of national cooperation and coordination, de-
velopment of capacity, awareness raising, international
cooperation and harmony.

While all these efforts are being made in the provision of
cyber security, it is necessary to consider the protection
of fundamental rights and freedoms, compliance with
the requirements of a democratic society, observance
of the principle of proportionality, the involvement of
all stakeholders in decision-making processes, the han-
dling of legal, technical, administrative, economic, polit-
ical and social dimensions through a holistic approach,
the balance between security and usability, to take into
account the legislation of other countries and to ensure
compatibility as much as possible and to ensure interna-
tional cooperation.

1. Domestic policy and the development of the
strategies

On the national flat, there are plans for make provisions
for the construction of corporative and individual cyber
safety. There are many studies in our country for avoid
the cyber war and safety.

Cyber warfare, in essence; digital and technological
means of war, as in a physical fight in cyber warfare con-
cept disabling infrastructure, including the notions of
intelligence gathering and propaganda distribution. The
cyber warfare scenarios described as conspiracy theo-
ries or myths are now becoming real. The cyber war has
become a serious danger that should be taken seriously
because the cyber-attacks made over the internet are
carried to the virtual world.

Siber giivenlik, siber tehdit ve saldirilarin yani sira bilgi
ve iletigim sistemleri(BIS) biinyesinde yer alan giivenlik
aciklarini da en aza indirmeyi amaclamaktadir.

B. Siber Giivenligin Unsurlar

Ulusal ve uluslararasi alanda yapilan ¢calismalar goster-
mektedir ki; siber giivenligin tam anlamiyla saglanabil-
mesi i¢in belirli unsurlarin tamamlanmasi gerekmekte-
dir. Bunlar; ulusal politika ve stratejinin gelistirilmesi,
yasal cercevenin olusturulmasi, teknik tedbirlerin gelis-
tirilmesi, kurumsal yapilanmanin belirlenmesi, ulusal
igbirligi ve koordinasyonun saglanmasi, kapasitenin ge-
ligtirilmesi, farkindali§in artirilmasi, uluslararas igbir-
ligi ve uyumun saglanmasidir.

Siber giivenligin saglanmasinda tiim bu ¢alismalar yapi-
lirken, temel hak ve hiirriyetlerinin korunmasi, demok-
ratik toplum diizeninin gereklerine uyulmas, él¢tiliiliik
ilkesine uyulmasi, karar alma siireclerine tiim paydas-
larin katilminin saglanmasi, biitiinciil bir yaklagimla
hukuki, teknik, idari, ekonomik, politik ve sosyal boyut-
larin ele alinmasi, giivenlik ile kullanilabilirlik arasinda
denge kurulmasi, diger tilke mevzuatlarinin géz 6niinde
bulundurulmasi ve miimkiin olabildigince uyumlulu-
gun saglanmasi, uluslararasi igbirliginin saglanmasi hu-
suslarinin dikkate alinmasi gerekmektedir.

1. Ulusal Politika ve Stratejilerin Gelistirilmesi

Gerek bireysel, gerek kurumsal siber giivenligin ingas1
dogrultusunda alinmasi gereken énlemler icin 6ncelik-
le ulusal boyutta adimlar atilmaktadir. Siber giivenligin
ulusal boyutta saglanmasi ve siber savaglarin 6nlenme-
si amaciyla lilkemizde de cesitli caligmalar yiiriitiil-
mektedir.

Siber savaglar, 6ziinde; dijital ve teknolojik yollarla yti-
riitiilen bir savag yontemi anlamina gelmekle birlikte;
fiziksel bir savas kavraminda oldugu gibi siber savag da
alt yapiy1 devre dig1 birakma, istihbarat toplama ve pro-
paganda dagitimi kavramlarimi icermektedir. Komplo
teorileri ya da efsane gibi anlatilan siber savag senar-
yolar1 giiniimiizde gercek olmaya baglamigtur. Internet
lizerinden yapilan siber saldirilarin hava kara deniz ve
uzaydan sonra sanal diinyaya taginmasi sebebiyle siber
savag artik 6nemsenmesi gereken ciddi bir tehlike hali-
ne gelmistir.
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Turkey’s transition to an information society has started
on the 1960s with the use of e-systems. As an example;
one of the 12 systems in the world, the first computer can
be given at the General Directorate of Highways (Octo-
ber 30,1960). In addition to that it is to understand from
different sources when the internet comes into use:
that in 1963 the Directorate General for State Hydraulic
Works (DSI) and Is Bank had computers; the Istanbul
Technical University and Middle East Technical Uni-
versity have arranged the first cours; that the Ministry
of Interior has started the population and citizenship
and the General Director started the central population
project in the 1970th, the computer boom occured in
1980th, 1993 between the Middle East Technical Uni-
versity and the US granted Internet about a leased line
and about the different employments in 1995.

Until today, three national cyber security exercises have
been done in Turkey. In 2008 TR-BOME was organized
by TUBITAK and ICTA in 2001 and 2013. Participants
included participants in the fields of finance, education,
health, law and defense, as well as those working in the
field of information technology.

Tiirkiye’nin bilgi toplumuna gecis icin e-sistemlerin
kullanimina baglamasi, 1960°’l1 yillara dayanmaktadir.
Buna 6rnek olarak; Diinya’daki 12 sistemden birisi olan
ilk bilgisayar Karayollar1 Genel Miidiirliigi'nde bulun-
masi verilebilir (30 Ekim 1960). Ayrica 1963’te DSI ve i§
Bankasr'nin bilgisayar sahibi oldugu; iTU ve ODTU’niin
1964 ve 1965 yillarinda ilk kurslar: tertip ettigi; 1970’1l
yillarin baginda Igisleri Bakanhg: Niifus ve Vatandaglik
Isleri Genel Miidiirliigiiniin Merkezi Niifus Istatistik-
leri Projesini (MERNIS) baslattig1, 1980’lerin ortasinda
bilgisayarlar ortaya cikisinda patlama yasandigi, 1993
yilinda ilk defa Orta Dogu Teknik Universitesi ve ABD
arasinda kiralik bir hat {izerinden internet baglantisi
saglandig1 ve 1995’te internetin kullanilmaya baglandig:
cesitli kaynaklardan anlagilmaktadir.

Gilinlimiize kadar Tiirkiye'de ii¢ adet ulusal siber gii-
venlik tatbikat1 olmustur; 2008'de TR-BOME, 2001 ve
2013’te TUBITAK ile BTK tarafindan diizenlenmistir.
Katilimeilar arasinda bilisim teknolojileri alaninda ¢ali-
sanlarin yani sira, finans, egitim, saghk, hukuk ve savun-
ma sektorlerinden de katilimeilar olmustur.
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Along with the process of transition to all information
society in our country and in the world, a great increase
in the proportion of harmful software that contains per-
sonal, commercial and political motivations against this
process has occurred; the institutions and institutions
of the countries have been the targets of the cyber at-
tacks. The National Cyber Safety Strategy and the 2013-
2014 Action Plan, which were published in the Official
Gazette No. 28683 dated June 20, 2013 in accordance
with the decision taken by the Council of Ministers,
aimed to make the necessary regulations in the field of
national cyber safety. The aim of the said action plan is
to ensure the security of all infrastructure, information
systems operated by the public or private sector, ensur-
ing the security of all services, processes and data pro-
vided by public institutions and organizations through
the use of information technology and the systems used
in their presentation, to determine the strategic cyber
security actions aiming at returning the systems to nor-

Ulkemizde ve diinyada yaganan tiim bu bilgi toplumuna
gecis siireci ile birlikte, bu siirece kars: olarak kisisel, ti-
cari ve politik motivasyonlar barindiran zararh yazilim-
larin oraninda biiyiik artis meydana gelmis; {ilkelerin
kurum ve kuruluglari siber saldirilarin hedefi olmustur.

Bakanlar Kurulunca alinan karar dogrultusunda 20 Ha-
ziran 2013 tarihli 28683 Sayili1 Resmi Gazete ’de yayin-
lanarak yiiriirliige giren Ulusal Siber Giivenlik Stratejisi
ve 2013-2014 Eylem Planim ile ulusal siber giivenlik ala-
ninda ihtiya¢ duyulan diizenlemelerin yapilmasi hedef-
lenmektedir. S6z konusu eylem planimin amaci, kamu
kurum ve kuruluslarinca bilgi teknolojileri iizerinden
saglanan her tiirlii hizmet, islem ve veri ile bunlarin su-
numunda kullanilan sistemlerin giivenliginin saglan-
masina, kamuya da 6zel sektor tarafindan igletilen kritik
altyapilara ait biligim sistemlerinin giivenliginin saglan-
masina, siber giivenlik olaylarinin etkilerinin en diigiik
diizeyde kalmasina, olaylarin ardindan sistemlerin en
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mal operation as soon as possible after the events, and to
establish an infrastructure for the more effective inves-
tigation of the crimes committed by judicial authorities
and law enforcement.

Off to 2016 the National Strategy for Cyber Safety be-
come established and entered into force in 2016-2019.
This plan comprises all components of cyber safety, in-
clusive the small and middle industry, all private and ju-
ristic persons, as well as public information systems and
critical infrastructure information systems, which are
pursued bye public or private sectors. The preparations
for the strategy are fulfilled with the participation of
73 public institutions and 126 experts of public institu-
tions, amongst others user from critical infrastructures,
from the information sector, univercities and civil per-
sons fulfill a mind platform.®

2. Creation of the statutory framework

There have been a number of attempts by state insti-
tutions and individuals to take precautions against the
threats of cyber space. However, in order for these ini-
tiatives to produce real solutions, legal legislation and
regulations need to be created and put into practice.

In this context, the US, Austria, Denmark, France, Ger-
many, Greece, Finland, Italy, Turkey, Sweden, Switzer-
land, Australia, Canada, India, Japan, Spain, Portugal,
England, in countries such as Malaysia and Singapore
cyber security-related stringent sanctions and regula-
tions that contain restrictions have begun to be estab-
lished.

In Turkey also increased awareness of cyber security,
various studies have been done recently with intensive
exposure to cyber attacks and take the state needs to
engage in initiatives related to cyber security measures.
These activities include; Cyber Security Action Plans,
National Information Security Program, National In-
formation Security Gate, Legal Works, Cyber Security
Intervention Teams and Units, Cyber Security Exer-
cises, Conferences and Workshops and activities and
formations carried out within TSK.6

The statutory framework of the studies build an impor-
tant role in the cyber safety. Although there are not laws
in matters of cyber safety, our country starts with stud-
ies in this sector and enhanced. In this case in the turk-
ish criminal law numbered 5237 there are provisions

kisa slirede normal calismalarina dénmesine yonelik
stratejik siber giivenlik eylemlerinin belirlenmesine ve
olusan suclarin adli makam ve kolluk¢a daha etkin arag-
tirilmasinin ve sorusturulmasinin saglanmasina yoénelik
bir altyap1 olusturmaktir.®

2016 y1li itibariyle ise, 2016-2019 Ulusal Siber Giivenlik
Stratejisi ve Eylem Planm1 2016-2019 dénemi i¢in hazir-
lanmis ve yiiriirliige girmistir. Bu plan, kamu bilisim
sistemlerine ve kamu ya da 6zel sektor tarafindan ig-
letilen kritik altyapilara ait bilisim sistemlerine ilave
olarak kiiclik ve orta olcekli sanayi, tiim 6zel ve tiizel
kisiler de dahil olmak iizere ulusal siber uzayin iilkemiz
6lcegindeki biitiin bilegenlerini kapsamaktadir. Strateji
hazirhiklar genis katilim saglanarak gerceklestirilmis-
tir. Ge¢mis eylem plam eylem sorumlular ile yapilan
toplantilarin ardindan kamu kurumlari, kritik altyap1 is-
letmecileri, bilisim sektori, tiniversiteler ve sivil toplum
kurumlarim temsilen 73 kurum ve kurulustan toplam
126 uzmanin katilimi ile Ortak Akil Platformu gercek-
lestirilmigtir.

2. Yasal Cercevenin Olusturulmasi

Siber alanda olugan tehditlere karg1 devlet kurum ve bi-
reylerin tedbirlere yonelik bir takim girisimleri olugma-
ya baglamigtir. Fakat s6z konusu girisimlerin gercek ¢6-
ziim {liretebilmesi i¢in yasal mevzuat ve diizenlemelerin
olusturularak uygulamaya gecirilmesi gerekmektedir.

Bu baglamda, ABD, Avusturya, Danimarka, Fransa, Al-
manya, Yunanistan, Finlandiya, italya, Tiirkiye, isve(;,
isvi(;re, Avustralya, Kanada, Hindistan, Japonya, ispan—
ya, Portekiz, Ingiltere, Malezya ve Singapur gibi iilkeler-
de siber giivenlikle ilgili siki yaptirimlar ve kisitlamalar
iceren diizenlemeler olusturulmaya baglanmigtir.

Tiirkiye’de de siber giivenlik bilincinin artmasi, son za-
manlarda yogun siber saldirilara maruz kalinmasi ve si-
ber giivenlik tedbirleri ile ilgili girisimlerde bulunmanin
ihtiyac halini almasiyla birlikte degisik caligmalar yapil-
maktadir. Bu faaliyetler; Siber Giivenlik Eylem Planlari,
Ulusal Bilgi Giivenligi Programi, Ulusal Bilgi Giivenli-
gi Kapisi, Yasal Caligmalar, Siber Giivenlik Miidahale
Ekipleri ve Birimleri, Siber Giivenlik Tatbikatlari, Kon-
feranslar ve Caligtaylar ve de TSK biinyesinde icra edi-
len faaliyetler ve olusumlar seklinde siralanabilir.®

Bu calismalardan yasal ¢erceve olusturma siireci, siber
giivenlik tedbirleri konusunda 6nemli yer tutmaktadir.
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about individual-related data and informatics space
pain. The law numbered 5651, which is about the regu-
lation of publication and the abatement of the crime in
the internet and the law numbered 5070 contains the
electronic signature law.

3. Improvement of technical measures

Some of the important cyber attacks and incidents
which took place in Turkey are as following: the explo-
sion which happened after the cyber attack to Bakii-
Tiflis-Ceyhan pipeline in 2008, an hazardous software
affecting the computers of Atatiirk Airport in 2009, the
site of the Ministry of Telecommunicitaions has been
deactivated in 2011 after cyber attacks, power cut in
2015 affecting 79 provinces apart from Van and Hakkari
which take their electricity from Iran, not getting access
to the websites of banks, notaries and the government
and to mobile applications after 10 days of cyber attacks
in 2015, the cyber attack made to the hospitals of the
Ministry of Health and the information in the database
being stolen and erased in 2016. It is quite easy to con-
clude that by the usage of various technics, tactics and
strategies that the cyber power provide, it is possible to
create many dangers, damage and loss to the security of
the country by the cyber attacks which may be realised,
only by examining the given ones among thousands of
cyber attacks and incidents including the ones which
haven’t been noticed yet or haven’t been declared be-
cause of reasons such as privacy, loss of prestige etc. and
haven’t been reflected to open sources.

The cyber attacks which took place indicate that the
legal measures for ensuring the cyber security are nec-
essary but they are not sufficient. Expecting everything
from law, jurisdiction and law enforces is not a right ap-
proach. For this reason, the softwares, equipments and
business processes should be more secured by increas-
ing their quality. For that, it should be ensured that the
security standards such as ISO/IEC 15408 and TS ISO/
IEC 27001 and technical guides are developed, applied
and used. It should be taken into consideration that
ensuring the security of the softwares, equipments and
business processes can create a dissuasive effect and
also create preventiveness in fights against crimes.’

4. Determining the institutional structuring

In the direction of applying and supervising the security
measures, firstly there are the measures which should

Mevcut yasalarin siber giivenlik tedbirleri a¢isindan ol-
mamasl sebebiyle, {ilkemiz bu alanda yasal caligmalara
baglamus ve gelistirilmeye devam edilmektedir. Bu kap-
samda, 5237 Sayil1 Tiirk Ceza Kanunu'na (“TCK”) ek-
lenmis olan “Bilisim Alaninda Sugclar”, kigisel verilerin
korunmasina yonelik hiikiimler, 5651 sayili “Internet
Ortaminda Yapilan Yayinlarin Diizenlenmesi ve Bu Ya-
yinlar Yoluyla Islenen Suglarla Miicadele Edilmesi Hak-
kinda Kanun” ve 5070 sayil1 “Elektronik imza Kanunu
yer almaktadir.

3. Teknik Tedbirlerin Gelistirilmesi

Tiirkiye’de yaganmig 6énemli siber saldir1 ve olaylarin
bazilary; 2008’de Bakii-Tiflis-Ceyhan boru hattina siber
saldir1 sonrasi patlama meydana gelmesi, 2009°da zarar-
1 bir yazilimin Atatiirk Havalimani bilgisayarlarin et-
kilemesi, 2011’de saldirilar sonrasinda Telekomiinikas-
yon Iletisim Bagkanhigrnin sitesinin devre dig1 kalmasi,
2015te elektrigini Iran’dan alan Van ve Hakkari hari¢ 79
ili etkileyen elektrik kesintisi, 2015’te, 10 giin siireli sal-
dirilar sonucu bir¢ok banka, noter ve devlet kurumunun
internet sitesine ve mobil uygulamalara erigim saglana-
mamasl, 2016’da Saglik Bakanlig: hastanelerine yonelik
siber saldirilar ile veri tabanindaki bilgilerin calinmasi
ve silinmesi seklindedir. Heniiz farkina varilmayan veya
gizlilik, sayginlik kaybi vb nedenlerle aciklanmayan ve
acik kaynaklara yansimayanlarla birlikte, yagsanan bin-
lerce 6nemli siber olay ve saldirinin arasindan sadece
bunlara bakilarak, siber giiciin sagladig: imkanlarla ce-
sitli teknik, taktik ve stratejilerin kullanilmasiyla ger-
ceklestirilecek siber saldirilarla {ilke giivenligi icin cok
biiyiik tehlikeler, hasar ve zararlar yaratabilecegi sonu-
cuna kolaylikla ulagilabilmektedir.

Yasanan siber saldirilar gostermektedir ki; siber giiven-
ligin saglanmas1 noktasinda hukuki tedbirler gereklidir
ancak yeterli degildir. Her seyi hukuktan, yargidan ve
kolluk kuvvetlerinden beklemek de dogru bir yaklasim
olarak goriilmemektedir. Bu itibarla, 6zellikle yazilim,
donamim ve ig siireclerinin kalitesinin artirilarak daha
giivenli kilinmasi gerekmektedir. Bunun icin de ISO/
IEC 15408 ve TS ISO/IEC 27001 gibi giivenlik standart-
larinin, benzer nitelikteki teknik rehber ve kilavuzlarin
gelistirilmesi, uygulanmasi ve kullanilmas1 saglanma-
hdir. Yazilim, donanim ve is siireclerinin daha giivenli
kilinmasinin siber saldirganlari caydiric1 etki yaratabi-
lecegi ve sucla miicadelede 6nleyiciligi saglayabilecegi
de g6z 6niinde bulundurulmalidir.’
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be provided by institutions and organizations to individ-
uals and nongovermental organizations. In order to re-
alise the mentioned measures and to solve the problems
which can occur, firstly the state structuring should be
ensured.

The Judgement with regard to the Conduct, Manage-
ment and Coordination of the National Cyber Security
Work made by the Council of Ministers on 11/06/2012,
(decision no:2012/3842) has been entered in force by
being published in the Official Gazette no:28447, on
20/10/2012. According to this judgement, Cyber Secu-
rity Council has been formed, duties and authorities in
the field of cyber security are given to the Ministry of
Transport, Maritime Affairs and Communications and
it has been decided that working groups and temporary
commissions about cyber security can be formed.

4. Kurumsal Yapilanmanin Belirlenmesi

Siber giivenlik tedbirlerinin uygulanmasi ve denetlen-
mesi dogrultusunda Oncelikle bireylere, sivil toplum
kuruluslarina, kurum ve kuruluglarin saglamasi gereken
tedbirler mevcuttur. S6z konusu tedbirlerin hayata ge-
cirilmesi ve bu yolda dogabilecek sorunlarin ¢éziimlen-
mesi icin 6ncelikle devlet yapilanmasi saglanmalidir.

Bakanlar Kurulunca almman 11.6.2012 tarihli ve
2012/3842 sayili Ulusal Siber Giivenlik Calismalarinin
Yiiriitiilmesi, Yonetilmesi ve Koordinasyonuna ili§kin
Karar, 20.10.2012 tarihli ve 28447 sayili Resmi Gazetede
yayimlanarak yiiriirliie girmistir. Bu karar geregince;
Siber Giivenlik Kurulu olusturulmus, Ulagtirma De-
nizcilik ve Haberlesme Bakanligi’na siber giivenlik ala-
ninda gorev ve yetkiler verilmis, siber giivenlik ile ilgili
caligma gruplari ve gecici kurullarin olusturulabilecegi
karara baglanmigtir.
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The content of the mentioned Judgement of the Coun-
cil of Ministers has been legislated by Annexe-1 added
to the Electronic Communication Law no:5809 dated
5/11/2008 by the Code no: 6518 published on 06/02/2014
and new duties about cyber security are given to the In-
stitution of Information Technologies and Communica-
tion, by the clauses added to the Electronic Communica-
tion Law no:58009. 8

USOM has been established within the scope of the Min-
istry of Telecommunications according to the National
Cyber Security Strategy mentioned above and the 4th
article of the 2013-2014 Course of Action titled “The Es-
tablishment of the Center of Intervention to National
Cyber Incidents (USOM) and the Formation of the In-
tervention Teams to Sectoral and Corporate Cyber Inci-
dents (SOME)”.°

Ilgili Bakanlar Kurulu Kararrmin icerigi, 06.02.2014
tarihinde yayimlanan 6518 sayh kanun ile 5.11.2008 ta-
rihli ve 5809 sayili Elektronik Haberlesme Kanununa
ilave edilen Ek Madde 1 ile kanunlagtirilmig, 5809 sayil1
Elektronik Haberlesme Kanununa ilave edilen ek fik-
ralar ile Bilgi Teknolojileri ve fletisim Kurumu’na siber
giivenlik ile ilgili yeni gérevler verilmistir.®

Yukarida da belirtilmis olan Ulusal Siber Giivenlik
Stratejisi ve 2013-2014 Eylem Planrnin “Ulusal Siber
Olaylara Miidahale Merkezinin (USOM) Kurulmasi ve
Sektorel ve Kurumsal Siber Olaylara Miidahale Ekiple-
rinin (SOME) Olusturulmas1” baglikl1 4. eylem maddesi
uyarinca, Telekomiinikasyon iletisim Bagkanhg (TiB)
biinyesinde USOM kurulmugtur. °

USOM, iilkemizde siber giivenlik olaylarina miidahalede
ulusal ve uluslararasi koordinasyonun saglanmasi adina
kurulmustur. Internet aktérleri, kolluk giicleri, ulusla-
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USOM is established in order to ensure the national and
the international coordination in interventions to cyber
security incidents in our country. The communication
and coordination between the internet agents, law en-
forcers, international organisations, research centers
and the private sector is realised by USOM. USOM is
doing the alarm, warning and notice activities regarding
the cyber security incidents and also ensuring the na-
tional and the international coordination in the subject
of preventing the cyber attacks made to critical sectors.*

5. Providing national cooperation and
coordination

In the national platform, anyone and any institution
who has a liability in the subject of cyber security shall
be conducting a work. In this regard, it is important that
people should also ensure their individual cyber security
besides the measures taken by ensuring the security of
the information in the private institutions and organisa-
tions and governmental agencies.

Taking into consideration that, all systems and infra-
structures are related to each other, it is not possible to
talk about the total security without ensuring seperately
the security of each system. Because of that, success of
efforts and works within this field can only be obtained
through cooperation and coordination.

6. Development of the capacity

New technological threats should be combatted by tech-
nical as well as legal and administrative products and
solutions. Empowering of the protection of critical in-
frastructures and the cyber security should be provided
by the new and practical solutions and the regulations of
the legislation. The technical staff, lawyers and legisla-
tors should be aware of the technology in order to devel-
op their knowledge the changing types of cyber crimes.

7. Cyber security awareness

In order for the cyber security work to succeed, aware-
ness augmentation work should be conducted through-
out the country within the private and public institu-
tions and organiations. Accordingly, all institutions
should accept the cyber security as a part of their work-
ing process and they should be conscious enough to
protect their employees against the current risks and to
protect the valuable properties of the company. While

rarasl kuruluglar, aragtirma merkezleri ve 6zel sektor
arasindaki iletisim ve koordinasyon USOM vasitasiyla
gerceklestirilmektedir. USOM siber giivenlik olaylarina
yonelik alarm, uyari, duyuru faaliyetleri yapmakta, kri-
tik sektérlere yonelik siber saldirilarin 6nlenmesinde
ulusal ve uluslararasi koordinasyonu saglamaktadir.'

5. Ulusal isbirligi ve Koordinasyonun
Saglanmasi

Ulusal platformda, siber giivenlik hususunda sorumlu-
lugu bulunan her kisi ve kurumun ¢aligma yiiriitmesi ge-
rekmektedir. Bu baglamda, 6zel nitelikli kurum ve kuru-
luglar ve devlet kurumlarinda bulunan bilgi giivenliginin
saglanmasi yolunda alinan tedbirlerin yani sira, kisilerin
de bireysel anlamda kendilerine ait siber giivenligi sag-
lamasi 6nem arz etmektedir.

Tiim sistemlerin ve altyapilarin birbiriyle baglantil ol-
dugu goz 6niinde bulunduruldugunda, her bir sistemde
ayr1 ayr1 giivenlik saglanmadan tam bir giivenlikten bah-
sedilemeyecegi unutulmamalidir. Bu sebeple de igbirligi
ve koordinasyon ile ¢aligmalarin bagarili olmas: saglan-
malidir.

6. Kapasitenin Gelistirilmesi

Teknolojik anlamda ortaya c¢ikan yeni tehditler ile tek-
nik ve bunun yam sira hukuki, idari boyutta iiriinler ve
coziimler vasitasiyla miicadele edilmelidir. Kritik altya-
pilarin korumalarimin gii¢lendirilmesi, bilisim alaninda
gelistirilecek yeni ve pratik yontemlerle ve mevzuat dii-
zenlemeleriyle siber giivenlik etkin sekilde saglanmali-
dir. Bicim degistiren siber suclar dogrultusunda teknik
personel, hukukcular ve kanun koyucularin teknolojiyi
yakindan takip ederek bilgi birikimlerini gelistirmeleri
gerekmektedir.

7. Siber Giivenlik Farkindahg

Siber giivenlik ¢calismalarinin bagariya ulagabilmesi i¢in
iilke genelinde gerek 6zel, gerekse kamu kurum ve ku-
ruluslar1 nezdinde farkindalik arttirilma calismalar: yii-
riitiilmesi gerekmektedir. Bu dogrultuda, tiim kurumlar
siber giivenligi is siireclerinin bir parcasi olarak gore-
bilmeli ve giincel risklere kars: ¢alisanlarini ve firma-
nin degerli varliklarim koruyabilecek derecede bilingli
olmalhdirlar. Siber giivenligin bas aktoérleri kotii niyetli
hackerlar iken, artik devletlerde siber ordulariile bu isin
icinde ve diinya genelinde ciddi bir savas halindedirler.
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the chief actors of cyber security are malicious hackers,
the states are now in a serious battle with cyber mili-
tary forces in this business and worldwide. Especially,
the document leaking activities which took place in the
recent years and which created a big impact arund the
world and the risks created by the world’s giants reveal
that the individuals and the companies are under serious
risk. For this reason, collaborating with the IT Security,
taking responsibility for cyber security, creating a cyber-
secured environment, obliging the employees to act cy-
berly secured, sharing the values of cyber security and
collaborating with people and institutions which have
the IT knowledge for acting cyberly safe are important
steps in order to increase the cyber security awareness.

8. Providing international cooperation

With the rapid development of the world, globaliza-
tion and the influence of industrialization, remote con-
trol and access systems have started to be used for the
management of geographically dispersed and large area
infrastructures. In this respect, cooperation and inte-
gration studies of countries in international studies are
facilitated and accelerated by computer systems. EN-
TSO- E (European Synchronous Region Network ) that
Turkey integrated its electrical critical infrastructure to
Europe in 2010 can be given as an example. Under the
roof of ENTSO-E, 41 Transmission System Operators
from 34 European countries have been connected to
each other by Supervisory Control and Data Acquisition
(SCADA) Systems. Thus, the need to protect the infor-
mation systems that control all the infrastructures of
the countries has emerged.”

Cyber crime is an international problem that has no na-
tional boundaries and that will adversely affect many
countries in the same global sense due to the nature
of the cyber world. For this reason, as well as national
measures, these crimes should also be avoided by inter-
national regulations. It is probable that any illegal cyber
activities carried out abroad affect our country or that a
person in our country conduct a cyber attack on a third
country using the system of another country. Thus, coop-
eration between countries is essential in the search, de-
tection and prevention of these attacks. For this reason,
there are activities carried out by the European Union
about cyber security as well as the United Nations and
the International Telecommunication Union, Economic
Cooperation and Development Organization and the
Council of Europe, which our country is a member of.

Ozellikle son donemde yaganan ve diinya genelinde bii-
yiik yanki uyandiran belge sizdirma eylemleri ve diinya
devlerinin yasattig1 riskler bireylerin ve firmalarin cid-
di risk altinda oldugunu acike¢a ortaya koymaktadir. Bu
sebeple, IT Giivenligi ile ekip ¢alismas1 yapmak Siber
giivenlik icin sorumluluk almak, siber giivenli bir or-
tam yaratmak, ¢calisanlarin siber giivenli davraniglarda
bulunmasini mecbur kilmak, siber giivenlik degerlerini
paylasmak ve siber giivenli sekilde hareket etme yolun-
da IT bilgisine sahip kisi ve kurumlarla igbirligi yapmak
s6z konusu siber giivenlik farkindahigini arttirmak icin
6nemli adimlardir.

8. Uluslararasi isbirliginin Saglanmasi

Diinyanin biiyiik bir hizla gelismesi, kiiresellesme-
si ve sanayilesmenin etkisiyle birlikte, cografi olarak
daginik ve biiyiik bir alana yayilan altyap: tesislerinin
yonetimi icin uzaktan kontrol ve erigim sistemleri kul-
lanilmaya baglanmigtir. Bu sayede uluslararasi calig-
malarda iilkelerin igbirligi ve biitiinlesme caligmalar:
bilgisayar sistemleri sayesinde kolaylasmis ve hizlan-
migtir. Tiirkiye'nin elektrik kritik altyapisini 2010 y1-
linda Avrupa’ya entegre ettigi ENTSO-E (Avrupa Kitasi
Senkron Bolgesi Sebekesi)’yi buna 6rnek verebiliriz.
ENTSO-E catis1 altinda; 34 Avrupa iilkesinden 41 Tletim
Sistemi Isletmecisi Denetleme Kontrolii ve Veri Elde
Etme (Supervisory Control and Data AcquisitionSCA-
DA) sistemleri araciligiyla birbirine baglanmigtir. Boyle-
ce iilkelerin tiim altyapilarini kontrol eden bilgi sistem-
lerinin korunma ihtiyaci ortaya ¢cikmigtir."

Siber suglar iilkesel sinir1 bulunmayan ve siber diinya-
nin niteligi geregi global anlamda ayn1 anda bircok iilke-
yi olumsuz etkileyecek uluslararasi bir problemdir. Bu
sebeple, ulusal tedbirlerin yani sira uluslararasi diizen-
lemelerle de bu suglarin 6niine gecilmelidir. Yurtdiginda
yiiriitiilecek ve olan yasadisg siber faaliyetlerin iilkemizi
etkilemesi veyahut {ilkemizdeki bir kiginin bagka bir iil-
kenin sistemini kullanarak ii¢iincii bir iilkeye siber sal-
dir1 gerceklestirmesi her daim ihtimal dahilindedir. Hal
béyleyken, bu saldirilarin aragtirilmasi, tespiti ve 6nlen-
mesi kapsaminda iilkeler arasi bir igbirligi elzemdir. Bu
sebeple, tilkemizin de iiyesi oldugu Birlesmis Milletler
ve biinyesinde yer alan Uluslararas1 Telekomiinikas-
yon Birligi, Ekonomik Isbirligi ve Kalkinma Tegkilat1 ve
Avrupa Konseyi'nin yam sira Avrupa Birligi tarafindan
siber giivenlik konusunda yiiriitiilmekte olan faaliyetler
bulunmaktadir.
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C. Applicable law

The resolution for the implementation, administration
and coordination of the national cyber security work-
shop from 11.06.2012 with the was published in the Of-
ficial Gazette numbered 28447 and dated 20.10.2012 and
came into force at the date of publicatin. With this Reso-
lution the cyber security council was constituted, the
minister of transportation, maritime affairs and com-
munication was accepted as a competent authority with
some duties in the field of cyber security. Another point
given place in the Resolution is that different working
groups and commissions can be established to work in
the field of cyber security.'?

Otherstaturory provisions, which were regulated in Tur-
key are; the cyber security strategy and the acceptance

C. ilgili Mevzuat

Bakanlar Kurulunca alinan 11/6/2012 tarihli ve
2012/3842 sayil1 Ulusal Siber Giivenlik Calismalarinin
Yiiriitiilmesi, Yonetilmesi ve Koordinasyonuna iligkin
Karar, 20/10/2012 tarihli ve 28447 sayili Resmi Gazete-
de yayimlanarak yiiriirliige girmistir. Bu karar geregince
Siber Giivenlik Kurulu olusturulmus, Ulagtirma Deniz-
cilik ve Haberlesme Bakanligi'na siber giivenlik alaninda
gorev ve yetkiler verilmis, siber giivenlik ile ilgili calisma
gruplar1 ve gecici kurullarin olusturulabilecegi karara
baglanmigtir.”*

Tiirkiye’de siber giivenlik alaninda diizenlenen diger
mevzuatlar; 20.06.2013 tarihli 28683 numarali Resmi
Gazete’de yayinlanan Ulusal Siber Giivenlik Stratejisi
ve 2013-2014 Eylem Planinin Kabulii Hakkinda Karar;
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of the course of action were published in the newspaper
numbered 28683 on 20.06.2013; The cyber interven-
tion team, duty and about were adviced about the pro-
cedures and principles of their work in the newspaper
numbered 28818 on 11.11.2013; in the electronic com-
munication sector the official gazette numbered 29059
on 13.07.2014 published the network and information
assurance regulations; the Biilent Ecevit Univerity Kar-
aelmas cyber security implementation and the research
center regulations were published in the official gazette
numbered 29059 on 13.07.2014; the provision about the
information safety in the energy sector, which is used in
the industrial control system published in the official
gazette numbered 30123 on 13.07.2017; cyber security
infrastructure protection and the research center regu-
lations at the Kadir Has Univerity were published in the
official gazette numbered 30209 on 13.10.2017; cyber se-
curity implementation and research center regulations
published in the official gazette 30295 on 8.01.2018.

The law numbered 6518 dated 06.02.2014 and the
law electronic communication numbered 5809 dated

11.11.2013 tarihli 28818 numarali Resmi Gazete’de yayin-
lanan Siber Olaylara Miidahale Ekiplerinin Kurulus, G6-
revve Calismalarina Dair Usul ve Esaslar Hakkinda Teb-
lig; 13.07.2014 tarihli 29059 numarali Resmi Gazete'de
yayinlanan Elektronik Haberlesme Sektoriinde Sebeke
ve Bilgi Giivenligi Yonetmeligi; 13.07.2014 tarihli 29059
numarali Resmi Gazete’de yayinlanan Biilent Ecevit
Universitesi Karaelmas Siber Giivenlik Uygulama ve
Arastirma Merkezi Yonetmeligi; 13.07.2017 tarihli 30123
numarali Resmi Gazete’de yayinlanan Enerji Sekto-
riinde Kullanilan Endiistriyel Kontrol Sistemlerinde
Bilisim Giivenligi Yonetmeligi; 13.10.2017 tarihli 30209
numarali Resmi Gazete’de yaymnlanan Kadir Has Uni-
versitesi Siber Giivenlik ve Kritik Altyap1 Koruma Uy-
gulama ve Arastirma Merkezi Yonetmeligi; 08.01.2018
tarihli 30295 numarali Resmi Gazete’de yayinlanan
Bahgesehir Universitesi Siber Giivenlik Uygulama ve
Arastirma Merkezi Yonetmeligi‘dir.

06.02.2014 tarihinde yayimlanan 6518 sayh kanun ile
5/11/2008 tarihli ve 5809 sayili Elektronik Haberlesme
Kanunu’na bazi maddeler eklenerek ilgili Bakanlar Ku-
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05.11.2008, have become some new articles, which were
updated with the decision of the council of ministers.
Moreover some new assignments about cyber security
were given to the information technology and commu-
nication institution.

Furthermore, there are different international studies
about the cyber security. The studies, which were at-
tended by Turkey, were; the crime agreement, which is
openend in the council of europe’s virtual environment
on 01.07.2014 and the council of europe cyber crime
agreement and the cyber war from 23.11.2001 from the
companion Tallinn.

lll. Cyber Security Insurance
A. Cyber Threat and its Types

Cyber attack is a type of an electronic attack which is
executed by harmful users or groups for damaging the
computer systems of the government, police, banks and
individuals.

The cyber attacks made by spywares used for provid-
ing information and enquiry, the attacks made for hin-
dering or blocking the portal and the internet service,
the attacks named “phishing” made with the aim of il-
legal deception, the attacks made by sending harmful
documents by involuntary e-mail named “spam”, the
attacks made by listening to the network traffic, the at-
tacks made by using the social media, social engineering,
search engines, providing Free Web Service can be given
as example for the mentioned cyber attacks.®

Cyber threats can be divided into two as software origi-
ned threats and man made threats. Software origined
threats are; zombi/ghost softwares, phishing softwares,
involuntary e-mail softwares, softwares with a malevol-
ant/spy purpose while the man made threats are; or-
ganized crime syndicates, foreign intelligence services,
hackers, employees who have access to the BIS and cy-
ber terroristes.

Cyber attacks may be realised for many reasons in-
creasing everyday such as; service hindering, critical
infrastructure loss, data/information theft, fraud, data
corruption, exploitation from inside, political data (in-
formation) combat, cyber terrorism, cyber crimes, ma-
levolant hackers, vandalism, blackmail and ransom, ex-
perimental and entertainment.

rulu karar1 giincellenmis, Bilgi Teknolojileri ve Heti§im
Kurumu’na siber giivenlik ile ilgili yeni gorevler veril-
migtir.

Ayrica siber giivenlik kapsaminda cesitli uluslararasi
calismalar da mevcuttur. Tiirkiye'nin de yer aldig1 bu
calismalarin baghcalary; 1 Temmuz 2014 tarihli Avru-
pa Konseyi Sanal Ortamda Islenen Suclar Szlesmesi,
23.11.2001 tarihli Avrupa Konseyi Siber Suclar Sozles-
mesive Siber Savaga Uygulanacak Hukuk Hakkinda Tal-
linn El Kitabr'dur.

lil. SIBER GUVENLIK SIGORTALARI
A. Siber Tehdit ve Tiirleri

Siber saldiry; zararh kullanicilar veya kullanici gruplar:
tarafindan devlet, polis, jandarma, banka veya sahislarin
bilgisayar sistemlerine, hesaplarina zarar vermek ama-
ciyla gerceklestirilen bir cesit elektronik saldir1 bicimidir.

S6z konusu siber saldirilara; bilgi ve istihbarat saglama
amaciyla kullanilan casus yazilimlar araciligiyla yapilan
saldirilar, portal ve internet hizmetinin aksatilmasi veya
engellenmesine yonelik yapilan saldirilar, Yemleme
(phishing) olarak adlandirilan ve illegal yollardan ya-
niltma amaciyla yapilan saldirilar, istem dig1 elektronik
posta olarak adlandirilan spam yontemiyle zararli dos-
yalar gondererek yapilan saldirilar, ag trafigini dinleye-
rek yapilan saldirilar, sosyal medya kullanarak yapilan
saldirilar, sosyal Mithendislik, arama motorlari, Ucret-
siz Web Hizmeti Sunma 6rnek gosterilebilir.'®

Siber tehditler yazilim kaynakl tehditler insan kay-
nakli tehditler olarak ikiye ayrilabilir. Yazilim kaynakl
tehditler; zombi/hayalet sistem yazilimlari, yemleme
yazilimlari, istem dig1 e-posta yazilimlari, casus/kotil
amach yazilimlar iken, insan kaynakl tehditler; organi-
ze su¢ gruplari, yabanci istihbarat orgiitleri, Hacker’lar,
BiS'’lere erigebilen ¢aliganlar ve siber teréristlerdir.

Siber saldirilar; hizmet engelleme, kritik altyap: kaybi,
veri/bilgi hirsizlig1, dolandiricilik, veri yolsuzlugu, ice-
riden istismar, politik, veri (bilgi) savasi, siber terérizm,
siber sugclar, kotii niyetli hacker (bilgisayar korsanligy),
vandalizm, santaj ve fidye, deneysel veya eglence gibi ve
her gecen giin artis gosteren cesitli amaclarla gercekles-
tirilebilmektedir.
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B. Cyber Security Insurance

Cyber security insurance also named “data protection
insurance” is anew insurance sector in our country. This
sector comprises protection and consultancy for the
stages of “data protection”, “support in cases of crisis”
and “legal proceedings” and compensation for the loss

in case the incident happens.

According to the survey made by ABI Research, it is pre-
dicted that the global market for the cyber risk assur-
ance will reach 10 milliard dolars until 2020. The main
factor for the growth is stated as the increase of expen-
ditures related to violations and attacks, risk manage-
ments strategies inclining to transfer the risk to the as-
surance providers.

1. Cyber Risk Assurance Warranty

Therisks of cyber security are increasing every year. The
loss affecting the world’s economy, created by the men-
tioned incidents require the people and the institutions
to apply for compensation methods after the loss. If the
systems are affected by the attacks despite all the meau-
res taken, the assurance takes action and prevents that
the institutions get any permanent damage.

The cyber risk insurance warrants the cost of data loss
and replacement of the lost data. The loss of profit in
case of work intermission and/or deceleration due to
cyber attacks or malevolant softwares and additional
expenditures are the subject of the cyber risks insurance
policy.

B. Siber Giivenlik Sigortalan

Siber giivenlik sigortasi diger adi1 “veri koruma sigor-
tas1” olan bu hizmet iilkemizde yeni rastlamaya bagla-
digimiz sigorta alanlarindan biridir. Bu alanda kisisel
veya kurumsal miisterilerin yararlanabilecegi sigorta
hizmetinde baglica “veri koruma” “kriz aninda destek”
ve sonrasindaki “yasal takip” agamalari icin koruma ve
danigmanlik ve olayin gerceklesmesi halinde zararin si-
gorta tarafindan karsilanmasi unsurlari yer almaktadir.

ABI Research’in aragtirmasina gore, kiiresel siber risk
sigortas1 pazarinin 2020 yilinda 10 milyar dolarlik hac-
me ulagacag1 tahmin edilmektedir. Bu biiyiimenin ana
etmeni olarak, siber ihlallerle ve saldirilarla baglantil
maliyetlerin yiikselmesi, risk yonetimi stratejilerinin
giderek riski sigorta saglayicilarina devretmeye dogru
itmesi gosterilmektedir.

1. Siber Risk Sigortasi Teminatlan

Siber giivenlik ile ilgili riskler her gecen yil bir 6ncekine
oranla artig géstermektedir. Bahse konu olaylarin diinya
ekonomisine verdigi biiyiik 6l¢iilii zararlar kisi ve ku-
rumlarin bilgi giivenligi hususunda cesitli zarar sonrasi
telafi yontemlerine de bagvurmasini gerektirmektedir.
Alinan tiim 6nlemlere ragmen sistemler saldiridan et-
kilendigi zaman ise sigorta devreye girerek kurumlarin
kalic1 hasarlar almasinin 6niine gecmektedir.

Siber risk sigortalari, sigortalinin veri kaybi ve kaybolan
verinin yerine konma masraflarini teminat altina alir.
Yine siber saldir1 ve ya kotii niyetli yazilim yayi1lmasi ya-

1Especially in military strategies, the increase and
development of information and intelligence based
technologies, which are used both for defense

and attack purposes, have led to the concept of
“information war”. This term, which was first used
in 1991 during the Gulf War, is related to military
strategists and international relations specialists
because of the use of information technology and the
use of war technology in the context of information
technology.

2 Onur Yilmaz, “Transformational Security
Perception and Cyber Safety in the Globalization
Process” (Globalization and Cyber Safety),
DERGIPARK, December 2017, C.II, Issue.4, p. 26

3 Zeynep Nur Iman, “Cyber Security and Search

Engines”, http://ab.org.tr/ab16/bildiri/103.pdf ,

Last Access Date: 25.06.2018

4 Yilmaz, Globalization and Cyber Security, p. 31

5 https://www.btk.gov.tr/siber-guvenlik-stratejisi-ve-
eylem-plani, Last Access Date; 24.06.2018

6 Mustafa Unver, Cafer Canbay, “Cyber Security
at National and International Dimensions”
(National/International Cyber Security), Electric
Engineering, Issue: 438, March 2010, p. 32

7 Unver, Canbay, National/International Cyber
Security, p.100

8 https://www.btk.gov.tr/siber-guvenlik-kurulu,

Last Access Date: 25.06.2018

9 https://www.btk.gov.tr/usom-ve-kurumsal-siber-
olaylara-mudahale-ekibi,

Last Access Date: 24.06.2018

10 https;//www.btk.gov.trfusom-ve-kurumsal-siber-
olaylara-mudahale-ekibi,

Last Access Date: 24.06.2018

11Ercan Nurcan Yilmaz, Halil Ibrahim Ulus,
Serkan Gonen, “Transition to Information Society
and Cyber Security”, Journal of Information
Technologies, Volume: 8, Issue: 3 September 2015,

p. 141

12 https://www.btk.gov.tr/siber-guvenlik-kurulu, Last
Access Date: 25.06.2018

13 Yilmaz, Globalization and Cyber Security, p. 29
14 https://www.americanbar.org/publications/
gp_solo/2016/may-june/cyber_insurance_law_firms.
html, Last Access Date: 24.06.2018
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Itis not possible to protect all the systems despite all the
measures taken. Not only the small or middle scale com-
panies but the world’s giants may also be influenced by
the attacks and they may be forced into terminating par-
tially their operations.

So, the cyber security assurance assists for providing the
continuity of the institution by compensating the loss oc-
cured and also helping the crisis management by giving
the necessary consultancy during the process.

2. Extent of the Cyber Insurance

Cyber security insurance consists of prevention, protec-
tion and regulation. Therefore, expenses of crisis man-
agement, expenses of informing, data protection loss,
data and network structuring expenditures, dignity dam-
age, workintermission, blackmail and ransom expendi-
tures and outsourcing liability, additional payments, cy-
ber blackmail and multimedia costs are covered by cyber
insurances so that victimization resulting from attacks
can be avoided.

The first steps of cyber security insurances appear to
have taken place in the United States at the beginning of
the 2000s. In addition to this, in recent years, the Euro-
pean Union and the United Kingdom have developed this
issue. Inrelation to thisissue in the UK, lawyers included
cyber security insurances within the scope of occupa-
tional risk insurances because they retain important in-
formation about their clients in the cyber environment
in the context of proxy relations.” In our country, how-
ever, this is still one of the areas that continue to develop.

sanabilecek is durmasi ve/ve ya yavaslamasina bagh kar
kaybi ve ek masraflari da siber riskler policesinin konu-
sudur.

Biitiin 6nlemlere ragmen tiim sistemlerin tamamen ko-
runmasi s6z konusu degildir. Sadece bireyler, kiiciik ve
orta dlcekli firmalar degil, aym1 zamanda diinya devleri
de zaman zaman bu saldirilardan etkilenerek operas-
yonlarini kismen durdurmak zorunda kalabilmektedir.

Bu durumda siber giivenlik sigortasi, mevcut koruma
Onlemlerinin yetersiz kaldig1 ve sistemin etkilendigi du-
rumlarda hem yasanan kayiplar: telafi ederek kurumla-
rin hayatlarina devam etmesine, hem de siire¢ icinde ge-
rekli danigsmanlik hizmetlerini vererek kriz yonetimine
yardimc1 olmaktadir.

2. Siber Sigortalarin Kapsam

Siber giivenlik sigortalari; 6nleme, koruma ve tanzim
etme seklinde ii¢ agamay1 kapsamaktadir. Dolayisiyla,
kriz yonetimi masraflari, bilgilendirme masraflari, veri
ihlali zararlari, data ve networkun yeniden yapilandi-
rilmasi masraflari, itibar hasarlari, is durmasi hasarlari,
santaj ve fidye 6deme maliyetleri, dis kaynak kullanimi
sorumlulugu hasarlari, ek 6demelerle siber santaj ve
multimedya gibi masraflar siber sigortalar tarafindan
karsilanarak, saldirilar sonucu ortaya ¢cikan magduriyet-
ler 6nlenebilmektedir.

Siber giivenlik sigortalarinin ilk adimlarinin 2000°1i y1l-
larin baginda Amerika Birlesik Devletleri'nde atildig:
goriilmektedir. Bunun yani sira, son yillarda Avrupa Bir-

10zellikle askeri stratejilerde gerek savunma
gerekse saldiri amach kullanilan bilgi ve istihbarat
tabanli teknolojilerin artmasi ve gelismesi, “bilgi
savas!” kavraminin dogmasina neden olmustur. 1991
yilindailk defa Kérfez Savasi esnasinda kullanilan bu
terim, giinimiizde genelde bilgi teknolojisi agirlikh
olmasindan otiirl bilgi bilimcileri ve iceriginde bir
savas teknolojisinin kullanilmasi sebebiyle de askeri
stratejistleri ve uluslararast liskiler uzmanlarini
ilgilendirmektedir.

2 Onur Yilmagz, “Kiiresellesme Siirecinde
Doniisen Giivenlik Algisi ve Siber Givenlik”
(Kiresellesme ve Siber Giivenlik),

DERGIPARK, Aralik 2017, C.II, S.4, s. 26.

3 Zeynep Nur iman, “Siber Giivenlik ve Arama
Motorlan”, http://ab.org.tr/ab16/bildiri/103.pdf ,

Son Erisim Tarihi: 25.06.2018

4 Yilmaz, Kiiresellesme ve Siber Giivenlik, s. 31.

5 https://www.btk.gov.tr/siber-guvenlik-stratejisi-ve-
eylem-plani, Son Erisim Tarihi; 24.06.2018

6 Mustafa Unver, Cafer Canbay,

“Ulusal ve Uluslararasi Boyutta Siber Giivenlik”
(Ulusal/Uluslararas Siber Giivenlik),

Elektrik Muhendisligi, Sayi: 438, Mart 2010, s. 32

7 Unver, Canbay, Ulusal/Uluslararasi Siber Gavenlik,
Sayfa: 100

8 https://www.btk.gov.tr/siber-guvenlik-kurulu,

Son Erisim Tarihi: 25.06.2018

9 https://www.btk.gov.tr/usom-ve-kurumsal-siber-

olaylara-mudahale-ekibi, Son Erisim Tarihi: 24.06.2018
10 https;//www.btk.gov.tr/usom-ve-kurumsal-siber-
olaylara-mudahale-ekibi, Son Erisim Tarihi: 24.06.2018
11Ercan Nurcan Yilmaz, Halil Ibrahim Ulus,
Serkan Génen, “Bilgi Toplumuna Gegis ve Siber
Giivenlik”, Bilisim Teknolojileri Dergisi, Cilt: 8,

Say: 3 Eyliil 2015, Sayfa: 141

12 https://www.btk.gov.tr/siber-guvenlik-kurulu,

Son Erisim Tarihi: 25.06.2018

13 Yilmaz, Kiresellesme ve Siber Gavenlik, s. 29.

14 https://www.americanbar.org/publications/
gp_solo/2016/may-june/cyber._insurance_law_firms.
html, Son Erisim Tarihi: 24.06.2018
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IV. Conclusion

It is very significant to ensure that the cyber attacks
and the security of the cyber world, where all systems
with vital preservation together with globalization are
inextricably linked, are inevitably harmful. Especially
when the inevitable development of technology and cy-
ber threats evolve in the same direction, it is necessary
to periodically update the technical, administrative and
legal measures to be taken in national and international
scope. In our country, this area will also enable the nec-
essary awareness to be increased in an institutional and
individual way, and that the use of cyber insurance will
take significant steps towards ensuring the protection of
harmful cyber activities. B
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ligi ve Ingiltere’de bu konunun gelisme gostermektedir.
ingiltere’de bu hususla alakali olarak, avukatlarin veka-
let iligkisi kapsaminda miivekkillerine ait 6nemli bilgi-
leri siber ortamda muhafaza etmeleri sebebiyle mesleki
risk sigortalarimin kapsami igerisine siber giivenlik si-
gortalar1 da dahil edilmigtir.*

Ulkemizde ise, bu husus heniiz gelisme gostermeye de-
vam eden alanlar arasinda yer almaktadir.

IV. SONUC

Siber saldirilarin ve kiiresellesmeyle birlikte tiim hayati
o6neme sahip sistemlerin birbiriyle baglantili, kaginil-
maz olarak zarar gérmeye elverigli oldugu siber evren-
de giivenligin saglanmasi oldukca énemlidir. Ozellikle
teknolojinin énlenemez gelisimi ve siber tehditlerin de
ayn1 dogrultuda evrimlestigi géz 6niinde bulundurul-
dugunda, gerek ulusal gerek uluslararasi1 kapsamda ali-
nacak teknik, idari, hukuki tedbirlerin periyodik olarak
giincellenmeleri gerekmektedir. Ulkemizde de, bu alan-
da gerekli farkindaligin kurumsal ve bireysel anlamda
arttirilmasi ve siber sigorta kullaniminin gelisim goster-
mesi zararh siber faaliyetlerden korunmanin saglanma-
s1yolunda 6nemli adimlar atilmasini saglayacaktir. B
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