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ABSTRACT

At national level, Data Protection Law has
been introduced on 07.04.2016 in Turkey. From
this date on, the regulation has produced huge
impacts on several areas, in particular on
employee-employer relationship. In this arti-
cle, how should be processed and protected
employee’s personal information by employer
has been analyzed according to the Data Pro-
tection Law.
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OZET

6698 sayill Kisisel Verilerin Korunmasi Kanu-
nu, 07.04.2016 tarihinde yUrurltige girmis olup,
basta isci isveren iliskisi olmak (izere bircok
alanda etkilerini gdstermeye baslamistir. Bu
dogrultuda makalemizde, is hukuku ve isci-
isveren iliskisi acisindan anilan kanun kapsa-
minda isverenler tarafindan iscilerin kisisel
verilerinin islenmesi ve korunmasi hususu ele
alinmistir.

ANAHTAR KELIMELER: Kisisel Veri, Veri
Sorumlusu, Kisisel Verilerin Islenmesi, Isci-lsve-
ren lliskisi, Kisisel Verilerin Korunmasi Kanunu
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I. INTRODUCTION

HE WAY OF OBTAINING, STORING AND SHARING INFOR-
mation have become easier by technological
developments. Individuals may collect per-
sonal data without difficulty about the others
and may use these data for their own benefits.
As a result, data owners request widespread

attention to the protection of their rights and following

that, various regulations have been introduced in this
field.

In the fist chapter, personal data regulations and the
concept of personal data are examined briefly. Following
that, the periods of processing and protecting the per-
sonal data are evaluated within the scope of employer-
employee relationship under the Data Protection Law
numbered 6698' (“DP Law”). Lastly, the penalties for
unauthorised disclosure of information are discussed.

Il. THE CONCEPT OF PERSONAL DATA AND REG-
ULATIONS ON THE PROTECTION OF PERSONAL
DATA

Personal data is defined as any information related to an
identified or identifiable natural person under DP Law.?
Any personal information about his identity, communi-
cation, health and financial status, private life, political
or religious view are ‘personal data’, distinguishing per-
sons from each other and these features are applicable
to demonstrate their qualifications.

It is highly important to draw widespread attention to
any violations of human rights on the personal infor-
mation. In countries, various regulations are being in-
troduced for the protection of personal data. Turkish
legistlative action has already be taken. The Turkish
Constitution provision guarantee the right of the pro-
tection of their personal data,® the Turkish Code of Ob-
ligations (“T'CO”) numbered 6098 states that employer
shall use employee’s personal data only with respect to
tendency to work or to degree that performance of the
service agreement requires.* Labor Law (“LL”) num-
bered 4857 as another regulation states that employer
shall be obliged to conform to law and good faith prin-
ciple in processing employee’s personal data and shall
keep employees’ personal files confidential.® The nas-
cent DP Regulation has been enacted in this field and set
out the rules about the obligations of real or legal per-
sons in processing personal data in order to be protected

1. GiRIS

EKNOLOJIK GELISMELER ILE BIiRLIKTE BIiLGININ

elde edilmesi, depolanmas1 ve bagkalariyla

paylasilmasi oldukca kolaylagmigtir. Bagkasi-

na ait olan bilgileri rahatlikla elde eden kim-

seler, soz konusu verileri kendi menfaatleri

icin kullanabilmektedir. Bu durum, veri sahi-
bi kisilerin veri {izerindeki haklarinin korunmasi ihtiya-
cin1 dogurmus ve bu dogrultuda ¢gesitli yasal diizenleme-
ler yapilmigtur.

Makalemizde 6ncelikle kisisel verilere iligkin yasal dii-
zenlemeler incelenmekte ve kisisel veri kavrami acik-
lanmaktadir. Ardindan, 6698 sayili Kisisel Verilerin
Korunmasi Kanunu' (“KVKK?”) kapsaminda, isci-igve-
ren iligkisi acisindan ig¢inin kigisel verilerinin islenme
siirecleri ve iscinin kisisel verilerinin korunmasi husus-
lar1 ele alinmaktadir. Son olarak ise ig¢inin kigisel verile-
rini islerken haklarini ihlal eden kimselere uygulanacak
yaptirimlardan s6z edilmektedir.

Il. KiSISEL VERI KAVRAMI VE KiSISEL VERILE-
RIiN KORUNMASINA YONELIK DUZENLEMELER

KVKK’da kigisel veri, kimligi belirli veya belirlenebi-
lir gercek kisiye iligkin her tiirlii bilgi olarak tanimlan-
maktadir.? f)rnegin, bir kiginin niifus bilgileri, iletigim,
saglik ve mali bilgileri, 6zel hayat, siyasi goriisii ile dini
inancina iligkin bilgiler, kisiyi toplumda yer alan diger
bireylerden ayiran ve onun niteliklerini ortaya koymaya
elverigli bilgiler olup, kisisel veridir.

Bireylerin kigisel bilgilerine yapilan miidahalenin sinir-
larimin ¢izilmesi, ilkelerinin belirlenmesi ve olas1 hak
ihlallerine karsi korumanin 6ngoriilmesi sarttir. Do-
layisiyla, cesitli yasal diizenlemelerde kisisel verilerin
korunmasina iligkin hiikiimler yer almaktadir. Bu kap-
samda, herkesin kendisiyle ilgili kisisel verilerin korun-
masini isteme hakkina sahip oldugunu diizenleyen Tiir-
kiye Cumhuriyeti Anayasasy;® isverenin isciye ait kisisel
verileri ancak iscinin ige yatkinhigiyla ilgili veya hizmet
sozlesmesinin ifas1 icin zorunlu oldugu dl¢iide kullanila-
bilecegini diizenleyen 6098 sayil Tiirk Bor¢clar Kanunu*
(“TBK?”); igveren tarafindan iscinin verilerinin iglen-
mesinde hukuka ve diiriistlitk kuralina uyulmasi zorun-
lulugu ile iscinin 6zliik dosyasinda yer alan bilgileri gizli
tutmasina iligkin esas1 hiikiim altina alan 4857 sayili Is
Kanunu® (“IK”); kisisel verilerin islenmesinde kisilerin
temel hak ve 6zgiirliiklerini koruma amaciyla, kisisel ve-
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fundamental rights and freedoms. These said legislative
actions are now promoting the protection of employees’
personal data within the scope of employee-employer
relationship.

DP Law is primarily based on Directive 95/46/EC of the
European Union on the Protection of Individuals within
the Scope of Processing Personal Data and Free Move-
ment of such Data® and includes exclusive and extensive
provisions.

Employees belong to one of the occupational groups
that need to be more protection, due to their weak posi-
tion against the employer, while their personal data are
processing. The periods of processing personal data, the
right of personal data protection and the penalties for
unauthorised disclosure of data are analyzed below.

rileri igleyen gercek ve tiizel kisilerin yiikiimliiliiklerini
diizenleyen KVKK, isci igveren iligkisi bakimindan isci-
lerin kisisel verilerini giivence altina alan temel diizen-
lemelerdir. KVKK, Avrupa Birligi'nin 95/46/EC sayili
Kisisel Verilerin Islenmesi Acisindan Bireylerin Korun-
mas1 ve Bu Tiir Verilerin Serbest Dolagimi Direktifi® te-
melinde hazirlanmisg olup; kisisel verilerin korunmasina
iligkin 6zel ve kapsaml hiikiimler icermektedir.

Isciler, igveren karsisindaki zayif konumlar1 nedeniyle,
kisisel verileri islenirken en fazla korunmaya ihtiyac du-
yan meslek gruplarindandir. Asagida, is¢ilerin kisisel ve-
rilerinin islenme siirecleri, kisisel verilerinin korunmasi
hakki ve kisisel verilerin hukuka aykir: olarak islenmesi
halinde uygulanabilecek yaptirimlar incelenmektedir.
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lil. THE RULES OF PROCESSING EMPLOYEE'S
PERSONAL DATA IN EMPLOYMENT RELATION-
SHIP

A. General Legal Framework

The common principle is not to process personal data.
However, certain law and certain principles may pro-
pose some exceptions.” Employers may process personal
dataof their employee’s during the period of business re-
lationship from the beginning to end and even after the
termination of employment agreements in some cases.®
If we consider the concept of personal data within the
scope of employees, confidential personal data are their
identity information, photographs, performance evalu-
ationrecords, certificates of residence, criminal records,
certificates related to educational background, social
security records and e-mail correspondences in work-

L. IS iLiSKIiSINDE iSCINiN KiSISEL VERILERININ
ISLENMESINE DAIR KURALLAR

A. Genel Olarak

Kural, kisisel verilerin islenmemesi olup, belirli yasalar
ve belirli ilkeler dogrultusunda kisisel verilerin iglen-
mesine izin verilmistir.” Isverenler, is iligkisinin bag-
langicindan sona ermesine kadar gecen siirecte, bazi
durumlarda sona ermesinden sonra dahi, ¢esitli neden-
lerle isciler hakkindaki verileri islemektedir.® Yukarida
verilen genel kisisel veri kavramini isciler acisindan ele
alacak olursak, isciye ait kimlik bilgileri, fotograf, perfor-
mans degerlendirme kayitlari, ikametgah belgesi, adli
sicil kaydi, egitim durumuna iligkin belge, sosyal giiven-
lik kayitlari, ig¢inin isyerinde yaptig1 e-posta yazigmala-
r1, iscilerin kigisel verileri arasinda degerlendirilebile-
cektir.® Danigtay, genel saglik sigortalisinin ve bakmakla

ARTICLETTER|WINTER 2018



place.’ For example, the Council of State determined
that the biometric data obtained for identity authenti-
cation in health insurance and for their dependents ap-
plying to health service providers in order to get health
services and benefitting from other rights'® and using
methods such as “facial recognition system”" or “finger-
print”? in observation of employee’s working hours are
considered as personal data, thus they shall be protected
in the light of the right to data protection.

DP Law defines the processing of personal data as any
operation which is performed upon personal data such
as collection, recording, storage, preservation, alteration,
adaptation, disclosure, transfer, retrieval, making avail-
able for collection, categorization, blocking its use by
wholly or partly automatic means or otherwise than by
automatic means which form a part of the filing system."

In the processing of personal data, the most significant
point is the conflict of interest: redressing the balance
between employer’s right to be informed. One side is
the employee’s right of personal data protection and the
other side is the confidentiality of private life.™*

B. Explicit Consent of Employee

The first condition on processing personal data of em-
ployee set forth in DP Law® is the existence of em-
ployee’s explicit consent. According to DP Law, explicit
consent is a consent which is on a specific subject, based
on information and express consent.'® Getting explicit
consent in written form is not required for validity.
However, employers prefer obtaining employees’ ex-
plicit consent in written forms because the proof shall
be easily presented in case of dispute.”” Employee’s ex-
plicit consent may be regulated as a provision within the
employment agreement or with a specific document.

The explicit consent has a condition of “being con-
scious” in accordance with the law. Hence, the pursuant
to Article 26 and 27 of TCO, consent acquired unlawfully
and immorally shall be considered invalid.

Employee’s explicit consent may be given before the
processing personal data or during data process pro-
viding that employee should be informed. It should be
noted that in case the employer processes personal data
unlawfully, employee’s given consent after it is made will
not make the process legal.’®

yiikiimlii oldugu kisilerin saghk hizmetlerinden ve diger
haklardan yararlanabilmeler i¢in saglik hizmet sunucu-
larina bagvurduklarinda, biyometrik yéntemlerle kimlik
dogrulamasi yapilmasi suretiyle elde edilen verilerin®
ve personelin mesai takibinde “yiiz tarama sistemi” ya
da “parmak izi”? gibi yontemlerin uygulanmasi suretiy-
le elde edilen verilerin kisisel veri oldugunu, dolayisiyla
kisisel verilerin korunmasi hakki cercevesinde korun-
masi gerektigini belirtmistir.

Bu dogrultuda, kisisel verilerin islenmesi, KVKK'da, ki-
sisel verilerin tamamen veya kismen otomatik olan yada
herhangi bir veri kayit sisteminin parcasi olmak kaydiyla
otomatik olmayan yollarla elde edilmesi, kaydedilmesi,
depolanmasi, muhafaza edilmesi, degistirilmesi, yeni-
den diizenlenmesi, aciklanmasi, aktarilmasi, devralin-
masl, elde edilebilir hale getirilmesi, siniflandirilmasi,
kullanilmasinin engellenmesi gibi veriler iizerinde ger-
¢eklestirilen her tiirlii islem olarak tanimlanmaktadir.'®

Iscinin kigisel verileri iglenirken dikkat edilmesi gere-
ken en 6nemli husus, isverenin bilgi edinme hakk ile
iscinin kigisel verilerinin korunmasi ve 6zel hayatin giz-
liligi hakki arasinda denge kurulmasidir .

B. Iscinin Acik Rizasi

Iscinin kisisel verilerinin iglenebilmesi icin, KVKK’da
ongoriilen® ilk sart, is¢inin acik rizasimin bulunmasidir.
Acik rnza, KVKK’da,'® belirli bir konuya iligkin, bilgi-
lendirilmeye dayanan ve 6zgiir iradeyle aciklanan riza
olarak tanimlanmigtir. Acik rizanin gecerli olmasi i¢in
yazili olarak alinmasi zorunlu degildir. Ancak ispat ko-
laylig1 acisindan igverenler, is¢ilerin rizalarim yazih ge-
kilde alma yolunu tercih edebilmektedir.” Iscinin acik
rizas1 yazil olarak, is sézlesmesi icerisinde buna iligkin
bir hitkme yer verilerek ya da ayr1 bir belge diizenlene-
rek elde edilebilecektir.

Acik rizanin yasal olarak alinmis olmasi icin “bilingli
olma gart1” 6zel 6nem arz eder. Nitekim TBK’nin 26. ve
27.maddelerine gore, hukuka ve ahlaka aykiri olarak ali-
nan riza gecersiz olacaktir.

Iscinin acik rizasy, kisisel verinin islenmesine baglama-
dan 6nce aliabilecegi gibi veri isleme esnasinda gerekli
bilgilendirmelerin yapilmasi sartiyla da alinabilecektir.
Ancak 6nemle belirtmek gerekir ki, isveren hukuka ayki-
r1 olarak veri islemigse, bu isleme ig¢inin sonradan onay
vermesi hukuka aykiriligi ortadan kaldirmayacaktir.””
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C. Other Arguments

Article 5/2 of DP Law propose some exceptions in cer-
tain cases and personal data of employee may be pro-
cessed without his/her consent. For example, the law in
itself may considers and regulates such exceptions. Or
processing personal data may be required for the com-
mencement or the implementation of the provisions of
an agreement; the process of personal data is mandatory
to be established, used or protected a right and the data
controller may have alegitimate interest. In addition, 1n
the cases such he/she cannot explain his/her consent or
processing personal data may be crucial for the protec-
tion of his life and he may not express his consent due
to the practical issues. The last exception is that in case
data owner may declare the personal data publicly, it is
not considered yet as a confidential information.

D. Employer As A Data Controller

The employer is called as a “data controller”, deter-
mining the processing of personal data and the estab-
lishment and management of data recording system
under DP Law."” Accordingly, employer shall promote
a transparent process for employee. During the collec-
tion of the employee’s personal data, the employer shall
enlighten his identity or the representative’s identity as a
data controller, the purpose of the collection of personal
data, the information about the persons to whom shall
be transferred and the methods and grounds of process-
ing personal data, the rights of data owner within the
scope of DP Law.*

C. Kisisel Verilerin Elde Edilmesinde Diger Huku-
ka Uygunluk Halleri

KVKK’nin 5/2 maddesinde 6ngoriildiigii iizere, belirli is-
tisnai durumlarda, is¢inin acik rizas1 aranmaksizin kigisel
verileri iglenebilecektir. Hukuka uygunluk sebebi olustu-
ran bu istisnai haller, kanunlarda ilgili kisisel verileri ig-
lemenin acik¢a 6ngoriildiigi; bir sézlegsmenin kurulmasi
veya ifas1 kapsaminda veri islemenin gerektigi; bir hakkin
tesisi, kullanilmasi veya korunmasi icin veriiglemenin zo-
runlu oldugu ve veri sorumlusunun mesru menfaati bulu-
nan hallerdir. Hiikiimde ayrica, fiili imkansizlik nedeniyle
rizasin agiklayamayacak durumda bulunan veya rizasina
hukuki gecerlilik taninmayan kisinin kendisinin ya da bir
bagkasimin hayat: veya beden biitiinliigiiniin korunmasi
icin veya veri sorumlusunun hukuki yiikiimliil{igii acisin-
dan zorunlu olan veya verilerin veri sahibi kisi tarafindan
alenilestirildigi durumlar daistisnai hal olarak sayilmigtir.

D. isverenin Veri Sorumlusu Sifat:

Isveren, KVKK kapsaminda, kisisel verilerin isleme
amaclarini ve vasitalarini belirleyen, veri kayit sisteminin
kurulmasindan ve y6netilmesinden sorumlu olan gercek
veya tiizel kisi" olarak tanimlanan “veri sorumlusu” s1-
fatim1 haizdir. Bu dogrultuda isverenin isciyi aydinlatma
yiikiimliiligi bulunmaktadir. Iscinin kisisel verilerini
elde etme sirasinda igverenin, veri sorumlusu olarak ken-
disinin ve varsa temsilcisinin kimligini, alinan kisisel ve-
rilerinin hangi amacla iglenecegini, iglenen kisisel verile-
rin kimlere ve hangi amacla aktarilabilecegini, kisisel veri
toplama y6ntemi ile hukuki sebebini ve is¢inin KVKK
kapsaminda sahip oldugu haklarini aciklamasi gerekir.*
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E. The Basic Principles In Processing Employ-
ee’s Personal Data

Within the context of labor law, employers shall be
bound with several principles in processing the per-
sonal data. Article 4/2 of DP Law provides that the pro-
cess shall be operated in line with the law and good faith;
based on accurate and new information, processing for
certain, explicit and legitimate purposes; and relevant,
limited and proportional processing; storing only for the
limited time in accordance with relevant legislation and
the purpose for which data are collected.

IV. PROCESSING EMPLOYEE’S PERSONAL DATA
DURING THE CONTRACT

It should be pointed out that processing personal data
of employee may be inevitable during the agreement.
Employer processes employee’s personal data during
his/her working time in order to evaluate his/her pro-
fessional competency. In the recruitment process, pro-
cessing of employee’s personal data is required for the
employer’s prospective performance in line with the
employment agreement. Personal data of employee may
be processed for various reasons during employment
period. Following the termination of the contract, his/
her certain personal data may be still stored. The scope
of the protection of employee’s personal data should be
examined separately in accordance with qualification of
any stage in mentioned periods.

E. iscipin Kisisel Verilerinin islenmesine fliskin
Temel likeler

Is iliskisi kapsaminda, igverenlerin, ig¢ilerin kisisel veri-
lerini islerken uymasi gereken cesitli ilkeler bulunmak-
tadir. KVKK m.4/2 uyarinca, kisisel veriler iglenirken; (i)
hukuka ve diiriistliik kurallarina uyulmasina, (i7) verile-
rin dogru ve gerektiginde giincel olmasina, (iii) belirli,
acik ve mesru amaclar icin islenmesine, (iv) verilerin
islendikleri amacla baglantili, sinirh ve dl¢iilii olarak is-
lenmesine ve (v) ilgili mevzuatta 6ngoriilen veya islen-
dikleri amag i¢in gerekli olan siire kadar muhafaza edil-
me ilkelerine uyulmasi gerekmektedir.

IV. is iLiSKiSiNIN FARKLI EVRELERINDE iSCNiN
KiSiSEL VERILERININ iSLENMESi

Onemle belirtmek gerekir ki, is iligkisi kapsaminda isci-
nin kisisel verilerinin islenmesi kacimlmazdir. Igveren,
is¢cinin mesleki yeterliligini degerlendirebilmek icin, ig
bagvurusu sirasinda iscinin kisisel verilerini iglemek-
tedir. Ise alimda ise igverenin is sézlesmesinden kay-
naklanan yiikiimliiliikklerini yerine getirebilmesi i¢in
yine kigisel verilerin islenmesi gerekmektedir. Calisma
siireci boyunca da is¢inin kigisel verilerinin islenme-
si cesitli nedenlerle s6z konusu olabilmektedir. Hatta,
isci isten ayrildiktan sonra dahi birtakim kisisel verileri
saklanmaya devam etmektedir. Bu nedenle, bahsi gecen
siireclerde her siirecin niteligine uygun olarak ayr1 ayr1
iscinin kigisel verilerinin korunma kapsaminin incelen-
mesi gerekmektedir.

107.04.2016 tarih, 29677 sayili Resmi Gazete (‘RG”).
2 KVKK m. 3/d.

309.11.1982 tarih, 17863 sayil RG, m. 20.
404.02.2011 tarih, 27836 sayil RG, m. 419.
5710.06.2003 tarih, 25134 sayili RG, m. 75.

6 Avrupa Komisyonu, 24 Ekim 1995 tarihli Direktif
(Erisim tarihi:10.06.2017) http://ec.europa.eu/
justice/policies/privacy/docs/95-46-ce/dir1995-
46_part1_en.pdf.

7KVKKm. 4/1.

8 llke Giirsel, “Kisisel Verilerin Korunmasi Hakkinin
iscive Isveren liskisine Etkileri”, Is Hukuku ve Sosyal
Gavenlik Hukuku Dergisi, Legal Yaymevi, istanbul
2016, s.775.

9ilke Giirsel, iscinin Kisisel Verilerinin Korunmasi
Hakki, Ankara 2016, (“IKVKH") s. 180.

10 Aydin Akgiil, “Kisisel Verilerin Korunmasi
Baglaminda Biyometrik Yontemlerin Kullanimi ve
Danistay Yaklasimi”, Tairkiye Barolar Birligi Dergisi
118. say1, Ankara 2015, 5.206-207'den naklen;
Danistay 15. D., T. 08.7.2014, E.2014/1150
(Yayinlanmamis Karar (“YK") ).

11 Danistay 5. Daire, 10.12.2013, E.2013/1286,
K.2013/9524 (YK).

12 Danistay 5.D., 10.12.2013, E.2013/5342,
K.2013/9525.

13 KVKK m.3.

14 Emine Tuncay Kaplan, “is Hukukunda Kisilik
Haklarinin Ozellikle Bilgisayarda Toplanan Bilgilere

Karsi Koruma” (Erisim tarihi: 10.06.2017),
http://dergiler.ankara.edu.tr/dergiler/42/480/5583.
pdf, s. 377.

15 KVKK m. 5/1“Kisisel veriler ilgili kisinin acik rizasi
olmaksizin islenemez.”

16 KVKK m. 3/1a.

17 Giirsel, IKVKH, s. 194,

18 Zeki Okur, Is Hukuku'nda Elektronik Gézetleme,
Legal Yayinevi, Istanbul 2011, s. 87-88.

19 KVKK m.3/1-1.

20 KVKK m. 10.

GSI |97




N- 3T > 7T

/-

A. Processing Personal Data of Employee in the
Recruitment Process

The subject matter of an employment agreement is
based on particularly employee’s personality and qualifi-
cations and building on employee and employer’s trust.*
The liability of employee’s loyalty is important besides
his/her qualifications. Employer’s right to information
about his employee arises on the ground that employer’s
right of management.?> Employer decides whether or
not he recruits that employee following his evaluation of
the personal data he has collected. For this reason, em-
ployer has legitimate interest on processing employee’s
personal data within the scope of employment agree-
ment.”? However, it should be noted the limitations
of this legitimate interest. The applicant himself may
disclosure his data upon employer’s request within the
boundaries of law; the limitations are the professional
knowledge of the employee and information about his/
her professional life to** enlighten the conformity with
the job during interview.

The right of personal data protection may be violated
during his/her recruitment. The consent on employee
applicant’s notifying his/her data to employer when he/
she is recruited will be a reason complying with law.

The employer as data controller shall keep data in ac-
cordance with provisions of DP Law such as obligations
of data controller as well as storage and protection of
personal data.® In that applicant is not recruited, the
personal data of the employee shall be given back to him
and shall be deleted, destroyed or anonymized ex officio
or upon applicant’s request® so there is not any legiti-
mate reasons requiring personal data to be processed.

B. Processing Personal Data of Employee
During the Recruitment Period

The operation of processing personal data of employee
may continue during the agreement. Employers have
therights to gain information to ensure the performance
of the workers and to prevent any harm to employees or
workplaces, to take security measures, to evaluate per-
formances, to make productivity measurements. Per-
sonal data of employee is usually processed during the
recruitment period through records made by visual or
other technologic methods. Employers generally collect
personal data of employees by means of electronic sur-
veillance applications and electronic communication.

A.is Basvurularlm_ia ve ise Aimlarda iscinin
Kisisel Verilerinin Islenmesi

Is s6zlesmesi, 6zellikle is¢inin kigiligini 6n plana ¢ikaran
ve igci ile igveren arasinda giiven temelli kisisel iligkiler
kuran bir s6zlesmedir.* Bu sebeple, iscinin is gérme ka-
biliyetinin yaninda sadakat borcu da 6nem tagimaktadir.
Isverenin isciye yonelik bilgi edinme hakki igverenin y&-
netim hakkindan kaynaklanmaktadir.?? Igveren, is s6z-
lesmesi yapacagl iscinin belirli 6zelliklerini 6grenip de-
gerlendirdikten sonra ige alip almama konusunda karar
verir. Bu nedenle, igverenin ig¢inin is s6zlesmesi kapsa-
mindaki kigisel verilerini islemesinde mesru menfaati*®
vardir. Ancak burada dikkat edilmesi gereken husus, bu
mesru menfaatin sinirlaridir. Isverenin mesru sinirlar
icerisinde kalan ve ig¢inin mesleki bilgisini l¢mek ve
meslek yasantisi hakkinda bilgi edinmeye y6nelik** so-
rularina iliskin olarak aday, gerek is bagvurusu formlar:
ile gerekse ig goriismelerinde sozlii olarak verilerini ifsa
etmektedir.

Zira ise alimirken de iscilerin kigisel verilerinin korun-
mas1 hakkinin ihlal edilmesi s6z konusu olabilir. Isci
adaymnin ige alimirken kisisel verilerini igverene bildir-
mesinde ri1za, hukuka uygunluk sebebi olacaktir.

Veri sorumlusu sifatin1 haiz olan isveren, kendisi ile
paylagilan kisisel verileri, KVKK’nin veri sorumlusunun
yiiktimliiliikleri, kisisel verileri saklama ve koruma hii-
kiimlerine® uygun olarak muhafaza etmek zorundadir.
Eger ki aday ise alinmamugsa, kisisel verilerin islenme-
sini gerektiren sebeplerin ortadan kalkmasi nedeniyle ig
bagvurusu kapsaminda adayin isverene verdigi bilgiler
(kisisel veriler) adaya iade edilmeli, re’sen veya adaymn
talebi {izerine igveren tarafindan silinmeli, yok edilmeli
veya anonim hale getirilmelidir.?

B. iscinin C_allsma Siireci Boyunca Kisisel
Verilerinin Islenmesi

Isiligkisi siirdiikge iscinin kisisel verilerinin islenmesine
kuskusuz devam edilecektir. Isverenler, isyerinde dene-
timi saglamak, daha iyi sonuclar elde etmek, iscinin veya
igyerinin zarar gormesini engellemek, giivenlik 6nlemi
almak, performans degerlendirmesi yapmak, verimlilik
6lctimiinii gerceklestirmek veya caligma disiplini sagla-
mak amaciyla igyerini ve ig¢ilerini izlemektedir. Calisma
siireci boyunca ig¢inin kigisel verilerinin iglenmesi ge-
nellikle gérsel veya teknolojik diger yontemlerle yapilan
kayitlar ile gerceklestirilmektedir. Isverenler, genellikle
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The main electronic surveillance application is auto-
matic observation with camera system. There shall not
be any other methods damaging less to personal data via
camera system.?

Violations on images and voice of individuals may lead
to the breach of personal data protection since they are
considered personal data. As a rule, in the application of
cameras, employees’ consent shall be obtained as a rea-
son in compliance with law,?® they shall be informed and
required measures such as data security shall be taken.

Camera control system should be applied in accordance
with certain rules to avoid any violations of the employ-
ee’s rights protected by law. In this context, it is impor-
tant that there have to be some legitimate reasons to
apply the camera. Moreover, the purpose and method of
surveillance shall be proportionate and employer shall
carry out the same application for all employees in ac-
cordance with the equality principle. Additionally, the
data via camera system shall be used only what is used
for. Besides, the storage period of data is significant and
the data shall not be stored more than the period re-
quired for the purpose of processing personal data.?

elektronik gézetleme uygulamalari kullanarak ve elekt-
ronik iletisimi gozetleyerek iscilere iligkin kisisel verile-
ri toplamaktadir.

i§verenlerin isyerlerinde kullandig1 elektronik gozet-
leme uygulamasinin baginda kamera sistemleriyle oto-
matik izleme gelmektedir. Iscilerin kamera sistemiyle
izlenebilmesi i¢in, kisilik haklarina daha az zarar veren
bagka bir ydntemin bulunmamasi gerekmektedir.*”

Bireylerin goriintiisii ve sesi, kisisel veri olarak kabul
edildigi icin, bu degerler {izerinde olusacak ihlaller, kisi-
sel verilerin korunmasi hakkinin ihlali sonucunu dogura-
caktir. Kural olarak, kameralarin kullanilmasi1 durumun-
da, hukuka uygunluk sebebi olarak iscilerin acik rizasinin
alinmasi,*® bilgilendirilmesi ve veri giivenligi bagta olmak
tizere gerekli tedbirlerin alinmasi gerekmektedir.

Isyerinin kamera ile gozetlenmesinin iscinin yasalar
ile korunan haklarimin zedelenmemesi icin, kamera ile
kontrol sisteminin belli kurallar dahilinde uygulanmasi
onem arz etmektedir. Bu kapsamda, kamera ile gozet-
lemeyi hakli kilacak menfaatlerin varligi aranmalidir.
Ayni zamanda, gézetlemenin amaci ile bunun i¢in seci-
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The other condition which the employers shall conform
to in processing personal data is transparency. Employ-
er as a data controller shall explain reasons in compli-
ance with law of surveillance by camera system, where
employees will be monitored, the storage period of cam-
era records if these cameras record, how these records
will keep safe and that the data will be destroyed when
reasons in compliance with law disappear.*

Data collecting may be fulfilled through phone records,
the internet and e-mails. As a rule, employer shall moni-
tor his/her employees’ phone calls, which are neither
private nor related to business. If employer thinks that
employee’s phone conversations should be monitored,
he/she shall request from the court to do so and upon
the decision of court, wiretapping shall made by compe-
tent authorities.®

Employer shall prepare personal files for his/her each
employee and shall submit these files in case competent
officers and authorities request under the relevant pro-
vision®? of Labor Law. However, employer shall use the

len y6ntemin orantili olmasi gerekmekte olup, isveren,
esitlik ilkesi kapsaminda her is¢i i¢in ayn1 uygulamayi
gerceklestirmelidir. Ilaveten, kamera ile kontrol siste-
minin uygulanma amaci ne ise, kameradan elde edilen
kayitlarin ilgili amag¢ dogrultusunda kullanilmasi zorun-
ludur. Bunun yani sira, kamera araciligiyla toplanan ve-
rilerin muhafaza siiresi 6nem arz etmekte olup, verilerin
elde edilme amaci icin gerekli olan siireden daha fazla
bir siire i¢in saklanmamalidir.*

Kamera sistemiyle gozetleme cercevesinde igverenin
uymasi gereken bir diger kosul, bilgilendirme yiikiimlii-
liigiidiir. Isverenin veri sorumlusu olarak iscilere, kame-
raile gozetlemenin hukuka uygunluk nedenlerini, nere-
lerde kamera ile izleneceklerini, eger bu kameralar kayit
yapiyor ise kayitlarin saklanma siiresini, s6z konusu ka-
yitlarin giivenli bir sekilde nasil muhafaza edilecegini ve
hukuka uygunluk sebebi ortadan kalktiginda verilerin
yok edilecegini aciklamak zorundadir.*

Iscinin elektronik iletisiminin gozetlenmesiyle veri
toplanmas: ise, telefon kayitlari, internet kullanimi ve
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data which is obtained by him/her about his employee
in accordance with good faith principles and law; also,
employer is obliged not to disclose employee’s data on
which employee has reasonable interest.

C. Remaining to Store Employee’s Personal Data
after Employee Leaves the Job

Employer has legitimate interest on storage of ex-em-
ployees’ personal data since persons who were recruited
by employer and left the job may claim certain demand
within the scope of employment agreement during the
business lawsuits’ period of limitations. However, the
personal data shall be deleted at the end of term of limi-
tations.®®

Pursuant to Article 7 of DP Law, despite the processed
personal data in compliance with law, personal data
shall be deleted, destroyed or anonymized by employer
as a data controller ex officio or upon data owner’s re-
quest in case reasons requiring to process personal data.

V. THE PROTECTION OF EMPLOYEE’S PERSON-
AL DATA

A. Employee’s Right of Personal Data Protection

As prescribed in Article 11 of DP Law, by applying to em-
ployer as a data controller, an employee has a right to
1) be informed whether his/her data is being processed
or not, 77) to request information related to process if
his/her personal data are processed, 7i7) to be informed
about the purposes of processing his/her personal data
and whether these data are processed in suitable way
for purposes or not, 7v) to be informed about domestic
or foreign third persons that his/her personal data are
transferred to, v) to request correction of his/her per-
sonal data in case these are processed deficiently or in-
correctly, vi) to request deletion or destruction of his/
her personal data on conditions set forth in DP Law, vii)
to request to third persons’ being notified with respect
to correction of his/her personal data in the event that
the personal data are processed deficiently or incor-
rectly, viii) to object to the appearance of results against
him/her by means of exclusively analysis of personal
data via automatic systems, ix) to request the recovery
of his/her loss in case he/she is incurred loss due to un-
lawfully process of his/her personal data.

e-mail kayitlarindan elde edilen verilerin toplanmasiy-
la gerceklesmektedir. Isveren, kural olarak, iscinin ne is
amaclh ne de 6zel amach telefon goriismelerini dinleye-
bilir. isveren, iscinin telefon goriigmelerinin dinlenmesi
gerektigini diigiiniiyorsa, bunu mahkemeden talep et-
meli ve alinacak karar iizerine yetkili makamlarca din-
leme gerceklestirilmelidir.®

IK’'nin ilgili maddesi®® uyarinca, igverenin caligtirdig:
her isci icin bir 6zlitk dosyas: diizenlemesi ve istendigi
takdirde bunlar yetkili memur ve mercilere géstermesi
gerekmektedir. Ancak su kadar ki, isveren, is¢ci hakkinda
edindigi bilgileri diiriistliik kurallar1 ve hukuka uygun
olarak kullanmak ve gizli kalmasinda is¢inin hakl ¢ikar:
bulunan bilgileri aciklamamakla yiikiimliidiir.

C. isten Ayrildiktan Sonra iscinin Kisisel Verile-
rinin Saklanmaya Devam Edilmesi

Isverenin biinyesinde ¢alismig ve ardindan isten ayril-
muis olan kisilerin igveren ile yapmig oldugu is s6zlesme-
si kapsaminda belirli hususlar is davalarinin zamanasgi-
mu siiresi boyunca giindeme getirebilecegi géz 6niinde
bulundurularak, eski ¢alisanlarin is sézlesmesi kapsa-
minda kisisel verilerinin saklanmasinda igverenin mesg-
ru menfaati mevcuttur. Ancak s6z konusu zamanasimi
siiresinin® sonuna gelinmesi ile, ilgili kigilere ait kigisel
verilerin silinmesi gerekmektedir.

KVKK’nin 7. maddesine gore, hukuka uygun olarak iglen-
mesine ragmen, islenmesini gerektiren sebeplerin orta-
dan kalkmasi halinde kisisel veriler re’sen veya ilgili kisi-
nin talebi iizerine veri sorumlusu yani igveren tarafindan
silinecek, yok edilecek veya anonim hale getirilecektir.

V. iSCiNIN KiSiSEL VERILERININ KORUNMASI
A. iscinin Kisisel Verilerinin Korunmasi Hakki

KVKK’nin 11. maddesinde diizenlendigi {izere, iscilerin,
veri sorumlusu olan igverenlere bagvurarak kendileriy-
le ilgili 7) kisisel veri islenip islenmedigini 6grenme, i)
kisisel verileri islenmigse buna iligkin bilgi talep etme,
ii7) kisisel verilerin islenme amacim ve bunlari ama-
cina uygun kullanmilip kullanilmadigimi 6grenme, iv)
yurt icinde veya yurt disinda kigisel verilerin aktarildi-
g1 ticlincii kisileri bilme, v) kisisel verilerin eksik veya
yanlis islenmis olmasi halinde bunlarin diizeltilmesini
isteme, vi) KVKK’nin ilgili maddesinde dngoriilen sart-
lar cercevesinde kisisel verilerin silinmesini veya yok
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It should be pointed out that, as a rule, employees shall
use their rights by applying to their employers as data
controllers with a written form. Employer who has data
controller title shall finalize requests on such applica-
tions as soon as possible depends on the feature of re-
quest in maximum thirty days free of charge.**

B. Employer’s Obligations Regarding Protection
of Personal Data

Primarily, employer as a data controller has obligation
to inform employee, within the scope of employer’s
obligations regarding the protection of personal data.
Besides, pursuant to Article 12 of DP Law, employer as
a data controller shall take all manner of technical and
administrative precautions required for 7) prevention
of unlawfully processing personal data, i7) prevention
of unlawfully access to personal data, 7i7) providing se-
curity level appropriate for protecting personal data.
Furthermore, employer shall conduct or make someone
conduct required inspections to ensure that provisions
of DP Law are enacted. Employers shall not disclose em-
ployee’s personal data and shall not use such data with
other purposes in a way contrary to provisions of DP
Law. The employer’s obligations may be recorded even
following the termination of the agreement.

V1. SANCTIONS IN THE VIOLATION OF THE RIGHT
OF THE PROTECTION OF PERSONAL DATA

The sanctions which employer, as a data controller, may
be enforced in case he/she does not fulfill his/her obliga-
tions are prescribed in DP Law. According to this,* the
relevant personal data provisions between Article 135
and Article 140 of CC®¢ shall be enforced.

edilmesini isteme, vii) eksik veya yanls islenmis kisisel
verilerin diizeltilmesi halinde, bu durumun kisisel ve-
rilerin aktarildig iicilincii kisilere bildirilmesini isteme,
viii) islenen verilerin miinhasiran otomatik sistemler
vasitasiyla analiz edilmesi suretiyle kisinin kendisi aley-
hine bir sonucun ortaya ¢ikmasina itiraz etme, ix) kisisel
verilerin kanuna aykir1 olarak islenmesi sebebiyle zara-
ra ugramasi halinde zararin giderilmesini talep etme
haklarina sahiptir.

Belirtmek gerekir ki, isciler, bu haklarini kural olarak
yazili olarak veri sorumlusu olan igverene bagvurarak
kullanabilecektir. Veri sorumlusu sifatini haiz isveren,
bagvuruda yer alan talepleri, talebin niteligine goére en
kisa siirede ve en ge¢ otuz giin icinde iicretsiz olarak so-
nuclandirir.®*

B. isverenin Kisisel Verileri Korumaya fliskin
Yiikiimliiliikleri

Isverenin, kisisel verileri korumaya iligkin yiikiimliiliik-
leri kapsaminda, ilk olarak veri sorumlusu sifatiyla isciyi
bilgilendirme yiikiimliiliigii bulunmaktadir. Bunun yan
sira, veri sorumlusu olan igveren, KVKK'nin 12. maddesi
uyarinca, 7) kisisel verilerin hukuka aykir1 olarak iglen-
mesini 6nlemek, 77) kisisel verilere hukuka aykir: olarak
erisilmesini 6nlemek, ii7) kisisel verilerin muhafazasin
saglamak amaciyla uygun giivenlik diizeyini temin et-
meye yonelik gerekli her tiirlii teknik ve idari tedbirleri
almak zorundadir. Ayrica, igveren, isyerinde, KVKK hii-
kiimlerinin uygulanmasimi saglamak amaciyla gerekli
denetimleri yapmak veya yaptirmak zorundadir. 1§ve—
renler, igcilere iligkin olarak 6grendikleri kisisel verileri
KVKK hiikiimlerine aykiri olarak bagkasina aciklayamaz
ve isleme amaci disinda kullanamazlar. Bu yiikiimliiliik-
leri, gorevden ayrilmalarindan sonra da devam eder.

21Sarper Siizek, Is Hukuku, Beta Yayinevi,
Istanbul 2016, p.365.

22 Selen Uncular, [s lliskisinde iscinin Kisisel
Verilerinin Korunmasi, Seckin Yayincilik,

Ankara 2014, p.72.

23 The legitimate interest of data controller; personal
data’s which data controller processes being required
for and related to business that data controller makes
or services that data controller provides.

24 ibrahim Aydinh, “iscinin Kisiliginin Korunmasina
Yonelik Diizenlemeler ve Borclar Kanunu Tasarisinin

Konuyla ilgili Maddelerin Degerlendirmesi”,

TUHIS, Kasim 2005, p.30.

25 Article 7,10, 12 of DP Law.

26 Girsel, IKVKH, p. 288; Erbil Beytar, Iscinin
Kisiliginin ve Kisisel Veerilerinin Korunmast, On iki Levha
Yayincilik, Istanbul 2017, p.163; Article 11 of DP Law.
27 Beytar, p.189.

28 The subject of surveillance by camera system

is contradictive issue in doctrine. Monitoring by
apparent camera system may be done without explicit
consent of employee in case certain conditions are

met. However, explicit consent of employee shall be
obtained in monitoring by hidden camera.

29 Girsel, IKVKH, p.353-369.

30 Please refer to “Data Controller Title of Employer”
titled IlI-A-3 Part of hereby article.

31Garsel, IKVKH, p. 402.

32 Article 75 of LL.

33 Article 146 of TCO.

34 Article 13/2 of DP Law.

35 Article 17 of DP Law.

36 0G dated 12.10.2004 , numbered 25611.
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Hereunder, illegal processing personal data prescribed
in Article 135 of CC; illegal sharing, disseminating or ob-
taining of personal data set forth in Article 136 of CC; the
crimes of non-destruction of personal data regulated in
Article 138 of CC may be applied in case of the violation
of the right. Moreover, the relevant precautions shall be
enforced to legal persons committed as prescribed in
Article 140 of CC.

In addition, the breach of confidentiality of commu-
nication set forth in Article 132 of CC, monitoring and
recording conversations between persons prescribed in
Article 133 of CC, as well as the violation of right of pri-
vacy set forth in 134 of CC shall be applied in case that
conditions are found.

Employers as data controllers who do not fulfill their
obligations based on Article 18 of DP Law such as i)
transparency obligation, 77) obligations related to data
security, iii) requirements of Data Protection Board’s
decisions, iv) registration and notification obligations
to Data Controllers Registry shall be enforced to admin-
istrative fines in prescribed amounts. Besides, based on
Article 104/1 of LL, administrative fine shall be enforced
to employer or representative of employer who does not
prepare employees’ personal files prescribed in Article
75 of LL.

VIl. CONCLUSION

For the moment, the advance methods are being applied
for processing personal data. By the regulations, the
amendments on precautions are prescribed in accord-
ance with the developments. The concept of personal
data has been redefined and the scope of the right has
been prescribed by legislative actions.

V1. HUKUKA AYKIRI VERI iSLEME HALINDE
UYGULANABILECEK YAPTIRIMLAR

KVKK’da veri sorumlusu olan igverenin yiikiimliiliik-
lerini yerine getirmemesi halinde karsilasacag: yapti-
rimlar 6ngoriilmiistiir. Buna gore, kisisel verilere iligkin
suclar bakimindan Tiirk Ceza Kanununun®* (“TCK”)
135 ila 140. madde hiikiimleri uygulanacaktir.®

Buna gore, isverenlerin karsi karsiya kalabilecegi ce-
zai yaptirimlar acisindan, TCK m. 135'de diizenlenen,
kisisel verilerin hukuka aykir1 olarak kaydedilmesi, m.
136’da diizenlenen kisisel verileri hukuka aykir1 olarak
bir bagkasina verme, yayma veya ele gecirme, m. 138'de
diizenlenen verileri yok etmeme sugclar: uygulama alani
bulabilecektir. Ayrica, TCK m. 140°da diizenlendigi {ize-
re, belirtilen suclarin islenmesi dolayisiyla tiizel kisiler
hakkinda bunlara 6zgii giivenlik tedbirlerine hiikmolu-
nacaktir.

Bunlarin yam sira, TCK m. 132°de yer alan haberlesme-
nin gizliligini ihlal, m. 133’te yer alan kisiler arasindaki
konugmalarin dinlenmesi ve kayda alinmasiile m.134’de
diizenlenen 6zel hayatin gizliliginiihlal suclariise, kogul-
larin bulunmasi halinde uygulama alani bulabilecektir.

KVKK’nin 18. maddesi uyarinca, i) aydinlatma yiikiim-
liltigiindi, i) veri givenligine iliskin yiikiimliiliikleri, ii7)
Kisisel Verileri Koruma Kurulunun verdigi kararlarin
geregini, iv) Veri Sorumlular Sicili'me kayit ve bildirim
yikiimliiliigiinii yerine getirmeyen veri sorumlusu olan
igverenler, belirtilen tutarlarda idari para cezasi yapturi-
minmin muhatabi olacaktir. Ayrica, IK m. 104/T’de diizen-
lendigi lizere, m. 75°de 6ngoriilen isci 6zlitkk dosyalarim
diizenlemeyen igveren veya igveren vekiline idari para
cezasl verilir.

21Sarper Siizek, Is Hukuku, Beta Yayinevi,
istanbul 2016, 5.365.

22 Selen Uncular, Is lliskisinde Iscinin Kisisel
Verilerinin Korunmast, Seckin Yayincilik,

Ankara 2014, s.72.

23 Vleri sorumlusunun mesru menfaati;

isledigi verilerin, yapmis oldugu is veya sunmus
oldugu hizmetle baglantili ve bunlar icin

gerekli olmasidir.

24 ibrahim Aydinl, “iscinin Kisiliginin Korunmasina
Yonelik Diizenlemeler ve Borclar Kanunu Tasarisinin

Konuylailgili Maddelerin Degerlendirmesi”,
TUHIS, Kasim 2005, 5.30.

25KVKKm.7, m.10, m. 12.

26 Giirsel, IKVKH, s. 288; Erbil Beytar, Iscinin
Kisiliginin ve Kisisel Verilerinin Korunmasi,

On iki Levha Yayincilik, Istanbul 2017, 5.163; KVKK m.11.

27 Beytar, s.189.

28 Kamera sistemi ile izleme hususu doktrinde
tartismalidir. Acik kamera sistemi ile izleme
noktasinda, belirli sartlarin gerceklesmesi
halinde, iscinin rizasina gerek olmaksizin izleme

yapilabilecektir. Gizli kamera sistemi ile izlenmesi
noktasinda ise, iscinin rizasinin alinmasi zorunludur.
29 Girsel, IKVKH, 5.353-369.

30 Bkz. Makalenin “Isverenin Veri Sorumlusu Sifati”
baslikl II-A-3 kism.

31Giirsel, IKVKH, s. 402.

321K m.75.

33 BKm. 146.

34 KVKK m. 13/2.

3512.10.2004 tarihli, 25611 sayili RG.

36 KVKK m.17.
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In this article, these said regulations have been analyzed
above. The processing their employees’ personal data
may continue from beginning to the end of the employ-
ment agreement. It has been emphasized that concrete
case shall be evaluated in each stages of these applica-
tions based on DP Law. The general principles proposed
by the DP Law and the employee’s explicit consent be-
fore processing is significant in evaluating the legality of
the processing,.

After all, it should be noted that studies on the protec-
tion of personal data are quite new to the Turkish litera-
ture and the practice. Therefore, employers has to pur-
sue and correctly enforce the new regulations regarding
the protection of personal data. B
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VIi. SONUC

Giiniimiizde kigisel verilerin islenmesinde oldukca ge-
lismis teknikler kullamilmaktadir; bu nedenle ortaya ¢1-
kabilecek ihlallere karsi kanunlarda 6ngoriilen 6nlemle-
rin de degismesine ihtiya¢ duyulmustur. Bu dogrultuda
cesitli mevzuatlarda yasal diizenlemeler yapilarak kisi-
sel veri kavrami tanimlanmig ve koruma kapsama belir-
lenmisgtir.

Makalemizde s6z konusu diizenlemelerin iizerinde du-
rulmustur. Isverenlerin is iligkisinin baslangicindan
sonuna kadar hatta sona erdikten sonra dahi calisan-
larimin kigisel verilerini igledikleri tespit edilmis ve bu
islemlerin her bir evresinde somut olayin KVKK kap-
saminda ayrica degerlendirilecegi vurgulanmistir. Bu
degerlendirme yapilirken ise KVKK’da 6ngoriilen genel
ilkeler ve caliganin kigisel verilerinin iglenmesine énce-
den acik r1za gosterip gostermedigi belirleyici olacaktir.

Biitliin bunlarla birlikte 6nemle belirtmek gerekir Kki,
iilkemizde kisisel verilerin korunmasi konusundaki ¢a-
lismalar oldukeca yenidir ve gelismekte olan bir alandir.
Dolayisiyla isverenler tarafindan, kigisel verilerin ko-
runmasina iligkin glincel diizenlemelerin takip edilmesi
gerekmektedir. B
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