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ABSTRACT

As in all areas of law, the internet field is
closely associated with the healthcare regula-
tions. This article adresses the legal context
of healthcare advertisements largely con-
tained on the internet, how personal health
data should be protected on the internet and
the relevant regulations. Furthermore, in the
narrower scope, healthcare field breaches
through advertising which occur on the inter-
net are referred to; nevertheless, it has been
found also necessary to refer to the general
prohibitions on advertisement and promotion
whether on the internet or not.
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OZET

Internet ortami, hukukun her alaninda oldugu
gibi saglik diizenlemeleriyle de yakindan ilgilidir.
Bu makalede, internette genis lctide yer alan
saglik reklamlarinin hukuktaki yeri, kisisel saglik
verilerinin internet ortaminda nasil korunmasi
gerektigi ve mevzuatin bu konudaki diizenleme-
leri ele alinmistir. Bunlara ek olarak, reklam yo-
luyla saglik alaninda yapilan ihlallerden, sadece
internet ortaminda vukuu bulanlara daha dar
bir kapsamda deginilmeye calisiimis; ancak bu
yaplilirken saglik alaninda genel reklam ve tani-
tim yasaklarina, internette yer alsin ya da alma-
sin, deginilmesine gerek gordlmastur.

ANAHTAR KELIMELER: Saglik hukuku,
reklamla ilgili mevzuat, kisisel saglik verilerinin
korunmasi, internet ile ilgili mevzuat
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I. INTRODUCTION

HE CONCEPT OF E-HEALTH ENABLES HEALTH-RELAT-
ed data to be stored through processing by
use of electronic automation systems, instead
of paper recording. Issues regarding gen-
eral health in the electronic field are usually
encountered on the internet. One of the the

most common and current issues related to the health
sector on the internet is the protection of personal
health data of individuals and advertising. Accordingly,
this article consists of two main titles. The first title con-
tains the advertisements on the internet which are asso-
ciated with the health sector. It should be indicated that
advertising related to healthcare field is subject to sev-
eral limitations under the Turkish legislation, whereas
the rules regarding internet advertising on healthcare
sector is not stipulated thoroughly in the legislation.
Nevertheless, the provisions pertaining to healthcare
advertising should be considered by means of cover-
ing internet ads. The second title includes protection
of health data on the internet. Therefore the concept of
personal data and personal health data are defined. The
provisions which apply to processing of personal health
data, the precautions taken to protect personal health
data on the internet and the relevant legislation are ex-
plained throughout the article.

Il. HEALTHCARE ADVERTISING ON THE
INTERNET

A. Definition of Advertisement and The Legal
Ground

Advertising, which is essentially a medium of commu-
nication for promoting goods and services, functions as
a bridge between the producer and the consumer, and
thus is one of the most significant tools for promoting
goods and services.!

In our legislation, the regulation at law degree relevant
to advertisement is set forth in Article 61 of the Law on
the Protection of Consumers (“LPC”).2 That article
prohibits surreptitious advertising and advertisements
that are deceptive, misleading, misusing experience
and information deficiencies or endangering to the life
and property security of the consumer as well as others
which disturb public health and abuse patients, seniors,
children and disabled persons.

1. GiRIS

-SAGLIK KAVRAMI, SAGLIKLA iLGILI VERILERIN, KAGIT

tizerine kaydedilerek muhafaza edilmesi yeri-

ne elektronik otomasyon sistemlerine iglen-

mesi anlamina gelmektedir. Elektronik alanda

saglikla ilgili sorunlarla, genel olarak internet

ortaminda kargilagilmaktadir. Internet orta-
minda saglik sektoriiyle alakal olarak bireylerin karsi-
lagtig1 sorunlardan en sik ve giincel olanlari, reklamlar
ve kisisel saglik verilerinin korunmasi olarak belirmek-
tedir. Buna goére, bu makale iki genel baghk altinda ele
alinmaktadir. 11k baslikta, internet ortaminda saghk sek-
toriinde yapilan reklamlar incelenmektedir. Belirtmek
gerekir ki, saglikla alakali reklamlar Tiirk mevzuatinda
bircok smirlamalara tabi tutulmakta iken, saglik sekto-
riiyle alakali internet ortaminda reklam yapma hususu
mevzuatta kendine genis bir yer bulamamaktadir. Ne
var ki, saglikla ilgili reklam yapilmasina dair hiikiimle-
ri, internet ortaminda yapilan reklamlar1 da kapsayacak
sekilde anlamak gerekmektedir. Tkinci baglik, kisisel
saghk verilerinin internet ortaminda korunmasini ele
almaktadir. Bu cercevede, kisisel veri ve kisisel saglik ve-
risi kavramlari tanimlanmaktadir. Kigisel saglik verileri-
nin islenmesinin hangi hiikiimlere baglandigi, internet
ozelinde kisisel saghk verilerinin korunmasi i¢in alinan
onlemler ve ilgili mevzuat aciklanmaktadir.

II. INTERNET ORTAMINDA SAGLIKLA iLGILi
REKLAM YAPILMASI

A. Reklamin Tanimu ve Mevzuattaki Yeri

Oziinde mal ve hizmetlerin tamitimina yonelik bir ileti-
sim faaliyeti olan reklam, serbest piyasa ekonomilerin-
de iiretici ile tiiketici arasinda koprii vazifesi géren, mal
veya hizmetlerin tanitimim saglayan en 6nemli araclar-
dandir.!

Mevzuatimizda reklam konusunda kanun diizeyindeki
diizenleme Tiiketicinin Korunmasi1 Hakkinda Kanun'un
(“TKK”) 61. maddesinde yer alir.2 Bu maddeye gore hu-
kukumuzda tiiketiciyi aldatici, yaniltici, onun tecriibe
ve bilgi noksanliklarini istismar edici yahut can ve mal
giivenligini tehlikeye diisiiriicli; kamu sagligini bozucu,
hastalari, yaghlar1 ¢cocuklar: ve oziirliileri istismar edici
reklam ve oOrtiilii reklam yasaktir.
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A more detailed regulation relevant to advertisements
is set forth in the Commercial Advertisement and Un-
fair Business Practices Regulation® (“Commercial Ad-
vertising Regulation”) published by the Ministry of
Customs and Trade (“Ministry”). In Article 5 of the
Commercial Advertising Regulation, principles of a law-
ful advertising are defined. According to that article ad-
vertisements must primarily be accurate, honest and be
in accordance with the law and general moral rules. The
main principle concerned with health and advertising
is the principle which states that “advertisement shall
not be destructive to public health”. The conformity with
above-cited principles is supervised by the Consumer
Protection and Market Surveillance General Directo-
rate Advertising Council (“Board”). The Board has one
member from The Ministry of Health, the Turkish Den-
tal Association, the Turkish Pharmacists Association
each.* This structure indicates that the supervision of
the advertisements regarding the field of healthcare is
considered significant.

Reklamlar hakkinda daha detayh diizenleme ise Glim-
riik ve Ticaret Bakanligi’min (“Bakanhk”) yayim-
ladig1 Ticari Reklam ve Haksiz Ticari Uygulamalar
Yonetmeliginde® (“Ticari Reklam Yonetmeligi”)
bulunur. Ticari Reklam Yonetmeligi'nin 5. maddesinde
hukuka uygun bir reklamin ilkeleri sayilmigtir. Buna
gore reklamlarin 6ncelikle yasalara, genel ahlak kural-
larina uygun, dogru ve diiriist olmasi1 gerekmektedir.
Saglik ve reklam konusunu daha cok ilgilendiren ilke
ise “reklamlar kamu sagligint bozucu nitelikte olamaz”
kuralidir. Bahsi gecgen ilkelere uygunlugu, Bakanlk’a
bagh Tiiketicinin Korunmasi ve Piyasa Gozetimi Genel
Miidiirliigii Reklam Kurulu (“Kurul”) denetlemektedir.
Kurul'da Saghk Bakanhg, Tiirk Dis Hekimleri Birligi,
Tiirk Eczacilar Birligi'nden birer iiyenin bulunmasi*
saglik alaninda reklam denetiminin 6nemsendiginin bir
gostergesidir.

Yukarida bahsi gecen diizenlemeler, mevzuatimizda
reklam konusunu genel olarak ele alan hiikiimlerdir.
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The aforementioned regulations are the general rules
designating advertisements in our legislation. On the
other hand, there are provisions which also cover adver-
tisements in various laws and regulations regulating the
healthcare sector.

B. The Field of Healthcare and Advertisement
1. Healthcare Personnel and Advertisement

While examining the subject of health personnel and
advertisement, it appears that the legislation imposes
bans to ads whether these are on the internet or not. The
oldest regulation regarding prohibition of advertising by
doctors is set forth in Article 24 of the Law on the Prac-
tice of the Artistic Style of Medicine and Medical Scienc-
es® (“Law on the Medicine”). According to Article 24
of the Law on the Medicine, “Except for announcements

Bununla birlikte, saglik sektoriinii diizenlemeye yonelik
muhtelif kanun ve yonetmeliklerde reklamlar1 da kapsa-
yan hiitkiimler mevcuttur.

B. Saghk Alani ve Reklam
1. Saghk Personeli ve Reklam

Saglik personeli ve reklam konusunu incelerken, in-
ternet ortaminda olsun ya da olmasin mevzuatin ya-
saklamalar getirdigi goriilmektedir. Hekimlerin rek-
lam yapma yasagiyla ilgili en eski diizenleme Tababet
ve Suabati Sanatlarinin Tarzi Icrasina Dair Kanun’un®
(“Tababet Kanunu”) 24. maddesinde yer alir. Tababet
Kanununun 24. maddesine gére, “Icray sanat eden ta-
bipler hasta kabul ettikleri mahal ile muayene saatlerini
ve thtisaslarini bildiren ilanlar tertibine mezun olup diger
suretlerle ilan, reklam ve saire yapmalart memnudur.”
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informing about where they examine patients, consulta-
tion hours and specialization fields, doctors shall not ad-
vertise, announce or publish similar publications health-
care services.”

Article 40 of Law on the Medicine emphasized that “be-
ing allowed to announce consultation hours and the
place where they examine patients” for dentists in paral-
lel with the regulations concerning doctors.

On the internet, doctors are able to reach people through
their own personal websites or websites where people
are able to search and find the specialist doctors based on
their personal needs. The main information provided on
these websites, in accordance with Law on the Medicine,
are the titles of the doctors, their specialization fields and
contact information.

The issue that may be open to discussion is the com-
ments provided by the website users which are mostly
praises and compliments about the doctors. The Article
8 of Medical Code of Ethics® requires that: “A doctor and
a dentist shall not write an announcement note on news-
papers or other publications”. The, “other publications”
mentioned in the article definitely include the internet
area.

2. Private Healthcare Instutions and Advertise-
ment

Regarding the legislations of various health institutions,
advertisement regulations contain mutual provisions.
Accordingly, “Health institutions shall not commercial-
ize their work; shall not mislead people, lead to panic or
behave in a way which leads to unfair competition among
similar organizations and employees.”

Private healthcare institutions are quite various and
their legislations are largely parallel. Therefore, it is suf-
ficient to examine this title within the context of private
hospitals.

Article 60 titled “Information and Promotion” of
the“Private Hospitals Regulation™®, states that “Informa-
tion and promotional activities shall not include mislead-
ing, exaggerated or scientifically unproven information
and statements creating demand.”. This provision which
does not include the word “Advertisement”, leads to a
conceptual complexity. It should be indicated that eve-
ry promotional activity is intended to create a demand;

Tababet Kanunuwnun 40. maddesinde ise dis hekimleri
icin, doktorlara paralel bir sekilde sadece “hasta kabul
ettikleri mahal ile muayene saatlerini bildiren ilanlar ter-
tibine mezun” olduklarinin alt: ¢izilmigtir.

Internet ortaminda doktorlar, gerek kendi kigisel inter-
net sitelerinden gerekse bireylerin ihtiya¢ duyduklar:
ihtisastaki doktoru arama yaparak bulabilecekleri site-
lerden kisilere ulagma imkan elde etmektedir. Tababet
Kanunu'na uygun olarak bu sitelerde, baglica doktorla-
rin unvanlari, ihtisas alanlari ve iletisim bilgileri yer al-
maktadir.

Tartigmaya acgik olabilecek mevzu ise site kullanicilar
tarafindan yapilmis olan ve ekseriyetle doktorlar 6viicii
mabhiyette bulunan yorumlardir. Tibbi Deontoloji Tiizii-
gi° madde 8'de su ifadeler kullanmilmigtir: “Tabip ve dis
tabibi, gazetelerde ve diger negri vasitalarinda, reklam
mabhiyetinde tesekkiir ildnlart yazdiramaz”. Burada yer
alan “diger negri vasitalar” lafz siiphesiz internet orta-
mini da kapsamaktadir.

2. Ozel Saglik Kuruluslar ve Reklam

Cesitli saghk kuruluglarinin mevzuatlari acisindan rek-
lam diizenlemeleri ortak hiikiimler icermektedir. Buna
gore, “Saglik kuruluglart calismalarina ticari bir gorii-
ntim veremeyecekleri gibi; insanlari yaniltici, panige sevk
edici, yanlig yonlendirici, benzer nitelikteki kuruluglar ve
calisanlart arasinda haksiz rekabete yol acict davranis-
larda bulunamazlar.””

Ozel saglik kuruluglari oldukea gesitlidir ve mevzuatlar:
da biiyiik 6l¢iide paralellik gostermektedir. Bu sebeple
bu baglig1 6zel hastaneler kapsaminda incelemek yeterli
olacaktir.

Ozel Hastaneler Yonetmeligi'nin® “Bilgilendirme ve Ta-
nitun” baghkli 60. maddesine baktigimizda, “Bilgilen-
dirme ve tamitim faaliyetleri kapsaminda, yaniltici, abar-
tili, dogrulugu bilimsel olarak kanitlanmamis bilgilere
ve talep yaratmaya yonelik acitklamalara yer verilemez”
ifadesini gérmekteyiz. “Reklam” ifadesini kullanmayan
bu madde, kavramlar acisindan da bir karigikliga yol ac-
maktadir. Belirtmek gerekir ki, her tanitim faaliyeti bir
bakima talep yaratmaya yoneliktir; ancak énemli olan,
saghigl ticari bir metaya doniistiirmeme hassasiyetiyle
davranmaktir.

Bu dogrultuda iizerinde durulmasi gereken husus, bahsi
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however, the significant issue is to act with the sensitivity
of not turning health into a commercial commodity.

In this respect, the issue to be emphasized is that the
private hospitals are able to set up websites based on the
abovementioned provision. Nevertheless, if the promo-
tions on such websites do not comply with the legislation,
these promotions shall be supervised as the promotions
made in other areas. Hence, in one of the Advertising
Council verdicts, the Council imposed an administrative
fine and adopted a motion for stay of execution® on the
grounds that “The website of M. Private Hospitals Group
does not conform to Article 60 of Private Hospitals Regu-
lation”. Thus, consultation to cure patients shall not be
provided on such websites under any circumstances. Ad-
ditionally, other information shall be provided by a mem-
ber of the profession who has knowledge and experience
in his/her profession field.

3. Medication and Advertisement

The statutory regulation regarding the promotion of
drugs is set forth in the Law on Pharmaceuticals and
Medical Preparations™ (“LPMP”). While determining
restrictions, LPMP distinguishes between prescription
and non-prescription drugs. According to LPMP, medi-
cines sold with prescription shall not be advertised in
publications other than medical journals. The promo-
tion of over-the-counter medicines is allowed as long as
the promotion is made through newspapers and instruc-
tion books."

Permitting to advertise non-prescription drugs only in

gecen hiikiim uyarinca 6zel hastanelerin internet sitesi
kurabilmesidir. Yine, kurulan bu sitlerdeki tanitimlar
mevzuata uygun olmadiklarinda tipk: diger mecralarda
yapilan tanitimlar gibi denetime tabi tutulacaklardir.
Nitekim Reklam Kurulu bir kararinda, “M. Ozel Has-
taneler Grubu’nun internet sitesinin Ozel Hastaneler
Yénetmeligi'nin 60. maddesine uygun olmadigt gerekce-
siyle” idari para cezasi ve durdurma karar1 yaptirimlari
6ngormiistiir.’ Buminvalde dikkat edilmesi gereken, s6z
konusu internet sitelerinde hicbir sekilde tedavi edici
saglik bilgisi verilemeyecegidir. Bunun diginda yer alan
bilgilerin ise kesinlikle alan ile ilgili bilgi ve tecriibeye
sahip meslek mensubu tarafindan verilmesi gerekmek-
tedir.

3. ilac ve Reklam

Ilac tanitimina iligkin kanuni diizenleme, Ispenciyari
ve Tibbi Miistahzarlar Kanunuwnda®® (“ITMK”) yer al-
maktadir. ITMK sinirlamay belirlerken, receteli/rece-
tesiz ila¢ ayrim1 yapmaktadir. ITMK uyarinca recete ile
satig1 yapilan ilaclarin tibbi dergilerden bagka yerlerde
reklami yapilamayacaktir. Regetesiz satilan ilaclarin ta-
nitimina ise gazete ve tarifnamelerle sinirh kalmak ko-
suluyla izin verilmigtir."

Recetesiz ilaclarin tanitimina sadece gazete ve tarif-
namelerde izin verilmesi, ITMK’nin yiiriirliige girdigi
tarihteki fiziki kogullarla yakindan ilgilidir. Bu durum
goz oniinde bulundurularak hazirlanan Begeri Tibbi
Urtinlerin Tanitim Faaliyetleri Hakkinda Yonetmelik,'
recetesiz satilan ilaclarin internet tanitimina olanak
saglamigsa da Damstay, “bilingsiz ila¢ kullanimi sonu-

1Arslan Kaya, “Reklamin Fikri Malkiyet Hukuku
icindeki Yeri (Advertising Within the Scope of
Intellectual Property Law)", Omer Teoman'a 5. Yas
Guind Armagani, Istanbul 2002, p. 459.

2 Official Gazette(0G) dated 28.11.2013,

numbered 28835.

3 0G dated 10.01.2015, numbered 29232.

4 For the members of the Consumer Protection and
Market Surveillance General Directorate Advertising
Council please check http://tuketici.gth.gov.tr/reklam-
kurulu/kurul-uyeleri (Last access: 26.04.2017).

5 0G dated 14.04.1928, numbered 863.

6 0G dated 19.2.1960, numbered.

7 Art. 60 of Private Hospitals Regulation; Art. 20,
58/2 of Regulation on Private Healthcare Institutions

Providing Outpatient Diagnosis and Treatment
(Ayakta Teshis ve Tedavi Yapilan Ozel Saglik
Kuruluslari Hakkinda Yonetmelik); Art. 16, 32 of
Regulation on Private Healthcare Institutions

Offering Oral and Dental Health Services; Art. of

34/3, 30 of Regulation on Ambulances, Private
Ambulance Services and Ambulance (Ambulanslar

ile Ozel Ambulans Servisleri ve Ambulans Hizmetleri
Yonetmeligi) ; Art. 25, 37 of Regulation on Private
Healthcare Institutions Providing Hyperbaric Oxygen
Therapy; Art. 28 of Regulation on Private Healthcare
Institutions Applying Acupuncture Therapy and
Application of the Acupuncture Therapy; Art. 28, 30
of First Aid Regulation; Art. 34 of Regulation on Health
Institutions for Beauty and Aesthetic Purposes; Article

12, 24 of Optician Institutions Regulation; Art, 18/2, 30
of Regulation on Encounter of Home Care Services
(Evde Bakim Hizmetleri Sunumu Hakkinda Yénetmelik).
8 0G dated 27.03.2002, numbered 24708.

9 Ezgi Aygiin, Saglik Sektorinde Reklam,

Ankara 2007, p.47

10 0G dated 26.05.1928, numbered 898.

11Art. 13 of Law on Pharmaceuticals and Medical
Preparations.

12 0G dated 03.07.2015, numbered 29405.

13 State Council 10th Chamber, 2003/5945

E., 12.10.2004

14 Aygiin, p.90.

15 Aygiin, p.117.
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newspapers and instruction books is closely related to
the physical conditions in the validity date of LPMP. Even
though the Regulation on the Promotional Activities of
the Medicinal Products for Human Use,"? which was pre-
pared by taking the relevant situation into consideration,
allows the internet promotion of over-the-counter drugs,
the State Council halted the execution of the relevant
paragraph®® due to “damages that may arise as a result of
unconscious drug use”. However, at this point, the State
Council ignored the constructive qualities of advertise-
ments. Indeed, non-prescription drug advertisements
will inform the society and minimize unconscious drug
use™ as long as they are not of a deceptive nature.

Anotherissue which maybe discussed within the scope of
internet and drug promotion is websites created by drug
companies themselves. Pursuant to Pharmaceutical In-
dustry Employer Union Guideline (“PIEU Guideline”),
pharmaceutical companies (drug producers, importers
and distributors) may prepare websites containing infor-
mation related to their companies, lists of their products
and the prospectuses approved by Ministry of Health,
knowledge regarding the product promotion for the tar-
get group, information relevant to the health problems
related to the product, and the developments in the area
of medicine.” These websites may be renewed when nec-
essary. It should be indicated that pharmaceutical com-
panies are responsible for the websites created by them.

According to the PIEU Guideline, such websites shall be
divided into two parts in terms of user access, namely, in-
formation for public and information for doctors/phar-
macists. The part which doctors and pharmacists have

cunda olugabilecek zararlart” dikkate alarak ilgili fik-
ranin yliriitmesini durdurmusgtur.”® Ancak Damstay bu
noktada, reklamlarin tagidig: yapic1 6zellikleri goz ard:
etmistir. Nitekim, aldatic1 olmadig: siirece recetesiz ilac
reklamlari, bilingsiz ila¢ kullanimini en aza indirerek
toplumu bilgilendirecektir.**

Internet ve ilac tanitimi kapsaminda s6z edilebilecek bir
diger husus ise ila¢ firmalarinin kendi olusturduklar: in-
ternet siteleridir. Tla¢ firmalari (ilag iireticileri, ithalatci-
lar1 ve dagrticilary), la¢ Endiistrisi Isverenler Sendikasi
Kilavuzu (“IEiS Kilavuzu”) uyarinca internette, fir-
malari ile ilgili bilgileri, iiriinlerinin listelerini ve Saglhik
Bakanhigr'nca onaylanmig prospektiislerini, hedeflenen
kitleye yonelik iirtin tanitim ile ilgili bilgileri, tirtinleri
ile ilgili saglik sorunlar1 konusundaki bilgileri ve tip ala-
nindaki gelismeleri kapsayan, gerektiginde yenilenmek
lizere, ag (web) sayfalar1 hazirlayabilirler.”® Belirtmek
gerekir ki ilac firmalari, kendilerinin kurmusg oldugu si-
telerden sorumludur.

IEIS Kilavuzu uyarinca, soz konusu internet siteleri kul-
lanicilarin ulagimi acisindan hekime/eczacilara yonelik
ve halka y6nelik bilgiler olmak iizere iki boliime ayril-
malidir. Hekim ve eczacilarin ulagtiklar: boliim sifreli
bir ulagima sahip olmali, halka ait bilgilerse ana sayfada
yer almalidir.

4. Saghk Sel_(ti:iriinde Verilen I?eklam
Cezalarinin Internet 6zelinde Incelenmesi

Reklam denetimi denildiginde, saghk sektoriiniin
onemli yaptirimlara maruz kaldigin1 goriiyoruz. 2010

1Arslan Kaya, “Reklamin Fikri Malkiyet Hukuku
icindeki Yeri”, Omer Teoman'a 55. Yas Giinii Armagant”,
istanbul 2002, 5. 459.

228.11.2013 tarih, 28835 sayili Resmi Gazete (RG).
310.01.2015 tarih, 29232 sayili RG.

4 Tilketicinin Korunmasi ve Piyasa Gozetimi Genel
Mudiirligii Reklam Kurulu'nun kurul iiyelerine iliskin
olarak bkz. http://tuketici.gth.gov.tr/reklam-kurulu/
kurul-uyeleri (Son erisim: 26.04.2017).
514.04.1928 tarih, 863 sayili RG.

619.2.1960 tarih, 10436 sayili RG.

7 Ozel Hastaneler Yonetmeligi, m. 60;

Ayakta Teshis ve Tedavi Yapilan Ozel Saglik Kuruluslart
Hakkinda Yonetmelik, m. 20, 58/2; Agiz ve Dis Sagligi
Hizmeti Sunan Ozel Saglik Kuruluslart Hakkinda
Yonetmelik, m. 16, 32; Ambulanslar ile Ozel Ambulans
Servisleri ve Ambulans Hizmetleri Yonetmeligi,

m. 34/3, 30; Hiperbarik Oksijen Tedavisi Uygulanan
(zel Saglik Kuruluslar Hakkinda Yonetmelik,

m. 25, 37; Akupunktur Tedavisi Uygulanan Ozel Saglik
Kuruluslari ile Bu Tedavinin Uygulanmasi Hakkinda
Yonetmelik, m. 28; ilkyardim Yonetmeligi,

m. 28, 30; Giizellik ve Estetik Amagh Saglik Kuruluslari
Hakkinda Yonetmelik, m. 34; Optisyenlik Miiesseseleri
Hakkinda Yonetmelik, m. 12, 24; Evde Bakim Hizmetleri
Sunumu Hakkinda Yénetmelik, m. 18/2, 30.

827.03.2002 tarih, 24708 sayli RG.

9 Ezgi Aygiin, Saglik Sektoriinde Reklam,

Ankara 2007, s.47.

10 26.05.1928 tarih, 838 sayili RG.

11 spenciyari ve Tibbi Miistahzarlar Kanunu m.13.
12 03.07.2015 tarih, 29405 sayili RG.

13 Danistay 10. Dairesi, 12.10.2004 tarih, 2003/5945
E. sayili karari.

14 Aygiin, s 90.

15 Aygiin, s.117.
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access to shall be encoded, while the public information
shall appear on the main page.

4. Analysis of the Advertising Penalties within
the Healthcare Sector with Regards to the
Internet

While considering the supervision of advertising, it is
apparent that the healthcare sector is exposed to signifi-
cant sanctions. According to the figures of 2010, two hun-
dred and two out of six hundred sixty six files which are
determined to be unlawful by the Advertising Council
are related to healthcare.

As aresult of widespread internet use, the health sector
has begun to focus on promotions in the internet which
provides an opportunity to reach masses. Hence, when
the percentage of the tools used by the penalized health
advertisements were calculated, the internet has taken
the top place with almost forty-four per cent (43.9%).1°
All these calculations indicate that, importance of health
sector promotion and advertisements will grow in the
context of the legal field.

lil. PROTECTION OF PERSONAL DATA ON THE
INTERNET

A. General Scope of Sensitive Personal Data

The third paragraph added to the Article 20 of the Consti-
tution of the Republic of Turkey (“Constitution”) titled
“Privacy of Private Life” clearly states that everyone has
the right to access their own personal data. This article
also stipulates that personal data may only be processed
“in the circumstances designated in legislation or by the
explict consent of the data subject.” In this respect, the
Law on the Protection of Personal Data (“LPPD”) has
recently been enacted and enforced. Article 1 of LPPD
sets forth its purpose which is regulating the obligations
which natural and legal persons shall conform to while
processing of personal data, in order to protect privacy of
private life and fundamental rights and freedoms, in ac-
cordance with the constitutional provision.”” As a princi-
ple, the first paragraph in Article 5 of the LPPD cites that
personal data may only be processed by the explict con-
sent of the person. Seven exceptions in the second para-
graph of the same article have been regulated.’® Article 6
of LPPD is different from Article 5 for “private personal
data” and it provides more protective provisions for the
persons.

yili rakamlarina gore, Reklam Kurulu'nda karara bagla-
nan ve hukuka aykiri bulunan alt1 yiiz altmig alt1 dosya-
nin iki yiiz iki tanesi saghga iligkindir.

Internet kullaniminin yayginlagmasi ile birlikte, saghk
sektorii de tamitimlarin genis kitlelere ulagmasim sag-
layan bu mecrada agirlik vermeye baglamigtir. Nitekim
ceza alan saglik reklamlarimin kullandig1 araclarin yiiz-
desi hesaplandiginda, ilk siray1 neredeyse yiizde kirk dort
(%43,9) ile internet almigtir.® Tiim bu veriler, saglik sek-
toriiniin internet ortamindaki tanitim ve reklamlarinin
hukuki baglamda 6neminin artacaginin géstergesidir.

Il KiSiSEL SAGLIK VERILERININ iNTERNET
ORTAMINDA KORUNMAS

A. Genel Olarak Ozel Nitelikli Kisisel Veriler

2010 Anayasa degisikligi ile Tiirkiye Cumbhuriyeti
Anayasasrnin  (“Anayasa”) “Ozel Hayatin Gizliliji”
baglikli 20. maddesine eklenen ii¢iincii fikrasi, herkesin,
kendisiyle ilgili kisisel verilere erigim hakkinin oldugu-
nu acikea belirtmektedir. Ek olarak séz konusu madde,
kisisel verilerin “ancak kanunda 6ngoériilen hallerde veya
kisinin ac¢ik rizastyla” islenebilecegini hiikiim altina al-
maktadir. Bu dogrultuda, Kisisel Verilerin Korunmast
Kanunu (“KVKK?”) yenice yasalagmig ve yiiriirliige gir-
mistir. KVKK’nin 1. Maddesi, kanunun amacini Anayasa
hiikmiine muvazi olarak, kisisel verilerin islenmesinde'”
6zel hayatin gizliligi basta olmak iizere, temel hak ve
hiirriyetlerin korunmasini saglamak icin gercek ve tiizel
kisilerin uymasi1 gereken yiikiimliiliikleri diizenlemek
olarak belirlemektedir. KVKK’nin 5. maddesinin birin-
ci fikrasi kural olarak, kisisel verilerin ancak ilgili kisi-
nin agik rizasiyla islenebilecegini bildirmektedir. Aym
maddenin ikinci fikrasinda bu hitkme yedi tane istisna
disiilmiistiir.® KVKK'nin 6. maddesi ise, “Ozel nitelikli
kisisel veriler” i¢in 5. maddedekinden daha farkl ve kisi-
ler icin daha koruyucu hiikiimler getirmektedir.

Oncelikle, 6. maddenin ilk fikras1 6zel nitelikli kisisel
verileri sunlar olarak tanimlamaktadir: “Kigilerin ki,
etnik kokeni, siyasi diistincesi, felsefi inanci, dini, mezhebi
veya diger inanglari, kilik ve kiyafeti, dernek, vakifya da
sendika tiyeligi, sagligt, cinsel hayati, ceza mahkimiyeti
ve glivenlik tedbirleriyle ilgili verileri ile biyometrik ve ge-
netik verileri.”

Bu verilerin 6zel nitelikli olarak kabul edilmesinin sebe-
bi, 117 sira sayili Adalet Komisyonu Raporundaki ilgili
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The first paragraph of Article 6 defines sensitive personal
data as “data relating to; race, ethnic origin, political opin-
ions, philosophical beliefs, religion, sect or other beliefs,
appearance and dressing, membership of association,
foundation or trade-union, health, sexual life, criminal
conviction, security measures, biometrics and genetics.”

The reasons to consider these data to be sensitive are ex-
plained by the justification of the relevant article in the
Justice Commission Report No. 117, which states:“It is
considered that if learned by others, these data could cause
the subject of the data to be victimized or to be discrimi-
nated, therefore, such data is considered as sensitive data.”

Sensitive personal data is also referred to in “Private
Data Categories” titled Article 6 of the Convention on the
Protection of Individuals under the Automatic Processing
of Personal Data® (“Convention”):“Unless the domes-
tic law guarantees are provided, personal data express-

madde gerekcesinde soyle belirtilmektedir: “Bu verile-
rin, baskalar tarafindan ogrenildigi takdirde ilgili kisi-
nin magdur olabilmesine veya ayrimciliga maruz kalabil-

mesine neden olabilecek nitelikte veriler olmalart dikkate
alinmakta, bu sebeple bu tiir veriler ozel nitelikli Chassas)
veri olarak kabul edilmektedir.”

Ozel nitelikli kisisel verilere, 28/01/1981 tarihli Kisisel
Verilerin Otomatik Isleme Tabi Tutulmasinda Bireylerin
Korunmast Sozlesmesi'nin®® (“Sézlesme”) “Ozel Veri
Kategorileri”baglikli 6. maddesinde de deginilmektedir:
“fg hukukta uygun giivenceler saglanmadikea, rksal ko-
keni, styasi diisiinceleri, dini veya diger inanclart ortaya
koyan kisisel veriler ile saglik veya cinsel hayatla ilgili ki-
sisel veriler, otomatik igleme tabi tutulmaz. Ayni sey ceza
mahkiimiyetiyle ilgili kisisel veriler icin de gecerlidir.”

Sozlesme’de esas olarak 6zel veri kategorilerinin iglen-
memesi belirlenmis; ancak gerekli giivenceler saglan-
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ing racial origin, political opinions, religion or other be-
liefs and personal data relevant to health or sexual life
shall not be automatically processed. The same applies
for the criminal conviction.”

In the Convention, the main rule is not to process sen-
sitive data categories; however, it is allowed to process
such dataon the condition that the necessary guarantees
are granted. Such data is described in “Sensitive Data
Processing Categories™ titled Article 8 of 24/10/1995 dat-
ed and Directive of the European Parliament and of the
European Parliament on the Protection of Persons from
the Processing of Personal Data and the Free Movement
of Such Species No.95/46/EC* (“Directive”) as “Mem-
ber States shall prohibit the processing of data relating to
health or sexual life and the processing of personal data
describing union membership, religion or philosophical
beliefs, political opinions, race or ethnicity.”

Herein, processing of sensitive processing categories is
forbidden as a rule. Exceptions are listed in the second
paragraph of the same article, while the third paragraph
related to personal health data cites: “Paragraph 1 shall
not be applied on the circumstances where; if processing
data is necessary for management of healthcare services
or care services or treatment, medical diagnosis and pre-
ventive medicine, by a national authorities in terms of pro-
fessional confidentiality obligation or by any healthcare
professional identified within national law by another
person subject to equivalent confidentiality obligation.”

LPPD has been prepared in accordance with the Direc-
tive, as it has been referred to the Directive several times
in the justification. Therefore, the relavant provision is
in line with the exceptions in the LPPD which shall be
stated below.

The general rule in the second paragraph of Article 6 of
LPPD is specified as processing of sensitive personal data
is prohibited except in cases of explict consent by the subject
of the data and exceptions of processing of sensitive person-
al data are provided in the third paragraph of the Article
6 as “Personal data other than the health and sexual
life listed in the first paragraph may be processed without
explict consent of the data subject, in the circumstances
permitted by law. Without explicit consent of the data sub-
Ject, personal data concerning health or sexual life may
only be processed for the purposes of: (i) protection of
public health, (i) protective medicine, (iii) operating
medical diagnosis, treatment and care services, (iv)

diktan sonra iglenmesine izin verilmistir. 24/10/1995
tarihli ve 95/46/EC sayih Kisisel Verilerin Islenmesi ve
Bu Tiir Verilerin Serbest Dolagumina Dair Bireylerin Ko-
runmast Hakkindaki Avrupa Birligi Konseyi ve Avrupa
Parlamentosu Direktifi**nde (“Direktif”’) bu neviden
veriler, “Verilerin Ozel f§Zeme Kategoriler?” baghkli 8.
maddesinin birinci fikrasinda sdyle tanimlanmaktadir:
“Uye Devletler, saglik durumuna veya cinsel yasama ilis-
kin verilerin islenmesini ve sendika iiyeligini, dini veya
felsefi inancglari, siyasi gériigleri, irk veya etnik kékeni
aciklayan kisisel verilerin islenmesini yasaklayacaktir.”

Burada da kural olarak 6zel isleme kategorilerinin iglen-
mesi yasaklanmaktadir. Ayni1 maddenin ikinci fikrasin-
da istisnalar say1lmakta iken; iicilincii fikrasinda saglikla
alakali kisisel verilerle ilgili olarak su hiikiim getirilmek-
tedir: “Paragraf'1, saglik hizmetlerinin yénetimi veya ba-
kim veya tedavinin saglanmasi, tibbi teghis, onleyici tip
amagclart i¢in veri islemenin gerektigi yerde ve mesleki
gizlilik yiikiimliiliigii icin ulusal yetkili kuruluglar tara-
findan veya esdeger gizlilik yiikiimliiliigiine tabi diger bir
kisi tarafindan saptanan ulusal kanun kapsaminda bir
saglik uzman 6znesi tarafindan bu verilerin islendigi yer-
de uygulanmayacaktir.”

Gerekcede de bircok kez Direktif’e atif yapildig: iize-
re, KVKK, Direktif’e uygun bir surette hazirlanmigtir.
Bu yiizden s6z konusu hiikiim asagida belirtilecek olan
KVKK’daki istisnalar ile aynmi1 dogrultudadar.

KVKK’nin 6. maddesinin ikinci fikrasinda genel kural,
ilgili kisinin acik rizasi haricinde 6zel nitelikli kisisel
verilerin iglenmesi yasaktir, seklinde belirlenmekte ve
ozel nitelikli kisisel verilerin islenmesine iligkin istis-
nai durumlar 6. maddenin {iciincii fikrasinda géyle si-
ralanmaktadir: Birinci fikrada sayilan saglik ve cinsel
hayat disindaki kisisel veriler, kanunlarda ongoriilen
hallerde ilgili kisinin agtk rizast aranmaksizin iglenebilir.
Saglik ve cinsel hayata iliskin kisisel veriler ise ancak
(1) kamu sagliginin korunmast, (i) koruyucu hekim-
lik, (ii}) tibbi teghis, tedavi ve bakim hizmetlerinin
yiiriitiilmesi, (iv) saglik hizmetleri ile finansmant-
nmin planlanmasz ve yonetimi amactyla, swr saklama
Yyiikiimliiliigii altinda bulunan kigiler veya yetkili
kurum ve kuruluslar tarafindan ilgilinin acik rizast
aranmaksizin iglenebilir.*

Fikra hiitkmii, saghk ve cinsel hayat disindaki 6zel nite-
likli kisisel verilerin, KVKK’da 6ngoriilmiis durumlarda
ilgilinin acik rizas1 alinmadan islenebilecegini diizen-
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planning or sustaining financing of health-care ser-
vices by persons or an authorised intitutions who are
under the obligation of confidentiality.”*

The provision in the paragraph regulates; in the cir-
cumstances permitted by LPPD, personal data related
to the subject other than health and sexual life may be
processed without explicit consent of the data subject.
Provided that these circumstances in Article 6 occur, as
concerning the health and sexual life are sensitive sub-
jects, personal data related to these concepts may only
be processed by “persons or authorised intitutions who
are under the obligation of confidentiality.”

1. Protection of Personal Health Data

Ministry of Health, due to the sensitive nature of the
subject, issued the Regulation on Processing of Personal
Health Data and Providing Privacy (“PHD Regula-
tion”) based on the Delegated Legislation on Organi-
zation and Duties of Ministry of Health and Affiliated
Institutions No. 663 and Healthcare Servics Fundamen-
tal Law. According to Article 1, the purpose of the PHD
Regulation is providing personal health data. In Arti-
cle 4 of the PHD Regulation, sensitive personal health
data is defined as “any kind of health information of an
identified or identifiable real person”. Also in the same
article, processing of personal health data is described
as “any operation which is performed upon personal data
such as; collection, recording, storage, preservation, alter-
ation, adaptation, disclosure, transfer, retrieval, making
available for collection, categorisation, blocking its use by
wholly or partly automatic means or by means other than
automatic means which form part of a filing system”.

The definition is the same with LPPD’s definition of
personal data processing given above. LPPD and PHD
involve personal health data processing in internet, by
means of stating “automatic... filing system”. Therefore,
if any data process activity is carried out for personal
health data, provisions on LPPD and especially PHD
shall be applied; same applies to the Convention and
Directive. With respect to this, Article 90 of the Con-
stitution states that “International treaties brought into
force in compliance with the procedure, are equivalent to
law. ... In case of conflict between theinternational treaties
regarding fundamental rights and freedoms and the laws
due to differing provisions on the same subject, the provi-
sions of the international treaty shall shall prevail”

lemektedir. Saglik ve cinsel hayata dair kigisel verilerin
ise, konularinin hassasiyeti itibariyle ancak madde hiik-
miinde sayilan hallerle mahdut olmak kaydiyla ve gene
ancak “sur saklama ytikiimliigii altinda bulunan kigi veya
yetkili kurum ve kuruluglar tarafindan” iglenebilecegini
hiikiim altina almaktadar.

B. Kisisel Saglik Verilerinin Korunmasi

Saglik Bakanlii, konunun hassasiyeti nedeniyle
KVKK’ya, 663 sayil1 Saglik Bakanlig1 ve Bagh Kurulugla-
rinin Tegkilat ve Goérevleri Hakkinda Kanun Hitkmiin-
de Kararnamesine ve Saghk Hizmetleri Temel Kanu-
nuna dayanarak; Kisisel Saglik Verilerinin Islenmesi ve
Mahremiyetinin Saglanmast Hakkinda Yonetmelik’ini
(“KSV Yonetmeligi”) cikarmistir. 1. maddesinde KSV
Yonetmeligi'nin amaci kigisel saghk verilerinin mah-
saglamak olarak belirtilmektedir. KSV
Yonetmeligi'nin 4. maddesinde kisisel saglik verisi “kim-
ligi belirli veya belirlenebilir gercek kisiye iligkin her tiirlii
saglik bilgisi” seklinde tanimlanmaktadir. Kigisel saglik
verilerinin islenmesi ise aym1 maddede, “kigisel saglik

remiyetini

verilerinin tamamen veya kismen otomatik olan ya da
herhangi bir veri kayit sisteminin parc¢ast olmak kaydry-
la otomatik olmayan yollarla elde edilmesi, kaydedilmesi,
depolanmast, muhafaza edilmesi, degistirilmesi, yeniden
diizenlenmesi, aciklanmasi, aktarilmasy, devralinmast,
elde edilebilir hale getirilmesi, siniflandiriimast ya da
kullanilmasinin engellenmesi gibi saglik verileri tizerinde
gerceklestirilen her tiirlii iglem” olarak aciklanmistir.

Bu tanim, yukarida da verilen KVKK’nin kisisel veri is-
leme taniminin aynisidir. Tanimda “ofomatik olan... veri
kayit sistemi” demekle; KVKK ve KSV Yonetmeligi'nin
internet ortaminda kigisel saglik verilerinin iglenmesini
de kapsadigimi belirtmektedir. Buna gore, yukarida sa-
yilan veri isleme faaliyetlerinden herhangi birisi kisisel
saglik verileri icin s6z konusu olursa, KVKK ve hususi-
yetle KSV Yonetmeligi kapsamindaki hiikiimler giinde-
me gelecektir. Bu Sézlesme ve Direktif icin de boyledir.
Buna iligkin olarak, Anayasa’nin 90. maddesinde su hii-
kiimler belirtilmistir: “Usuliine gére yiiriirliige konulmus
Milletlerarast andlagsmalar kanun hiikmiindedir. ... Usu-
ltine gére ylirtirliige konulmug temel hak ve ozgiirliikle-
re iligkin milletlerarast andlagsmalarla kanunlarmn ayni
konuda farkli hiikiimler icermesi nedeniyle cikabilecek
uyusmazliklarda milletlerarast andlagsma hiikiimleri esas
alimir”
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As both the Convention and the Directive are trea-
ties brought into force in compliance with the procedure
and signed by the Turkish Republic, both are statutory.
However, as these treaties are related to privacy of pri-
vate life and data protection, they are both international
treaties concerning fundamental rights and freedoms
and for this reason, in the legislation hierarchy, both are
superior compared to the law.

The subject of the Convention is exclusively related to
the protection of personal data against automation sys-
tems. In the Directive, as in the LPPD, personal data is
protected against automation systems or any recording
system. The three texts provide an extensive protection
on the internet in terms of personal health data. Moreo-
ver, PHD Regulation introduces more detailed provi-
sions related to this protection.

First paragraph of Article 5 entitled “General Rules
and Principles” of the PHD Regulation states,“Personal
health data may only be processed in accordance with the
procedures and principles on the Regulation and Law.”,
and thus attributes the processing of personal data un-
der the constitutional guarantee to the law. Further-
more, the second paragraph of the same article adopts
the following general principles in the same way as Arti-
cle 4 of the LPPD:

In processing of the personal data, the principles list-
ed below shall be conformed:

a) Being in conformity with the law and good faith,

b) Accurate and, if necessary, up to date,

Sozlesme ve Direktif, Tiirkiye Cumhuriyeti’nin taraf
oldugu ve usuliine gore yiiriirliige girmis antlagmalar
olmalar1 hasebiyle kanun hiikmiindedirler. Mamafih,
bu antlasmalar 6zel hayatin gizliligi ve veri korumasi ile
alakal1 olduklar i¢in, temel hak ve dzgiirliiklere iligkin
uluslararasi antlagsmalardir ve bundan dolay: hiikiimler
hiyerarsisinde kanunlardan iistiin bir yerdedir.

S6zlesme’nin konusu miinhasiran otomasyon sistemle-
rinekarsikisisel verileri korumaile alakalidir. Direktif’te
ise, KVKK’daki gibi otomasyon sistemleri veya herhangi
bir veri kayit sistemine kars: kisisel veriler korunmak-
tadir. S6z konusu ii¢ metin de kisisel saglik verileri aci-
sindan internet ortaminda genis capli bir koruma sagla-
maktadir. Bununlabirlikte, KSV Yonetmeligi bu koruma
hakkinda detayli diizenlemeler getirmektedir.

KSV Yonetmeligi, “Genel Ilke ve Esaslar” baghikl 5.
maddesinin ilk fikrasinda, “Kisisel saglik verileri, ancak
bu Yonetmelikte ve Kanun'da ongériilen usul ve esaslara
uygun olarak islenebilir.” demekle anayasal giivence al-
tinda olan kisisel verilerin iglenmesini kanunlara bagla-
maktadir. Dahasi ayn1 maddenin ikinci fikrasi, su genel
ilkeleri KVKK’nin 4. maddesinde oldugu haliyle benim-
semektedir:

Kigisel saglik verilerinin islenmesinde asagidaki ilke-
lere uyulmast zorunludur:

a) Hukuka ve diiriistliik kurallarina uygun olma,
b) Dogru ve gerektiginde giincel olma,

¢) Belirli, actk ve mesru amaclar icin iglenme,

16 ismail Agirbas/ Gamze Bayin/

Yasemin Akbulut, “Saglik Sektdriinde

Verilen Reklam Cezalarinin Sistematik Analizi
(Systematical Analysis of Advertising Penalties in
the Health Sector)", https://www.researchgate.net/
publication/281741568, (Last access:02.12.2016)

17 “e) Processing of personal data: any operation
which s performed upon personal data such

as; collection, recording, storage, preservation,

alteration, adaptation, disclosure, transfer, retrieval,

making available for collection, categorisation,
blocking its use by wholly or partly automatic means
or otherwise than by automatic means which form
part of a filing system.

18 These exceptions are:

“a) processing is expressly permitted by any law.

b) processing is necessary in order to protect the life
or physical integrity of the data subject or another
person where the data subject is physically or legally
incapable of giving consent.

¢)itis necessary to process the personal data of
parties of a contract, provided that the processing is
directly related to the execution or performance

of the contract.

¢) processing is necessary for compliance with a legal
obligation which the controller is subject to.

d) the relevant information is revealed to the public by
the data subject herself/himself.

e) processing is necessary for the institution, usage,
or protection of a right.

f) processing is necessary for the legitimate
interests of the data controller, provided that the
fundamental rights and freedoms of the data
subject are not harmed.”

19 For official translation of the Convention to
Turkish, please refer to: http://www.resmigazete.gov.
tr/eskiler/2016/03/20160317-2.pdf

(Last access: 04/12/2016).

20 For unofficial translation of the Convention to
Turkish, please refer to: Mehmet Bedii Kaya/
Furkan Giiven Tastan, Veri Koruma Hukuku:
Mevzuat ve Ictihat (Data Protection Law:
Legislation and Case Law), 2016.

21 Numbering and colorization are added later,
not contained in the original form of the law.
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¢) Processed for specified, explicit, and legitimate
purposes,

¢) Relevant, limited and proportionate to the purpos-
es for which data are processed,

d) Stored only for the time necessitated by the purpose
forwhich data are collected.

It should be indicated that the general principles are ap-
plied at any moment and at every stage of processing of
personal health data as they are applied to all other sorts
of personal data. For instance, if any personal health
datais out of date, it shall no longer be recorded or trans-
ferred to the others in internet. In the third paragraph
of the same article, the following principle is adopted in
accordance with subparagraph (d) of the second para-
graph “The persons in charge of healthcare services may
have access to and process health data of the data subject
only as it is necessitated for providing the relevant health-
care service.”

Healthcare service providers are defined as “natural
persons or public law and private law legal entities pro-
viding or producing healthcare services” in Article 4 of
PHD Regulation. The fifth paragraph of the Article 5 of
the PHD Regulation states“Data Processors in health-
care services shall not copy or record personal health
data to anywhere except for to wholly or partly automatic
means or otherwise than by automatic means which form
part of a filing system of healthcare service providers and
systems of the Ministry to provide country-wide services.”

Citing in the sixth paragraph of the same article,“Health

¢ Islendikleri amagla baglantili, sturli ve 6lciilii
olma,

d) Islendikleri amag icin gerekli olan siire kadar mu-
hafaza edilme.

Belirtmek gerekir ki bu ilkeler, biitiin kisisel verilerde
oldugu gibi, kisisel saglik verileri islemenin de her aga-
masinda ve her an gecerli olan ilkelerdir. S6z gelimi,
herhangi bir kigisel saglik verisi giincel degilse, artik
kaydedilemeyecek ya da internet ortamindabagkalarina
aktarilamayacaktir. Ayni maddenin iiciincii fikrasinda,
ikinci fikranin (d) bendiyle uyumlu olarak su ilke geti-
rilmigtir: “Saglik hizmet sunucularinda gorevli kisiler
ilgili kisinin saglik verilerine ancak verilecek olan saglik
hizmetinin geregi ile sinirli olmak kaydiyla isleyebilir ve
erigebilir”

Saglik hizmet sunuculari, KSV Yonetmeligi'min 4. mad-
desinde “saglik hizmetini sunan veya iireten gercek kigi-
ler ile kamu hukuku ve é6zel hukuk tiizel kigileri” seklinde
tanimlanmaktadir. KSV Yonetmeligi'min 5. maddesinin
besinci fikrasi: “Saglik hizmet sunucularinda veri igleyen
kisiler, kisisel saglik verilerini saglik hizmet sunuculari-
nin tamamen veya kismen otomatik olan ya da otomatik
olmayan her tiirlii sistemleri ile Bakanligin lilke genelinde
hizmet vermek amaclt kurulan sistemleri disinda hicbir
yere kopyalayamaz veya kaydedemez.” demektedir.

Ayni maddenin altinc1 fikrasi: “Saglik hizmet sunucu-
lary, Bakanligin ve Kigisel Verileri Koruma Kurulunun
belirlemis oldugu standartlara uygun elektronik kayit sis-
temlerinin kurulmasindan ve igletilmesinden, giivenlik ve
mahremiyetinin saglanmasindan, ayrica elektronik sag-

16 ismail Agirbas/ Gamze Bayin/

Yasemin Akbulut, “Saglik Sektoriinde Verilen
Reklam Cezalarinin Sistematik Analizi”,
https://www.researchgate.net/publication/281741568
(Son erisim: 26.04.2017).

17 “e) Kisisel verilerin islenmesi: Kisisel verilerin
tamamen veya kismen otomatik olan ya da herhangi
bir veri kayit sisteminin parcasi olmak kaydiyla
otomatik olmayan yollarla elde edilmesi, kaydedilmesi,
depolanmasi, muhafaza edilmesi, degistirilmesi,
yeniden diizenlenmesi, aciklanmasi, aktarilmasi,
devralinmasi, elde edilebilir hale getirilmesi,
siniflandiriimasi ya da kullanimasinin engellenmesi
gibi veriler iizerinde gerceklestirilen her tirlii

islemi,” ifade eder.

18 Soz konusu istisnalar séyledir:

“a) Kanunlarda acikca ongériilmesi.

b) Fiili imkansizlik nedeniyle rizasini aciklayamayacak
durumda bulunan veya rizasina hukuki gecerlilik
taninmayan kisinin kendisinin ya da bir baskasinin
hayat veya beden biitiinliigiinin korunmast icin
zorunlu olmasi.

¢) Bir stzlesmenin kurulmasi veya ifasiyla dogrudan
dogruya ilgili olmasi kaydiyla, sézlesmenin taraflarina
ait kisisel verilerin islenmesinin gerekli olmas.

¢) Veri sorumlusunun hukuki yikimlaligini yerine
getirebilmesi icin zorunlu olmas.

d) lgili Kisinin kendisi tarafindan alenilestirilmis olmasi.

e) Bir hakkin tesisi, kullanilmasi veya korunmast icin
veri islemenin zorunlu olmasl.

) llgili kisinin temel hak ve zgrliklerine zarar
vermemek kaydiyla, veri sorumlusunun mesru
menfaatleri icin veri islenmesinin zorunlu olmasi.”

19 Sozlesmenin resmi Tiirkce ceviri metni

icin bkz: http://www.resmigazete.gov.tr/
eskiler/2016/03/20160317-2.pdf

(Son erisim: 04/12/2016).

20 Sozlesmenin resmi olmayan Tiirkce ceviri metniigin
bkz: Mehmet Bedii Kaya/ Furkan Giiven Tastan,
“Veri Koruma Hukuku: Mevzuat ve ictihat”, 2016.

21 Numaralandirmalar ve renklendirmeler kanunun
aslinda olmayip sonradan eklenmistir.
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data processors are responsible for setting up recording
systems in compliance with standards determined by the
Ministry and Personal Data Protection Council, manage
the systems, provide security and privacy and also trans-
ferelectronic health records to central health data system”
personal health data in internet is protected strictly.

IV. CONCLUSION

The internet is a developing area and this result in vari-
ous questions of law on several issues. Due to the sensi-
tive nature of the health field,it is worth to pay attention
to this particular area.. Hereby, advertising and the pro-
tection of personal health data have been widely ana-
lysed as the most current issues in this area. Therefore,
as a rule, advertising related to the healthcare field and
such advertising especially on the internet or providing
healthcare services on the internet are prohibited. Fur-
thermore, as a rule, processing of personal health data
on the internet shall be performed with explict consent
of the data subject; and only in exceptional circumstanc-
es, the explict consent of the data subject may not be
required. The reason why regulations in the healthcare
field are adopted is the significance of public health and
personal health data; and the fact that if breachedit may
lead to serious injustice. In conlusion, healthcare on the
internet is a developing area due to financial conveni-
ence and easy access; and it will not be surprising to ob-
serve possible changes or developments in the following
days. ®
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IV. SONUC
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rumlarda ilgili kisinin acik rizasina gerek duyulmamak-
tadir. Saghk alaninda yapilan biitiin bu diizenlemelerin
nedeni, kamu saghig1 ve kisisel saglik verilerinin oldukca
O6nem arz etmesi ve de bunlarin ihlal edilmesi halinde
ortaya ¢ikacak haksizli§in ¢ok biiyiik olmasidir. Nihayet,
internet ortaminda saglik, getirdigi iktisadi rahatlik ve
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