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ABSTRACT

Some transactions such as obtaining, record-
ing, storing, disclosing, transferring or clas-
sifying any kind of information regarding an
identified or identifiable real person by a real or
legal person that is responsible for establish-
ing and managing the data recording system
have been deemed lawful within the scope
of the principles and the procedures set out
in Personal Data Protection Law (“The Law")
numbered 6698, published on Official Gazette
in 7 April 2016. In this article, the enacting
process of The Law will be covered primar-
ily, starting from Convention for the Protection
of Individuals against Automatic Processing of
Personal Data numbered 108 signed by Turkey
until the time that it is in force. Afterwards,
the kinds of information that are defined as
personal data and specific personal data and
how those data will be processed lawfully by
data controller will be covered. Data subject’s
rights and data controller’s obligations regard-
ing data security will be reported as well. After

OZET

Kimligi belirli veya belirlenebilir gercek kisiye
iliskin her tarlt bilginin, veri kayit sisteminin ku-
rulmasindan ve yonetilmesinden sorumlu olan
gercek veya tlzel kisi tarafindan elde ediimesi,
kaydedilmesi, depolanmasi, aciklanmasi, akta-
rimasi ya da siniflandirimasi gibi islemler, 7 Ni-
san 2016 tarihinde Resmi Gazete'de yayinlanan
6698 sayili Kisisel Verilerin Korunmasi Kanunu
("Kanun"Yda dtizenlenen belirli esas ve usuller
cercevesinde hukuka uygun kabul edilecektir.
Bu makalede oncelikle, Avrupa Konseyi tara-
findan kabul edilen 108 sayili Kisisel Verilerin
Otomatik Isleme Tabi Tutulmasi Karsisinda Bi-
reylerin Korunmasina lliskin Sézlesme'nin Trki-
ye tarafindan imzalanmasindan sonra Kanun'un
2016 yilinda yararltige girerek onaylanmasina
kadarki kanunlasma calismalarina deginilecek-
tir. Strece iliskin aciklamalardan sonra, kisisel
veri ve 6zel nitelikli kisisel veri tanimi icerisine
nelerin dahil oldugu, bunlarin veri sorumlusu
tarafindan hukuka uygun olarak nasil islenebi-
lecegi, verileri islenen ilgili kisinin haklar ve veri
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providing brief information about the adminis-
trative structure of The Institution to be estab-
lished per the new law's application, crimes
and misdemeanors that data controllers can
confront with and the excluded parts of the
scope of The Law will be explained in the last
section.

KEY WORDS: Data, Data Protection, Per-
sonal Data Protection Law

I. INTRODUCTION

ERSONAL DATA PROCESSING HAS BECOME A BASIC
need for public and private entities to be in-
volved in any activity. Before a special regula-
tion concerning personal data protection has
entered into force in our country, personal
data were processed without legal methodol-

ogy and framework, and it was also impossible to con-

front those who are responsible for unlawful personal
data processing. The provisions of lawful processing of
personal data are regulated by Personal Data Protection

Law (“The Law™).

In this study, firstly, the differences between personal
data and specific personal data will be analyzed; subse-
quently, proper data processing methods will be exam-
ined as well. Afterwards, in addition to the statutory ob-
ligations imposed to the data controller for the purpose
of secure processing and storing, the rights that data
subject is entitled to will be dwelled upon. Thereafter,
legally appropriate conditions concerning personal data
processing will be assessed by adapting the employers as
personal data controller within the frame of labor law.
Lastly, organizational structure of the Institution of
Personal Data Protection, which is instituted to fulfill
the statutory obligations given by The Law, penal sanc-
tions, and first-time-regulated administrative sanctions
against unlawful acts will be studied.

Il. HISTORICAL DEVELOPMENT

Along with the development of technology and increas-
ing usage of computer in daily life across the globe in the
second half of the 20 Century, it has bacome popular to
record and transfer personal data to digital media. As a
disadvantage of such popularity, the security problem

sorumlusunun veri gtvenligine iliskin yukamlt-
ltklerinden bahsedilecektir. Kanun'un uygulan-
mas! kapsaminda kurulacak olan Kurul'un idari
yapisina dair kisaca bilgi verildikten sonra son
olarak veri sorumlularinin karsilasabilecekleri
suclar ve kabahatler ile Kanun'un kapsami di-
sinda kalan alanlar sayilacaktir.

ANAHTAR KELIMELER: Veri, Veri Koru-
ma, Kisisel Verilerin Korunmasi Kanunu

1. GiRIS

iSISEL VERILERIN iSLENMESi, KAMU VE OZEL HUKUK
tlizel kigilerinin faaliyette bulunabilmeleri
icin temel ihtiyac haline gelmistir. Ulkemiz-
de kisisel verilerin korunmasina yonelik 6zel
bir diizenlemenin yiiriirliige girmesinden
once kisisel veriler, kanuni usul veya esasa
bagh olmadan islenmekle beraber hukuka aykir:1 veri
islenmesi durumunda sorumlularin muhatap alina-
bilmesi imkan: da yoktu. Kisisel Verilerin Korunmasi
Kanununun yiiriirliige girmesi ile birlikte kisisel veri-
lerin hukuka uygun islenmesi kogullar1 diizenlenmistir.

Bu calismada 6ncelikle kisisel veri ile 6zel nitelikli kisi-
sel veri arasindaki fark tahlil edilerek, her iki verinin de
kanuna uygun olarak iglenmesi halleri incelenecektir.
Daha sonra kigisel verilerin giivenli bir sekilde islenme-
si ve muhafaza edilmesi amaciyla kisisel verileri isleyen
veri sorumlusuna getirilen kanuni yiikiimliiliiklere ek
olarak veri sahibinin, iglenen veriler {izerinde sahip
oldugu haklar tizerinde durulacaktir. Buna mukabil,
Kanun’da kisisel verilerin iglenmesine iligkin hukuka
uygunluk halleri, veri sorumlusu sifatini haiz igveren-
lere uyarlanarak is hukuku cercevesinde bir degerlen-
dirme yapilacaktir. Son olarak ise Kanun ile verilen go-
revleri yerine getirmek {izere kurulan Kisisel Verileri
Koruma Kurumu’nun tegkilat yapisi incelenerek huku-
ka aykiriliklara karsi cezai yaptirimlar ve ilk defa hitkkme
baglanan idari yaptirimlar tetkik edilecektir.

Il. TARIHSEL GELiSiM

Yirminci yiizyilin ikinci yarisindan itibaren diinya ge-
nelinde teknolojinin gelisimi ve bilgisayar kullaniminin
giinliik hayata girmeye baglamasi ile kisisel verilerin
dijital ortama aktarilmasi ve kayit altina alinmasi yay-
ginlagmaya baglamistir. Bu yayginlasmanin dezavantaji
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has emerged as a current issue as a result of the data be-
ing easily acquired, misused and taken advantage of un-
lawfully by third parties. Accordingly, because the rules
oriented to protect human rights are insufficient against
substantial losses of the people working for private or
public sector and whose data are recorded, it has be-
come compulsory to settle on an international conven-
tion embracing this area.

In 1981, “The Convention for the Protection of Indi-
viduals against Automatic Processing of Personal Data”
numbered 108 is accepted by the European Council and
opened for signature. This convention has the charac-
teristic of being the first binding convention for the pro-
tection of personal data.! The convention is not only ap-
plicable for the member states of the European Council
but also for all the other countries.

-

olarak verilerin {iciincii kisilerin eline kolaylikla gecme-
si, amag dis1 kullanilmasi ve bu verilerden veya bilgiler-
den hukuka aykir1 sekilde yararlamilmasi sorunu, tiim
diinya genelinde artan giivenlik problemlerini giindeme
getirmistir. Dolayisiyla 6zel sektérde veya kamu sekto-
riinde caligan ve verileri kayit altinda bulunan kisilerin
biiyiik zararlara ugratilmasi karsisinda insan haklarim
korumaya yonelik kurallar yetersiz kalmaya baglamig
olup bu alani kapsayan uluslararasi bir sézlesmenin ya-
pilmasi zorunluluk haline gelmistir.

1981 yilinda 108 sayih “Kisisel Verilerin Otomatik Isle-
me Tabi Tutulmasi Karsisinda Bireylerin Korunmasi-
na {ligkin Sézlesme”, Avrupa Konseyi tarafindan kabul
edilerek imzaya acilmigtir. Bu sdzlesme, kisisel verilerin
korunmasi konusunda kabul edilmis olan ilk baglayici
sozlesme 6zelligini tagimaktadir.! S6z konusu s6zlesme
sadece Avrupa Konseyine iiye devletlere degil, biitiin
devletlerin katilimina acilmigtur.
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A. Enactment Process in Turkey

Turkey signed the convention in 28.01.1981 with other
member states, however the provisions of the conven-
tion was approved after the Personal Data Protection
Law numbered 6698 was published in the Official Ga-
zette and entered into force on April 7%, 2016.

1. Before the 2010 Constitutional Amendment

In our country, the very first endeavor to constitute the
Personal Data Protection Law took place in 1989. How-
ever, it failed on the first try and the draft law could not
be completed. Next trial took place in 2000, but due to
the government reshuffle and set of territorial issues on
those days, the draft law could not be completed entire-
ly. In the new draft version of the Turkish Penal Code
dated 2001, the following acts were defined as crime:
personal data collection, installing data into informa-
tion system, not taking enough measures for protection,
passing data to unauthorized people, data disposal, data
disclosure, using data in special purposes, data takeover
and not destroying the data when it’s convenient. The
draft code could not be perfected because of the govern-
ment reshuffle.

A. Tiirkiye’de Kanunlasma Siireci

Tiirkiye, bu s6zlesmeyi 28.01.1981 tarihinde diger iiye
devletler ile birlikte imzalamigtir; ancak bu sézlesme
hiikiimleri 07.04.2016 tarihinde 6698 sayili Kisisel
Verilerin Korunmasi Kanununun (“Kanun”) Resmi
Gazete’de yayinlanip yiiriirliige girmesi ile onaylanmig
bulunmaktadir.

1. 2010 Anayasa Degisikligi Oncesi

Ulkemizde Kisisel Verilerin Korunmas1 Kanununu olus-
turabilmek icin ilk ¢alisma 1989 yilinda gerceklestiril-
migtir. Yalmz, bu ilk denemede bagarili olunamamus ve
tasar1 caligmalar1 tamamlanamamigtir. Bir sonraki de-
neme ise 2000 y1linda gerceklesmistir; ancak s6z konusu
dénemde yaganan hiikiimet degisikligi ve birtakim tilke-
sel sorunlar nedeniyle tasar1 tamamlanamamigtir. 2001
yilinda hazirlanan yeni bir Tiirk Ceza Kanunu Tasarisiile
kanuna aykiri olan, kisisel verileri toplama, biligim siste-
mine yerlestirme, muhafaza icin gerekli tedbirleri alma-
ma, yetkili olmayanlara verme, imha etme, ifsa etme, 6zel
maksatlarla kullanma, ele gecirme, siiresinde yok etme-
me fiilleri su¢ haline getirilmigtir. Hiikiimet degisikligi
sebebiyle tasari ¢calismalar: tamamlanamamgtir.
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In 2004, the committee was established once again.
However, the draft law that was prepared by that com-
mittee was not enacted due to the Grand National As-
sembly of Turkey (“GNAT”) election and was invalidat-
ed by internal regulation, article 77. Furthermore, “The
Regulation of Processing of Personal Data and Protec-
tion of Confidentiality in Telecommunications Sec-
tor” prepared by the Information and Communication
Technologies Authority (“ICTA”) entered into force in
2004.

2. After the 2010 Constitutional Amendment

By the constitutional reform in 2010, “The Protection of
Personal Data” is guaranteed as a basic human right un-
der the Constitution with the law numbered 5982 that
was accepted with a referendum, and enactment of the
details is envisaged to be regulated by enacting a law.?
In 2011, the Ministry of Justice conveyed to the Prime
Ministry with a letter that the renewal of the draft law
would be reasonable. Thereupon, a science commission
composed of academics was established and the draft
constituted by the commission was dispatched to the
relevant commission. These endeavors were accom-
plished with the assistance of the technical support of a
Dutch consulting firm and Matra Fund which is a Euro-
pean Union cohesion fund and is used for technical aid
regarding the phases of accession. The aforementioned
draft was sent to the Prime Ministry in 2012.

In 2013, “The Regulation of Processing of Personal Data
and Protection of Confidentiality in Electronic Com-
munication Sector” prepared by the ICTA entered into
force. The next year, Supreme Court, referring to the
constitutional amendment in 2010, invalidated Article
51 of Electronic Telecommunication Law numbered
5809 authorizing the Telecommunications Communi-
cations Presidency (“TCP”) and ICTA regarding per-
sonal data protection. Afterwards, a new draft law on
the same subject was presented in GNAT in 2014, yet it
was also rejected.

Following the GNAT reshuffle, itis stated in the 64® gov-
ernment 2016 action plan that legislative regulations re-
garding the protection of personal data will be put into
practice within the first 3 months. After “The Draft Law
of the Protection of Personal Data” was accepted by the
Council of Ministers, the Law numbered 6698 was pre-
sented in GNAT in 18.01.2016 and entered into force in
07.04.2016 by being published in the Official Gazette.

2004 y1linda yeniden komisyon olusturulmus ve bu ko-
misyonun hazirladig kanun tasarisi ayni yil icerisinde
gerceklesen TBMM secimleri nedeniyle yasalagamamig
ve ictiiziiglin 77. maddesi geregince hiikiimsiiz hale gel-
mistir. Ayrica 2004 yilinda Bilgi Teknolojileri ileti§im
Kurulu (“BTK”) tarafindan hazirlanan “Telekomiini-
kasyon Sektoriinde Kisisel Bilgilerin Islenmesi ve Giz-
liligin Korunmas1 Hakkinda Yonetmelik“ yiiriirliige
girmigtir.

2. 2010 Anayasa Degisikligi Sonrasi

2010 yilinda yapilan Anayasa reformunda, halk oyla-
mas1 sonucu kabul edilen 5982 sayili kanunla “Kisi-
sel Verilerin Korunmasi“ temel bir insan hakk: olarak
Anayasa’'da glivence altina alinmis olup detaylarin bir
kanunla diizenlenmesi 6ngoriilmiistiir.> 2011 yilinda
Adalet Bakanlig1, Bagbakanliga yazdig1 yazi ile tasarinin
yenilenmesinin uygun olacagini belirtmistir. Bunun
lizerine akademisyenlerden kurulu bir bilim komisyo-
nu kurulmusg ve komisyon tarafindan olusturulan taslak
ilgili komisyona génderilmistir. Bu calismalar Avrupa
Birligi’ne uyum fonlarindan biri olan ve fasillarla ilgili
teknik yardim icin kullanilan Matra Fonu ile Hollandali
danigsman bir firmanin teknik destegi alinarak tamam-
lanmigtir. S6z konusu tasar1 2012 yi1linda Bagbakanhga
gonderilmigtir.?

2013 yilinda Bilgi Teknolojileri ve Heti§im Kurumu
(BTK) tarafindan hazirlanan “Elektronik Haberlesme
Sektériinde Kisisel Verilerin Islenmesi ve Gizliliginin
Korunmas1 Hakkinda Yonetmelik” yiiriirliige girmis-
tir. Bir sonraki yi1l Anayasa Mahkemesi, 2010 yilinda
yapilan Anayasal referandumu isaret ederek, 5809 Sa-
yili Elektronik Haberlesme Kanunu’nun kisisel verile-
rin korunmasi hususunda Telekomiinikasyon Tletisim
Bakanlig1 (“TIB”) ve BTK’ya yetki veren 51. maddesini
iptal etmigtir. Bunun tizerine 2014 yilinda konu ile ilgi-
li yeni bir kanun hazirlanarak TBMM’ye sunulmusgtur;
ancak bu tasar1 da kabul edilmemisgtir.

TBMM secimlerinin ardindan 64. Hiikiimet 2016 Ey-
lem Planrnda, ilk {i¢ ay icerisinde kisisel verilerin ko-
runmasina iligkin yasal diizenlemelerin hayata geci-
rilecegi belirtilmigstir. “Kigisel Verilerin Korunmasi
Kanunu Tasaris1” Bakanlar Kurulu'nda kabul edilme-
sinin ardindan 6698 sayil1 Kanun 18.01.2016 tarihinde
TBMM’ye sunulmus olup 07.04.2016 tarihinde Resmi
Gazete’de yayinlanarak yiiriirliige girmistir.
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lil. THE PROCEDURES AND PRINCIPLES CON-
CERNING THE PERSONAL DATA PROCESSING

A. The Definition

In Article 3 of The Law titled “Definitions”, personal
datahasbeen defined as “any kind of information regard-
ing an identified or identifiable real person.” In constitu-
tional court decisions, itis expressed as “all sorts of infor-
mation relating to a person as long as his/her identity is
certain or determinable.” In this context, not only “name,
surname, birth date” and any other information which
reveal only the identity of a person but also “phone num-
ber, motor vehicle plate number, social security number,
passport number, resume, photo, image and audio records,
fingerprints, IP address, e-mail address, hobbies, choices,
individuals interacted with, group memberships, marital
information, health information and any other data that
makes an individual certain or identifiable directly or in-
directly” have been defined as personal data.*

B. General Principles

As per Article 4 of The Law, procedures and principles
of personal data processing are regulated in parallel with
Convention 108 and the 95/46/EC Directive. Therefore,
personal data shall be processed fairly and lawfully;
within the scope of specific, explicit and justified pur-
poses; on the conditions that they are correct and up
to date; compatible with the purpose of processing and
stored only for the required length of time. For instance,
a transaction which leads a person’s patient status to
potential customer as a result of the acquisition of the
processed data containing individual’s health records by
a medical corporation will be considered as an unlawful
transaction. Thereby, it has become obligatory to abide
by the given principles for personal data processing.

The explicit consent is defined in The Law as consent
that is expressed by free will and based on being in-
formed about a certain subject. Tangible forms that are
involved in explicit consent have not been listed. Hence,
a detailed definition will emerge in time within the
scope of Judicial Council’s decisions in the resolution of.

The Law defines any kind of transaction that can be per-
formed on the data such as obtaining, recording, storing,
conserving, altering, revising, disclosing, transferring,
making acquirable, classifying or preventing from utiliza-
tion are defined as processing of personal data. Personal

lll. KiSISEL VERILERIN iSLENMESINE DAIR USUL
VE ESASLAR

A. Tanim

Kanunun “Tanmimlar” baghkh 3. Maddesi'nde, kisisel
veri kavramu icin: “Kimligi belirli veya belirlenebilir ger-
cek kisiye iliskin her tiirlii bilgi” seklinde tanimlama ya-
pilmugtir. Anayasa Mahkemesi kararlarinda ise “Belirli
veya kimligi belirlenebilir olmak sartiyla, bir kisiye ilis-
kin biitiin bilgiler”i ifade etmektedir. Bu baglamda “adi,
soyadi, dogum tarthi ve dogum yeri” gibi bireyin sadece
kimligini ortaya koyan bilgiler degil; “telefon numarast,
motorlu tasit plakasi, sosyal giivenlik numarasi, pasa-
port numarasi, 6zge¢mis, resim, gériintii ve ses kayitlari,
parmak izleri, IP adresi, e-posta adresi, hobiler, tercihler,
etkilesimde bulunulan kisiler, grup tiyelikleri, aile bilgile-
ri, saglik bilgileri gibi kisiyi dogrudan veya dolayli olarak
belirlenebilir kilan tiim veriler” kisisel veri olarak ifade
edilmigtir.*

B. Genel iikeler

Kanun'un 4. maddesi uyarinca kigisel verilerin iglen-
mesine iligkin usul ve esaslar 108 sayili sdzlesmeye ve
95/46/EC yonergesine paralel sekilde diizenlenmistir.
Buna gore; kisisel veriler ancak hukuka ve diiriistliik
kurallarina uygun sekilde belirli, acik ve mesru amaclar
kapsaminda, dogru ve gerektiginde giincel olma sartiyla,
islendikleri amacla baglantili olma ve iglendikleri amac
icin gerekli olan siire kadar muhafaza edilme kogullari-
na uygun islenebilecektir. Ornegin, kisinin saglik kont-
rolleri nedeniyle islenen verilerinin, medikal ticaret
yapan bir sirket tarafindan ele gecirilmesi sonucu ilgili
kisinin hasta statiisiinden potansiyel miisteri statiisiine
gecirilmesine sebebiyet veren bu islem hukuka aykir
olacaktir. Boylece, kigisel verilerin islenmesinde sz ko-
nusu ilkelere uyulmasi zorunlu hale getirilmistir.

Kanun’da acik riza, belirli bir konuya iligkin bilgilendi-
rilmeye dayanan ve 6zgiir irade ile aciklanan riza olarak
tamimlanmigtir. Bu ifade sekli ile yeterli kalinarak han-
gi somut hallerin acik rizay1 kapsadig: sinirh bir sekilde
sayllmamigtir. Oyle ki uygulamada meydana gelebilecek
uyusmazliklar sonucunda Yargitay’in yapacagi yorum-
lar cercevesinde detayl bir tanim, siire¢ icerisinde olu-
sacaktir.

Kisisel verilerin iglenmesi ile Kanun: Kisisel verilerin
elde edilmesi, kaydedilmesi, depolanmasi, muhafaza
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data shall not be processed without the explicit consent
of the data subject (a person to whom the personal data
relates). However, it is not required to look for an explicit
consent given by the data subject unless there is at least
one condition included in the fifth Article in The Law.
These conditions can be defined as when;

i. Itis envisaged in the legislation.

ii. It is mandatory for someone who is unable to de-
clare his/her consent or not legally entitled to give
consent in consideration of protecting his/her or
others’ life and physical integrity.

iii. It is necessary to process the personal data of the
contracting parties only if it is directly relevant to es-

tablishing and performing the contract.

iv. It is mandatory in order for the data controller to
perform his/her legal obligations.

v. It is publicized by the data subject itself.

edilmesi, degistirilmesi, yeniden diizenlenmesi, acik-
lanmasi, aktarilmasi, devralinmasi, elde edilebilir hale
getirilmesi, siniflandirilmasi ya da kullanilmasinin en-
gellenmesi gibi veriler iizerinde gerceklestirilen her
tlirli islemin ifade edildigini diizenlemektedir. Kisisel
veriler, ilgili kisinin (verileri islenen gercek kisi) acik
rizast olmaksizin iglenemeyecektir; ancak Kanun'un 5.
maddesindeki sartlardan en az birinin varlig1 halinde
ilgili kisinin acik rizas1 aranmayacaktir:

i. Kanunlarda acik¢a 6ngoriilmiis olmasi.

ii. Rizasim aciklayamayacak durumda bulunan veya
rizasina hukuki gecerlilik taninmayan kiginin, ken-
disinin ya da bir bagkasinin hayat1 veya beden bii-
tlinliigliniin korunmasi i¢in zorunlu olmasi.

iii. Bir s6zlegsmenin kurulmasi veya ifasiyla dog-
rudan dogruya ilgili olmas1 kaydiyla sézlesmenin
taraflarina ait kigisel verilerin iglenmesinin gerekli
olmas.
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vi. It is mandatory to process the data for establish-
ing, exercising or preserving a right.

vii. It is mandatory to process the data for data con-
troller’s legitimate interests provided that the fun-
damental rights and freedoms of the data subject are
notviolated.

C. The Processing of Specific Personal Data

In The Law, specific personal data means personal data
consisting of information as to the racial or ethnic origin
of the data subject; political opinions, philosophical be-
liefs and religion, sectarian or other beliefs; appearance,
membership of an association, foundation or syndicate;
health condition, sexual life, previous penal conviction or
safety precaution data, biometrical and genetic data.’

It is forbidden to process specific personal data without
an explicit consent given by the data subject. However,
the exceptional conditions are laid down by the sixth
Article of The Law: All specific personal data apart from

iv. Veri sorumlusunun hukuki yiikiimliiliigiinii yeri-
ne getirebilmesi icin zorunlu olmasi.

v. Tlgili kiginin kendisi tarafindan alenilestirilmis
olmasu.

vi. Bir hakkin tesisi, kullanilmasi veya korunmasi
icin veri igleminin zorunlu olmas.

vii. Ilgili kiginin temel hak ve ozglrliiklerine za-
rar vermemek kaydiyla, veri sorumlusunun mesru
menfaatleri i¢in veri islenmesinin zorunlu olmasi.

C. Ozel Nitelikli Kisisel Verilerin islenmesi

Kisilerinirks, etnik kdkeni, siyasi diisiincesi, felsefiinan-
c1, dini, mezhebi veya diger inanclari, kilik ve kiyafeti,
dernek, vakif ya da sendika iiyeligi, sagligi, cinsel hayati,
ceza mahktmiyeti ve giivenlik tedbirleriyle ilgili verileri
ile biyometrik ve genetik verileri Kanun’da, 6zel nitelikli
kisisel veri olarak diizenlenmisgtir.’
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health and sexual life data can be processed if it is explic-
itly envisaged by the legislation. As for the personal data
concerning health and sexual life, an explicit consent
given by the data subject is not sought after for his specific
personal data to be processed by the persons or institu-
tions and organizations under confidentiality obligation
with the purpose of protecting public health; preventive
medicine; medical diagnosis; maintaining medical treat-
ment and care services; planning, administering and
funding to the health services. It is laid down as a condi-
tion that due precautions must be taken by the Organiza-
tion of Personal Data Protection during the processing of
specific personal data.

D. The Erasure, Destruction and Anonymizing of
Personal Data

Even though processing may have been complied with
the provisions of The Law and other provisions, it is regu-
lated that the personal data shall be erased, destructed or
anonymized by the controller of data upon the request
of the data subject or ex officio if justifiable reasons that
the reasons for the requirement of data processing disap-
pear.® The principle of purpose commitment is deemed as
abasis of this provision.” The operation will be considered
unlawful right after the purpose on which the data stor-
ing is based is removed. When assessed within the scope
of “the right to be forgotten,” which is the objective ac-
cepted in the EU practice, the common ground between
“the right to be forgotten” and the right of personal data
protection is; “What lie behind the core of both rights are to
live honorable life for an individual, improve his personality
and manage his personal data freely.”® To give an example,
it is considered as an invasion of privacy if the registry of
the association member is not destructed or is still acces-
sible in the event that the relevant member’s opinions and
ideology entirely changes after 20 years of being affiliated
to the association. Accessibility with an internet search of
many kinds of data about an individual may result in judg-
mental views about that individual as well as constituting
abarrier on developing their personality freely.

E. Transfer of Personal Data

Personal data shall not be transferred overseas without
the consent of the data subject.® It is allowed to transfer
personal data to foreign country providing that an ad-
equate level of protection exists. If not, data controllers in
foreign countries must provide recognizance an adequate
level of protection and the permission must be granted by

Tgili kisinin agik rizas1 bulunmaksizin 6zel nitelikli ki-
sisel verilerin iglenmesi yasaklanmigtir; ancak Kanun
6. maddesinde istisnai kogullar diizenlenmistir: Saghk
ve cinsel hayat disindaki 6zel nitelikli kigisel veriler,
kanunlarda acik¢a 6ngoriilmiis olmas1 halinde islene-
bilecek iken saglik ve cinsel hayata iligkin kisisel veriler
ancak kamu sagliginin korunmasi, koruyucu hekimlik,
tibbi teshis, tedavi ve bakim hizmetlerinin yiiriitiilmesi
ile saglik hizmetlerinin planlanmasi, yonetimi ve finans-
mamn amaciyla, sir saklama yiikiimliiliigii altinda bulu-
nan kigiler veya yetkili kurum ve kuruluglar tarafindan
islenmesinde ilgili kisinin agik rizas1 aranmamugtir. Ozel
nitelikli kisisel verilerin islenmesinde ayrica Kisisel Ve-
rileri Koruma Kurulu tarafindan belirlenen gerekli 6n-
lemlerin alinmasi sart1 getirilmigtir.

D. Kisisel Verilerin Silinmesi, Yok Edilmesi ve
Anonim Hale Getirilmesi

Bu Kanun ve ilgili diger kanun hiikiimlerine uygun ola-
rak islenmis olmasina ragmen, verilerin iglenmesini
gerektiren sebeplerin ortadan kalkmas: halinde kisisel
verilerin re’sen veya ilgili kisinin talebi iizerine veri so-
rumlusu tarafindan silinecegi, yok edilecegi veya ano-
nim hale getirilecegi ilgili hitkme baglanmigtir.® Bu hiik-
miin dayanaginin, amaca baghlik ilkesi oldugunu kabul
etmek gerekmektedir.” Amac ortadan kalktiginda, bir ve-
rinin saklanmasinin dayanagi da ortadan kalkacagindan
o noktadan sonra iglem hukuka aykir1 hale gelecektir.
Maddenin amacim1 AB uygulamasinda kabul edilen bir
hak olan ‘unutulma hakk:r’ kapsaminda degerlendirecek
olursak; ‘unutulma hakkr’ ile kisisel verilerin korunmasi
hakki arasindaki ortak nokta; “her tki hakkin 6ziinde, bi-
reyin onurlu yagsamast, kisiligini serbestge gelistirmesi ve
kisisel verileri lizerinde 6zgiirce tasarruf etmesi yatmak-
tadir”’® Bir 6rnekle detaylandirmak gerekir ise; 20 yasin-
da herhangi bir dernege iiye olan kisinin 40’11 yaglarda,
diisiince ve ideolojilerinin tam tersi yonde degismesi
halinde dernek iiye kayitlarinin yok edilmemis ve ula-
silabilir olmasi, kisinin mahremiyet alanina miidahale
olarak kabul edilebilecektir. Bireyler hakkinda internet
ortaminda yapilacak aragtirma ile o kisi hakkinda bir¢cok
veriye ulagilabilmesi, kisiye kars1 bagkalar1 nezdinde ka-
cinilmak istenen yargilar olugturabilmekte ve bireylerin
kisiliklerini serbestce gelistirebilmesinin 6niine set ce-
kebilmektedir.

E. Kisisel Verilerin Aktariimasi

Kigsisel veriler, ilgili kisinin acik rizas1 olmaksizin yurt

GSII15




=0 >»7

e

the Committee in order to transfer the data abroad. Re-
serving the provisions of the international convention,
personal data can be transferred overseas in such cases
where the interests of data subject or Turkey could be se-
verely damaged only when permission is granted by the
Council upon receipt of opinions of the relevant institu-
tions and organizations.

F. Rights and Obligations

There are certain rights in The Law that data subjects are
entitled to; on the other hand, some obligations are im-
posed on data controllers.

1. The Rights of Personal Data Owner

The eleventh Article of The Law ensures the rights of
a person whose personal data are processed. Learning
whether or not a personal data are processed and the
purpose are regulated within the scope of the data sub-
ject’s right to obtain information.

The data subject is vested to supervise and intervene in
the obtaining, processing and transferring operations of
the personal data by the lawmaker. Accordingly, the data
subject has aright to demand a correction of broken and
incorrect personal data, object to adverse outcomes to
be occurred when processing undergoes automatically
and seek compensation for damage by virtue of process-
ing out of purpose and unlawfully.

2. Disclosure Requirement of Data Controller

Within the context of disclosure requirement the legis-
lator entitles the data subject, the right to obtain infor-
mation with regard to processing of those data as to who,
for what purposes, based on which legal justification and
who else the data could be transferred to. Accordingly,
the data controller or other persons who have been au-

disina aktarilamayacaktir.’ Kigisel veriler ancak; kisisel
verinin aktarilacagi yabanc iilkede yeterli korumanin
bulunmasi, yeterli korumanin bulunmamasi durumun-
da Tiirkiye’deki ve ilgili yabanci tilkedeki veri sorumlula-
rinin yeterli bir korumayi yazili olarak taahhiit etmeleri
ve Kurul'un izninin bulunmasi sartiyla yurt disina akta-
rilabilecektir. Kisisel veriler, uluslararasi sézlesme hii-
kiimleri sakli kalmak tizere Tiirkiye’nin veyailgili kisinin
menfaatinin ciddi bir sekilde zarar gérecegi durumlarda,
ancak ilgili kamu kurum veya kurulusunun goriisii alina-
rak Kurul'un izniyle yurt digina aktarilabilecektir.

F. Haklar ve Yiikiimliiliikler

Kanun’da kigisel verileri iglenen kisiye belirli haklar ta-
nimlanirken veri sorumlusuna da baz yiikiimliiliikler
getirilmigtir."

1. Kisisel Veri Sahibinin Haklar

Kanun'un 11. maddesi, kigsisel verileri iglenen kisilerin
haklarin hiikiim altina almaktadir. ilgili kisinin bilgi
edinme hakki kapsaminda kisisel verilerinin iglenip is-
lenmedigini 6grenme, islenmigse bu isleme iligkin bilgi
talep etme, islemin amacini, gerekcesini ve hukuka uy-
gun olarak gerceklesip gerceklesmedigini 6grenme ve
s6z konusu olabilecek aktarma islemi halinde islemin
tarafl olan yurtici veya yurtdigindaki {iciincii kisileri 6g-
renme hakki da yine ilgili kisinin haklar1 baghg altinda
diizenlenmektedir.

Kanun koyucu ilgili kisiye, islenen kisisel veriler {izerin-
de yapilacak elde etme, isleme ve aktarma iglemlerini de
denetleme ve miidahale etme hakki tanimaktadir. Buna
gore, ilgili kisi kigisel verilerinin eksik veya yanhs iglen-
mesi halinde igslemlerin diizeltilmesini isteme, isleme-
nin otomatik yollarla yapilmasi halinde kendisi aleyhine
dogabilecek menfi sonuglaraitiraz etme ve kisisel verile-
rin amacina veya kanuna aykiri bir sekilde islenmesi se-

1Aydin Akgiil, Danistay ve Avrupa Insan Haklari
Mahkemesi Kararlari Isiginda Kisisel Verilerin
Korunmasi Hakki, |stanbul 2014, p. 189.

2 Akgill, p. 222.

3 Fiisun Nebil, “Kisisel Verilerin Korunmasi
Kanununun Tarihcesi ve Analizi - II" http://turk-
internet.com/portal/yazigoster.php?yaziid=52052
(Access: 27.05.2016).

E.2014/180, K.2015/30.

6 PDPLArt. 7.
7PDPLArt. 4.

4 Constitutional Court Decisions D. 09.04.2014,
E.2013/122, K.2014/74; D. 02.10.2014, E.2014/149,
K.2014/151; D. 04.12.2014, E.2013/84, K.2014/183;
D. 25.12.2014, E.2014/74, K.2014/201; D. 19.03.2015,

5 Personal Data Protection Law (PDPL) Art. 6.

8 Aydin Akgiil,' Kisisel Verilerin Korunmasinda Yeni
Bir Hak: “Unutulma Hakki” ve AB Adalet Divani'nin
“Google Karari” Tirrkiye Barolar Birligi Dergisi,
January-February 2015, Issuell16, p. 14. http://
tbbdergisi.barobirlik.org.tr/m2015-116-1440 (Access:
31.05.2016).

9 PDPL Art. 9.

10 PDPL Art. 10-12.
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thorized by the data controller, who obtain, process and
transfer data, are liable to inform the data subject with
regard to their credentials, the way of acquiring personal
data, the purpose and the legal justification based on to
process and transfer the data."

3. The Obligations Regarding Data Safety

The law imposes the data controller an obligation of
providing data safety that consists of storing them le-
gally and preventing from processing and accessing per-
sonal data unlawfully.

Data controller is defined in The Law as a “natural or le-
gal person that determines the objective and the means of
processing and is responsible for establishing and manag-
ing the data recording system”. Thus, the data controller
is the only authorized person to answer the questions of
“why” and “how” concerning the operation of personal
data processing.'?

Data controller is jointly and severally liable for the data
that is processed on behalf of him by a natural or a legal
person. Additionally, it is mandatory for the data con-
troller to conduct in his agency and institute the neces-
sary audits to appropriately apply the provisions gener-
ated from the law text.

4. The Protection of Personal Data in Labor Law

Generally, the employee rights are damaged by the em-
ployer by virtue of the fact that the employees represent
the weak side of the contract in which the principle of
equality of arms is not applied. As a requirement for the
principle of balancing the benefits, it is restricted by the
legislation to process employee’s personal data for an
employer who is superior to the employee in terms of
audit and supervision. Prior to The Law, personal data
belonging to the employee have been ensured against

bebiile zarar1 dogmus ise bu zararlarinin tazminini talep
etme hakkina sahiptir.

2. Veri Sorumlusunun Aydinlatma Yiikiimliiliigii

Kanun koyucu kigisel verileri iglenen ilgili kisilere bu
verilerinin kim tarafindan, hangi amaclarla ve hangi
hukuki gerekcelere dayanarak islenebilecegi, kimlere
hangi amaclarla aktarilabilecegi hususunda bilgi edin-
me hakki tanimakta ve bu hususlari, veri sorumlusunun
aydinlatma yiikiimliiliigii kapsaminda ele almaktadir.
Buna gore veri sorumlusu veya veri sorumlusu tarafin-
dan yetkilendirilen kimselerin veri elde etme, isleme ve
aktarma islemini gerceklestiren kimselerin kimlik bilgi-
leri, islenen kigisel verilerin hangi yollarla elde edildigi,
hangi amag ve hukuki gerekcelere dayanilarak islendigi
ve aktarildigina ek olarak Kanun’da taninan diger haklar
kapsaminda ilgili kisiyi bilgilendirme yiikiimliiliigii bu-
lunmaktadir."

3. Veri Giivenligine iliskin Yiikiimliiliikler

Tiim bu aciklamalar dogrultusunda kanun koyucu veri
sorumlusunakisisel verilerin hukuka aykiri olarak islen-
mesini 6nleme, bu verilere hukuka aykiri olarak erisil-
mesini 6nleme ve bunlarin hukuka uygun olarak muha-
fazasini saglama yiikiimliiliikklerinin tamamini kapsayan
veri giivenligini saglama 6devi yiiklemektedir.

Veri sorumlusu, Kanun’daki tanimlamaya gore: ‘Kisisel
verilerin isleme amaclarini ve vasitalarin belirleyen, veri
kayit sisteminin kurulmasindan ve yonetilmesinden so-
rumlu olan gercek veya tiizel kisi’yi ifade etmektedir. Oyle
ki veri sorumlusu, “Ni¢in” kisisel veri isliyoruz ve kisisel
verileri “Nasil” isleyecegiz sorularim cevaplamakla yet-
kili olan siijedir. Dolayisiyla veri sorumlusu, kigisel veri
iizerinde kontrol yetkisine sahiptir.'?

Veri sorumlusu, kisisel verilerin kendisi adina bir ger-

1Aydin Akgiil, Danistay ve Avrupa Insan Haklari

4 Anayasa Mahkemesi Kararlari T. 09.04.2014,

8 Aydin Akgiil," Kisisel Verilerin Korunmasinda Yeni

Mahkemesi Kararlari Isiginda Kisisel Verilerin
Korunmas Hakki, istanbul 2014, s.189.

2 Akgiin, s.222.

3 Fiisun Nebil, “Kisisel Verilerin Korunmasi
Kanununun Tarihcesi ve Analizi - II' http://turk-
internet.com/portal/yazigoster.php?yaziid=52052
(Erisim: 27.05.2016).

E.2013/122, K.2014/74; T. 02.10.2014, E.2014/149,
K.2014/151; T. 04.12.2014, E.2013/84, K.2014/183;
T.25.12.2014, E.2014/74, K.2014/201; . 19.03.2015,
E.2014/180, K.2015/30.

5 Kisisel Verilerin Korunmasi Kanunu (KVKK) m. 6.
B6KVKKm.7.

7KVKK m. 4.

Bir Hak: “Unutulma Hakki” ve AB Adalet Divaninin
“Google Karari{” Turkiye Barolar Birligi Dergisi,
Ocak-Subat 2015, Sayil116, s.14. http://tbbdergisi.
barobirlik.org.tr/m2015-116-1440 (Erisim: 31.05.2016).
9KVKKm.9

10 KVKK m. 10-12
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the employer by Turkish Code of Obligations in arti-
cle 419. Considering the new regulations, the employer
shall process the employee’s personal data only accord-
ing to the conditions below:

i. In order to perform employer’s legal obligations:
In this context, organizing documents relating to
Social Security Institution or creating personal file
are examples of processing a set of personal data.

ii. To perform obligations resulting from contract of
employment: Within this scope, it is proper to learn
employee’s body size regarding personal protective
equipment to be put on for occupational health and
safety and to examine disease registry.

iii. In a situation where there is “superior special in-
terest” for enterprise: It is not an adequate cause to
interfere in the rights of the employee for economic
interests only. It is significant to make a balance in
accordance with the principle of proportionality.

iv. Due to the given consent by the employee: It is
not acceptable making unlawful transactions legal
a common practice based only on the employee’s
consent because it is out of question to expect the
employee to stand against the employers’ demands;
thus the employee’s free consent cannot be an ex-
cuse.

v. So as to make a contract of employment: Certain
information about the applicant could be possessed
in order to find out his/her business sense and suit-
ability for job.

It is allowed for specific personal data regarding em-
ployee’s health condition to be processed in case of being
related to the nature of business.!® For instance, it’s ille-
gal for the employer to process the data of the employee
about drinking alcohol. However, as it is required for
the nature of business, it is allowed and legal to examine
and process such specific personal data for drivers every
morning.

A set of surveillance and observation methods that are
applied at the office are also evaluated within the scope
of data processing of the employee. Following the in-
ternet use of an employee, wiretapping, constant sur-
veillance under CCTV’s etc. are unlawful except under
the circumstances required by occupational health and

cek veya tiizel kisi eliyle islenmesi halinde, bu kisilerle
miistereken sorumlu oldugu gibi kanun metninden do-
gan hiikiimlerin kendi kurum ve kurulusunda eksiksiz
olarak uygulanmasi i¢in gerekli denetimleri yapmak ve
yaptirmak zorundadir.

4. is Hukukunda iscinin Kisisel Verilerinin Ko-
runmasi

Taraflarin esitli§i prensibinin s6z konusu olmadig ig
sozlesmelerinde, iscinin s6zlegsmenin zayif tarafim tem-
sil ediyor olusu, genig anlamdais¢i haklarinin igveren ta-
rafindan zedelenmesi sonucunu dogurmaktadir. Menfa-
atlerin denklegtirilmesi prensibinin bir geregi olarak isci
iizerinde denetim ve gézetim {istiinliigii bulunan igvere-
ne karsiigcinin kigisel verilerinin islenmesi hususu, ilgili
mevzuat hiikiimlerince smirlandirilmigtir. Kanun’un
yiriirliige girmesinden 6nce iscilere ait kisisel veriler,
yalmzca Tiirk Bor¢lar Kanunu'nun 419. maddesi ile igve-
rene karsi korunmakta iken Kanun’un hitkme bagladig:
diizenlemeler de dikkate alindi§inda isveren, iscinin ki-
sisel verilerini ancak agagidaki sebepler uyarinca huku-
ka uygun olarak igleyebilme imkanina sahip olacaktur:

i. Igverenin, iscinin kisisel verilerini kanunen is-
lemekle yiikiimlii olmas1 durumunda hukuka uy-
gunluk s6z konusudur. Bu kapsamda, is¢inin SGK
bilgilerinin diizenlenmesi ya da 6zliik dosyasinin
olusturulmas: cercevesinde bir takim verilerin ig-
lenmesi 6rnek gosterilebilir.

ii. Is s6zlesmesinden dogan borglarin ifa edilmesi
durumunda hukuka uygunluk séz konusudur. Is
saglig1 ve giivenliginin saglanmasina iligkin giyi-
lecek koruyucu kiyafet nedeniyle is¢inin bedenin
olciilerinin 6grenilmesinden hastalik kayitlarinin
incelenmesine kadar yapilabilecek islemeler bu cer-
cevede 6rnek olabilecektir.

iii. Isyeri/isletme menfaatinin s6z konusu oldugu
“listlin 6zel yarar” durumunda hukuka uygunluk
s6z konusudur. Salt ekonomik menfaat, is¢inin kisi-
lik haklarina gereginden fazla miidahale i¢in yeterli
degildir. Ol¢iiliiliik acisindan kurulacak olan denge
onemlidir.

iv. Is¢inin r1zasiin bulunmasi durumunda hukuka
uygunluk s6z konusudur. Hukuka aykir1 iglemle-
rin, bagka bir hukuki sebebe dayanmaksizin sadece
iscinin rizasina dayanarak hukuka uygun hale geti-
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safety and the purposes that the nature of business, not
to exceed the necessary level .

G. The Registry of the Data Controller

It is a requirement for natural and legal persons pro-
cessing personal data to register prior to data processing
at the Registry of Data Controller, which is held open to
public by the Leadership and is supervised by the Com-
mittee.* The members of the Committee will be elected
and the organization of the Leadership will be estab-
lished within six months after the publication of The
Law. Thus, the liability of the data controller to register
will be introduced following the announcement of the
Committee to be established as of October 7% 2016.

The following conditions must be included in the ap-
plication for the Registry of Data Controller: Creden-
tials and address information of the data controller or

rilmesinin genel bir uygulama haline getirilmemesi
gereklidir. Ziraig¢inin isverene kargi rahathklakars:
cakabilecegi diisiiniilemez; boylelikle iscinin aciga
cikmus bir serbest rizasindan bahsedilemeyecektir.

v. Is sézlesmesinin kurulmasi durumunda hukuka
uygunluk s6z konusudur. i§gi adayinin ige yatkin-
1181, uygunlugu ve isin ifasi icin zorunlu konularda
iscinin gerekli bilgileri talep edilebilecektir; aksi
konular ise igin niteligini yansitmadig icin istene-
meyecektir.

i§§inin saghk durumu ile ilgili, 6zel nitelikli veriler,®
isin niteligini ilgilendiriyorsa islenebilecektir. Ornegin
iscinin alkol alip almadig) ile ilgili isverenin veri igleme-
si hukuka aykir olabilecek iken soférliik meslegini icra
eden igcilerin her giin ise baglarken alkol kullaniminin
tespit edilerek veri halinde iglenmesi isin niteligi geregi
hukuka aykirilik tegkil etmeyecektir.
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his/her representative (if any), the purpose of personal
data processing, description of a group of data subjects
and data categories related to this group, recipient or re-
cipient groups that the personal data will be transferred
to, the personal data that is envisaged to be transferred
overseas, the precautions to be taken regarding personal
data safety and maximum time given by the purpose of
personal data processing. The Leadership shall be in-
formed about any modification that may arise regarding
the above-mentioned information.

H. Crimes and Misdemeanors

Before The Law entered into force, Turkish Penal Code®
has been applied for unlawful recording, acquiring and
destroying of the personal data. Yet, still there is no pe-
nal regulation on unlawful personal data processing. On
the other hand, in addition to penalty of imprisonment,
administrative fine is envisaged as a sanction of unlaw-
ful data processing for the first time.'¢

Itis regulated in the Article 18 of The Law that real per-
sons and private law legal entities, which act contrary to
various liabilities stated by The Law can be subjected to
different penalties. In this framework:

i. If the disclosure requirement is not fulfilled, from
5.000 TL t0 100.000 TL,

ii. If the obligations regarding data safety is not ful-
filled, from 15.000 TL to 1.000.000 TL,

iii. If the decisions given by the Committee are not
implemented, from 25.000 TL to 1.000.000 TL,

iv. If the notice and registration requirement of the
Registry of Data Controller is not fulfilled, from
20.000 TL t0 1.000.000 TL,

shall be paid as an administrative fine.

i§yerinde bir takim izleme ve denetleme yontemlerinin
kullanildigr durumlar da is¢ilerle ilgili veri islenmesi
kapsaminda degerlendirilmektedir. Iscilerin internet
kullanimlar, telefonlarinin dinlenmesi, kamera ile sii-
rekli izlenmeleri vs. ig saghig ve giivenliginin gerektirdi-
gikosullar hari¢ olmak {izere isin niteliginin gerektirdigi
amagc diginda kaldig1 ve gerekli diizeyi agmasi halinde
hukuka aykiri olacaktir.

G. Veri Sorumlulan Sicili

Kisisel verileriigleyen gercek ve tiizel kisiler, veriisleme-
ye baglamadan 6nce Kurul'un gozetiminde, Bagkanhk
tarafindan kamuya acik olarak tutulan Veri Sorumlular
Siciline kaydolmak zorundadir.** Kurul {iyelerinin seci-
mi ve Bagkanhk tegkilatinin olusturulmasi, Kanun’un
yayimi tarihinden itibaren alt1 ay icinde gerceklestirilir.
Netice itibariyle veri sorumlularinin Sicil’e kayit yii-
kiimliiliigli, 7 Ekim 2016 tarihi itibariyle kurulacak olan
Kurul'unbelirleyecegi ve ilan edecegi siire icerisinde do-
gacaktir.

Veri Sorumlulan Siciline kayit bagvurusunda buluna-
cak bildirimde: Veri sorumlusu ve varsa temsilcisinin
kimlik ve adres bilgilerine, kisisel verilerin hangi amac-
la islenecegine, veri konusu kigi grubu ve gruplari ile bu
kisilere ait veri kategorileri hakkindaki aciklamalara,
kisisel verilerin aktarilabilecegi alic1 veya alic1 gruplari-
na, yabanci lilkelere aktarimi éngoériilen kisisel verilere,
kisisel veri giivenligine iligkin alinan tedbirlere ve kigisel
verilerin iglendikleri amag i¢in gerekli olan azami siire-
ye iligkin hususlara yer verilmelidir. Bu bilgilere y6nelik
meydana gelebilecek degisiklikler derhal Bagkanhga
(bkz. 3.8) bildirilmelidir.

H. Suclar ve Kabahatler

Kanun’un yiiriirliige girmesinden 6nce hukuka aykir:
olarak kaydedilen, ele gecirilen ve yok edilen kigisel ve-
rilere dair Tiirk Ceza Kanunu® uygulanmakta iken, ki-
sisel verilere iligkin su¢lar bakimindan yeni bir hiikiim

11PDPL Art. 10.

12 Leyla Keser, Cited from the speech on “Current
Developments in European Law” which was
presented at [T Law Summit, Istanbul April 10 2016.
13 PDPL Art. 6.

14 PDPL Art. 16.

135-140.

16 PDPL Art. 18.
17 PDPL Art. 28.
18 PDPL Art. 32.

15 Turkish Penal Code dated 26.09.2004, Art.

19 PDPL Temporary Art. 1.

20 Personal Protection Draft Law Dated 18.01.20716,
General Preamble.

21 Personal Protection Draft Law Dated 26.12.2014,
General Preamble.
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I. The Excluded Parts of the Scope of The Law

Processing of personal data among the family members
living in the same residence is excluded from the con-
cept of The Law, as well as processing with the purpose
of research and statistics. In the meantime, the proce-
dure and principle of The Law shall not be implemented
in the following circumstances of data processing: na-
tional defense, national security, public safety, public
order, preventive and inhibitive intelligence activities
towards providing economic safety, and processing by
the judicial authorities with respect to investigation,
prosecution and judgment transactions.”

J. The Administrative Structure under The Law

The Institution of Personal Data Protection, which is
administratively and financially autonomous and pos-
sesses public entity, is established to fulfill the obliga-
tions given by The Law. This Institution is comprised
of the Committee, decision making body, and the Lead-
ership. The Leadership is directly associated with the
Prime Ministry and governed by the center in Ankara.
The Committee, serving as a decision making body of the
Institution, fulfills its obligations independently given
by the legislation and The Law itself. The Committee
consists of nine members. Five of those members are
elected by the Grand National Assembly of Turkey; two
of them are elected by Council of Ministers and the other
two are elected by the President. The requirements to be
amember of the Committee are provided by The Law.

The president of the Committee and the vice president,
are elected among the members by the Council of Min-
isters. The president of the Committee is the president
of the Institution as well. A Committee member’s term
of office is four years and the same member can be
reelected for the next term. A member of the Commit-
tee cannot be dismissed for any reason before the time
given by the Committee is expired. The exception to this
rule is stated in the Article 21, Paragraph 11.The presi-

diizenlenmemektedir. Oysa hukuka aykiri veri islenme-
sinin yaptirimi olarak hiirriyet baglayici yaptirinma ek
olarak ilk defa idari para cezalar1 ngoriilmektedir.'®

Kanundile getirilen cesitli ylikiimliiliiklere aykir1 hareket
eden veri sorumlusu gercek kisi ile 6zel hukuk tiizel ki-
silerinin, her bir aykirilik icin farkh miktarlarda cezaya
tabi tutulabilecekleri 18. Madde ile hiikiim altina alin-
mugtir. Bu kapsamda;

i. Aydinlatma yiikiimliiliigliniin yerine getirilme-
mesi halinde 5.000 TL’den 100.000 TL’ye kadar,

ii. Veri giivenligine iligkin yiikiimliiliiklerin yeri-
ne getirilmemesi halinde 15.000 TL'den 1.000.000
TL’ye kadar,

iii. Kurul tarafindan verilen kararlarin yerine geti-
rilmemesi halinde 25.000 TL’den 1.000.000 TL’ye
kadar,

iv. Veri Sorumlular Siciline kayit ve bildirim yii-
kiimliiliigiine aykir1 hareket edilmesi halinde
20.000 TL’den 1.000.000 TL’ye kadar,

idari para cezasi verilecektir.
I. Kanun’un Kapsami Disinda Tutulan Hususlar

Kisisel verilerin aynmi konutta yagayan aile fertleri arasin-
daislenmesi, resmi istatistik ile anonim hale getirilmesi
suretiyle aragtirma ve istatistik gibi amaclarla islenme-
si bu kanun kapsaminda degildir. Ayn1 zamanda kigisel
verilerin milli savunmay, milli giivenligi, kamu giivenli-
gini, kamu diizenini veya ekonomik giivenligi saglamaya
yonelik 6nleyici, koruyucu ve istihbari faaliyetler kapsa-
minda islenmesi ile sorugturma, kovusturma, yargilama
iglemlerine iliskin olarak yargi makamlar1 tarafindan
yapilan veri iglemelerinde bu kanun hiikiimleri usul ve
esas acisindan uygulama alani bulmaz.

11AKVKK m. 10.
12 Leyla Keser, “Avrupa Birligi Hukuku ve Gincel
Gelismeler” 10.04.20716 tarihinde Istanbul'da

13 KVKKm6.
14 KVKK m. 16.

gerceklestirilen Bilisim Hukuku Zirvesinde yapilan 16 KVKK m. 18.
konusmadan alintilanmistir. 17 KVKK m. 28.
18 KVKK m. 32.

15 26.09.2004 tarihli Tiirk Ceza Kanunu, m. 135-140.

19 KVKK Gegicim. 1.

2018.01.2016 Tarihli Kisisel Verilerin Korunmasi Kanun
Tasaris), Genel Gerekce.

2126.12.2014 Tarihli Kisisel Verilerin Korunmasi Kanun
Tasarisi, Genel Gerekce.
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dent of the Committee is the head of the Institution.
He/she regulates, implements the institution services
in accordance with the legislation, objects and politics of
the Institution, strategic plan, performance criteria and
standards of quality of service, and facilitates coordina-
tion among the service units. The Leadership is an or-
ganized structure that consists of a vice president (who
is assigned by the President) and service units under the
heads of departments. The number of heads of depart-
ments cannot be more than seven.

Furthermore, apart from above mentioned officials, the
personal data protection experts and assistant experts
can be employed.

J. Kanun Kapsaminda Olusturulan idari Yapi

Bu kanunla verilen gérevleri yerine getirmek {izere idari
ve mali 6zerklige sahip ve kamu tiizel kisiligini haiz Ki-
sisel Verileri Koruma Kurumu kurulmugtur. Bu kurum,
karar organi olan Kurul ve Bagkanlik’tan olugsmakta
olup dogrudan Bagbakanlik’la iligkilidir ve merkezi An-
kara’dadir. Kurum’un karar organi olarak gorev yapan
Kurul, bu kanunla ve diger mevzuatla verilen gorevleri
kendi sorumlulugu altinda, bagimsiz olarak yerine geti-
rir. Yetkilerini de yine aym sekilde kendi sorumlulugun-
da bagimsiz olarak kullanmaktadir. Gérev alanina giren
konularda hicbir organ, makam, merci veya kisi, Kurul’a
emir ve talimat veremez, tavsiye veya telkinde buluna-
maz.”
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K. The Principles of The Law in regard to Inure-
ment and the Transitional Period

The following provisions will enter into force six
months after the publication of The Law in the Official
Gazette: Transfers of personal data to third parties or
overseas, the rights of the personal data subject, and
the provisions of the crimes and administrative fines.
All other provisions of The Law in addition to the afore-
mentioned provisions will enter into force right after its
publication.’®

Two-year transitional period after The Law’s publica-
tion in the Official Gazette is allowed to make lawful
those personal data processed unlawfully before the
procedures and principles introduced by The Law. Un-
less otherwise stated, the consents received lawfully
before The Law will be deemed statutory within a year.”

IV. CONCLUSION

The main reason why cooperation between our security
forces and EUROPOL, which organizes the cooperation
among the security forces in Europe, has not been car-
ried out and electronic data interchange has not been
actualized until a little while ago is that a regulation
concerning personal data protection was not in force.
Accordingly, the lack of collaboration in fighting against
crime between our country, which is located within the
route of transnational crimes, and other countries un-
der EUROJUST, which is established for cooperative ju-
risdiction fighting with transnational crimes, was due to
the absence of such regulation in force as well. Personal
data protection also represents a great significance for
our country because of its close relationship with the
economy. Thus, data transfer, of which the foreign in-
vestors that are expected to invest in Turkey are in need
in order to manage their own investments efficiently in
Turkey and other countries, has not been functioning
due to such legislation deficiency. While this situation
was considered as a deterrent factor for such invest-
ments in our country, similar problems of our entrepre-
neurs on data transferring regarding their investments
and partnerships in other countries came up as well.

In addition to all these, it can be stated that the personal
data is directly related to four negotiation chapters of
European Union Full Membership Process. Considering
in the “progress reports”, a legal loophole on data pro-
tection in Turkey is referred to, the opportunity to pull

Kurul dokuz iiyeden olugur. Bu iiyelerin besi Tiirkiye
de Cumhurbagkam tarafindan segilir. Kurul’a iiye ola-
bilmek icin gerekli sartlar kanunla belirlenmistir. Kurul
Bagkani ve Tkinci Bagkany, iiyeler arasindan Bakanlar
Kurulu tarafindan secilir. Kurul'un Bagkani, Kurum’un
da bagkanidir. Kurul iiyelerinin gorev siiresi dort yildir
ve tekrar secilme haklar1 vardir. Kanun'un verdigi bu
siire dolmadan herhangi bir sebep ile Kurul iiyelerinin
gorevine son verilememektedir. Bu kuralin istisna halle-
ri 21. maddenin 11. fikrasinda belirtilmistir. Kurum bag-
kani, Kurul ve Kurum’un bagkani sifatiyla Kurum’un en
iist amiri konumundadir. Kurum hizmetlerini mevzua-
ta, Kurum’un amag ve politikalarina, stratejik planina,
performans olciitlerine ve hizmet kalite standartlarina
uygun olarak diizenler, yiiriitiir ve hizmet birimleri ara-
sinda koordinasyonu saglar. Bagkanlik; Bagkan Yardim-
cis1 (Bagkan tarafindan atanir) ve hizmet birimlerinden
miitesekkil olup daire bagkanliklar seklinde tegkilatla-
nan bir yapiya sahiptir. Daire bagkanlarinin sayisi yediyi
gecemez.

Kurumda bu kisiler disinda ayrica Kisisel Verileri Koru-
ma Uzmani ve Uzman Yardimeilar: istihdam edilebile-
cektir.

K. Kanun'un Yiiriirliik ve Gegis Siirecine iliskin
Esaslar

Kisisel verilerin {iciincii kisilere veya yurtdisina aktaril-
masl, kisisel veri sahibinin haklari, suclar ve idari para
cezalarina iligkin hiikiimler, Kanun'un yayim tarihin-
den itibaren 6 ay sonra yiiriirliige girecektir. Bu hitkiim-
lerin diginda kalan diger hiikiimler ise Kanun*un yayim
tarihi itibariyle yiiriirliige girecektir. ®

Kanun’un getirdigi usul ve esaslara aykir1 olarak isle-
nen kisisel verilerin hukuka uygun hale getirilmesi i¢in
Kanun'un Resmi Gazete’de yayimlanmasindan itibaren
2 yillik gecis siiresi taninmigtir. Kanun’un yayim tari-
hinden 6nce hukuka uygun olarak alinan rizalar ise 1
yl icinde aksine bir beyanda bulunulmadig: takdirde
Kanun’a uygun kabul edilecektir.”

IV. SONUC

Gegtigimiz glinlere kadar, Avrupa’da giivenlik birimleri
arasinda operasyonel isbirligini tanzim eden EUROPOL
ile iilkemiz giivenlik birimleri arasinda operasyonel is-
birligi anlagmasinin yapilamamasi ve elektronik bilgi
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ahead in this progress period concerning negotiation
chapters is seized with The Law being put into force.*

Consequently, a significant contribution to various are-
as such as social, economic, security and justice domains
is expected to be made as a result of data and informa-
tion sharing on a global scale following the The Law be-
ing putinto force. B
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degisiminin gerceklestirilememesindeki temel neden,
kisisel verilerin korunmasina iligkin bir diizenleme-
nin heniiz iilkemizde yiiriirlitkte olmamasidir. Benzer
sekilde, simir agan suclara iligkin farkh tilkelerin yarg:
mercilerinin ortak hareket edebilmesi amaciyla olug-
turulan EUROJUST ile ¢ok sayida simir agan sugun
giizergahinda bulunan iilkemiz ve diger tilkeler arasinda
bu suclarla miicadeleye yonelik isbirligi yapilamamasi
ilgili dlizenlemenin yiiriirliikkte olmamasindan kaynak-
laniyordu. Kigisel verilerin korunmasinin ekonomi ile
olan ciddi iligkisi de iilkemiz i¢in 6nem arz etmektedir.
Zira Tiirkiye’de yatirim yapmasi beklenen yabanci ser-
mayenin bagka iilkelerdeki yatirimlar ile tilkemizdeki
yatirimlarini etkin bir sekilde idare edebilmesi icin ih-
tiyac duydugu veri aktarim, tilkemizde gerekli kanuni
diizenleme olmamasi sebebiyle gerceklestirilememek-
te ve bu durum yabanci sermayenin iilkemizde yatirim
yapmasi acisindan caydiricl bir etken olarak degerlen-
dirilirken, aynm1 nedenlere dayali olarak isadamlarimizin
yabanci {ilkelerdeki yatirimlar: ve ortakliklaria iligkin
veri aktariminda da sorunlar yaganmasi giindeme gele-
bilmekteydi.?

Tiim bu aciklamalara ek olarak su ifade edilebilecektir
ki, Tirkiye’nin Avrupa Birligi tam iiyelik siirecinde mii-
zakere fasillarindan dordii, dogrudan kigisel verilerle il-
gilidir. Ilerleme raporlarinda da Tiirkiye’de veri koruma
alanindaki kanuni bosluga isaret edilmekte oldugundan,
Kanun’un yiiriirliige girmesiile bu fasillarlailgili siirecte
ciddi yol alinabilmesi firsat1 degerlendirilmistir.*

Dolayisiyla Kanun’un yiiriirliige girmesiyle tilkemizin
kiiresel 6lcekte diger iilkelerle yiiriittiigii bilgi ve istih-
barat paylasiminin sosyal, ekonomik, giivenlik ve adalet
gibi cesitli alanlara iligkin ciddi anlamda katkis1 olmasi
beklenmektedir. B
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