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Elektronik Imza ve Giincel Gelismeler

ABSTRACT

The term of “Electronic signature” should gen-
erally be analyzed within the scope of the term
“signature” and it should be clearly defined tak-
ing its technical and legal dimensions into ac-
count. Various types of electronic signatures
exists. The types of electronic signatures and
their legal characteristics as genuine legal insti-
tutions are defined by certain legal regulations,
which contain the functions and verification of
electronic signatures. Thus, electronic signa-
ture system should follow the latest develop-
ments like any other legal and technical institu-
tions.
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OZET

“Elektronik imza”, genel olarak “imza” kavrami-
nin tanimindan baslayarak incelenmesi gere-
ken, teknik ve hukuki boyutlarinin tamaminin
anlasilir ve acik bir bicimde ortaya konulmasi
gereken dnemli bir kavramdir. Elektronik imza-
nin pek cok trd vardir. Elektronik imza cesitle-
ri ve elektronik imza muessesesinin butind bir
takim baglayici hukuki kurallarla diizenlenmis-
tir. Bu diizenlemelerin tamami, elektronik imza-
nin fonksiyonlari ile birlikte olusturulmasina ve
dogrulanmasina iliskin hususlar kapsamakta-
dir. Nitekim her hukuki ve teknik miiessesede
oldugu gibi degisen ihtiyaclara gore elektronik
imza kavrami da degisimlere ve glincellemelere
aclk nitelik tasimaktadir.

ANAHTAR KELIMELER:
Elektronik imza, elektronik belge, glivenlik ser-
tifikasl, elektronik delil
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1. INTRODUCTION

LECTRONIC SIGNATURE IS DEFINED IN THE LAW NUM-
bered 5070, titled as the Electronic Signature
Law (“ESL”), published in the Official Ga-
zette numbered 25355 and dated January 23,
2004. It is detailed in the (b) subsection of the
third clause of this law as “an electronic datum
which is attached to other electronic data or
having alogical connection with another datum, used for
the identification of the user.” Yet, for better understand-
ing, first the terms with regard to technical functions
and legal validity of an electronic signature should be de-
fined. A signature in its classic sense is a sign confirming
that a written document has been written and/or verified
by the signatory". To determine the will of the parties that
confirms the current version of a text written on a paper
can be ensured by the handwritten signature. Hence, it is
considered that the signatory announces his or her will
by a sign that is specific to him or her?

Signing is a legal procedure and it is one of the most im-
portant elements one should sustain on order to ensure
the validity of all kinds of documents whether it be of-
ficial or private and to convey the will of the signatory.
However, the 15" subsection of the Law numbered 6098,
called the Turkish Code of Obligations (“TCO”) states
that those who do not incur a debt have no obligation to
sign a document. Only the party incurring a debt have
the obligation to sign the document with handwriting,
and the other party’s statement is considered valid in any
case.

There is no specific law restricting the location of the
signature that should be on a document. However, the
general acceptance is that the signature should be at the
bottom of the document as an indication that the whole
text is covered. Therefore, the signatory declares and
agrees that he or she has red the text and admits all the
responsibilities®. As a matter of fact, the signature at the
end of the document implies that all the aforementioned
declarations are legally binding but not the changes or
additions that are subsequently made.

The Official Gazette numbered 2891 and dated Decem-
ber 27%, 1934 has promulgated “The Surname Regula-
tion”, the second subsection of which was amended by
the Council of Ministers’ decision numbered 2009/14848
and dated March 25%, 2009 states that “in the signature;
there may exist the initial of first name, the two initials in

1. GiRIS

ELEKTRONIK iMZA, 23.01.2004 TARIH VE 25355 SA-
yii Resmi Gazete’de yaymlanan 5070 Sayi-
i Elektronik Imza Kanunwnun (“EiK”) 3.
maddesinin (b) bendinde; baska bir elekt-
ronik veriye eklenen veya elektronik veriyle
mantiksal baglantis1 bulunan ve kimlik dog-
rulama amaciyla kullanilan elektronik veri
olarak tanimlanmaktadir. Ancak bu tanimin acik bir bi-
cimde kavranabilmesi i¢cin 6ncelikle elektronik imzanin
islevine ve hukuki gecerliligine konu olan kavramlarin
tanmimlanmasi gerekmektedir.

Imza, klasik tanimu ile bir kimsenin herhangi bir belge-
yi yazdigini veya onayladigini belirtmek icin her zaman
ayni1 bicimde kullandig isarete verilen isimdir’. Taraflar-
ca kagit lizerinde onaylanan islemlere konu bir metne
mevcut hali ile yansitilan iradenin kime ait oldugunu be-
lirleyebilmek, el yazisiile atilan imza sayesinde miimkiin
olmaktadir. Nitekim imza ile imzay1 atan kisi kendisine
has bir igareti kullanmak suretiyle belli bir konudaki ira-
desini aciklamig sayllmaktadir®.

Imza hukuki bir islem olup, resmi veya 6zel her tiirlii
belgenin gecerlilik kazanabilmesi ve kisinin iradesini
yansitabilmesi i¢in tagimasi gereken en 6nemli unsurlar-
dan biridir. Ancak 6098 Sayili Tiirk Bor¢lar Kanunu'nun
(“TBK”) 15. maddesi uyarinca, borg altina girmeyen kisi
tarafindan imza atilmasi zorunlulugu bulunmamaktadir.
Yalmizca borg altina giren sahsin el yazisi ile imzasi gart
olup borg¢ altina girmeyen diger tarafin beyam her halde
gecerli olacaktir.

Imzanin metin tizerinde atilacag yer hususunda bir ka-
nun hitkmii bulunmamaktadir. Ancak genel kabul, imza-
nin metnin tamamina samil olmas icin metnin sonuna
atilmasi yoniindedir. Boylece imzay1 atan kisi metni oku-
dugunu ve kendisine diigen tiim yiikiimliiliikleri kabul
ettigini ikrar etmis olacaktir®. Nitekim metnin sonuna
atilan bir imza, metinde yazili beyanlarin hukuken bag-
layic1 oldugunu, sonradan yapilan degisiklik ve eklemele-
rin ise imza sahibi icin baglayici olmadigim ifade etmek-
tedir.

27.12.1934 Tarih ve 2891 Sayili Resmi Gazete’'de yayin-
lanan Soyadi Nizamnamesi'nin Bakanlar Kurulunun
25.03.2009 Tarih ve 2009/14848 K. Sayil1 Karar1 uyarin-
cadegistirilen 2. maddesi “imzada; 6z adin ilk harfi, 6z ad
iki tane ise her ikisinin ilk harfleri veya birinin ilk harfi
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case of the first names are two or one initial and the other
components of the name may be included in all.” Yet, if
the signature has dissimilar features to these definitions,
this does not lead to the invalidity of the signature. In
practice, a signature can include only first and last names
asusually practiced, it does not have to include neither or
it can include some signs that are not even letters as long
as the identity of the signee can be defined*.

2. ELECTRONIC SIGNATURE

It is obvious that the aforementioned statements only
include paperwork applications. The main problem is
to ensure the identification of online transactions and
to provide a secure channel for electronically processed
documents. Electronic documents often have no differ-
ences with the original copies but just the lack of hand-
written signature. For this reason, it is quite easy to
change the text on electronic documents and this can
be untraceable. In respect of the documents with an
obligation to be made in a written form, since there is
no electronic counterpart of paperwork signature, their
electronic application is being prevented and the usage
of these documents as an evidence for substantiality has
led to a legal definition of an electronic signature and
elaboration of the technical details of this process®.

2.1 Electronic Signature in General

As stated in the Article 15 of the TCO, an authenticated
electronic signature is deemed equivalent to a handwritten
signature. Accordingly, a signature is not only the trace
left by ink on a paper. An electronic record or a symbol
or code on data may be considered as signature as well°.

The real persons or corporations can obtain an elec-
tronic signature through applying to the Electronic
Certification Service Providers (“ECSP”), qualification
of which concords with the ESL. A simple installation
which is done in the medium of computers will suffice

ile 6teki ad ve soyadinin tiimii yazilabilir” hitkmiinii icer-
mektedir. Ancak imzanin ilgili hiitkiimde kaleme alindigi
sekilde atilmamas1 onun gecersizligi sonucunu dogur-
mayacaktir. Uygulamada da siklikla karsilagildigy iizere
imza sadece isim veya soyadi kullanilarak atilabilecegi
gibi, imzanin kime ait oldugu belirlenebilir oldugu siire-
ce her ikisini icermeyen ve hatta harf diginda bir takim
isaretlerin kullanilmasi suretiyle de atilmasi miimkiin-
diir®.

2. ELEKTRONIK iMzA

Imzaya iliskin yukarida yapilan aciklamalarin kagt iize-
rindeki islemleri kapsadig: agikardir. Esas sorun elekt-
ronik ortamda yapilan islemlerde yer alan irade beyan-
larinda kimlik tespitinin yapilabilmesi ve s6z konusu
islemlerin gilivenliginin ve giivenilirliginin saglanabil-
mesidir. Elektronik ortamda yer alan belgelerin ash ile
kopyalar arasinda el yazisi ile imza eksikligi nedeniyle
cogu zaman bir farkhilik bulunmamaktadir. Bu nedenle
sozlesme metinlerinin degistirilmesi ¢ok basit bir sekil-
de ve fark edilmeksizin miimkiin olabilmektedir. Kagida
dayali belgelerde bulunan el yazisiyla imza unsurunun
elektronik ortamda kargiigimin bulunmayisi, gecerliligi
yazih sekle tabi tutulan sézlesmelerin elektronik yolla
yapilmasina ve elektronik belgelerin ispat araci olarak
kullanilmasina engel olusturdugundan, bu engeli agmak
iizere elektronik imza kavrami yaratilarak gereken tek-
nik altyapiy1 aciklayan hukuki diizenlemeler meydana
getirilmigtir®.

2.1. Genel Olarak Elektronik imza

TBK’nin 15. maddesi uyarinca giivenli elektronik imza
da, el yazistyla atilmig imzamn biitiin hukuki sonuglarin
dogurur. Bu ifade, imzanin mutlak surette kagit iizerine
miirekkep ile birakilan igsaret anlamina gelmedigini acik-
ca gostermektedir. Elektronik bir kayit veya veri tizerin-
deki bir sembol ya da kod, imza olarak kabul edilebilmek-
tedir®.

1 Tiirk Dil Kurumu, (20.02.2015). http://www.tdk.gov.
tr/index.php?option=com_gts&arama=gts&guid=TDK.-
GTS.54e667fc2f34f3.39308255..

2 Grsel Orer, Elektronik Imza ve Elektronik Sertifika
Hizmet Saglayicisinin Hukuki ve Cezai Sorumlulugu,
(Ankara: Adalet Yayinevi, 2011), 5.

3 Orer, Elektronik [mza ve Elektronik Sertifika..., 13.
4 Erkut Gicli Kahraman, “Delillerin Dogrudan
Dogruyaligi ilkesinin Belgede Sahtecilik Suclariyla
lliskisi”, [zmir Barosu Dergisi78/2 (2013), 228.

5 Burcu Erbayraktar, “Elektronik imza Ve Elektronik
imza Kanunu'na Gore Sertifika Saglayicinin Uciincii
Kisilere Karsi Hukuki Sorumlulugu”. Yilksek Lisans
Tezi, Istanbul, 2011.

6 Orer, Elektronik [mza ve Elektronik Sertifika..., 32.
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to get an amending signature and signatures either cre-
ated in an electronic environment or transferred into it.
The signature has digital and biometric codes function-
ing as an identification method in electronic documents.
The newly created signature can be used on e-Devlet (E-
Government Application in Turkey) applications or any
other context requiring a genuine signature’.

2.2 Types of Electronic Signature

There are different types of electronic signatures based
on their technical features in terms of security in legal
transactions. According to the ESL, there are two main
types of electronic signature known as “Simple Electron-
ic Signature” and “Authenticated Electronic Signature”
and based on their technical qualities, they are classifies
as Simple Electronic Signature, Advanced Electronic
Signature, Authenticated (Qualified) Electronic Signa-
ture and Electronic Signature given by Accredited Certi-
fication Service Providers.

Elektronik imza gergek veya tiizel kisiler tarafindan, EIK
uyarinca Telekomiinikasyon Kurumu’na bildirim yapmis
ve Tiirkiye’de nitelikli elektronik sertifika vermeye yetki-
li Elektronik Sertifika Hizmet Saglayicilar’’na (“ESHS”)
yapilacak bagvuru ile alinabilir. Bilgisayar ortamindan
yapilacak basit bir kurulum neticesinde, kisiye 6zel ola-
rak iiretilen ve dogrudan elektronik ortamda olusturulan
ya da fiziksel varlig1 elektronik ortama aktarilabilen ve
eklendigi elektronik veri tizerinde kimlik dogrulama igle-
vi goren sayisal ve biyometrik sembollerden olusan elekt-
ronik imza, e-Devlet uygulamalarinda veya 1slak imza ge-
rektiren her tiirlii uygulamada kullanilabilmektedir”.

2.2.Elektronik imza Cesitleri

Elektronik imzanin hukuki islem giivenliginin saglan-
mas1 bakimindan tagidig: teknik nitelikler uyarinca bazi
cesitleri bulunmaktadir. EIK uyarinca elektronik imza,
“Basit Elektronik imza” ve “Giivenli Elektronik Imza”
olarak iki kategoriye ayrilmakla birlikte, tagidig1 teknik
nitelikler bakimindan elektronik imzanmin cesitleri; basit
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2.2.1 Simple Electronic Signature

The existence of simple electronic signature only shows
that the document signed is secured. A handwritten sign
digitized on a computer scene or scanning a handwritten
signature may be shown as examples of this type of elec-
tronic signature®.

2.2.2 Advanced Electronic Signature

Generally, advanced electronic signature is defined as a
normal electronic signature with added functionalities
on the original. As for the simple electronic signature,
it signifies the security of the document as well as the
traceability of the signatory?®.

The ESL does not have a specific definition for advanced
electronic signature. Yet, according to the Directive of
European Council numbered 1999/93/CE and dated De-
cember 13, 1999 (“Directive”) an advanced electronic
signature shall meet the following requirements;

a.itis uniquely linked to the signatory,
b. it is capable of identifying the signatory,

c.itis created using means that the signatory can main-
tain under his sole control, and

d.itislinked to data which it relates in such a manner
that any subsequent change of the data is detectable™.
These features of advanced electronic signature have
been adopted in the Article 4 of the ESL, as well.

2.2.3. Authenticated Electronic Signature

Authenticated Electronic Signature, as defined in the Ar-
ticle 4 of the ESL; (i) is only bound to the signatory as in
the position of mere shareholder, (ii) is created by secure
creation devices, (iii) provides identification of the signa-
tory with the help of qualified certificate, and (iv) deter-

elektronik imza, gelismis elektronik imza, giivenli (nite-
likli) elektronik imza ve akredite edilmis sertifika hizmet
saglayicisi tarafindan verilmis elektronik imza olarak in-
celenebilir.

2.2.1. Basit Elektronik imza

Basit elektronik imzanin varligi, yalnizca verinin biitiin-
liigiiniin korundugunu gostermektedir. Basit elektronik
imzaya Ornek olarak, bilgisayar ekranina kalemle atilan
imza veya el yazisiyla atilan imzanin tarayicidan gegiril-
mek suretiyle elektronik ortamda bulunan belgelere ek-
lenmesi gosterilebilir®,

2.2.2. Gelismis Elektronik imza

Geligmis elektronik imza, genel olarak elektronik imza
tanimina cesitli unsurlarin eklenmesi ile tanéimlanmak-
tadir. Geligmis elektronik imza, basit elektronik imzada
oldugu gibi verinin biitiinliigiiniin korundugunu goster-
mesinin yani sira, imzalayanin kimliginin tespit edilme-
sini de saglamaktadir®.

EIK kapsaminda gelismis elektronik imzaya iligkin bir
tanim bulunmamaktadir. Ancak, Avrupa Birligi ve Av-
rupa Konseyi’nin 13.12.1999 tarihli ve 1999/93/CE sayili
Direktifinde (“Direktif”) yer alan tamim uyarinca sade-
ce imzalayana bagh bulunan, imzalayanin kim oldugunu
belirlemeye imkan veren, yalmizca imzalayanin kontrolii
altinda tutabilecegi araclarin kullamimi ile olusturulan
ve daha sonra verilerde yapilan tiim degisikliklerin bu-
lunmasina imkan veren imza' olan gelismis elektronik
imzanim anilan nitelikleri EIK’nin 4. maddesinde diizen-
lenen giivenli elektronik imzanin nitelikleri arasinda sa-
yilmugtir.

2.2.3. Giivenli Elektronik imza

EiK’min 4. maddesi uyarinca tanimlanan giivenli elektro-
nik imza, (i) miinhasiran imza sahibine bagli olan, sadece
imza sahibinin tasarrufunda bulunan, (ii) giivenli elekt-

7 Orer, Elektronik mza ve Elektronik Sertifika..., 37.
8 Mesut Orta, “Elektronik imza ve Kavramlar”,
Adalet Bakanlig: Bilgi islem Dairesi Baskanlig, http://
www.adalet.gov.tr/duyurular/2007/nisan07/eimza/
sunum/02_EKavramlar.pps.

9 Orta, “Elektronik i[nza ve Kavramlar”.
10 Orer, Elektronik Imza ve Elektronik Sertifika..., 43.
110rer, Elektronik Imza ve Elektronik Sertifika..., 44.

12 http://eur-lex.europa.eu/legal-content/EN/
ALL/ELX_SESSIONID=6KTPJqOpninsL2hyITD21JQB3
wpx1-BwyHs3cRrPQCFZgJpcpklTn!-18009123487uri
=CELEX:31999L0093, (12.05.2015).
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mines whether a change has been made to the document
signed before.

The phenomenon on which the signature is bound only
to the signatory defines the comparison of the qualified
electronic signature provided by electronic certification
providers and opposite to signature creation data, sig-
nature verification data contrast with documentation.
These processes are necessary to match the person to the
retrieved data™.

Authenticated electronic signature corresponds to all
known functions of genuine handwritten signature.
Hence, as the Subsection 5 of the Directive states, all the
member countries should provide it as evidence if all of
the qualities of an authenticated electronic signature are
satisfied'?.

ronik imza olugturma araci ile olugturulan, (iii) nitelikli
elektronik sertifikaya dayanarak imza sahibinin kimligi-
nin tespitini saglayan, (iv) imzalanmig elektronik veride
sonradan herhangi bir degisiklik yapilip yapilmadiginin
tespitini saglayan elektronik imzadur.

Miinhasiran imza sahibine bagh olma durumu, elekt-
ronik sertifika saglayicilar tarafindan saglanan nitelikli
elektronik sertifikanin ve imza olusturma verisine karsi-
lik imza dogrulama verisinin resmi belgelere dayandiril-
mak suretiyle sahis ile eglestirilmesini ifade etmektedir™

Giivenli elektronik imza, el yazisi ile atilan 1slak imzanin
hukuki ve fonksiyonel anlamdaki tiim iglevlerini yerine
getirmektedir. Nitekim Direktif’in 5. maddesi uyarinca
iiye iilkeler, giivenli elektronik imzanin niteliklerinin
varligi halinde bu imzanin el yazisi ile esdegerligini ve
yargilamada delil olarak kullamilmasini saglamak duru-
mundadirlar'

ARTICLETTER|SUMMER 2015



2.2.4. Electronic Signature Given by an Accred-
ited Certification Service Provider

The Directive, as in the perspective of electronic certifi-
cation service providers, mentions accreditation system
which is not manifested in the Turkish Law System. Vol-
untary accreditation is the permission procedure given
to a certification service provider according to certain
private rights and responsibilities'.

2.3. Electronic Signature Creation-Verification
Data and Device

2.3.1 E-Signature Creation Data

As stated in the Article 3/d of the ESL, signature creation
data are defined in the periphrasis of being owned solely
by the signatory, unique signs to be created for the pur-
pose of electronic signature creation. It also includes the
cryptographic data like components. The creation data
are owned by the creator of the signature. Being solely
owned by one person, it should not be accessible by other
parties. The mere responsibility of protecting the secu-
rity of the signature is on the signatory™.

2.3.2. E-Signature Verification Data

As stated in the Article 3/f of the ESL, signature verifi-
cation data includes the confirming passwords to verify
electronic signature and/or other components such as
cryptographic open keys. Signature verification data be-
longs to the certificate holder. They are used to verify the
signature and commuting an encrypted delivery to the
signature owner. It is unique and current in the certifi-
cate as encrypted and non-obligatory to be hidden*.

2.3.3. E-Signature Verification Device
As stated in the Article 3/f of the ESL, signature verifi-

cation device is defined as the software or hardware to
verify the electronic signature.

2.2.4. Akredite Edilmis Sertifika Higmet Saglayi-
cisi Tarafindan Verilmis Elektronik Imza

Elektronik sertifika hizmet saglayicilar1 acisindan Di-
rektif uyarinca ihtiyari akreditasyon sistemi 6ngoriilmiis
olup Tiirk hukukunda bu hususa yer verilmemistir. Th-
tiyari akreditasyon, bir sertifika hizmet saglayicis1 icin
0zel hak ve yiikiimliiliiklere bagh olarak izin verilme usu-
lidir.

2.3. Elektronik imza Olusturma - Dogrulama Ve-
rileri ve Araclar

2.3.1. E-imza Olusturma Verisi

EiK'min 3/d maddesi uyarinca imza olusturma verisi,
imza sahibine ait olan imza sahibi tarafindan elektronik
imza olusturma amaciyla kullamlan ve bir bagka esi ol-
mayan sifreler, kriptografik gizli anahtarlar gibi verileri
ifade etmektedir. Imza olugturma verisi imza sahibine
aittir. imza sahibi ile kisi arasindaki bag kurar. Kisiye
6zgli olan bu veri imza sahibi digindaki kisilerce erigilebi-
lir olmamalidir. Bu husustaki koruma yiikiimliigii tama-
men imza sahibine aittir'.

2.3.2. E-imza Dogrulama Verisi

EiK'min 3/f maddesi uyarinca imza dogrulama verisi,
elektronik imzay1 dogrulamak icin kullamlan sifreler,
kriptografik acik anahtarlar gibi verileri tanimlamakta-
dir. Imza dogrulama verisi, sertifika sahibine aittir. Ser-
tifika sahibi tarafindan atilmis elektronik imzay1 dogru-
lamak ve sertifika sahibine sifreli mesaj gondermek icin
kullanmilan, bir esi olmayan, sertifikanin icinde mevcut
bulunan kriptografik ve gizli tutulmasi gerekmeyen ve-
ridir®.

2.3.3.E-imza Dogrulama Araci

EiK'min 3/g maddesi uyarinca imza dogrulama arac,
elektronik imzay1 dogrulamak amaciyla imza dogrulama

13 Orta, “Elektronik,imza ve Kavramlar”.

14 Orer, Elektronik Imza ve Elektronik Sertifika..., 59.

15 Orer, Elektronik lmza ve Elektronik Sertifika..., 59.
nedir.html (22.02.2015)

16 Ziya Gokalp, “PKI (Acik Anahtar Altyapisi) Nedir?”
04.06.2008, https://www.bilgiguvenligi.gov.tr/
guvenlik-teknolojileri/pki-acik-anahtar-altyapisi-

17 Orer, Elektronik I'{nza ve Elektronik Sertifika..., 61.
18 Orer, Elektronik Imza ve Elektronik Sertifika..., 48.
19 Orer, Elektronik Imza ve Elektronik Sertifika..., 48.
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Defined in the Article 7 the ESL, during the signature
verification process, it should be ensured that;

a. the data used for verifying the signature correspond
to data displayed to the verifier;

b. the signature is reliably verified and the result of that
verification is correctly displayed;

c. the verifier can, as necessary, reliably establish the
contents of the signed data;

d. the authenticity and validity of the certificate re-
quired at the time of signature verification are reliably
verified and the result of verification and the signa-
tory’s identity are correctly displayed;

e. the use of a pseudonym is clearly indicated; and

f. any security-relevant changes can be detected.

verisini kullanan yazilim veya donanim aracini ifade et-
mektedir.

EiK’nun 7. maddesi uyarinca giivenli elektronik imza
dogrulama araclarimin;

a. Imzanin dogrulanmas icin kullanilan verileri, degis-
tirmeksizin dogrulama yapan kisiye gostermesi,

b. iImza dogrulama islemini giivenilir ve kesin bir bicim-
de caligtiran ve dogrulama sonuglarim degistirmeksi-
zin dogrulama yapan kisiye gostermesi,

c. Gerektiginde, imzalanmig verinin giivenilir bir bigim-
de gosterilmesini saglamasi,

d. Imzanin dogrulanmasi icin kullanilan elektronik
sertifikanin dogrulugunu ve gecerliligini giivenilir bir
bicimde tespit ederek sonuclarini degistirmeksizin
dogrulama yapan kisiye gostermesi,

e. Imza sahibinin kimligini degistirmeksizin dogrulama
yapan kisiye gostermesi,
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2.3.4. Creation and Verification of Electronic
Signature

In the process of creation of e-signature, the option of
copying the handwritten signature to the digital medium
is nonexistent. Certain tremendously complex algo-
rithms and processes are involved and all of the maximal
matter is processed by computers. Electronically created
documents are encrypted with asymmetric keys to pro-
duce e-signature.

“Public Key Infrastructure” (PKI) is defined as all the
promised services of e-signature given to users includ-
ing person-specificity, integrity, identification and non-
repudiation. This infrastructure is the most widely ac-
cepted one in regard to the verification of the e-signature
process system's.

Two keys one of which being open and the other one
closed are created by the ECSP and delivered to the user.
The data encrypted by the open key of the signatory can
only be decrypted with the open key of the recipient of
the document”.

2.4. Functions of Electronic Signature

In order for electronic signature to replace the handwrit-
ten signature, it needs to bear the functions of (i) identi-
fication, (ii) eventuation, (iii) authenticity, (iv) monition,
(v) continuity and (vi) attestation. Being said that, elec-
tronic signature can be more attributable to the afore-
mentioned qualities with a greater precision'®.

The most significant function of electronic signature to
fulfill is non-repudiation. Unless the signatory loses the
control of the use of the signature, electronic signature
isnon-imitable®.

The identification process in the system of electronic
signature is provided by the control of the unique key of
the signatory assigned as one-time by certain certifica-
tion offices. This coordination is achieved by a signature
key certificate and provides an identification procedure
with a certain check done by the recipient who knows
the open key of the owner of the signature using the open
signature key certificate to verify the signature®. None-
theless, the repudiation of an electronically signed data is
possible according to the Article 210 of the Code of Civil
Procedure numbered 6100 (“CCP”). If need be, after the
irresolution of the issue by a judge, an expert opinion

f. Imzanin dogrulanmasi ile ilgili sartlara etki edecek
degisikliklerin tespit edilebilmesini saglamas1 gerek-
mektedir.

2.3.4. Elektronik imzanin Olusturulmasi ve Dog-
rulanmasi

E-imzanin olugturulma siirecinde 1slak imzanin elektro-
nik ortama kopyalanmasi s6z konusu degildir. Altyapisi
oldukea karmasgik olan matematiksel bir siire¢ ve algorit-
malar s6z konusu olup bu islemlerin tamam bilgisayar
tarafindan gerceklestirilmektedir. Elektronik ortamda
olusturulan belgeler asimetrik anahtarla sifrelenerek
e-imza olugturulmaktadir.

E-imzanin vaat ettigi kisiye o6zellik, biitiinliik, kimlik
dogrulama ve inkar edilemezlik hizmetlerinin kullani-
cilara verilmesi icin gerekli hizmetlerin biitiiniine “Acik
Anahtar Altyapis1” (“AAA”) denmektedir. S6z konusu
altyap1 e-imza sistemini dogrulamak icin kurulan en yay-
gin altyapi niteligini tagimaktadir’s.

AAA altyapisi ile biri acik biri kapali olmak {izere cift
anahtar ESHS tarafindan olusturularak imza sahibine
teslim edilir. Imza sahibinin agik anahtariyla sifrelenen
veri, ulagti§1 muhatabinca ancak acik anahtar kullanil-
mak suretiyle desifre edilebilmektedir".

2.4.Elektronik imzanin Fonksiyonlar

Elektronik ortamda atilan bir imzanin el yazisiyla atilan
1slak imzanin yerini tutabilmesiicin, (i) kimlik tespiti, (i)
sonuclandirma, (iii) gerceklik, (iv) uyari, (v) devamlilik
ve (vi) ispat fonksiyonlarinin tamamim tagimasi gerek-
mektedir. Nitekim elektronik imza, anilan fonksiyonlari
elle atilan imzadan daha kuvvetli bir bicimde saglamak-
tadir®,

Elektronik imzanin kendisinden beklenen giiveni sag-
lamasi agisindan, tagimasi gereken en énemli fonksiyon
inkar edilememedir. Elektronik imza sahibi imza {ize-
rindeki kontroliinii kaybetmedikce elektronik imzanin
taklidinin yapilabilmesi miimkiin degildir®.

Elektronik imzada kimligin tespiti, belirli onay makam-
lar1 tarafindan belirli bir gercek kisiye bir defa olmak
iizere tahsis edilen imza anahtarlarinin, yine bu makam-
lar tarafindan kontrol edilmesi ile yerine getirilmektedir.
Bu koordinasyon bir imza anahtan sertifikasi ile yapil-
makta ve anahtar sahibinin acik anahtarini bilen alicinin,
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shall be searched respectively to the hearing of the repu-
diating party.

As stated in the ESL, if there is an issue regarding to are-
fund of a debt, electronic signature has a certain binding
function with respect to the call of the signatory. Because
of the fact that even the infinitesimal gaps in the text are
encrypted with electronic signature, it has a more rein-
forced credibility than the handwritten signature®.

With respect to other benefits and functions of an elec-
tronic signature, first it should be discussed that an
electronic signature has the advantage of efficiency and
logistics. The use of electronic signatures will add the
beneficiary attributes such as speed, easiness and cheap-
ness to processes. Data will easily be transferred and
the cost of print, paper and post etc. will be minimized.
The electronic signature can hardly be imitated, thus
the recipient may not claim that the document has not
arrived or vice versa, the sender may not allege that the
document has not been sent. The content of the docu-
ment is safely encrypted and cannot be changed after the
document is sent, therefore neither the recipient nor the
sender may repudiate the content. In addition to this, a
copy of the document would be in the hands of the cer-
tificatory.

2.5. The Evidential Quality of Electronically
Signed Documents in Legal Proceedings

As stated in the Article 5 of the ESL, “authenticated elec-
tronic signature has the same juridical consequences as
the handwritten signature.” Yet, “certain jurisdiction pro-
cesses and contracts of guaranty which has a specific form
or special formal procedure determined by laws cannot be
signed with authenticated electronic signature.”

As the aforementioned Article of the provision states, it
will be adequate to say that an electronic signature has
only the coverage of base written validity form. Hence
the jurisdictionally imposed written forms such as such

herkes tarafindan ulagilabilen imza anahtari sertifikasi-
n1 kontrolil sayesinde, veriyi diizenleyen kisinin kim-
ligi hakkinda bilgi sahibi olabilmesini saglamaktadir®.
Ancak her haliikarda 6100 Sayili Hukuk Muhakemeleri
Kanunu'nun (“HMK”) 210. maddesi uyarinca giivenli
elektronik imzayla olugturulmus verinin inkar edilmesi
s6z konusu olabilecektir. Bu durumda hakim tarafindan
veriyi inkar eden taraf dinlendikten sonra bir kanaate va-
rilamamigsa, bilirkisi incelemesine bagvurulacaktir.

EIK uyarinca, imzalanan metin kapsaminda bir borg
iradesi s6z konusu ise elektronik imza, imzalayanin be-
yaniyla bagh kalma fonksiyonunu da saglamaktadir.
Elektronik imza ile metindeki en ufak bir bosluk bile
sifrelenmekte oldugundan, metindeki degisikliklerin
imza sahibini baglamama fonksiyonu elektronik imzada,
el yazisi ile atilan imzaya nazaran daha kuvvetli bir hale
gelmektedir®.

Elektronik imzanin diger faydalari ve fonksiyonlarina
iligkin ise, 6ncelikle elektronik imzanin verimlilik ve
lojistik fonksiyonlarinin séz konusu oldugunu soyle-
mek miimkiindiir. E-imza sayesinde islemler kolaylik,
hiz ve ucuzluk kazanacaktir. Veriler ulagsmasi gereken
yere cabuk ulagir ve baski, kagit, posta vb. maliyetler en
aza indirgenir. E-imzada taklit edilme olasilig1 neredey-
se tamamen ortadan kalkmakta olup, gonderici belgeyi
gondermedigini alic1 ise almadigini iddia edemez. Gon-
derilen belge veya verinin icerigi, gonderimden sonra
degistirilemeyeceginden, gonderici veya alic1 tarafindan
icerik inkar edilemez. Nitekim belgenin bir kopyas1 onay
kurumundadar.

2.5. Elektronik imzah Belgelerin Yargilamada
Delil Niteligi

EiK’nin 5. maddesi uyarinca “giivenli elektronik imza,
elle atilan imza ile aymt hukuki sonucu dogurur.” Ancak
“kanunlarin resmi sekle veya 6zel bir merasime tabi tuttu-
gu hukuki islemler ile teminat s6zlesmeleri giivenli elekt-
ronik imza ile gerceklestirilemez.”

20 Orer, Elektronik [mza ve Elektronik Sertifika..., 49.
210rer, Elektronik [mza ve Elektronik Sertifika..., 50.
22 Mine Erturgut, Medeni Usul Hukukunda Elektronik
Imzali Belgelerin Delil Olarak Degerlendirilmesi,
(Ankara: Yetkin Yayinlari, 2004), 69.

Belgelerin..., 138.

bildiri/29.

23 Erturgut, Medeni Usul Hukukunda Elektronik [mzal

24 Mehmet Ertan Yardim, “Giivenli Elektronik imzanin
Inkar1”, www.iscturkey.org/2010/2008/2006/-pdf/

25 Yardim, “Givenli Elektronik imzanin inkar”.

26 Leyla Keser Berber, internet Uzerinden Yapilan
Islemlerde Elektronik Para ve Dijital imza,

(Ankara: Yetkin Yayinlari, 2002), 177.
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as marriage, divorce and financial loan contracts cannot
be signed with an electronic signature.

In addition, in this matter it should be noted that the
evaluation of electronically signed documents with re-
spect to bonded proof issues should be verified. In the
jurisdiction system, on a specific event or act of law, the
judge will decide whether it is necessary to prove this
circumstance with final or discretionary proofs. In this
sense, with respect to the CCP, final verdicts and oaths
have the quality of final proofs, whereas the other spe-
cific acts signifying discretionary proofs such as witness,
expert, investigation and other non-counted acts may re-
fer to discretionary proofs.

Finality aspect of a muniment implies that the judge has
bound by the document. The verification or authentica-
tion of a signature at the bottom of a muniment is not an
issue for a judge to investigate ex officio. Qualifying of
the written signature will be done by the judge through a
mundane examination with eyesight®2

In this matter, through the Article 23 of the ESL, Article
205 of the CCP states that the electronic data created by
an authenticated electronic signature has the quality of

Anilan madde uyarinca, e-imzanin ancak adi yazih ge-
cerlilik sekline bagh hukuksal islemleri kapsadigini be-
lirtmek miimkiindiir. Nitekim kanunlarin acikca resmi
yazih sekil ile yapilmasini 6ngoérdiigii hukuki islemlerin
(6rnegin; evlilik, bosanma, finansal kiralama sézlesmesi
vb.) elektronik imza ile yapilabilmesi miimkiin degildir.

Ayricabu hususta elektronik imzali belgelerin senetle is-
pat kurallar1 bakimindan da degerlendirilmesi 6nem arz
etmektedir. Yargilamada, bir olayin veya hukuki islemin
ispat1 hususunda hakim 6ncelikle bu durumun kesin de-
lil ile veya takdiri delil ile ispatlanmasi gerekip gerekme-
digini degerlendirecektir. Buanlamda HMK bakimindan
senet, yemin ve kesin hiikiim kesin delil tegkil etmekte
iken; tanik, bilirkigi, kesif ve kanunda sayilmayan diger
takdiri delilleri isaret eden &zel hiikiimler takdiri delil
teskil etmektedir.

Senedin kesin delil tegkil etmesi, hakimin senetle bagh
olmasini ifade etmektedir. Senet metninin altindaki imza
hakim tarafindan gercek kabul edilmek suretiyle senedin
dogrulugu veya gercekligi hakim tarafindan re’sen aragti-
rilacak hususlardan degildir. Senetteki el yazili imzanin
nitelemesi hakim tarafindan gozle yapilacak basit bir in-
celeme neticesinde takdir edilebilecektir?.
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a muniment. The bond value and the function of final
proof of these data are determined through the condi-
tion of these data created by an authenticated electronic
signature. Simple electronic signed documents will not
count as having the value of bond. That being said, the
type of the signature of a document must be detected
by judge using the commending in the Article 205/3 of
the CCP ex officio. This determination is an appropriate
measure to the circumstance in which parties have no
objection and preventing a simple electronic signed text
to have the value of final proof?.

Alas, since a judge cannot make the distinction with re-
gard to the type of an electronic signature used in the
document with eyesight, unlike the handwritten signa-
tures examined by the court, an expert should examine
the document signed with an electronic signature.

Asthe Article 210 of the CCP states, “in the event of denial

Bu kapsamda EIK’nun 23. maddesi uyarinca, HMK’nun
205. maddesi ispat giicii bakimindan giivenli elektronik
imza ile olusturulan elektronik verilerin, senet hitkmiin-
de oldugunu ifade etmektedir. Bu hiikiim uyarinca elekt-
ronik belgelerin senet degeri ve kesin delil etkisi, giivenli
elektronik imza ile olusturulmus olmalar: sartina bag-
Lidir. Basit elektronik imzali elektronik veriler senet ni-
teligini tasimayacaktir. Nitekim bir belgenin hangi tiir
elektronik imza ile imzalandiginin tespiti, HMK 205/3
uyarinca hakim tarafindan re’sen yapilmak durumun-
dadir. S6z konusu hiikiim, taraflarin itiraz etmedigi bir
durumda basit elektronik imzali bir metnin kesin delil
teskil etmesinin 6niine gecmek acisindan isabetli bir hii-
kiim niteligini tasimaktadir®.

Ancak hakimin elektronik imzanin tiiriine iligkin tespiti
gozle goriilecek bicimde yapamayacak olmasi sebebiyle,
el yazisiyla imzali senetlerden farkli olarak elektronik
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of data signed with an authenticated electronic signature,
if there is no verdict after the hearing of the denying party
by the judge, an expert investigation will be executed.” As
when the previous Code of Civil Procedure numbered
1086 (“pCCP”) was in force, there was no evident rule
when the denial of an authenticated electronic sign was
handled according to the Article 308 of the pCCP?. The
judge was in charge of the detection of the owner of the
signature, possibly being the opposed party, using the
protocol issued in the Article 308 of the pCCP. Hence,
with the accepting of the judge being not technically
equipped with the necessary information, it is stated in
the doctrine that an expert should obligatorily use the
expertise in the period that the pCCP was in force. Al-
though there are certain controversial points®, the Ar-
ticle 210 of the CCP has helped the hindrance of all the
controversy surrounding the case and when the denial of
an authenticated electronic signature, it has allowed the
demand of expert opinion.

Certain acts in the law could only be executed through
the use of an authenticated electronic signature. For in-
stance, the Official Gazette dated December 20", 2009
has promulgated the “Law of Cheques” numbered 5491.
In the Article 5, subsection 8 of the Law, it is stated that
the data related to cheque making and opening a cheque
account are signed with an authenticated electronic sig-
nature and after that they are electronically reported via
the Ministry of Justice National Judiciary Informatics
System (NJIS) to the Central Bank of Turkish Republic.
These reports and the bases and procedures related to
the announcements done to banks are determined by the
Central Bank of Turkish Republic with the confirmation
by the Ministry of Justice.

3. PRACTICE AREAS OF ELECTRONIC SIGNATURE
AND NEW DEVELOPMENTS

Electronic signatures, having a wide variety of practice
areas, can be used in every case in which data are moved,
copied and processed electronically . Articles 14 and 15 of
the TCO state that an electronic signature has all the ju-
ridical qualities of paperwork signature in every written
shape obligatory situation, and thus available to replace
the written shapes condition. In this circumference, all
acts of law obliging any written shape may be signed with
an authenticated electronic signature.

Practice areas of e-signature in public sphere can be
listed as; applications to Student Selection Examina-

imzal bir belgenin yargilamada bilirkisi tarafindan ince-
lenmesi gerekecektir.

Nitekim HMK’nin 210. maddesi; “giivenli elektronik im-
zayla olugturulmus verinin inkdart halinde, hakim tarafin-
dan veriyi inkar eden taraf dinlendikten sonra bir kanaate
varilamamigsa, bilirkisi incelemesine bagvurulur.” hiik-
miinii icermektedir. 1086 Sayili Hukuk Usulii Muhake-
meleri Kanunu (“HUMK?”) yiiriirliikte iken bu hususta
acik bir hiikiim bulunmadifindan, giivenli elektronik
imzanin inkari durumunda HUMKnin 308. maddesi
uyarinca imza incelemesi yapilmaktaydi®*. Goriilmekte
olan dava sirasinda giivenli elektronik imzanin inkari
s6z konusu oldugunda hakim HUMK’nin 308. madde-
sinde 6ngoriilen prosediirii kiyasen uygulayarak giivenli
elektronik imzanin aleyhine ileri siiriilen kisiye ait olup
olmadigim aragtirmak ile yiikiimli bulunmaktaydi. Ni-
tekim s6z konusu maddenin yiiriirlitkte oldugu dénem-
de doktrinde hakimin teknik bakimindan kendiliginden
bu arastirmay1 yapabilecek nitelikte olamayacaginin
kabulii ile giivenli elektronik imzaya iligkin incelemenin
mutlaka bilirkisi tarafindan yapilmasi zorunlulugu belir-
tilmekteydi. Aksi yonde goriisler de olmasina ragmen?®
HMK’nun 210. maddesi ile tiim bu tartigsmalarin 6niine
gecilerek giivenli elektronik imzanin inkar1 durumunda
hakimin bilirkisi incelemesini talep edebilmesinin 6énii
acilmgtir.

Bazi1 hukuki islemlerin ise kanuni bakimdan mutlak su-
rette giivenli elektronik imza ile olusturulmasi zorunlu
tutulabilmektedir. érnegin; 20.12.2009 tarihli Resmi
Gazete’de yayimlanarak yiiriirliige giren 5491 Sayil Cek
Kanununun 5/8. maddesi uyarinca ¢ek diizenleme ve
¢ek hesab1 agma yasag) kararina iligkin bilgiler, giivenli
elektronik imza ile imzalandiktan sonra, Adalet Bakan-
1181 Ulusal Yargi Ag1 Bilisim Sistemi (“UYAP”) araciligiyla
Tiirkiye Cumhuriyet Merkez Bankasi'na elektronik or-
tamda bildirilir. Bu bildirimler ile bankalara yapilacak
duyurulara iligkin esas ve usuller, Adalet Bakanlii'min
uygun goriigii alinarak Tiirkiye Cumhuriyet Merkez
Bankas: tarafindan belirlenir.

3. ELEK_TRONiK IMZANIN UYGULAMA ALANLARI
VE GELISMELER

Oldukca genis bir uygulama alam s6z konusu olan elekt-
ronik imzamn, bilgilerin elektronik olarak tagindigi,
kopyalandig1 ve iglendigi her yerde kullanilabilmesi
miimkiindiir?*. TBK’nin 14. ve 15. maddeleri uyarimca
yazih sekil zorunlu gériilen hukuki islemlerde, giivenli
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tion, Public Personnel Selection Examination, Academic
Personnel and Postgraduate Education Entrance Exam,
passport etc., inter-institutional communication, social
security applications, medical applications, tax payment
and tax declarations and electronic votes. In moving
governmental services to digital medium, the time and
resources gain are aimed, especially with the project of
e-Devlet. Thus, it is possible to argue that the NJIS is the
most active platform for electronic signatures through
courts, public prosecutor’s offices, all clerks and lawyers.
The improvements in e-Devlet is still ongoing.

For the use of e-signature in trade, internet banking, in-
surance transactions, e-contracts and e-shopping may
be considered. In addition to this, in the Turkish Com-
mercial Code numbered 6102 and dated July 1%, 2012,
electronic signature and electronic data are extensively
discussed. According to the Article 18/3 of the TCC, e-sig-
nature has the potency to put in default, nullify a contract
or to make denunciation or warning processes. Accor-
ding to Articles 24, 64 and 65 of the TCC, the trade regis-
try entries and commercial registers may be stored in an
electronic medium.

Article 94 of the TCC states that the rejection period is
one month and can be executed by holder of the sched-
ule which shows the surplus determined in the current
account balance with a text involving an “authenticated
electronic signature”. All obliged processes in accordance
with the TCC can be done by commercial corporations,
corporates, and real persons in an electronic medium
through an authenticated electronic signature.

The Notary Act numbered 1512 (“Notary Act”) has an
additional Article 198/A since February 12, 2014 issued
with the law numbered 6572. This addition should be ex-
amined separately. According to this Article; the process-
es set in the Notary Act may also be done in an electronic
medium with an authenticated electronic signature. A
caveat for this is that processes forced as edit and testa-
ments of will should be executed in the presence of notary
to be signed with an authenticated electronic signature.

All data and documents related to notary acts are stored
and saved in the Union of Turkish Notaries Informatics
System. For documents signed with an authenticated
electronic signature, the seal affixing process done in
handwritten signed documents is not present and it is
unnecessary to prove another copy. It is also stated that a
physical copy for a document containing an authenticat-

elektronik imzanin el yazisiyla imzanin biitiin hukuki
sonuclarini dogurmak suretiyle bu sekilde imzalanmig
belgelerde yazih sekil sart1 yerine getirilmis sayilacaktir.
Bu kapsamda yazih sekil gerektiren her tiirlii hukuki is-
lem giivenli elektronik imza ile tamamlanabilecektir.

E-imzanin kamusal alandaki uygulama alanlar; 0ss,
KPSS, ALES, pasaport vb. her tiirlii bagvurular, devlet
kurumlar arasi iletisim, sosyal giivenlik uygulamalars,
saglik uygulamalar vergi 6demeleri ve e-beyannameler,
elektronik oy verme islemleri olarak listelenebilir. Ozel-
likle e-Devlet projesi kapsaminda pek ¢cok devlet hizme-
tinin elektronik ortama taginmasi suretiyle zaman ve
kaynak kazancinin elde edilmesi amaclanmaktadir. Ni-
tekim UYAP icin, e-imzanin mahkemeler, Cumhuriyet
bagsavciliklari, tiim adliye kalemleri ve avukatlar tarafin-
dan aktif olarak kullanildig1 en genis platform oldugunu
belirtmek miimkiindiir. E-Devlet uygulamasinin ise ge-
listirilmesi hususunda ¢alismalar devam etmektedir.

E-imzanin ticari alandaki uygulamalar: icin ise; inter-
net bankaciligl, sigortacilik islemleri, e-sdzlesmeler,
e-siparis alanlar1 sayilabilir. Nitekim 01.07.2012 tarihin-
de yiiriirliige girmis olan 6102 Sayili Tiirk Ticaret Ka-
nunu (“TTK”) uyarinca elektronik imza ve elektronik
veriler genis yer tutmaktadir. TTK’nun 18/3. maddesi
uyarinca e-imza ile tacirler arasi temerriide diisiirme,
sozlesmeyi feshe veya sozlesmeden donmeye yonelik
ihbar ve ihtar iglemleri yapilabilmektedir. TTK’nun 24.
maddesi uyarinca ticaret sicil kayitlari, 64. ve 65. mad-
deleri uyarinca diizenlenen ticari defterler elektronik
ortamda tutulabilmektedir.

TTK’nun 94. maddesi uyarinca cari hesap bakiyesinde
saptanan artan tutar1 gosteren cetveli alan tarafin aldig:
tarihten itibaren bir ay icinde “giivenli elektronik imza”
iceren bir yaz ile itirazda bulunabilecegi hiikiim altina
alinmigtir. TTK uyarinca zorunlu tutulan tiim iglemler,
ticaret sirketleri ile gercek ve tiizel kisi diger tacirler ta-
rafindan elektronik ortamda giivenli elektronik imza ile
yapilabilecektir.

1512 Sayili Noterlik Kanununa (“Noterlik Kanunu’)
02.12.12.2014 tarih ve 6572 sayili Kanun ile eklenen
198/A maddesinin ayrica incelenmesi gerekmektedir.
Bu madde uyarinca; Noterlik Kanunu'nda 6ngériilen
islemler, elektronik ortamda giivenli elektronik imza
kullanilarak da yapilabilir. Yalnizca diizenleme seklinde
yapilmasi zorunlu tutulan iglemlerin ve irade beyanlari-
nin alinmasinailigkin islemlerde giivenli elektronik imza
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ed electronic signature is not printed unless demanded.
When there is a need for a physical copy, the notary in-
volved affixes seal to the document and sign it declaring
that it is identical to the original. If the copy of the elec-
tronically signed document contradicts the handwritten
signed copy, the electronically signed document stored in
informatics system will be considered as the original one.
Thus, the wide use of an authenticated electronic signa-
ture by notaries and increasing the security of notary em-
bodied documents will be ensured.

4. CONCLUSION

There is no doubt that the developments in information
technology race against time. As the internet gets as near
asaphone, undoubtedly it plays an important role in both
commercial transactions and government transactions.
Hence, e-Devlet and e-commerce are constantly devel-
oped by both technical and judicial adaptations.

The E-signature justified with the Electronic Signature
Law numbered 5270 is a known and spreading applica-
tion. In near future, it is quite possible that e-signature

kullanilabilmesi icin ilgililerin noter huzurunda olmalar:
gerekmektedir.

Noterler tarafindan yapilan tiim iglemlere dair bilgi ve
belgeler Tiirkiye Noterler Birliginin Bilisim Sistemi’ne
kaydedilir ve saklanir. Giivenli elektronik imza ile im-
zalanmig belgelerde 1slak imzali belgeler icin aranan
kanunlarda belirtilen miihiirleme islemi uygulanmaz ve
ayrica suret aranmaz. Giivenli elektronik imza ile olus-
turulan belgenin, talep edilmedikge ayrica fiziki olarak
diizenlenmeyecegi de hitkkme baglanmistir. Elektronik
ortamdan fiziki 6rnek cikartilmasi gereken hallerde
belgenin aslinin aym oldugu belirtilerek noterlikce im-
zalanir ve miihiirlenir. Giivenli elektronik imza ile im-
zalanmig belgenin elle atilan imzal suretiyle celismesi
halinde noterlerin kullandig bilisim sisteminde kayith
olan giivenli elektronik imzali belge esas alinir. Boylece
giivenli elektronik imzanin kullanimi Noterliklerce de
yayginlasacak ve noter kanaliyla diizenlenen veya onay-
lanan belgelerin giivenilirligi artacaktir.
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will be used by individuals more often. E-signature accel-
erates and facilitates electronic relations by tremendous
amounts, thus it is significant for all citizens.

The effective use of an electronic signature will increase
the efficiency of using resources recognizably. Espe-
cially in commerce, there will be copious developments
on widely acclaimed base factors such as transparency,
simplicity and accounting, and complete security of legal
transactions will be ensured. In this matter, an electronic
signature has many advantages which can be exemplified
as preventing change on data and documents, secrecy,
non-repudiation, integrity of data and identification.
That being said, in near future it is quite possible to state
that handwritten signature will be replaced completely
by electronic signature. B
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4. SONUC

Cagimizda bilgi teknolojisinin zamanla yarigir bir bicim-
de hizla gelistigi yadsinamaz bir gercektir. Internetin bir
telefon kadar uzakta oldugu bu dénem, siiphesiz ki dev-
let kurumlari ile yapilan ve ticari hayatta yer bulan tiim
islemlerde internetin etkin bir aktér olmasinda 6nemli
rol almaktadir. Bu nedenle e-Devlet ve e-ticaret alanlari
hem teknik hem hukuki diizenlemeler yapilmak suretiy-
le siirekli olarak gelistirilmektedir.

5270 Sayili Elektronik imza Kanunu ile diizenlenen
e-imza giin gectik¢e kullanim alani artan ve bilinen bir
uygulamadir. Yakin zamanda da kisilerin giinliik hayatta
da sikca kullandig1 bir uygulama olmasi oldukca muh-
temeldir. E-imza elektronik ortamdaki iligkileri biiyiik
olciide hizlandirdigindan ve kolaylagtirdigindan, bilisim
sektoriiniin yani sira tiim vatandaglar icin biiyiik 6nem
arz etmektedir.

Elektronik imzanin etkin bir gekilde kullanimi kaynak-
larin verimliligini gézle goriiliir bicimde artiracaktir. Bu-
nunla birlikte bilhassa ticarette en 6nemli hususlardan
biri olan seffaflik, aciklik, hesap verilebilirlik gibi temel
unsurlarda dabiiyiik gelismeler s6z konusu olacak, huku-
ki islem giivenligi tam olarak saglanacaktir. Bu kapsamda
elektronik imzanin, bilgi ve belgelerin degistirilmesinin
onlenmesi, gizlilik, inkar edilemezlik, veri biitiinliigii ve
kimlik dogrulama gibi firsatlar dogurmakta olmasi gibi
nedenlerle, yakin gelecekte hukuki iglemlerde 1slak im-
zanin yerini tamamen elektronik imzaya birakacagini
sOylemek miimkiindiir. &

Keser Berber, Leyla. “internet Uzerinden Yapilan Islemlerde Elektronik Para ve
Dijital Imza”, Yetkin Yayinlari, Ankara, 2002

Kuru, Bakif Arslan, Ramazan ve Yilmaz, Ejder. Medeni Usul Hukuku Ders Kitabi,
Ankara: Yetkin Yayinlari, 2014

Orer, Girsel. Elektronik mza ve Elektronik Sertifika Hizmet Saglayicisinin Hukuki ve
Cezai Sorumlulugu. Ankara: Adalet Yayinevi, 2011

Orta, Mesut. “Elektronik imza ve Kavramlar”. Adalet Bakanlig Bilgi islem Dairesi
Baskanlig. http://www.adalet.gov.tr/duyurular/2007/nisan07/eimza/sunum/02_
EKavramlar.pps

Dzler, ismail. “Bilgi Giivenligi Ve Elekronik imza Kavranllar|, Ekonomik Boyutlarinin
Incelenlemesi ve Elektronik Imza Uygulamalari”, Dicle Universitesi Sosyal Bilimler
Enstitiisii Maliye ve Ekonomi Ana Bilim Dali Yiiksek Lisans Tezi, Diyarbakir, 2007

ARTICLETTER|SUMMER 2015



