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ABSTRACT

Virtual currency has attained an international
transformative effect on shopping habits dur-
ing recent years. Bitcoin as the most popular
type of virtual currency is a virtual currency
which can be transmitted directly from one
user to another, with no need of banks for its
operation, and cannot be controlled by any
government. This freedom that the virtual cur-
rency provides and the difficulty of its control
cause the problem of possibility of the com-
mitting the money laundering crime in virtual
environment. In this article, the application, the
legal conditions of Bitcoin as a type of virtual
currency, the money laundering crime to be
committed through Bitcoin and the legal regu-
lations in this regard are analyzed.
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OZET

Sanal para son vyillarda alisveris aliskanlikla-
rmizi degistirecek uluslararasi bir etkiye ka-
vusmustur. Sanal paranin en popiler ttirti olan
Bitcoin, bir kullanicidan diger bir kullaniciya
dogrudan iletilebilen, isleyisi icin bankalara ih-
tiyac duyulmayan ve herhangi bir hikkiimet ta-
rafindan kontrol edilemeyen bir sanal paradrr.
Sanal paranin sagladigl bu serbesti ve kontro-
lindeki guiclik, kara para aklama sucunun sa-
nal ortamda da islenebilmesi sorunsalini bera-
berinde getirmektedir. Bu makalede bir sanal
para turt olarak Bitcoin'in kullanimi, yasal du-
rumu, Bitcoin ile islenebilecek kara para akla-
ma sucu ve buna iliskin hukuksal dtizenlemeler
incelenmektedir.

ANAHTAR KELIMELER:
Sanal para, bitcoin, online alisveris, dijital cliz-
dan, kara para aklama, siber suc
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1. INTRODUCTION

NTERNET, WHICH HAS BECOME INDISPENSABLE, ALSO AFFECTS
the business life as its usage increases. For instance,
the spread of electronic commerce provides the emer-
gence of an economic integrity of digital media in it-
self. Further developing virtual economy owns its own
currency called “virtual currency” at the end as well.

The virtual currency is a unit of accounts stored in a
technical device. Various technical devices are used in
this regard. The first of these devices is chip card (con-
crete). Electronic cash is uploaded into the chips of this
kind of cards. The cardholder shall make his payments
in contracted merchants in the course of his daily shop-
ping. This cash uploaded to the chip could also be used
in internet through a proper card reader. The second of
them is the money (virtual currencies) stored in the com-
puter’s hard disk. These currencies shall be used for pay-
ments through internet'.

The third type with escalated popularity is digital crypto
currencies. Nowadays, bitcoin is the most commonly
used among these digital currencies which is obtained
in the sense of a network topology and priced via the
method of supply/demand without any dependence on
countries, banks or any other institutions. In our study,
we will explain the features of virtual currency on the ba-
sis of this system. Other than the Bitcoin, there are vari-
ous virtual currencies around the world named Litecoin,
Amazon Coin, Freicoin, Namecoin, Facebook Credits,
Peercoin or Ripple.

2. DEFINITION OF BITCOIN AND VIRTUAL CUR-
RENCY IN GENERAL

The virtual currencies undoubtedly appear as one of the
most important economic developments of the last ten
years. According to the definition provided in the second
E-Money Directive numbered 2009/110/EC of the Euro-
pean Parliament, the virtual currency means; “electroni-
cally or magnetically stored monetary value as repre-
sented by a claim on the issuer which is issued on receipt
of funds for the purpose of making payment transaction,
and which is accepted by a real or legal person other than
the electronic money issuer”. According to this defini-
tion, it is possible to understand the electronic money
as the electronic appearance of the cash money. Thus, an
approval of a bank or a third party is not required for the
use of both?

1. GiRIS

UNUMUZDE VAZGECILMEZ HALE GELEN INTERNET,
kullanimi arttike¢a ticari hayata da etki et-
mektedir. Ornegin elektronik ticaretin yay-
ginlagmasy, dijital ortamlarin kendine ait bir
ekonomik biitiinliigiiniin olugsmasini sag-
lamigtir. Giderek daha da gelisen sanal eko-
nomi sonunda sanal para denilen kendi para
birimlerine de sahip olmustur.

Sanal para teknik bir mekanizmaya depolanan deger
birimleridir. Teknik mekanizma olarak farkh sekillerde
kullamilmaktadir. Bunlardan ilki ¢ip kartlardir (somut).
Elektronik para bu tiir kartlarin ¢ipine yiiklenmektedir.
Kart sahibi giinliik aligverigleri sirasinda bu kart: {iye is
yerlerinde kullanarak 6demelerini gerceklestirmektedir.
Cipe yiiklenen bu paralar, uygun bir kart okuma cihazi
vasitasiyla internette de kullamlabilmektedir. Ikincisi
ise bilgisayarin hard diskine (ana bellegine) kopyalanan
paralardir (virtual currencies). Bu paralar internet iize-
rinden 6demelerde kullanmilabilmektedir.!

Son dénemlerde popiilerligini artiran {igiincii bir cesit
ise dijital kriptolu paralardir (cryptocurrency). Ulkeler,
bankalar ya da herhangi bir kurulugsa bagh olmadan, bir
ag yapis1 mantigiyla elde edilen ve arz talep usulii iizerin-
den fiyatlanan bu dijital para birimlerinden giintimiizde
en ¢ok kullanilani Bitcoin’dir. Biz de calismamizda bu sis-
temi esas alarak sanal paranin 6zelliklerini a¢iklayacagz.
Bitcoin haricinde diinyada; Litecoin, Amazon Coin, Fre-
icoin, Namecoin, Facebook Kontorleri, Peercoin ya da
Ripple adinda farkl sanal para gesitleri bulunmaktadir.

2. GENEL OLARAK SANAL PARA VE BiTCOININ
TANIMI

Sanal para birimleri siiphesiz son on yilin en 6nem-
li iktisadi gelismeleri arasinda yer almaktadir. Avrupa
Parlamentosunun 2009/110/EC sayili ikinci E-para
Direktifi'nde yer alan tanim uyarinca sanal para; “elekt-
ronik veya manyetik olarak saklanabilen veya para kar-
sihig1 ihrac edilen, ihragcinin borcunu ifade eden, 6deme
yapmak amaciyla alinan ve elektronik para kurulusu ha-
ricinde gercek ve hitkmi sahislar tarafindan kabul edilen
araclardir.” Bu tanima gore elektronik parayi nakit para-
nin elektronik goriiniimii olarak anlamak miimkiindiir.
Zira ikisinin kullamiminda da bir bankanin veya {iciincii
bir kisinin onayina ihtiya¢ duyulmamaktadir®.
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According to another opinion, the virtual currency is a
system which allows the purchase of goods and services
through the number transfer from a computer to an-
other. These transactions performed electronically by
means of transmission of funds from one side to another.
Therefore the electronic money is a digital representa-
tion of money or, in a broader sense, currency®. A collec-
tive and comprehensive definition based on these points,
if necessary, would be that the virtual currency is a medi-
um of exchange based on internet which is similar to the
physical currencies but also diversely allows the transfer
of ownership and instant transactions independent from
the physical environment.

Bitcoin is a virtual currency which is completely an
open source coded and suitable to exchange, to be used
as a value measurement or a savings or investment tool
without any affiliation to a central unit. Bitcoins are pro-
cessed through internet. Currently, web-hosting service,
books, games or all kinds of electronic items on online
shopping sites could be purchased by using Bitcoin.
Bitcoin is qualified as cash in internet environment. In
other words, they are digital money to be sent and taken
through internet. From the consumer point of view, this
currency could be used to purchase physical goods and
services as the traditional currencies. Bitcoin holds all
features of money.

Bitcoin is quickly spread and valued by dint of its features
of endurance, portability, rarity, divisibility and recog-
nizability. Beside these features, it has an independent
value from the physical features like gold or silver. Bit-
coin does not have a value derived from its nature; rather
the supply and demand conditions of the market deter-
mine its value. There is a predetermined limit and pro-
cedure to mine new Bitcoin. Generated Bitcoins could be
exchanged with Dollar, Euro or other currencies.

Bagka bir goriise gore sanal para, bir mal veya hizmet
alimim bir bilgisayardan diger bir bilgisayara numara
transferi araciifiyla gerceklestirme imkani veren bir
sistemdir. Bu islemler fonlarin bir taraftan diger tarafa
iletilmesi seklinde elektronik olarak gerceklestirilmek-
tedir. Bu nedenle elektronik para, paranin dijital temsili
veya genis bir ifade ile para biriminin temsilidir®. Bu go-
riiglerden hareketle ortak ve kusatici bir tanim yapmak
gerekirse; sanal para, fiziki para birimlerine benzeyen
fakat fiziki ortamdan bagimsiz miilkiyet nakline ve anlik
islemlere imkan veren, internet esash degisim araci ola-
rak tanimlanabilir.

Bitcoin miibadele edilebilen, ortak bir deger 6l¢iisii ola-
rak kullanilabilen, bir tasarruf ve yatirim araci olarak
kullanilabilen, merkezi bir birime bagh olmayan ve ta-
mamen acik kaynak kodlu bir sanal para birimidir. Bitco-
inler internette islem gérmektedir. Giinlimiizde Bitcoin
kullanarak online aligveris sitelerinden web-hosting
hizmeti, kitap, oyun veya her tiirlii elektronik esya satin
aliabilmektedir. Bitcoin, internet icin bir nakit niteli-
gindedir. Bagka bir deyigle, internet iizerinden génde-
rilip alinabilen dijital paralardir. Bir tiiketicinin bakis
acistyla bakildiginda bu para birimi de geleneksel paralar
gibi fiziksel {iriin alip satmada ve hizmet almada kullani-
labilmektedir. Bitcoin paranin tiim 6zelliklerine sahiptir.

Bitcoin, dayanmiklilik, taginabilirlik, nadir bulunma, bélii-
nebilirlik ve tamimirhk gibi 6zeliklerinden dolay1 ¢cok hizli
bir sekilde yayilmis ve deger kazanmigtir. Bu 6zellikleri-
nin yani sira, altin ve glimiis gibi fiziki 6zelliklerden ba-
gimsiz bir degeri vardir. Bitcoin’in dogasindan gelen bir
degeri yoktur; degerini piyasadaki arz ve talep kosullar:
belirlemektedir. Yeni Bitcoin yaratmanin ise 6nceden
belirlenmis bir prosediirii ve limiti vardir. Elde edilen
Bitcoinler Dolar, Euro ve daha bagka para birimleriyle
takas edilebilir.

10ruc Hami Sener, “Ecash Sisteminde Uretilen
Elektronik Paranin (Nakdi) Para Kavrami Bakimindan
Degerlendirilmesi”, Dokuz Eyliil Universitesi

Hukuk Fakiiltesi Dergisi9 (2007), 456.

2 Mehmet Siddik Yurtcicek, Hukuki Acidan Elektronik
Para, (istanbul: Seckin, 2013), 123.

3 Mark Ishman ve Quincy Maquet, “A Consumer's
Analysis of the Electronic Currency System and the
Legal Ramifications For a Transaction Gone Away”,
John Marshall Law School Review 6/3 (1999), 35.

4 Sanal para birimlerine dair bilgiler
http://coinmarketcap.com/ adresinden

takip edilebilmektedir.

5 A. Bugra Ferah, “Bitcoin'in degeri sosyal
etkilesimle paralel artiyor,” Webrazzi, 29.11.2013,
erisim: 25.02.2014, http://webrazzi.com/2013/11/29/
bitcoinin-degeri-sosyal-etkilesimle-paralel-artiyor-
analiz/.

6 Cointurk, erisim: 26.02.2014, http://coin-turk.
comy/bitcoin-atm-sayisi-290i-asti-sirada-suudi-
arabistan-var/.

7 Viedat Ozdani, “22 soruda Bitcoin ve Litecoin nedir,
ne degildir?,", 724, 07.12.2013, erisim: 26 Subat 2015,
http://t24.com.tr/yazarlar/vedat-ozdan/22-soruda-
bitcoin-ve-litecoin-nedir-ne-degildir,7987.

8 Michael Bobelian, “SEC Warns Investors To
Beware Of Bitcoin,” Forbes, 09.05.2014, erisim
25.02.2014, http://www.forbes.com/sites/
michaelbobelian/2014/05/09/sec-warns-investors-
to-beware-of-bitcoin/.
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3. HISTORICAL DEVELOPMENT OF THE USAGE
OF BITCOIN IN THE WORLD

The virtual currency is the first implementation of a
concept called “crypto currency” which was described
for the first time in 1998 by Wei Dai on the cypherpunks
mailing-list. Wei Dai has suggested the idea of a new form
of money that uses cryptography to control its creation
and transactions instead, rather than a central authority.
Bitcoin system was established on 4% of January 2009 by
“Satoshi Nakamoto”, as the nickname he used on inter-
net, who could only be contacted via cyber world with no
knowledge of his identity. The promotion of the system
was conducted by this person through an e-mail. Then
this unknown person who does not want to reveal him-
self has left the system. The system functions automati-
cally since 2010.

The centers to exchange Bitcoins with real currencies
are present in the USA. In these centers, Bitcoins could
be exchanged with real currencies such as Pound, Euro,
and Yen. Along with the fluctuations, the value of one
Bitcoin recently reached to 240 USD*. Variable value of
Bitcoin’s recent value graphic is presented below®.

3. DUNYADA BITCOIN KULLANIMININ TARIHSEL
GELisiMi

Sanal para, cypherpunks posta listesinde ilk defa 1998°de
Wei Dai tarafindan tanimlanan ve “kripto para birimi”
olarak adlandirilan bir kavramin ilk uygulamasidir. Wei
Dai, ticari islemlerini kontrol etmek icin merkezi bir
otorite yerine sifreleme kullanan yeni bir para sekli fik-
riniileri siirmekteydi. Bitcoin sistemi ise, 4 Ocak 2009’da
kim oldugu tam olarak bilinememekle beraber sadece
sanal alemde irtibat kurulabilen, internette kullandig
adiyla “Satoshi Nakamoto” tarafindan kurulmustur. Sis-
temin tanitimi bu kisi tarafindan génderilen bir e-mail
ile yapilmigtir. Daha sonra ise kendini ifsa etmek isteme-
yen bu mechul sahis sistemi terk etmigtir. 2010 yilindan
bu yana sistem kendiliginden calismaktadir.

Amerika’da Bitcoinleri vererek karsihiginda gercek para
birimlerini alabileceginiz merkezler bulunmaktadir. Bu
degisim merkezlerinde Bitcoinler karsiifinda Pound,
Euro, Yen gibi gercek para birimleri alinabilmektedir. Bir
Bitcoin’in degeri serbest olarak dalgalanmakla birlikte
yakin zamanda 240 Amerikan Dolarr’'na ulagmigtir®. De-
geri degisken olan Bitcoin’in yakin tarihteki deger grafigi
asagidaki gibidir®.

MOUNTHLY PRICE INDEX OF BITCOIN
BITCOIN’IN AYLARA GORE FIYAT ENDEKSI
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Nevertheless, the area of application of Bitcoin is preva-
lent in developing countries like Turkey; it is extensive
in developing countries such as the USA, Canada, Japan,
England, Germany or France. In such countries like Ire-
land or Japan, there is an increasing number of Bitcoin
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Bitcoin’in kullamim alam Tiirkiye gibi gelismekte olan
iilkelerde ¢ok yaygin olmamakla birlikte, Amerika Bir-
lesik Devletleri, Kanada, Japonya, ingiltere, Almanya ve
Fransa gibi gelismis iilkelerde oldukga genistir. Irlanda
ve Japonya gibi iilkelerde ise fiziksel Bitcoin ihtiyacim
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ATMs in order to fulfill the need of physical Bitcoins and
extend the opportunities of transfer and shopping. This
rapid development of Bitcoin ATMs has crucial impor-
tance for spread and promotion of virtual currency eco-
system. ATM numbers on the basis of continents is dem-
onstrated in the graphic belows®.
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Another significant aspect to be mentioned at this point
is whether Bitcoin amount is an alternative to the na-
tional currencies. It is known that Bitcoin is applied as an
instrument of payment in some countries. For instance,
it is observed that it is substituted the national currency
in Argentina’. There has been arise in use of Bitcoin after
the economic crisis in Spain. However, despite all these
examples it is hardly defendable that Bitcoin could re-
place the national currencies yet.

4. LEGAL REGULATIONS OF THE USAGE OF
BITCOIN IN TURKEY AND IN THE WORLD

It is seen that many countries around the World tends to
regulate the concept of virtual currency in general rather
than regulating Bitcoin in particular. In this respect,
Bitcoin needs to be interpreted within the scope of the
general regulations regarding the virtual currency. Nev-
ertheless, the proliferation of Bitcoin forces the decision
makers to make at least some principle decisions in par-
ticular to Bitcoin.

karsilamak, transfer ve aligveris imkanlarimin yaygimn-
lagsmasina yardimci olmak amaciyla gelistirilmis Bitco-
in ATM’lerine rastlanmaktadir ve sayilar1 giin gectikce
artmaktadir. Bitcoin ATM’lerinin bu hizh gelisimi sanal
para ekosisteminin yayginlagsmasi ve tamtilmas: baki-
mindan biilyiik 6nem tagimaktadir. Asagidaki grafikte
kitalar bazinda ATM sayilarinin dagilim gosterilmigtir.

Bu noktada deginilmesi gereken diger bir 6nemli husus
ise, Bitcoin’in ulusal paralarin alternatifi olup olamaya-
cagidir. Bazi iilkelerde Bitcoin’in 6deme araci olarak kul-
lanildig bilinmektedir. Ornek olarak, Arjantin’de ulusal
paraya ikame edildigi gorillmiistiir’. Ispanya’da kriz son-
rasinda Bitcoin kullaniminda artis olmugtur. Ancak tiim
bu 6rneklere ragmen Bitcoin’in heniiz ulusal paralarin
yerini alacagini sdylemek zordur.

4. BITCOIN KULLANIMININ DUNYADA VE
TURKIYE'DE YASAL DUZENLEMESI

Diinyada pek ¢ok iilkenin Bitcoin’i 6zel olarak diizenle-
mek yapmak yerine, genel olarak sanal para kavramini
diizenleme egiliminde oldugu gériilmektedir. Bu itibarla
Bitcoin’in durumu sanal paraya iligkin genel diizenleme-
ler cercevesinde degerlendirilmelidir. Ancak Bitcoin sis-
teminin yayginlagmasi, karar mercilerini Bitcoin 6zelin-
de en azindan bazi ilke kararlar almaya itmektedir.
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Bitcoin is not described as illegal in numerous legal sys-
tems. In addition to this, most of the countries who adopt
this view do not have a special regulation on many as-
pects as how to make the recognition, taxation or how to
protect the users. Limited number of countries has spe-
cial regulations on Bitcoin. For instance Germany has ac-
knowledged Bitcoin as a financial instrument, some sort
of special currency subject to the German banking prin-
ciples instead of an e-money or a foreign currency and
regulated its taxation in particular. However, in some
countries (such as Argentina or Russia) foreign curren-
cies are radically restricted or forbidden.

Some countries attempt to integrate Bitcoin into their le-
gal system. For example Financial Crimes Enforcement
Network (FinCEN), as an office of the U.S. Department
of Treasury, recently has published a non-binding guide
with regard to how to characterize certain activities in-
cluding virtual currencies on the 20th of March 2013. In
May 2014, the U.S. Securities and Exchange Commission
has published a warning about the risks embodied in the
application of Bitcoin®. In July 2014, New York Govern-
ment Financial Services Office has offered the most com-
prehensive regulation until then®.

Electronic Money Institutions Directive (2009/110/EC)
of European Union (“the Directive”) has been entered
into force. All European countries have putinto force this
directive in their domestic law. The directive in question
presents three criteria to define electronic money: (i) to
be stored electronically (ii) to be exported in return to
the funds accepted by the institution which exports the
electronic Money and (iii) to be accepted as an instru-
ment of payment by the real and legal persons other than
the institution which exports electronic money. When an
examination is held in this respect, despite its fulfillment
of the first and the third criteria, Bitcoin certainly does

Bitcoin, pek ¢ok hukuk diizeninde gayrimesru olarak
nitelendirilmemektedir. Bununla birlikte Bitcoin’i bu
sekilde goren iilkelerin ¢cogunda Bitcoin ile yapilan dde-
melerin nasil muhasebelestirilecegi, vergilendirilecegi
ve kullanicilarin nasil koruma altina alinacag gibi konu-
larda 6zel bir diizenleme yoktur. Az sayidaki bazi iilkeler
Bitcoin’i 6zel olarak diizenlemisgtir. Ornegin Almanya
Bitcoin’i bir e-para veya yabanci para birimi olarak degil
fakat Alman bankacilik kurallarina tabi bir finansal arac,
bir cesit 6zel para olarak kabul etmis ve vergilendirilme-
si konusunda 6zel diizenlemeye gitmistir. Ancak bazi
iilkelerde (mesela Arjantin ve Rusya gibi), yabanci para
birimlerini ciddi sekilde kisitlamakta veya yasaklamak-
tadir.

Baz iilkeler Bitcoin’i hukuk diizenine entegre etmek adi-
na girisimlerde bulunmaktadir. Ornegin 20 Mart 2013’te
Amerika Hazine Bakanligi’'ndaki bir biiro olan Mali Suc-
lar Uygulama Ag1 (FinCEN), sanal para birimlerini kap-
sayan belli faaliyetleri nasil karakterize edecegine dair
baglayiciligr bulunmayan bir rehber yayinlamigtir. Ma-
y1s 2014’te ABD Menkul Kiymetler ve Borsa Komisyonu
Bitcoin kullaniminin tagidig riskler konusunda bir uya-
r1 yayinlamistir®. Temmuz 2014’te ise New York Devleti
Finansal Hizmetler biirosu, o ana kadarki en kapsamli
regiilasyonu énermigtir®.

Avrupa Birligi'nde Elektronik Para Kuruluglar1 Direkti-
fi (2009/110/EC) (“Direktif”) yiiriirlige konulmustur.
Avrupa {ilkelerinin tiimii bu Direktifi i¢ hukuklarinda
yiiriirliige koymustur. S6z konusu direktif elektronik pa-
rayl tanimlamak icin {i¢ kriter kullanmaktadir: (i) elekt-
ronik olarak kayith olmal (ii) elektronik para ihrac eden
kurulus tarafindan kabul edilen fon karsihig: ihrac edil-
meli ve (iii) elektronik para ihra¢ eden kurulus digindaki
gercek ve tiizel kisiler tarafindan da 6deme araci olarak
kabul edilmelidir. Bu kapsamda inceleme yapildiginda,

9 Michael Bobelian, “New York's Financial
Regulator, Benjamin Lawsky, Maintains Lead On
Bitcoin Regulation,” Forbes, 25.07.2014, erisim
24.02.2014, http://www.forbes.com/sites/
michaelbobelian/2014/07/25/new-yorks-financial-
regulator-benjamin-lawsky-maintains-lead-on-
bitcoin-regulation/.

10 Yurtcicek, Hukuki Acidan Elektronik Para, 205.
11 Malte Krueger, Innovation and Regulation The
Case of E-Money Regulation in the EU, 18.

12 Sen, “Bitcoin: Elektronik Para.”

13 Sen, “Bitcoin: Elektronik Para.”

14 Erich Rebscher ve Werner Vahlenkamp,
Organisierte Kriminalitaet in der BRD,

(BKA: Forschungsreihe, 1988), 112, 170.

15 Herbert Schimansky Hermann, Josef Bunte
Hans ve Jiirgen Lwowski, Bankrecht-Handbuch,
(Minchen: Verlag, 2011), 42.

16 Leyla Keser Berber, Internet Uzerinde Yapilan

Islemlerde Elektronik Para ve Djjital [mza, (Ankara:

Yetkin, 2002), 108.

17 Jiirg-Beat Ackermann, Geldwaescherei -
MoneyLaundering, (Zirich, 1992), 33.

18 Keser Berber, Internet Uzerinde Yapilan
Islemlerde Elektronik Para ve Dijital Imza, 108.

19 Vedat Ozdani, “22 soruda Bitcoin ve Litecoin
nedir, ne degildir".

20 Yurtcicek, Hukuki Acidan Elektronik Para, 211.
21 http://coinmarketcap.com/ adresinden

giinliik olarak sanal para kullanimi ve degerleri
izlenebilmektedir.
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not fit with the second criteria. One of the significant as-
pects of Bitcoin system to be considered is that the “min-
ing” activity in which Money is generated without any
monetary exchange. This activity is hardly considerable
in the context of the Directive.

Another legal regulation containing the virtual currency
subject is the Payment Services Directive (2007/64/EC).
The directive in question regulates the rules with regard
to the application of payment transactions by using elec-
tronic money, but does not refer to the subject of the
monetization of electronic money. As a result, Bitcoin is
clearly excluded from the scope of application of the Pay-
ment Services Directive.

In “Uniform Money Services Act” of the USA, the virtual
currency is presented as an alternative payment mecha-
nism. This Act aims at bringing the regulations of the
states within the USA in conformity just like the Elec-
tronic Money Institutions Directive'®. Nonetheless, the
statute considers the virtual currency as an alternative
payment mechanism rather than presenting any special
treatment for it™.

When the Bitcoin system is evaluated from the stand
point of Turkey, there is no legal regulation which ac-
knowledges, approves or forbids the application of the
Bitcoin system in our country. In other words, it can be
said that there is a legal loophole on this subject. But, in
the light of the principle of “the freedom of venture”, we
may state that any act or activity which is not forbidden
by law with its sanctions to be presented cannot be pre-
vented or be subjected to any sanctions.

The evaluation of the applicability of the regulations un-
der ourlegislation has importance. As is known, “the Law
on the Settlement of Payment and Security Systems, Pay-
ment Services and the Electronic Money Institutions”
(“the Law”) numbered 6493 entered into force by the
publication on the official gazette numbered 28690 and
dated 06.27.2013. The target of this Law is to regulate the
principles and procedures regarding the settlement of
payment and security systems, payment services, pay-
ment institutions and electronic money institutions. Ac-
cording to the Article 3 of the Law, the electronic money
is “a monetary value issued in return to the funds ap-
proved by the institutions which issue electronic money,
stored electronically, used in order to make the payment
transactions defined under this Law and accepted as
an instrument of payment by the legal and real persons

Bitcoin’in ilk ve ticilincii kriterleri saglamakla birlikte,
ikinci kriterle kesinlikle uyusmamaktadir. G6z 6niinde
bulundurulmasi gereken énemli unsurlardan biri Bitco-
in sisteminde karsimiza cikan, parasal karsiliga ihtiyac
duymadan para meydana getiren “madencilik” aktivite-
sidir. Bu aktivitenin Direktif baglaminda degerlendirme-
sini yapmak oldukca zordur.

Sanal para hususunu konu edinen bir bagka hukuki dii-
zenleme Odeme Hizmetleri Direktifi'dir (2007/64/EC).
S6z konusu direktif, elektronik paranin kullanildig du-
rumlarda 6deme iglemlerinin gerceklestirilmesine dair
kurallar1 koysa da, elektronik paranin iiretilmesi konu-
suna deginmemektedir. Sonug olarak, Bitcoin acik bir
sekilde Odeme Hizmetleri Direktifi'nin uygulama kapsa-
minin disinda kalmaktadir.

Amerika’da “Tekdiize Parasal Hizmetler Kanunu” ile
sanal paranin 6demeler icin alternatif bir mekanizma
olarak goriintiilendigi belirtilmektedir. Bu kanun Elekt-
ronik Para Kuruluslar: Direktifi gibi ABD biinyesindeki
eyaletler arasindaki diizenlemeleri uyumlu hale getir-
meyi amaclamaktadir'. Bununla beraber kanun sanal
paraya 6zel bir muamele yapmamakta, sadece alternatif
bir 6deme mekanizmasi géziiyle bakmaktadir.

Bitcoin sistemini Tiirkiye acisindan degerlendirdigi-
mizde, tilkemizde ne Bitcoin sisteminin kullanilmasini
yasaklayan ne de bu sistemi taniyan veya kullanilmasim
onaylayan bir yasal diizenleme bulunmaktadir. Bir bagka
deyisle, bu konuda bir yasa boslugunun bulundugundan
bahsedebiliriz. Ancak, “tesebbiis hiirriyeti” ilkesi 15181m-
da, kanunla yasaklanmayan ve yaptirimi gosterilmeyen
bir eylem veya faaliyetin icrasinin engellenemeyecegi ve
yaptirima da tabi tutulamayacagim sdyleyebiliriz.

Mevcut mevzuatimizda bulunan diizenlemelerin ko-
nuya uygulanabilirligini de degerlendirmek 6nem arz
etmektedir. Bilindigi tizere, 6493 sayil1 “Odeme ve Men-
kul Kiymet Mutabakat Sistemleri, Odeme Hizmetleri ve
Elektronik Para Kuruluglar1 Hakkinda Kanun” (“Ka-
nun”) 27.06.2013 tarih ve 28690 sayili Resmi Gazetede
yayimlanarak yiiriirliie girmistir. Bu Kanunun amaci,
6deme ve menkul kiymet mutabakat sistemlerine, 6de-
me hizmetlerine, 6deme kuruluglarina ve elektronik
para kuruluglarina iligkin usul ve esaslar1 diizenlemektir.
Kanun’un Tanimlar baghkli 3. maddesine gore elektro-
nik para, “elektronik para ihra¢ eden kurulus tarafindan
kabul edilen fon karsiligt ihrag edilen, elektronik olarak
saklanan, bu Kanunda tamimlanan 6deme iglemlerini ger-
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aside from the institution which issues electronic money
as well”; as for electronic monetary institution is “the le-
gal person authorized to issue electronic money under
this Law”.

The regulations regarding the institutions which issue
electronic money fall into the following articles of the Ar-
ticle 18 of the Law. Thereunder the Article 18 of the Law,
these institutions shall solely be established as a joint
stock company, possess minimum five million Turkish
Lira of capital paid in cash and free from all kinds of col-
lusion, conduct its activities through the banks defined
in the Banking Law numbered 5411 and fulfill all the oth-
er conditions described under the Article.

The principles with regard to the supervision of these
institutions are regulated under the Article 21. Accord-
ing to this, Banking Regulation and Supervision Agency
(“BRSA”) shall be authorized to conduct an inspection
on the center, branch, representative of the electronic

o il Bs
B -

ceklestirmek icin kullanilan ve elektronik para ihrag eden

kurulug disindaki gercek ve tiizel kisiler tarafindan da éde-
me aract olarak kabul edilen parasal degeri”, elektronik
para kurulusu ise “bu Kanun kapsaminda elektronik para
thrag etme yetkisi verilen tiizel kigiyi” ifade eder.

Elektronik para ihra¢ eden kuruluglara iligkin diizen-
lemeler, Kanunun 18 ve devami maddelerinde yer al-
maktadir. Kanunun 18. maddesi uyarinca, bu kuruluslar
yalnizca anonim sirket olarak kurulabilecek, nakden
ve her tiirlii muvazaadan ari 6denmis sermayesi en az
bes milyon Tiirk Liras1 olacak, faaliyetlerini 5411 sayili
Bankacilik Kanunu'nda tanimlanan bankalar araciligy-
la yiiriitecek ve maddede sayilan diger sartlar1 da yerine
getirecektir.

Kanunun 21. maddesinde, bu kuruluslarin denetimine
iligkin esaslar diizenlenmistir. Buna gére Bankacilik Dii-
zenleme ve Denetleme Kurumu (“BDDK?”), elektronik
para kurulusunun merkezinde, subesinde, temsilcisinde
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money institution or other outsider institutions pro-
vided services to them. The institution is obliged to hold
at disposal for inspection and present, even if they are
confidential, all kinds of information and documents and
books that BRSA may request during these inspections.

According to the Paragraph 3 of the Article 26, it is stated
that “the procedures of principles regarding the coop-
eration of the domestic or international institution to
be made about the supervision, information sharing or
other matters shall be determined by means of receiving
opinions of relevant parties by the Bank for the system
operators, by the Council for the electronic money insti-
tutions.”

Despite the the explanations made regarding the content
of the Law, our opinion is that the Law in question can-
not be applicable to the Bitcoin system. That is to say, ac-
cording to the press release of the BRSA dated 11. 25.2013
and numbered 2013/32, it is stated that Bitcoin, known
as a virtual currency which is not issued by an official or
private institution and not provided a guarantee for its
exchange, is not considered as an electronic money in re-
spect of its structure and function under the scope of the
Law and therefore its supervision or inspection does not
appear as possible within the framework of the relevant
Law. On the other hand, BRSA has warned the citizens
about Bitcoin and other similar virtual currencies in the
mentioned release. According to the BRSA, “... Bitcoin is
open for risks such as having a fluctuant market value, be-
ing stolen from digital wallets, being lost or being illegally
used beyond the knowledge of its owners along with the
risks originated from the operational mistakes due to the
irrevocability of the transactions taken or the abuse of the
malicious sellers”.

Beside this release, pursuant to the above mentioned
articles, it is acknowledged that the electronic money in-
stitutions should be established as a joint stock company
with a high value capital, subject to independent audit
and conduct its activities through banks indicated by the
Lawnumbered 5411, and also the electronic money could
solely be issued by the authorized institutions. Due to the
fact that the Bitcoin is not under the management of a
person or an institution, the provisions of the Law num-
bered 6493 does not apply to Bitcoin system'.

As aresult, it would not be wrong to claim that the future
of Bitcoin for our country will be determined in the fu-
ture. In other words, Bitcoin system may not be acknowl-

veya digaridan hizmet aldig1 diger kuruluglarda dene-
tim yapmaya yetkili olacaktir. Kurulug, bu denetimlerde
BDDK’nin talep edecegi her tiirlii bilgi ve belge ile def-
terleri, gizli olsalar bile ibraz etmek ve incelemeye hazir
tutmak zorundadur.

Kanunun 26. maddesinin 3. fikrasinda, “Yurtici ve yurt-
dig1 yetkili mercilerle denetime, bilgi paylagimina ve
diger hususlara dair yapilacak ig birligine iligkin usul ve
esaslar, sistem isleticileri icin Bankaca; 6deme ve elekt-
ronik para kuruluslari i¢in Kurulca ilgili taraflarin gorii-
sii alinmak suretiyle belirlenir.” denilmektedir.

Kanun’un icerigine iligkin yapti§imiz aciklamalara rag-
men, s6z konusu Kanun'un Bitcoin sistemi acisindan
uygulanamayacag kanaatindeyiz. $6yle ki, BDDK’nin
25.11.2013 tarihli ve 2013/32 sayil1 basin aciklamasinda,
herhangi bir resmi ya da 6zel kurulug tarafindan ihrac
edilmeyen ve karsilif1 icin giivence verilmeyen bir sa-
nal para birimi olarak bilinen Bitcoin’in, mevcut yapisi
ve isleyisi itibariyla Kanun kapsaminda elektronik para
olarak degerlendirilmedigi, bu nedenle de s6z konusu
Kanun cercevesinde gézetim ve denetiminin miimkiin
goriilmedigi belirtilmektedir. Diger taraftan BDDK bahsi
gecen duyuruda, Bitcoin ve benzeri sanal paralar hakkin-
da vatandaslar1 uyarmigtir. BDDK’ya gore, “... Bitcoin, pi-
yasa degerinin asirt oynak olabilmesi, dijital clizdanlarin
calinabilmesi, kaybolabilmesi veya sahiplerinin bilgileri
disinda usulsiiz olarak kullanilabilmesi gibi risklerin yant
stra yapilan islemlerin geri déndiiriilemez olmasindan do-
layt operasyonel hatalardan ya da kétii niyetli satictlarin
suistimalinden kaynakli risklere aciktir.”

Bu duyurunun yani sira, yukarida aciklanan maddeler
uyarinca elektronik para kuruluglarinin yiiksek sermaye
ile anonim sirket olarak kurulmasi gerektigi, elektronik
paranin sadece izinli kuruluglar tarafindan tiretilebilece-
8i, bagimsiz denetime tabi oldugu ve faaliyetini 5411 sa-
yili Kanunda 6ngoriilen bankalar araciligiyla yiiriitecegi
anlagilmaktadir. Bitcoin’in bir kisi veya kurumun yoneti-
minde olmamasi nedeniyle, 6493 sayili kanun hiikiimle-
rinin Bitcoin sistemi i¢in tatbik edilemeyecektir'.

Sonug olarak, Bitcoin sisteminin {ilkemiz acisindan gele-
ceginin ileride belirlenecegini s6ylemek yanlis olmaya-
caktir. S6yle ki, getirilen bir diizenleme ile Bitcoin sistemi
Tiirkiye Cumhuriyeti Devleti tarafindan taninmayarak
kullanimi yasal yaptirima tabi tutulabilecegi gibi, aksine
serbestlik de taninabilir. Ancak mevcut durum acisin-
dan, yukarida da belirtildigi gibi, Tiirkiye’de herhangi bir
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edged by being subject to legal sanctions or else may be
granted exemption with a new regulation by the govern-
ment of the Republic of Turkey. However, as aforemen-
tioned, in terms of the current situation, since there is no
prohibitory regulation in Turkey, the application of Bit-
coinis allowed and no legal sanctions may be imposed for
these actions. In this case, Bitcoin or similar virtual cur-
rencies should be subject to international agreements,
regulated under the domestic laws of the nations and,
in this way, all the money transactions need to be made
under the supervision of the government as the owner of
the community power'.

5. PROBLEM OF MONEY LAUNDERING AND BIT-
COIN

The moneylaundering is to block or to complicate to find
the source of the value of the asset by creating a false im-
pression that it is acquired legally while in reality, it has
been illegally acquired through using some methods of
disguise'. The money laundering, or as its legal defini-
tion, the act of laundering the value of the assets derived
from a crime, is regulated under the Article 282 of the
Turkish Criminal Code numbered 5237. In order to com-
mit money laundering, there must be a value of asset de-
rived from a crime (black money) in question. By means
of being subject to certain transactions by placing into
the financial system, removal of the trace of the crime
as the source of this value of asset and presenting a legal
money appearance constitutes the “laundering” period.
Bitcoin system is commonly used due to the fact that it is
difficult to chase it during the laundering period and the
accessibility of operation that it provides.

The money (black money) which is the subject to the
money laundering operation refers to cash money in
principle. It is unlikely that the electronic money is rev-
enue of a crime. Because, the money acquired from the
actions considered as a crime is mostly in cash and it is
certain that the production of drugs shall not be carried
out through the payment with electronic money to the
seller on the streets in a near future's. However, the con-
temporary data transmission will definitely create new
areas of illegal activities whose costs could be paid by
means of anonymous electronic denominations. To pay
the costs of these kinds of proposals which constitute a
crime, the electronic money is especially as appropriate
tool due to its anonymity's.

yasaklayic1 diizenleme bulunmadigindan dolayi, Bitco-
in kullamimu serbesttir, kisiler hakkinda bu fiillerinden
Otiirii yasal yaptirim uygulanamaz. Bu durumda Bitcoin
veya buna benzer sanal para degerleri, uluslararasi soz-
lesmelere konu edilip, uluslarin i¢ hukuklarinda diizen-
lenmeli ve boylece, her tiirlii para hareketleri kamu kud-
reti kullanicisi devletin gozetimi altinda yapilmalidir'®,

5. BITCOIN iLE KARA PARA AKLANMASI SORUNU

Kara para aklama, hukuka aykiri olarak elde edilen ancak
goriiniiste hakli olarak kazamldif: izlenimi yaratilmak
istenen malvarligi degerinin, baz1 gizleme yontemleri
kullanilarak kaynagimin bulunmasim giiclestirmek veya
engellemektir', Kara para aklama ya da kanuni ifadesiy-
le suctan kaynaklanan malvarlig1 degerlerini aklama fiili
5237 say1li Tiirk Ceza Kanunu’'nun 282. Maddesinde su¢
olarak diizenlenmistir. Kara para aklama icin oncelikle
su¢ sayilan bir fiilden elde edilen mal varlig: degeri (kara
para) s6z konusu olmalidir. Bu mala varlig1 degerlerinin
finansal sistem icine yerlestirilip cesitli islemlere tabi
tutularak, kaynagim olusturan sugla olan baglantisinin
kaybettirilmesi ve megru bir para goriiniimii verilmesi ise
“aklama” agamasini olusturmaktadir. Sagladig: islem ko-
laylig1 ve takip edilmesi zor sitemi nedeniyle aklama aga-
masinda Bitcoin sistemi yaygin olarak kullamilmaktadir.

Bir kara para aklama igleminin konu olacak para (kara
para) kural olarak nakit paradir. Elektronik paranin su¢
geliri olmas1 pek muhtemel degildir. Ciinkii, suc sayilan
islerden elde edilen para cogunlukla nakit para seklinde-
dir ve siiphesiz uyusturucu madde tiiketimi yakin bir ge-
lecekte dahi sokaktaki saticiya elektronik para 6deyerek
gerceklestirilmeyecektir’®. Ancak modern bilgi iletisimi,
bedeli anonim elektronik deger birimleri ile 6denebi-
len yasal olmayan faaliyetlerin yeni alanlarim1 mutlaka
yaratacaktir. Bu tiir su¢ tegkil eden tekliflerin bedelinin
O0denmesinde, anonim olmasi sebebiyle elektronik para
ozellikle elverisli bir vasitadir'.

Sug geliri niteligindeki mal varliklarimin Bitcoin ile ak-
lanmasini anlamak icin 6ncelikle kara para aklama siire-
cini ve agamalarimi anlamak faydal olacaktir. Kara para
aklama igleyisi ii¢ farkl asamadan olugmaktadir;

Yerlesim; suctan elde edilen gelirlerin finansal sisteme
dahil edilmesidir. Bu agama yasadisi fonlarin sanal bir
diinyadaki banka hesaplarinda hareketler olusturarak
veya devralma servisleri ile finansal bir sisteme tanitil-
masl eylemi seklinde gerceklesmektedir.
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In order to understand the act of laundering the assets
as a profit of crime through Bitcoin, primarily under-
standing the process and stages of the money laundering
would be beneficial. The process of the money launder-
ing consists of three stages;

Placement means the entry of the profit of the crime
into the financial system. This stage is formed through
the act of identification of the illegal funds into the finan-
cial system by means of creating activities on accounts of
avirtual world or services of acquisition.

Layering is subject to transactions in order to remove
the traces of the money placed into the financial system.
It is formed in a way of transfer and distribution of the
illegal funds into the financial system. While this appears
possible in ordinary financial systems via the manage-
ment of complex activities including multiple actors
such as banks or companies, it seems quite easy to make
avirtual money transfer in the virtual world by means of
arange of unknown transactions.

in

Katmanlama; finansal sisteme yerlestirilmis paranin
izini kaybettirmek amaciyla islemlere tabi tutulmasidir.
Yasadis1 fonlarin finansal bir sistem icerisinde transfer
ve dagitimi seklinde gerceklesmektedir. Bu, siradan fi-
nansal sistemlerde, bankalar ve sirketler gibi coklu ak-
torleri kapsayan karmagik hareketlerin kullanmilmasiyla
miimkiin olurken; sanal diinyada bir dizi bilinmeyen
islem ile sanal para transferi yapmak oldukea kolay bir
operasyondur.

Entegrasyon; en kritik agamalardan biridir. Para, asil
kaynag1 bagarili bir sekilde gizlendikten sonra, sanki
usuliine uygun ve kaynag belirlenebilir bir ticari faaliyet
sonucu elde edilmis izlenimi uyandiracak sekilde geri
alinmaktadir”. Bu ise cogunlukla kara paray: kullanarak
yasal sirketler kurulmasi seklinde giindeme gercekles-
mektedir. Bu sirketlerin geliri olarak gosterilen para ise,
finansal denetim kuruluglar: ve bankalar tarafindan ya-
sal bir ekonomik faaliyet sonucu elde edilmig para olarak
degerlendirilmektedir’®.
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Integration is one of the most critical stages. After the
real source of the money is successfully concealed, it is
beingretrieved by creating an impression asitisacquired
through a commercial activity having a determinable
source in due form". And this mostly happens through
the establishment of legal companies by using the black
money. The money presented as an income of these com-
panies is considered as money acquired through a legal
economic activity by the financial audit institutions and
banks'®,

Whereas it is necessary for a bank to be a broker in order
to transfer money in our modern economy, virtual cur-
rencies remove the brokers and make the money trans-
fer possible directly from one user to another. This case
draws attention as a serious advantage of the money
laundering.

According to the reports of legal sources and secret ser-
vices beside the great number of research, Bitcoin is used
for the purpose of money laundering in high levels®. In
2012, The Economist attributed the reason of the popu-

Giiniimiiz ekonomisinde para transferi yapmak i¢in ban-
kanin araci olmas gerekirken, sanal paralar aracilari or-
tadan kaldirmakta ve bir kullanicidan digerine dogrudan
sanal para transferi yapilabilmektedir. Bu durum kara
para aklanmasi hususunda 6nemli bir avantaj olarak dik-
kat cekmektedir.

Cok sayida aragtirmanin yam sira yasal kaynak ve gizli
servislere ait raporlara gore, kara para aklamada Bitcoin
yiksek oranlarda kullanilmaktadir’. 2012 yilinda The
Economist'de Bitcoin’in popiiler olma nedeni “siipheli
online ticaretteki roliine” baglamigtir. Yine yakin za-
manlarda FBI'ln uyusturucu ticaretinde uzmanlagmig
olan bir Bitcoin sirketini kapattig: bilinmektedir. Oyun
platformlar: ve dijital topluluklar da para aklama icin
bircok firsatlar sunmaktadir. Zira, s6z konusu kanallar:
kullanmilarak reel para birimlerinin herhangi bir gézetim
mekanizmasina takilmadan sanal kredilere déniistiiriil-
mesi miimkiin hale gelmektedir.

Siber alanda finansal akigin kontrol edilememesi ve sa-
nal para kulanimi aklama operasyonlarini son derece
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larity of Bitcoin to its “suspicious role on electronic com-
merce”. And again it is known that FBI recently closed a
Bitcoin company specialized in drug traffic down. Game
platforms and digital communities provide many oppor-
tunities for money laundering as well. Indeed, the trans-
formation of real currencies to virtual credits by means
of mentioned channels without being stuck with any su-
pervision mechanism becomes possible.

While the use of virtual currency and the inability to con-
trol the financial flow of the cyber field make the money
laundering operations extremely efficient, it also makes
the action hard to prove. Also being a non-regulated area
makes it even harder to struggle with the phenomena of
the cyber laundering.

The Law on the Prevention of Laundering the Crime
Revenues numbered 5549 regulates the aspect of noti-
fication of the suspicious conditions and implementing
identification of the institutions which operates on many
fields notably the banks. Due to the fact that there is no
regulation on electronic money institutions in our coun-
try and there is no established institution in this regard,
the virtual currency is not subject to the law numbered
5549. In case of a new legal regulation regarding the elec-
tronic money institutions is made, the electronic money
institutions shall be subject to the law numbered 5549%.

6. CONCLUSION

The virtual currencies are means of exchange based on
internet which are similar to the physical currencies but
enable the transfer of ownership and instant transac-
tions without any dependency on the physical environ-
ment and being stuck with boundaries. Putting aside the
fact that the use of virtual currency is not so common
nowadays due to the reasons mentioned above, it be-
comes a more preferred currency day by day. Although
the use of virtual currency reaches impressive numbers
in last 10 years, the future of the virtual currencies de-
pends on consumers’ recognition of them as an instru-
ment of payment®.

One of the biggest obstacles before the virtual currencies
nowadays is the absence of a proper legal framework in
terms of the transactions made via virtual currencies. A
proper legal ground in the sense of an instrument of pay-
ment is composed of specific laws and contracts regulat-
ing the rights and obligations of the parties along with
the legal framework regulations. The system of payment

verimli hale getirirken, eyelemin kamitlanmasim glicles-
tirmektedir. Ayrica siber aklama fenomeni icin herhangi
bir diizenleme olmamasi da goz 6niinde bu fenomenle
miicadeleyi zorlagtirmaktadir.

5549 sayili Suc Gelirlerinin Aklanmasinin Onlenmesi
Hakkinda Kanun; Bankalar bagta olmak iizere cesitli
alanlarda faaliyet gosteren kurumlarin, miisterilerinin
kimlik tespitinin yapilmasi ve siipheli durumlarin bil-
dirilmesi hususunu diizenlemektedir. Ulkemizde elekt-
ronik para kuruluglarina iligkin 6zel bir diizenleme ve
bu cercevede kurulmug bir elektronik para kurulusu
bulunmadigindan heniiz sanal para 5549 sayili kanun
hiikiimlerine tabi degildir. Elektronik para kuruluglarina
iligkin kanuni diizenleme yapilmasi halinde elektronik
para kuruluglar1 da 5549 sayili kanun hiikiimlerine tabi
olacaktir®.

6. SONUC

Sanal paralar, fiziki para birimlerine benzeyen fakat fizi-
ki ortamdan bagimsiz ve sinirlara takilmadan miilkiyet
nakline ve anlik islemlere imkan veren, internet esash
degisim araclaridir. Sanal para kullanimi gliniimiizde ¢cok
yaygin olmamakla birlikte yukarida belirttigimiz sebep-
ler nedeniyle gittikce daha cok tercih edilen bir para bi-
rimi haline gelmektedir. Her ne kadar son 10 yilda sanal
para kullanim etkileyici rakamlara ulagsa da sanal para-
larin gelecegi tiiketicilerin onlar: bir 6deme araci olarak
kabul etmesine bagl bulunmaktadir?.

Gilintimiizde sanal para birimlerinin Oniindeki en bii-
yiik engellerden biri de sanal para birimleri ile yapilan
islemler acisindan saghkl bir hukuki zeminin bulunma-
masidir. Bir 6deme sistemi a¢isindan saghkh bir hukuki
zemin, ¢erceve hukuki diizenlemelerle birlikte spesifik
kanunlar ve taraflarin hak ve yiikiimliiliiklerini belirle-
yen sézlesmelerden olugur. Sanal para 6deme sistemi ise
acik bir sekilde kendine mahsus bir hukuki cerceveden
ve ayrica taraflarin hak ve yiikiimliiliiklerini diizenleyen
nitelendirmelerden yoksun bulunmaktadir.

Sanal para birimi sistemi hukuki nitelendirme ve diizen-
lemelerden yoksun kalmakla yetinmemekte ayni zaman-
da dogasindan gelen bir takim zorluklar barindirmakta-
dir. Ornegin, hukuki iligkinin taraflarinin konumlarimin
belirlenmesi ve onlar iizerinde mahkeme kararlarinin
uygulanmasi veya cezai yaptirim uygulanmasi ayr1 bir
zorluk ifade etmektedir. Devletler veya merkez banka-
lar1 sanal para sistemini kontrol etmek isterlerse ciddi
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by the virtual money is deprived of a clear specific legal
framework and also definitions regulating the rights and
obligations of the parties as well.

The virtual currency system does not content itself with
being deprived of the legal definitions and regulations
but also holds a set of difficulties due to its nature. For
instance, the determination of the status of parties of a
legal relationship and implementation of the court deci-
sions or criminal sanctions on them reflects another dif-
ficulty. If the governments or central banks desire to con-
trol the virtual currency system, they would face serious
difficulties. When taking into consideration the special
case of Bitcoin which is peer-to-peer transaction based
and no dependence on a center, Bitcoin does not have its
own server and for this reason even if the authorities find
it necessary there is no server that they can shut down.

As aresult, in contrast to the traditional payment mecha-
nism, the virtual currency systems are not regulated yet.
The legal gaps around the virtual currency systems con-
stitute an obstacle for the public authorities to the extent
that they are used by criminals, swindlers or money laun-
derers.
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