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ABSTRACT

The European Cybercrime Convention is one
of the most significant tools in the fight against
cybercrime. The Convention aims to har-
monize the domestic legislations of member
states and coordinate an effective cooperation
among them. Turkey signed the Convention in
2010 and put it into force after its ratification
and promulgation in 2014. In this article, the
substantial criminal laws and procedural provi-
sions of the Convention are examined in com-
parison with Turkish domestic law.
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OZET

Siber suclulukla uluslararasi mticadelenin en
onemli araclarindan birisi Avrupa Siber Suclar
Sozlesmesidir. Sozlesme taraf devletlerin mev-
zuatlarini uyumlulastirmayi ve etkin bir adli is-
birligini koordine etmeyi amaclamaktadir. Ttr-
kiye Sozlesmeyi 2010 yilinda imzalamis, 2014
yilinda uygun bularak yardrlige sokmustur.
Bu makalede Sozlesmenin ongordiigti ceza ve
ceza muhakemesi hukuku kurallar Tark mev-
zuatiyla karsilastirmali olarak incelenmektedir.

ANAHTAR KELIMELER:
Siber suclar, bilisim suclari, Siber  Suclar
Sozlesmesi, elektronik delil, adli yardimlasma
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1. INTRODUCTION

HE CRIMES COMMITTED BY MEANS OF INFORMATION
technology or on the Internet increase in
number and diversify each day in parallel
with developments on these fields. There-
fore, the information technology and the
Internet, which in deed make our daily and
professional life considerably easier, have

become a problem necessitating legal arrangements’.

So much so that, the Internet is often referred to “Wild

West” in order to explain gravity of the problems? In-

deed, besides the opportunities it offers, Internet ap-

pears to be a ground on which criminals and crimes can
avoid prosecution just like in the old Wild West. The only
difference is that Internet is a virtual society. However,
the harm individuals and corporations are exposed to
through crimes committed on the Internet are veryreal ®.

There is a need to mention the dispute on terms in this
subject and clarify our approach before getting into de-
tails. The crimes committed through computer systems
and in a networking environment, which is also called
cyberspace, are named differently by variety of criteria:
computer crimes, computer related crimes, crimes com-
mitted in cyberspace, cybercrimes. There is no consen-
sus on this matter neither in the international platform
nor the national one, and a contradiction among the
terms is observed. I prefer to use the term “cybercrime”
which is a superior concept including the others in my
opinion and the most favored internationally. Cyber-
crimes can be defined as crimes committed against or by
means of computer systems®*.

Currently, cybercrimes are not anymore exceptional
forms of delinquency. Right alongside with the rela-
tively new types of crimes against computer systems,
the Internet and computer systems became the primary
means for many conventional crimes such as fraud, def-
amation, violation of privacy etc. In addition, identity
theft is very common on social media platforms. Each
day, millions of transgressive content is produced and
distributed. More than half of the companies in an EU
survey report that their systems were penetrated from
outside. Almost all reported intellectual property viola-
tions related to controversial Internet actions. The total
amount of loss annually caused by counterfeit credit or
bank cards and theft of account information exceeds
billions of dollars®. A report dated 2015 reveals that cy-
bercrime victims lose 388 billion dollars per year- that

1. GiRiS

iLISIM TEKNOLOJILERININ VE INTERNETIN HIZLI
gelisimine paralel olarak bu alanlarda is-
lenen suclarin sayis1 hizla artmakta ve her
gecen giin yeni su¢ yontemleri karsimiza
cikmaktadir. Boylece, giinliikk ve mesleki
hayatimizi 6nemli 6l¢iide kolaylastiran tek-
noloji ve internet, diger yandan, yeni hukuki
diizenlemeleri zorunlu kilan bir sorun héline gelmigtir.
Oyle ki; baz1 hukukc¢ular sorunun boyutlarim anlatmak
icininterneti “Vahgi Bat1”ya benzetmektedir®. Ger¢ekten
de internet ortami tipki vahgsi batida oldugu gibi sundugu
cok sayida kolaylik ve firsatin yam sira suglarin ve suglu-
larin takibinin yapilamadig: bir ortam olarak karsimiza
cikmaktadir. Tek fark internet ortamimin sanal olmasi-
dir. Buna mukabil internet ortaminda islenen suclar do-
laysiyla bireylerin ve sirketlerin maruz kaldig) zarar son
derece gercektir®.

Calismamizin basinda incelenen konuya iligkin kavram
kargagsasina deginmek ve tercihimizi aciklamak isabet-
li olacaktir. Siber uzay olarak da ifade edilen ag ortam-
larinda ve bilisim sistemleri aracilifiyla iglenen suclar
farkh kriterlere gore farkh sekillerde isimlendirmekte-
dir: bilgisayar suclari, bilisim suclari, sanal ortamda is-
lenen suclar, siber suclar. Bu konuda ne uluslararasi ne
de ulusal diizeyde bir goriis birligi oldugu ve bir kavram
kargasasinin siiregittigi goriilmektedir. Biz bu konudaki
tartigmalar girmeden; diger kavramlar: kapsayan bir {ist
bir kavram olarak gérdiigtimiiz ve uluslararas1 anlamda
en cok itibar géren “siber suc” tabirini kullanmay1 tercih
ediyoruz. Siber sugclar, siber suglar, bilisim sistemleri
aleyhine veya bilisim sistemleri araciliiyla islenen suc-
lar, olarak tamimlanabilir*.

Bugiin siber suglar istisnai bir suc isleme yéntemi olmak-
tan ¢cikmus, bilisim sistemlerine yonelik islenen ve nispe-
ten yeni sug tiirlerinin yam sira; dolandiricilik, hakaret,
ozel hayatin gizliligi ve kigisel verilere kars: suclar gibi
pek cok klasik sug tipi icin de internet ortami ve biligim
araclan birincil iglenme yolu haline gelmigtir. Sosyal
medya sitelerinde kimlik hirsizligi suretiyle kisilik hirsiz-
liklar1 yapilmakta, her giin icerigi suc tegkil eden milyon-
larca icerik olusturulmakta ve iletilmektedir. Sirketlerin
en az yaris bilisim sistemlerine digaridan miidahale ger-
ceklestigini rapor etmekte. Fikri miilkiyet ihlali ve haksiz
rekabetle iligkili su¢ duyurularinin neredeyse tamamaiin-
ternet ortaminda gerceklesmis saldirilara iligkin olarak
yapilmakta, banka kartlarinin kopyalanmasi ve hesap
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makes the cybercrime business more profitable than il-
legal drug trafficking- and that cybercrime soared 34%
last year®.

States make regulations on their domestic laws in order
to combat cyber-criminality and endeavor to prevent it
by enacting specific criminal and criminal procedural
laws. However, these measures at national level often
remain incapable no matter how extensive and effective
they seem to be. The difficulty of the fight against cyber-
crimes and the reasons for the failure of states on this
fight can be listed as the following: As cyber-criminality
is a pretty new phenomenon, it is not easy to identify
crime patterns; therefore most of the actors of criminal
justice system are not familiar with the concept’”. Besides
the fact that there is no uniform definition of related
terminology in comparative law, the existing ones are
not clear enough. There is always geographical distance
between offender and victim by the nature of the cyber-
crimes. The tools used for these crimes require technical
expertise and evolve rapidly. Sometimes, it can be very
difficult to identify the offender as it is possible to act
anonymously®. The biggest problem on the fight against
cyber-criminality through criminal laws is that even a
few countries’ omission to make necessary legal arrange-
ments is sufficient for the cyber criminals who are look-
ing for a “liberated zone/shelter™.

In order to overcome aforementioned difficulties, the
international community have recognized the necessity
of same level of awareness and sensibility of the states
on the political ground, the harmonization of domestic
criminal and criminal procedural laws, the elimination
of liberated zones and improvement of international co-
operation and some steps have already been taken. The
European Cybercrime Convention, to which Turkey is a
party of, is one of the most significant steps on that way™.

In this article, a short history and the structure of the
Convention is explained in brief, then the substantial

bilgilerinin calinmas: gibi yollarla toplamda milyarlarca
dolarlik zararin dogdugu tahmin edilmektedir®. 2015 y1-
lina ait bir rapor, siber su¢ magdurlarinin diinya ¢apinda
her y1l 388 milyar dolar kaybettigini, bu isin kiiresel cap-
taki marihuana, kokain ve eroin ticaretinden daha karl
oldugunu ve son bir yilda siber suclulugun %34 arttigini
ortaya koymaktadir®.

Devletler siber sucluluk gercegiyle miicadele edebilmek
adina ulusal hukuk sitemlerinde diizenlemeler yapmak-
ta, 6zel ceza hukuku ve ceza muhakemesi hukuk kurallar1
getirerek siber suclulugu 6nlemeye caligmaktadir. Ancak
devletlerin ulusal diizeyde aldig1 6nlemeler ne kadar kap-
saml ve etkili goriinse de cogu zaman etkisiz kalmakta-
dir. Siber suclarla hukuki miicadelenin zor olmasinin ve
devletlerin bagarisiz olmasinin nedenleri su sekilde say-
labilir: Siber sucluluk oldukea yeni bir fenomen oldugun-
dan, sucunislenis bicimleri hakkinda sablonlar ¢cikarmak
miimkiin olmamaktadir ve buna bagh olarak ceza adaleti
sisteminin bir ¢ok aktorii konuya heniiz agina degildir”.
Siber suglarin mukayeseli hukuktaki tanimi yeknesak
olmadig1 gibi, mevcut tamimlar da her zaman ¢ok net
degildir. Siber suclulugun &zelligi geregi fail ile magdur
arasinda mekansal mesafe bulunmaktadir. Bu suglarin
islendigi arac ve sistem cok teknik ve siirekli degiskendir.
Interneti anonim olarak kullanma firsat1 nedeniyle fail-
leri tespit etme olanagi bazen ¢ok sinirhdir®. Siber suclu-
lukla ceza hukuku yoluyla miicadelede en biiyiik sorun,
bu alanda, ¢cok az sayida tilkenin bile mevzuatinda gerekli
diizenlemeleri yapmamasimin, “kurtarilmig bolge/sig1-
nak” arayan siber suclular icin yeterli olmasidir®.

Siber suclulukla miicadelede yasanan yukarida sayi-
lan zorluklar1 bertaraf edebilmek adina, siber sugluluk
konusunda devletlerin ayni farkindalik ve hassasiyette
olmasi, ulusal ceza ve ceza muhakemesi hukuku mevzu-
atlar1 arasinda uyumluluk saglanmasi ve bu yolla siber
suclular icin siginma limanlarin yok edilmesi ve ulusla-
rarasl igbirli§inin gelistirilmesi gerekliligi anlagilmis ve
bu yénde uluslararasi alanda bazi1 adimlar atilmigtir. Bu

1 Murat Onok, “Avupa Siber Suclar Sozlesmesi
Isiginda Siber Suglarla Miicadelede Uluslararasi

Adli isbirligi”, Marmara Universitesi Hukuk Fakiiltesi
Hukuk Arsatirmalari Dergisi19/2

(Prof.Dr. Nur Centel'e Armagan) (2013), 1230.

2 Mike Keyser, “The Council of Europe Convention on
Cybercrime”, Journal of Transnational Law & Policy

Cybercrime”, 188.

12:2(2002), 187; Henry E. Crawford , Internet Calling:
FCC Jurisdiction over Internet Telephony,

5 COMM. L. CONSPECTUS 43, 43 (1997).

3 Keyser, “The Council of Europe Convention on

4 Onok, “Avupa Siber Suclar Szlesmesi...", 1231.

5 Joginder S. Dhillon & Robert I. Smith,

Defensive Information Operations and Domestic
Law: Limitations on Governm ental Investigative
Techniques, 50 A.F. L. REV. 135, 138 (2001).

6 Internet Security Trends Report 2015, Symantec,
(08.04.2015). http://www.symantec.com/en/uk/
security_response/publica-tions/threatreport.jsp.
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criminal laws and procedural provisions of the Conven-
tion are examined in comparison with Turkish domestic
law and finally essential principles of judicial coopera-
tion regime provided by the Convention are mentioned.

2. EUROPEAN CYBERCRIME CONVENTION

The Council of Europe accepted the European Cyber-
crime Convention (“the Convention”) as the first bind-
ing international legal text in this field to harmonize do-
mestic laws and foster international cooperation. The
text of the Convention was drafted by the Committee of
Experts on Crime in Cyberspace (PC-CY), a committee
established by the Council of Europe in 1997. The draft
Convention and the Explanatory Report to the Conven-
tion were approved by the Parliamentary Assembly and
the Committee of Ministers of the Council of Europe and
opened for signature on November 23%, 2001 in Buda-
pest. (This is why the Convention is also known as Buda-
pest Convention.) The Convention has come into force
on July 1%, 2004.

adimlarin en 6nemlisi Tiirkiye’nin de taraf oldugu ve
makalemizin konusunu olugturan Avrupa Siber Suclar
Sozlesmesidir'.

Makalemizde ¢ncelikle kisaca S6zlesmenin tarihi ve ya-
pist incelenmekte, sonrasinda sézlesmede 6ngoriilen
ceza hukuku ve ceza muhakemesi hukuku kurallar: Tiirk
mevzuatiyla karsilagtirmali olarak ele alinmakta ve son
olarak S6zlesmenin 6ngordiigii adli yardimlagma rejimi-
nin temel ilkelerine deginilmektedir.

2. AVRUPA SIBER SUCLAR SOZLESMESI

Siber suclulukla miicadelede mevzuat birligi saglamak ve
uluslararasi isbirligini tesis etmek amaciyla Avrupa Kon-
seyi tarafindan hazirlanan Avrupa Siber Suclar S6zles-
mesi (“Sozlesme”) bu alandaki ilk uluslararasi anlagma-
dir". Avrupa Konseyi Bakanlar Kurulu tarafindan 1997
yilinda kurulan Siber-uzay Suclar1 Uzmanlar Komitesi
(“PC-CY”) tarafindan dort yillik bir calisma sonucunda
olusturulan s6zlesme taslag ve aciklayici raporu Avrupa
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The Convention’s membership is not limited to Council
of Europe’s members. Until now, 53 states including 21
non-member states (including the USA, Canada, Japan,
Montenegro and The Republic of South Africa) signed
and 45 states have put it into force. Turkey, a founding
member of the Council of Europe, terminally signed the
Convention on November 10%, 2010, ratified on Septem-
ber 29'%, 2014 and put into force on May 274, 2014. The of-
ficial translation of the Convention’s name to Turkish is
“Convention on Crimes Committed on Virtual Environ-
ment”. However, I find the term “Cybercrime Conven-
tion” more accurate as adopted by doctrine and prefer to
use it on the aforementioned grounds.

The objectives of the Convention can be listed as the
following according to the Explanatory Report: To har-
monize domestic laws on cybercrime and relevant regu-
lations, to provide procedural powers and regulations re-
lated to the prosecution of cybercrimes and other crimes
involving electronic evidence and to establish a quick and
effective system of cooperation. Although it is subject
to criticism for some weakness such as easily allowing
reserves, having an heavy going amendment procedure,
and the parties not contributing equally and sufficiently
at the drafting process; the Convention serves its goals
to a great extent by providing a framework legislation
on criminal and procedural matters necessary to fight
against cybercrime for party states and a convenient plat-
form for a better and faster cooperation among states on
the transnational prosecutions®.

The Convention is composed of forty-eight articles un-
der four main chapters. The First Chapter defines the
cybercrime related terms vital to the Convention. Sec-
ond Chapter establishes a set of rules that parties have
to adopt on national level. In this context, first certain
criminal offenses are defined as part of substantial crimi-
nal provisions, and then a common set of procedural
measures and a set of rules by which parties can assert
jurisdiction are laid down. In the Third Chapter of the

Konseyi Genel Kurulu ve Bakanlar Kurulu tarafindan
onaylanmig ve 23 Kasim 2001 tarihinde Budapegte’de
imzaya acilmigtir. (Bu nedenle siklikla Budapeste Sozles-
mesi olarak anilmaktadir.) S6zlesme 1 Temmuz 2004’te
yiiriirliige girmistir.

Avrupa Konseyi iiyesi devletlerle sinirli olmayan Soz-
lesme, su ana kadar 21'i Avrupa Konseyi {iyesi olmayan
(ABD, Kanada, Japonya, Karadag, Giiney Afrika Cum-
huriyeti..) 53 devlet tarafindan imzalamig, 45 devlet
tarafindan yiiriirliige sokulmugstur. Avrupa Konseyi
kurucu tiyesi olan Tiirkiye 10.11.2010 tarihinde imzala-
dig1 s6zlesmeyi nihayet 29.09.2014 tarihinde uygun bu-
larak, 2.05.2014'te yliriirliige sokmugstur. S6zlesmenin
Tiirkge’ye resmi terciimesi “Sanal Ortamda Islenen Suc-
lar Sozlesmesi” seklinde yapilmis olup, biz yukarida da
kisaca acikladigimiz gerekgelerle doktrinde de yer etmis
oldugu sekilde Avrupa Siber Suclar So6zlesmesi tabirini
daha dogru buluyor ve tercih ediyoruz.

Sozlesmenin aciklayicl raporu uyarinca sdzlesmenin
temel amaclar: su sekilde sayilabilir: Siber suclarlar il-
gili ulusal diizeydeki yasal diizenlemelerin ve baglantili
hiikiimlerin uyumlu hale getirilmesi, siber suglarin ve
elektronik delil iceren diger klasik suclarin sorugturma
ve kovusturulmasi ile ilgili ulusal usul hukuku yetkilerini
ve diizenlemelerini saglamak ve uluslararasi igbirligi ala-
ninda hizh ve etkili bir sistem olugturmak. Kolay cekince
konmasina imkan tanimasi, degisiklik rejiminin hantal
olmasi, hazirlik asamasinda taraf devletlerin esit sekil-
de ve yeterince temsil edilmemis olmasi gibi baz1 zay:f
yonleri nedeniyle elestirilse de'?; s6zlesme bu amaclari-
na biiyiik 6l¢iide hizmet etmekte ve taraf devletlere siber
suclarla miicadele etmek i¢in gerekli maddi ceza hukuku
ve usul hukukun temel ¢atisim saglamakta ve sinir agan
kovusturmalar icin birbirleriyle siiratli bir sekilde koor-
dine olabilmeleri i¢in uygun bir zemin sunmaktadir'.

Sozlesme kirk sekiz madde ve dort ana béliimden olus-
maktadir. Birinci boliimde Soézlesmede kullanilan siber

7 Francesco Calderoni, The European legal
framework on cybercrime: striving for an effective
implementation, 54 Crime Law Soc Change 339
(2010), 341.

8 Keyser, “The Council of Europe Convention on
Cybercrime”, 326.

9 Amalie M. Weber, “The Council of Europe’s

Convention on Cybercrime”, Berkeley Technology
Law Journal18/1(2003), 425.

10 Murat Volkan Dilger, Bilisim Suclari ve Internet
lletisim Hukuku, (Ankara: Seckin, 2014), 185; Weber,
“The Council of Europe’s Convention on Cybercrime”,
446; Serdar Havuz, “Avrupa Siber Suglar Stzlesmesi
kapsaminda Tiirkiye'nin Giivenligi”, Yayimlanmamis

Yiiksek Lisans Tezi (2007), 136; Cankat Taskin,
“Bilisim Hukuku Uluslararasi Uyusmazliklar”,
Tiirkiye Barolar Birligi Dergisi85 (2009), 368.

11 Havuz, “...Ttrkiye'nin Giivenligi”, 138.

12 Onok, “Avupa Siber Suclar Stzlesmesi...",
1246; Weber, “The Council of Europe’s Convention
on Cybercrime”, 444.
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Convention, a framework for cooperation in the use of
those powers is set out. The Forth Chapter, which is the
last, provides the formal and technical provisions related
to the application of the Convention.

3. THE SUBSTANTIAL CRIMINAL PROVISIONS OF
THE CONVENTION

3.1. In General

In the Second Chapter of the Convention, titled “Meas-
ures to be taken- substantive criminal law and procedur-
al law”, there are definitions of the offenses committed
against, by means of, or in relation with computer sys-
tems and related substantive criminal provisions. First
nine types of offenses are defined, then supplementary
provisions and sanctions are reflected. When the defini-
tions of offenses are examined, the wording and formu-
lation of the structural components of these offenses are
determined taking the possibility of emergence of new
technologies in the future into account™.

The offenses defined in the Convention are:

a. Offenses against the confidentiality, integrity and
availability of computer data and systems (illegal ac-
cess, illegal interception, data interference, system in-
terference, misuse of devices),

b. Computer related offenses (computer-related forgery,
computer-related fraud)

c. Content related offenses (offenses related to child por-
nography)

d. Offenses related to infringements of copyright and re-
lated rights.

The parties are supposed to criminalize these offenses
in their domestic laws. The Convention does not impose
parties to copy the definitions verbatim into their domes-
tic laws. It is only required that the respective domestic
laws contain concepts that are “consistent with the prin-
ciples of the Convention. However certain states, such as
Portugal, made the Convention’s provisions a part of their
domestic law by copying the text of the Convention word
by word and ratifying it under the name of “cybercrime
law”. According to some professors criticizing the Con-
vention for being ineffective, it would be more effective if
the Convention would impose a model cybercrime law".

suclarla ilgili temel kavramlar tanimlanmaktadir. Tkinci
boliimde taraf devletlerin ulusal diizeyde almasi gereken
onlemlere yer verilmektedir. Bu cercevede, 6nce maddi
ceza hukuku diizenlemeleri baglaminda, birtakim sug
tipleri tanimlanmakta; ardindan da, ceza muhakemesi
hukuku diizenlemeleri baglaminda, birtakim usuli ted-
birlere yer verilmekte ve yarg: yetkisine dair baz1 genel
ilkeler belirlenmektedir. S6zlesmenin 3. béliimiinde
yukarida anilan yetkilerin kullanimi bakimindan, ulus-
lararas1 adli yardimlagmanin cercevesi cizilmekte; son
kisim olan Dérdiincii Béliimde ise S6zlesme’nin uygu-
lanmasina dair birtakim usuli ve teknik hiikiimlere yer
verilmektedir.

3. SOZLESEMENIN ONGORDUGU MADDiI CEZA
HUKUKU HUKUMLERI

3.1. Genel Olarak

Sozlesmenin “ulusal diizeyde alinacak 6nlemler — maddi
hukuk ve usul hukuku” baghkh ikinci béliimiinde hem
bilgisayar aracilifiyla islenen ve bilgisayarlarin veya bil-
gisayar sistemlerinin kendisine kargi islenen suclar ve
bunlarin tanimlanmas: ile ilgili hiikiimler hem de bag-
lantili diger hiikiimler yani maddi hukuk konular1 yer
almaktadir. Once dort farkl kategoride gruplanan do-
kuz sug tipi tanimlanmakta, sonra ilave yiikiimliiliikler
ve yaptirimlar belirtilmektedir. Sézlesmede yer alan sug
tipleri incelendiginde, bunlarm yapisal unsurlarina ilis-
kin belirlemelerin, gelecekte ortaya ¢ikabilecek yeni bili-
sim teknolojilerini de kapsayabilecek nitelikte, esnek bir
tislupla formiile edildigi goriilmektedir.

Sozlesmede tanimlanan sug tipleri sunlardir:

a. Bilgisayar veri veya sistemlerinin gizliligi, biitiinliigi
ve kullamima acik bulunmasina yénelik suclar (yasa-
dis1 erigim, yasadis1 miidahale, verilere miidahale, sis-
temlere miidahale, cihazlarin k6tiiye kullanimu),

b. Bilgisayar aracilifiyla islenen sahtecilik suclar1 ve bil-
gisayarlar aracihifiyla islenen dolandiriciik suclar:
(sanal sahtecilik ve dolandiricilik suglary),

c. Icerige iligkin suclar (cocuk pornografisine iliskin ma-
teryale sahip olmak ve uluslararasi diizeyde dagitiminm
saglamak),

d. Fikri miilkiyet haklariin ihlali ve uluslararasi diizey-
de dagitimu.
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3.2. Position of the Turkish Criminal Law against
the Convention

The chapters “Offenses in the field of informatics” and
“Offenses against privacy and private life” of the Turk-
ish Criminal Code numbered 5237 (“TCK”) criminalize
offenses which can be committed against or by means
of computer systems. These offenses aren’t likely to be
committed without help of a computer system. Other
than these, in several other chapters of the TCK, there
are offenses likely to be committed by means of computer
systems although they are not specific computer crimes.
Aggravated larceny by means of computer systems and
aggravated fraud by means of computer systems can be
surveyed as the examples of this type of offenses’.

An exhaustive mapping of current Turkish law against
the provisions of the Convention, and a comparison of
equivalent provisions one by one is beyond the scope of
this paper. Thus, with the presumption that the audi-
ence have basic knowledge on the related provisions of
the Turkish criminal law and the Convention, we confine
this study to a general comparison of the Convention and
the current Turkish law within the frame of the offense
categories adopted by the Convention and to determina-
tion of deficiencies and inadequacies of Turkish law in
view of the Convention.

The analogous in Turkish law, of the offenses against the
confidentiality, integrity and availability of computer
data and systems that are set out in the first category are
the articles 243 and 244 of the TCK". However, these ar-
ticles do not cover the provisions of the Convention and,
in many aspects, do not provide regulations necessary to
comply with the Convention.

The Article 243 of the TCK, which is the equivalent the
offense of illegal access, criminalizes action of “unlaw-
fully accessing to and remaining within a computer
system”. Whereas, according to convention the action
of “accessing” is necessary and sufficient to commit the
crime. The formulation of TCK is not compatible with
the Convention because it determines the scope of the of-

Taraf devletler bu fiilleri su¢ haline getirmekle yiikiim-
liidiirler. S6zlesme, ikinci boliimde diizenlenen bu sug
tiplerinin bire bir alintilanarak i¢ hukuk kurali haline
getirilmesini zorunlu tutmamakta, ulusal ceza hukuku
mevzuatlarin icerik anlaminda sézlesme diizenlemele-
riyle uyumlu olmasim yeterli gormektedir. Buna kargin
Portekiz gibi bazi taraf devletler sozlesmede yer alan ceza
hukuku kurallarini neredeyse kelimesi kelimesine ter-
clime ederek “Siber Suclar Yasas1” adiyla i¢ hukuklarina
dahil etmiglerdir. S6zlesmeyi etkisizlikle itham eden bazi
yazarlara gore S6zlesme’nin model bir yasa éngoriip, ta-
raf devletlere bunu dayatmasi daha etkili bir olabilirdi®.

3.2.Tiirk Ceza Hukukunun Sézlesme Karsisinda-
ki Durumu

5237 sayil Tiirk Ceza Kanununda (“T'CK”) “bilisim
alaninda suclar” ve “6zel hayata ve hayatin gizli alanina
karst suclar” boliimlerinde bilisim sistemleriyle veya
bunlara karsi islenen, 6zellikle giintimiizde s6z konusu
sistemler kullanilmadan islenebilme olanaklar:1 ¢ok ki-
sith olan hatta miimkiin olmayan sugclar diizenlenmistir.
Bunlarin yam sira TCK’nin ¢esitli béliimlerinde biligim
sistemleriyle islenmesi olanakli olan sug tiplerine de yer
verilmigtir. Ornegin bilisim sistemleri araciligiyla ger-
ceklestirilen dolandiricilik ve hirsizlik suglar: bunlarin
en 6nemli 6rnekleridir'e.

Sozlesmede 6ngoriilen sug tiplerinin ve Tiirk Ceza Mev-
zuatinda yer alan muadillerinin teker teker aciklanmasi
ve kargilagtirilmasi bu ¢alismanin éngériilen hacminden
cok daha fazlasin gerektirmektedir. Bu nedenle Sozles-
me ve Tiirk ceza mevzuatinin ilgili hiikiimlerinin okuyu-
cu tarafindan bilindigi varsayimiyla, S6zlesmede benim-
senen sug¢ kategorileri {izerinden genel bir kargilagtirma
yapmak ve Tiirk mevzuatimin eksik ya da yetersiz kaldig1
noktalari belirtmekle yetinecegiz.

Birinci kategoriyi olusturan bilgisayar veri veya sistem-
lerinin gizliligi, biitlinliigii ve kullanima ac¢ik bulunmasi-
na yonelik suclarin Tiirk hukukundaki karsiligi TCK’nin
243 ve 244. maddeleridir”. Ancak bu maddeler Sézlesme
diizenlemesiyle uyumluluk arz etmemekte, Tiirkiye'nin

18 Havuz, “...Turkiye'nin Giivenligi”, 145; Keyser, “The
Council of Europe Convention on Cybercrime”, 325.

14 Onok, “Avupa Siber Suclar Stzlesmesi...”, 1244. Sozlesmesi...", 1245,

15 Weber, “The Council of Europe’s Convention
on Cybercrime”, 444; Onok, “Avupa Siber Suclar

16 Dillger, Bilisim Suglari ve Internet
lletisim Hukuku, 328.
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fense narrower. The term “and” in the Article 243 needs
to be changed with the term “or” in order to resolve this
incompatibility™.

The illegal interception, data interference, and system in-
terference offenses in the first category are covered by the
Article 244 of the TCK, which substantially complies with
the requirements of the Convention. Given that, the Arti-
cle 244 falls short of the requirements for lack of criminal-
ization of action of the interception without right within
the same scope with the Convention. Whereas the Con-
vention criminalize all kinds of illegal interception to pro-
tected computer data, including electromagnetic emis-
sions from a computer system carrying such computer
data, the Article 244 criminalize only illegal interception
by means of computer systems and thus; excludes actions
by means of electromagnetic devices and technologies to
be invented in the future. In order for Article 244 of TCK
to be fully compatible with the Convention, it needs to be
amended as criminalizing all kinds of illegal interception
without any limitation.

In respect of the category of the offenses against the con-
fidentiality, integrity and availability of computer data and

Sozlesmeye taraf olmakla iistlendigi ylikiimliiliigii bir-
cok acidan kargilamamaktadir.

Yasadis1 erisim sucunun karsiligi olan TCK'nin 243.
maddesi bilisim sistemlerine “hukuka aykirt olarak gir-
me ve orada kalmaya devam etme” eylemini su¢ olarak
diizenlemektedir. Oysa Soézlesme'de yalnizca “girme”
eyleminin sucun olusumu i¢in yeterli oldugu goriilmek-
tedir. TCK’daki diizenleme sucu daha kisith bir kapsam-
da tanimlamas: itibariyle S6zlesme hitkmiiyle uyumlu
degildir. Bu uyumsuzlugu gidermek icin TCK’nin 243.
Maddesi metninde yer alan “ve” ifadesi “veya” olarak de-
gistirilmelidir'.

Birinci kategoride yer alan yasadisi miidahale, verilere
miidahale, sistemlere miidahale suclarimin karsili§i TCK
244. madde hiikmiidiir ve S6zlesmeyle biiylik dlciide
uyumludur. Ancak 244. madde “veri iletimine haksiz su-
rette dahil olma” eylemi bakimindan eksik kalmaktadir.
Sozlesme, verilere elektronik, elektromanyetik yollar
dahil olmak iizere her tiirlii miidahaleyi su¢ saymakta
iken TCK 244. madde hiikmii, verilere yalnizca bilisim
sistemi aracilifiyla yapilan miidahaleleri diizenlemis ve
bu surette elektromanyetik araclarla veya ileride gelisti-
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systems, the largest gap in Turkish criminal law is that
there is no law criminalizing misuse of devices'. The of-
fense of misuse of devices is provided in the article 6 of the
Convention. In this article, production, sale, procurement
for use, import, distribution or otherwise making available
of devices, computer passwords, access codes, or similar
data by which the whole or any part of a computer system
is capable of being accessed, with intent that it be used for
the purpose of committing any of the offenses established
in the Convention are counted as criminal offenses. As
the Turkish criminal law adheres to the principle of non-
criminalization of preparatory actions, any law provides a
regulation as necessitated by the Convention. Whereas, an
effective struggle against some specific offenses like those
related to counterfeit bank and credit cards and massive
circulation of epidemical malicious software might possi-
ble only if the perpetrators are caught in preparatory ac-
tions and charged. Indeed, many law enforcement officers
and prosecutors struggling against cybercrimes in the field
complain that the non-criminalization of preparatory ac-
tions of computer crimes stands as a significant obstacle
in their fight against criminals and makes their efforts
meaningless. This is why the Convention recognized an
exception to the general principle of non-criminalization
of preparatory actions in favor of cybercrimes. In order to
provide a convenient infrastructure for the fight against
cybercrime and to comply with the requirements of the
Convention, TCK needs to be amended in parallel to the
Article 6 of the Convention.

The analogous of the offenses of computer-related forgery
and computer-related fraud established in the second
category are the Article 244 on data interference, Article
158/1-f on fraud by means of computer systems and the
articles from 204 to 212 on forgery of documents. Despite
the fact that these articles cover the most of the related
provisions of the Convention, the confinement of the elec-
tronic documents that can be subject to fraud by altera-
tion, suppression or distortion of electronic data, to those
signed with electronic signature remains as a defect. Al-
though the current provisions of Turkish law are believed
to be fully compatible with those imposed by the Conven-

rilecek bagka yontemlerle gerceklestirilecek miidahale-
leri kapsam disinda birakmistir. Tiirk mevzuatinin s6z-
lesmeyle uyumlu hale getirilmesi icin TCK 244. madde
metni bilisim verilerine yonelik her tiirlii araya girme
eylemini su¢ sayacak sekilde degistirilmelidir.

Bilgisayar veri veya sistemlerinin gizliligi, biitiinliigii ve
kullanima acik bulunmasina yo6nelik suclar kategorisi
anlaminda Tiirk ceza mevzuatinin en 6nemli eksikligi ci-
hazlarin kétiiye kullanimim sug sayan herhangi bir hiik-
miin bulunmamasidir’®. Cihazlarin kétiiye kullanimini
Sozlesmenin 6. maddesinde diizenlemektedir. S6z ko-
nusu madde ile kanunda su¢ olarak diizenlenen eylem-
lerin iglenmesine yarayan cihazlarin, sifrelerin, erisim
kodlarimin iiretilmesi, satilmasy, ithal edilmesi, dagitim,
kullanim amach tedariki veya bagka sekilde erisilebilir
hale getirilmesinin taraf devletlerin i¢ hukukunda sug
olarak diizenlenmesi belirtilmistir. Tiirk ceza hukukun-
da hazirlik hareketlerinin cezalandirilmamasi ilkesi esas
oldugu icin bu yonde herhangi bir hiitkiim bulunmamak-
tadir. Ozellikle kredi kartlarimin kopyalanmasi, zararh
yazihimlarin kitlesel olarak yayilmasi gibi sug tiirleriyle
etkin miicadele ancak hazirhk hareketleri agamasinda
faillerin tespit edilip cezalandirilabilmelerinin miimkiin
olmasina baghdir. Uygulamada siber suclarla miicade-
le eden pek cok polis ve savcl da, hazirhik hareketlerinin
cezalandirilmamasinin kendileri i¢cin énemli bir engel
teskil ettigini ve siber suclarla miicadeleyi anlamsiz
hale getirdigini ifade etmektedir. S6zlesme siber suclar
bakimindan bu 6zel durumu dikkate alarak, hazirhik ha-
reketlerinin cezalandirilmamasi kuralina siber suclar
bakimindan istisna getirmistir. Siber suclarla etkin bir
sekilde miicadele edilebilmesi ve S6zlesmeye uyumlulu-
gun saglanmasi adina TCK’ya Sézlesmenin 6. maddesine
paralel bir hiikiim getirilmelidir.

Ikinci kategoride yer alan bilgisayar araciligiyla islenen
sahtecilik suclar1 ve bilgisayarlar araciligiyla islenen do-
landiricilik suclarinin (sanal sahtecilik ve dolandiricilik)
Tiirk mevzuatindaki kargiligi TCK’nin verilere miidaha-
leye iligkin 244. maddesi, bilisim sitemleri araciligiyla
gerceklestirilen dolandiricihiga iligkin 158/1-f hitkmdi,

17 Havuz, “...Turkiye'nin Giivenligi”, 142.

18 Murat Volkan Diilger, “Avrupa Siber Suc
Sozlesmesiile Tiirk Ceza Kanunu ve Ceza
Muhakemesi Kanunu'nun Karsilastiriimast”, 7.

Karsilastirilmasi”, 13.

19 Dilger, “Avrupa Siber Suc Sozlesmesi ile Tiirk
Ceza Kanunu ve Ceza Muhakemesi Kanunu'nun

20 Dilger, Bilisim Suglari ve Internet
lletisim Hukuku, 188.
21Dilger, Bilisim Suglari ve Internet
lletisim Hukuku, 660.
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tion by some?®, in my opinion, an explicit and extensive
amendment of related articles considering the statement
and the intendment of the Convention would be more ap-
propriate.

Offenses related to possession and distribution of child
pornography, set out under the third category called con-
tent related offenses, are provided by the Article 226 of
TCK on offenses related obscenity in Turkish criminal
law. The article defines several types of obscenity as crimi-
nal offense and points out the sanctions. Although it is
not specific to it, in practice the Article 226 is mostly used
against offenses related to child pornography. However,
the lack of specific regulations on child pornography in
accordance with the Convention constitutes a deficiency
of Turkish criminal law?.. There is a need to mention that,
sometimes the lack of specific regulation on child por-
nography causes problems on the diplomatic relations of
Turkey. This third category is ostensibly supplemented by
a new protocol adopted November 7%, 2002 making any
dissemination of racist or xenophobic material through
computer systems a criminal offense?’. Turkey hasn’t yet
signed this protocol which entered into force on March 1%,
2006.

ve belgede sahtecilige iligkin 204 ila 212 maddeleridir.
Bu maddeler s6zlesmedeki diizenlemeleri biiyiik 6l¢ii-
de karsilamakla birlikte, elektronik ortamda gercekles-
tirilen verilerin degistirilmesi, yok edilmesi veya tahrif
edilmesi hareketlerinin, elektronik imzal bir belge s6z
konusu olmadikca belgede sahtecilik sucunun konusu
olusturamamasi bir eksiklik olarak goze carpmaktadir.
Mevcut hiikiimlerin Soézlesmeyi karsiladigini savunan
yazarlar olsa da*, biz S6zlesme’nin ifadesini esas alan
daha acik ve daha kapsaml bir diizenlemenin daha isa-
betli olacagi kanaatindeyiz.

Icerige iligkin suglar olarak ifade edilen ve ficiincii kate-
goriyi olusturan cocuk pornografisine iligkin materyale
sahip olmak ve uluslararasi diizeyde dagitimim saglamak
sucunun Tiirk ceza hukukundaki karsihigi TCK’nin 226.
maddesinde diizenlenen miistehcenlik sucudur. Madde-
de her tiirlii miistehcenlik eylemi su¢ olarak tanimlanip
yaptirima baglanmigstir. Bu madde ¢ocuk pornografisine
6zel olmamasina ragmen uygulamada en ¢ok cocuk por-
nografisi suclarinda kullamilmaktadir. Bununla beraber
cocuk pornografisinin 6zellikle Sézlesmenin ilgili mad-
deleri 6rnek alinarak ayr1 bir suc tipi olarak diizenlenme-
yisi TCK acisindan 6nemli bir eksiklik olugturmaktadir®.
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With regards to the last category of offense on infringe-
ments of copyright and related rights, the analogous
provisions of the Law on Intellectual and Artistic Works
provide the protection platform necessary to comply
with the Convention.

4. PROCEDURAL PROVISIONS OF THE CONVEN-
TION

4.1. In General

The criminal procedural provisions of the Convention
are established in the Articles from 14 to 21. The articles
and provided protective measures are as follows:

a. Article 16; expedited preservation of stored computer
data,

b. Article 17; expedited preservation and partial disclo-
sure of traffic data,

c. Article 18; production order,

d. Article 19; search and seizure of computer data,
e. Article 20; real-time collection of traffic data,

f. Article 21; interception of content data.

These measures provided by the Convention are actu-
ally various types of conventional search and seizure
measure, developed in consideration of the nature of
cybercrimes?®. Because of the difficulties submitted by
the speed and form of cybercrimes, the Convention regu-
lates these specific procedural tools and requires the par-
ties to create equivalent measures at national level*. It
must be known that, it is not possible for these measures
tobe considered as general preventive powers, since they
can only be applied within a determined investigation®.

The subject of these protective measures can be all kinds
of electronic data, including traffic data, content data and
subscriber information, stored in a computer system or
being transmitted from one to another?. The scope of
these procedural measures is not limited to the offenses
established by the Convention, nor cybercrimes; these
measures, except those in the articles 20 and 21 can be
applied for any crime involving electronic evidence?®.

Cocuk pornografisinin ayr1 olarak diizenlenmeyisinin
Tirkiye’nin diplomatik iligkilerinde de bir sorun olarak
karsisina ciktigim belirtmek gerekir. Uglincii suc katego-
ri, sbzlesemeye 2003 y1linda eklenen ve her tiirlii irkci ve
yabanci diigmani icerigin bilisim sistemleri aracihigryla
yayllmasinin sug¢ sayllmasimi 6ngoéren Ek Protokol ile ge-
nigletilmistir®%. 1 Mart 2006'da yiiriirlii§e giren bu Proto-
kol, Tiirkiye tarafindan heniiz imzalanmig degildir.

Son sug kategorisi olan fikri miilkiyet haklarinin ihlali ve
uluslararasi diizeyde dagitimi bakimindan, Fikir ve Sa-
nat Eserlerinin Korunmasi1 Hakkinda Kanun’un hiikiim-
leri s6zlesmeye uyumludur ve yeteri 6l¢iide bir koruma
zemini sunmaktadir.

4. SOZLESMENIN ONGORDUGU USUL HUKUKU
KURALLARI

4.1. Genel Olarak

Avrupa Siber Su¢ Soézlesmesi'nde ceza muhakemesine
iligkin diizenlemeler 14 ila 21. maddeler arasinda diizen-
lemektedir. S6z konusu maddeler ve icerdigi koruma ted-
birleri sunlardir:

a.16. madde; “depolanmusg bilgisayar verilerinin hizli bir
bi¢cimde korunmasi tedbiri”,

b.17. madde; “trafik verilerinin hizh bir bicimde korun-
masi ve kismen aciklanmasi tedbiri”,

c.18. madde; “liretim emri”,

d. 19. madde; “depolanmus bilgisayar verilerinin aranma-
s1ve bunlara el konulmasi tedbiri”,

e. 20 madde; “trafik verilerinin gercek zamanh toplan-
mas1 tedbiri”,

f. 21. madde; “igerik verilerinin yolunun kesilip ele geci-
rilmesi tedbiri”.

Sozlesmede yer alan bu tedbirler klasik arama el koy-
ma tedbirinin, siber suclarin niteligi goz 6niine alinarak
gelistirilmis birer cesididir®®. Ancak siber suclar: takip
etmenin hiz ve ortam itibariyle arz ettigi zorluklar iti-
bariyle bu tedbirler S6zlesme tarafindan ayrintili olarak
diizenlenmis ve taraf devletlere bu hiikiimlerle uyumlu
tedbirleri alma yiikiimliiliigii getirilmigstir®. Belirtilmeli-
dir ki; bu tedbirlere genel bir izleme tedbiri seklinde “On-

GSI183




o= 3> 7T

10011100010101001001UI 1 Vs smmy
UGUD‘IHUDHI[}D{HD mmmm;
0100110071 mnﬂumn?: Em *?
| } fmnwnmnnumu mn
mﬂmm{nm 10001 '*_ e
1001{101{}1[]1:. LI.: ..1-‘““.
Dgog{]}*nmu 001(
1 'HH 10101 EI'V""'”“J -
"|j|1{1"-10"-[][?'=ﬂ"-' v

1R s iy YOO .
L‘._..m_'l.1I1 . .n..\.l"‘;l'ﬂ‘l|| 1
4.2. Position of the Turkish Criminal Procedural

Law Against the Convention

The unique specific procedural provision in the Turkish
criminal procedural law is the Article 134, titled “Search
in computers, computer programs and logs, copying
and seizure”, of the Turkish Criminal Procedure Code
(“CMK”). Also the measures set out in articles from 135
to 138 of the section titled “Surveillance of communica-
tions through telecommunication facilities” of the CMK
are often applied in investigations of cybercrimes. Con-
sidering the technical and complex disposition of cyber-
crimes and aforementioned difficulties of their prosecu-
tion, Turkish criminal procedural law can be evaluated as
insufficient and sketchy.

In comparison with the provisions establishing proce-
dural laws of the Convention, there is no equivalent of
the Article 16 on expedited preservation of stored com-
puter data and the Article 17 on expedited preservation
and partial disclosure of traffic data in Turkish criminal
procedural law. It would be beneficial to remind that the
provisions of the Law numbered 5651 on the Regula-

leyici kolluk gérevi” olarak bagvurmak miimkiin degildir,
bu tedbirler ancak somut bir ceza sorugturmasinin varh-
g1 halinde uygulanabilecektir®.

Sézlesmede diizenlenen koruma tedbirleri elektronik
ortamda depolanmis, ya da halen iletisim siirecinde bu-
lunan, trafik verileri, icerik verileri ve abone verilerini de
iceren her tiirli bilgisayar verisiyle ilgilidir?. S6zlesme,
diizenledigi koruma tedbirlerin kapsamini sézlesmede
yer alan sug tipleriyle hatta siber suclarla simirh tutma-
mus, 20 ve 21. maddelerdeki tedbirler hari¢ olmak iizere
herhangi bir sucun elektronik ortamda bulunan delille-
rinin toplanmasi amaciyla da bu tedbirlere bagvurulabi-
lecegini belirtmigtir®.

4.2, Tiirk Ceza Muhakemesi Hukukunun Sézles-
me Karsisindaki Durumu

Tiirk ceza muhakemesi hukukunda bilisim sistemle-
rine yonelik tek usuli diizenleme Ceza Muhakeme-
si Kanununun (“CMK”) “Bilgisayarlarda, bilgisayar
programlarinda ve kiitiiklerinde arama, kopyalama ve el-
koyma” baglikl 134. maddesidir. CMK’nin “Telekomiini-
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tion of Publications on the Internet and Suppression of
Crimes Committed by means of such publications, ap-
parently similar to those in the Convention, are adminis-
trative measures; not criminal procedural, thus they can-
not be applied in a determined criminal investigation.
Therefore, these measures do not cover the measures
provided by the Convention?.

The analogous of the production order measure set in
the Article 18 and the search and seizure of computer
data set in the article 19 is the article 134 of the CMK in
Turkish law. While the Article 134 of the CMK satisfies
the requirements of the Convention thanks to its non-
rigid disposition®; it seems insufficient and problemati-
cal with regard to the practice®.

Whereas the real-time collection of traffic data measure
of the Article 20 and the interception of content data
measure of the Article 21 cannot be traced in the Turkish
law as there are no exact equivalents of them; the article
135 of CMK on “interception of communications through
telecommunication facilities” is applied instead. But the
regulation provided in the Article 134 of CMK doesn’t ex-
actly cover the Articles 20 and 21 of the Convention. To
explain the differences between them by simplifying and
omitting technical details: The Article 135 of the Con-
vention permits only surveillance of communications
between real persons. In another word, there has to be a
human communication process in form of dialog. How-
ever the measures established in the Articles 20 and 21
of the Convention, with good reason, include all types of
data communication between computer systems.

As shown above, the provisions of the Turkish criminal
procedural law on cybercrimes are far behind the stand-
ards determined and imposed by the Convention. The
necessary amendments on the CMK need to be done
urgently, in order to comply with the Convention and to
perform an effective fight against cybercrimes.

kasyon Yoluyla Yapilan fleti§1'm1'n Denetlenmesi” baghkl
Besinci béliimiinde 135 ila 138 maddelinde diizenlenen
tedbirler de bilisim sistemleri bakimindan sik¢a uygu-
lanmaktadir. Siber suclarin yukarida tekraren degindigi-
miz karmasgik ve teknik yapisi ve bunlarla miicadelenin
zorluklar1 g6z 6niine alindiginda Tiirk ceza muhakemesi
hukukunun bu konuda oldukca geri ve eksik oldugunu
sOylemek gerekir.

Sozlesmeyle kargilastirildiginda; 16. maddede yer alan
depolanmus bilgisayar verilerinin hizli bir bicimde ko-
runmasl ve 17. maddede yer alan trafik verilerinin hizli
bir bicimde korunmasi ve kismen aciklanmasi tedbir-
lerinin Tiirk ceza muhakemesi hukukunda bir kargilig
olmadig goriilmektedir. 5651 sayili internet Ortaminda
Yapilan Yayinlarin Diizenlenmesi ve Bu Yayinlar Yoluyla
Islenen Suglarla Miicadele Edilmesi Hakkinda Kanun’da
yer alan diizenlemelerin somut bir su¢ sorusturmasimn-
da bagvurulacak ceza muhakemesi tedbirleri degil, idari
tedbirler oldugu ve dolayisiyla Sozlesmede 6ngoriilen
tedbirleri karsilamadigini belirtmekte fayda vardir®.

18. maddede diizenlenen iiretim emri ve 19. maddede
depolanmus bilgisayar verilerinin aranmasi ve bunlara
el konulmasi tedbirlerinin Tiirk hukukundaki karsilig:
CMK’nin 134. maddesidir. 134. madde, sdzlesmenin es-
nek diizenlemesi sayesinde sozlesmenin ilgili hiikiim-
lerini geregini yerine getirmekle birlikte®’; bu madde
uygulama bakimindan son derece eksik ve sorunlu bu-
lunmaktadir®.

20. maddede diizenlenen trafik verilerinin gercek za-
manl toplanmasi ve 21. Maddede diizenlenen icerik ve-
rilerinin yolunun kesilip ele gecirilmesi tedbirlerinin de
Tiirk hukukunda dogrudan bir karsilig1 olmayip; teleko-
miinikasyon yoluyla yapilan iletisimin denetlenmesine
ilisgkin CMK’nin 135. maddesi hitkmiine bagvurulmak-
tadir. 135. maddenin diizenlemesi Sézlesmenin 20 ve 21.
maddelerindeki tedbirleri tam olarak kargilamamakta-
dir. Bunlarin arasindaki farki teknik detaylara girmek-

22 Weber, “The Council of Europe’s Convention

on Cybercrime”, 431.

23 Serap Keskin, “Avrupa Konseyi Siber Suc
Sozlesmesinde Ceza Muhakemesine lliskin
Hakiimlerin Degerlendirilmesi”, /stanbul Universitesi
Hukuk Fakiiltesi Mecmuasi LIX(20071), 156.

24 Explanatory Report of the Comm. of Ministers

[of the Conventio n on Cybercrime], 109th Sess.
(adopted on Nov. 8, 2001).

25 Keskin, “..Ceza Muhakemesine lliskin Hiikimlerin
Degerlendirilmesi”, 157; Dilger, Bilisim Suglari ve
Internet lletisim Hukuku, 198.

26 Keskin, “..Ceza Muhakemesine lliskin Hiikiimlerin
Degerlendiriimesi”, 157; Keyser, “The Council of

Europe’s Convention on Cybercrime”, 312.

27 Explanatory Report of the Comm. of Ministers [of
the Convention on Cybercrime].

28 Cybercrime Legistlation Country Profiles, Council
of Europe, (08.04.2015), http://www.coe.int/t/dghl/
cooperation/economiccrime/cybercrime/Documents/
CountryProfiles/default_en.asp.
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5. ESSENTIALS OF THE JUDICIAL COOPERATION
REGIME

The Third Chapter of The European Cybercrime Con-
vention establishes the general principles of interna-
tional cooperation and provides some specific mutual as-
sistance provisions in order to accomplish one of its very
first goals: fostering international judicial cooperation.
The convention doesn’t aim to substitute existing trea-
ties on international cooperation; it sets forth a regime
to be applied within the frame of the system sustained
by existing treaties. In addition to this, it makes a signifi-
cant contribution by determining rules to follow in the
absence of applicable legal instruments among the par-
ties®.

The article 23 of the Convention outlines general prin-
ciples of mutual legal assistance: First, international
cooperation will be provided among states “to the wid-
est extent possible”. Second, the obligation to cooperate
extends not only to the crimes established in the Con-
vention, but also to the collection of electronic evidence
whenever it relates to a criminal offense. Third, the in-
ternational cooperation is to be performed in accordance

sizin basite indirgeyerek aciklayacak olursak: CMK 135
hitkmii yalmzca kigiler arasi iletisimin denetlenmesine
olanak saglamaktadir. Yani iki gercek kisinin konusma
eylemini ifade eden bir diyalog siireci bulunmak mecbu-
riyetindedir. Oysa Sozlesmenin 20 ve 21. maddelerinde
diizenlenen ve olmasi gereken tedbirler, bilisim sistem-
leri arasindaki her tiirlii veri iletisimini kapsamaktadir.

Goriildiigii tizere Tiirk ceza muhakemesi hukukunun bi-
lisim alaninda 6ngordiigi tedbirler Sozlesmenin 6ngor-
diigli standartlarin cok gerisindedir. S6zlesmeye uyum
saglanmas1 ve siber suclarlarla etkin bir miicadelenin
yiriitiilebilmesi i¢in Ceza Muhakemesi Kanunu'nda bir
an Once sozlesmeye paralel degisikliklerin yapilmasi ge-
rekmektedir.

5. ADLi YARDIMLASMA REJIMININ ESASLARI

Avrupa Siber Suclar Sézlesmesi, birincil amaci olan etkin
bir uluslararas1 adli yardimlagmanin gerceklesebilmesi
adina iicilincii béliimde adli yardimlagmaya iligkin bir ta-
kim genel ilkeler ve 6zel usuller getirmektedir. Sézlesme,
adli yardimlagmaya dair mevcut diger antlagmalarin ye-
rini almay1 amaclamamaktadir. Hedefi, s6z konusu diger
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with both the Convention and preexisting provisions of
international agreements on these issues®%

Besides the general principles, The Convention pro-
vides also specific provisions on mutual legal assistance
in order to constitute an independently applicable co-
operation system. These specific provisions mirror the
procedural powers that states required to have at na-
tional level. These specific mutual assistance provisions
include expedited preservation of stored computer data,
expedited disclosure of preserved traffic data, accessing
stored computer data, real time collection of traffic data
and interception of content data.

The article 35 of the Convention obligates parties to des-
ignate point of contacts that are available 24 hours a day
7 days aweek. The 24/7 contact point of Turkey is the De-
partment for Fighting Cybercrime, Directorate General
of Security. On the other hand, codetermination of the
Directorate General for International Law and Foreign
Relations of the Ministry of Justice, the central authority
on international legal assistance, is intended®.

6. CONCLUSION

Cybercrimes are not confined within national borders.
The performance of a common global policy in coopera-
tion against cybercrimes is paramount for the struggles
to be meaningful. Differing legal systems and disparities
in the law often present major obstacles for a well-coor-
dinated fight against cybercrimes. The European Cyber-
crime Convention is the first binding legal instrument,
a first step to solve these problems. Despites its failings
and imperfections, the Convention is the most impor-
tant instrument in fight against cybercrime®*.

One of the primary objectives of the Convention is to
harmonize national laws of the states. In this direction,
the Convention puts the parties under obligation of mak-
ing necessary regulations in parallel to those provided in
the Convention. While Turkey has signed the Conven-

antlagmalarla kurulu mevcut rejim kapsaminda uygu-
lanmaktir. Bununla birlikte, ilgili devletler arasinda bir
antlasma hitkmiiniin yoklugunda uygulanabilecek ilke
ve kurallari da belirlemek suretiyle, 6nemli bir kazanim
saglamaktadir®.

Sozlesmenin 23. maddesi adli yardimlagmaya iligkin ge-
nel ilkeleri saymaktadir. Buna gore, taraflar arasinda adli
yardimlagma miimkiin olan en genis 6lcekte saglanacak,
igbirliginin bilisim sistemleriyle iligkili tiim suclar ve
delilleri elektronik ortamda bulunan diger suclar1 kap-
sayacak sekilde uygulanacak ve adli yardimlagma hem
yerel ve uluslararasi belgeler uyarinca yiiriitiilen mevcut
rejime hem de Sozlesmenin 6ngérdiigii usullere uygun
olarak gerceklestirilecektir®.

Sozlesme, genel ilkelerin disinda etkin bir adli yardim-
lagma sistemini tesis etmek amaciyla baz1 6zel yardim-
lagma usulleri de getirmektedir. Bu 6zel hiikiimler, ulusal
diizeyde alinmasi gereken usuli tedbirlerin uluslararasi
birer yansimasidir. Bunlar saklanan/depolanmig bilgi-
sayar verilerinin korunmasi, korunan trafik verilerinin
aciklanmasi, saklanan bilgisayar verilerine ve bilgisayar-
da saklanan verilere sinir 6tesinden erigime dair hizlan-
dirilmig yardimlagma usulleridir.

Sozlesmenin 35. maddesinde taraf devletlerden her bi-
rine 7 giin 24 saat hizmet verebilen irtibat noktalarinin
kurulmas yiikiimliiliigii getirilmistir. Tiirkiye icin 7/24
irtibat noktas1 Emniyet Genel Miidiirliigii Siber Suclarla
Miicadele Daire Bagkanhigrdir. Ancak adli yardimlagsma
konusunda merkezi makam olan Adalet Bakanligi Ulus-
lararas1 Hukuk ve Dis iligkiler Genel Miidiirliigirniin de
anilan Bagkanlik ile birlikte 7/24 irtibat noktas1 olmasi
yoniinde girisimler bulunmaktadir®.

6. SONUC

Siber suclar ulusal siirlar icerisinde kalmamaktadir.
Bunlarla miicadele edilebilmesi diinya ¢apinda elbirli-
giyle etkin bir miicadele yiiriitmesi halinde anlaml ola-
bilmektedir. Ulkelerin ulusal ceza ve ceza muhakemesi

29 Keskin, “..Ceza Muhakemesine lliskin Hiikimlerin
Degerlendirilmesi”, 156.
30 Dilger, Bilisim Suclari ve Internet iletisim Hukuku,

707-14. Europe.

310nok, “Avupa Siber Suclar Sozlesmesi...”, 1244,
32 International Cooperation under the Convention
on Cybercrime, Project on Cybercrime, Council of

34 Weber, “The Council of Europe’s Convention on
Cybercrime”, 446; Keyser, “The Council of Europe
Convention on Cybercrime”, 326; Diilger, Bilisim
Suclari ve nternet iletisim Hukuku, 177.

33 Onok, “Avupa Siber Suclar Stzlesmesi...”, 1262.
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tion and put it into force, amendments to several points
both in substantial criminal law and criminal procedural
law remain undone.

In order for Turkish Law to be in accord with the Con-
vention in terms of both the criminal law and criminal
procedural law, an extensive amendment proposal is be-
ing prepared by the Directorate General for Laws of the
Ministry Justice with the intention of both being in com-
pliance with the Convention and providing a convenient
ground to combat cybercrimes by making necessary legal
changes. ®
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