BASAK CIBIKCI ONDER

Legal Liability of Data
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Veri Merkezlerinin Verilerin Tutulmas:
Bakimindan Hukuki Sorumlulugu

ABSTRACT

Nowadays, commercial companies increas-
ingly enter into contracts with data centers for
data backup and storage services. The perfor-
mance of such services may give rise to legal
liability for data centers due to various rea-
sons. This article provides a brief review of le-
gal liabilities in this context. The first part gives
general information about the structure of data
centers and explains the services provided by
them. The second part describes legal char-
acter of agreements signed with data centers
and then attempts to determine the relevant
contract type. Third part discusses the regu-
lations related to data centers in Turkey, and
the last part reveals the current problems con-
cerning data centers.
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OZET

Gunumuzde pek cok ticari sirket, sirkete ait
verilerin yedeklenmesi veya saklanmasi konu-
sunda veri merkezleri (data center) ile s6zles-
me imzalamaktadir. S6z konusu verilerin sak-
lanmasi veya yedeklenmesi sirasinda cesitli
sebeplerle veri merkezlerinin hukuki sorum-
lulugu da dogabilmektedir. Makalenin ilk boli-
minde veri merkezlerinin mahiyeti, yapisi ve
veri merkezleri tarafindan saglanan hizmetler
konusunda bilgi verilmektedir. |kinci bolimde
veri merkezleri ile imzalanan s6zlesmelerin hu-
kuki niteligi tanimlanmakta ve veri merkezleri
ile imzalanan s6zlesmelerin hangi tir sézlesme
kapsamina girdigi belirlenmeye calisiimaktadir.
Uctinctl bolimde veri merkezleri konusunda
Turkiye'de yapilmis hukuki diizenlemeler tarti-
silimakta, son bolimde ise veri merkezleri ko-
nusundaki gtincel sorunlar ortaya konulmak-
tadr.

ANAHTAR KELIMELER:
Veri merkezi, saklama stzlesmesi, hizmet s6z-
lesmesi, vekalet sdzlesmesi, hukuki sorumluluk
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1. LEGAL NATURE AND STRUCTURE OF DATA
CENTERS AND THEIR SERVICES

1.1. What is a Data Center?

DATA CENTER IS A FACILITY USED TO HOUSE COM-
puter systems and associated components
such as telecommunication and storage
systems. Also known as server rooms or sys-
tem rooms, data centers retain the servers
and data warehouses of companies. They
are generally classified into two categories;

private data centers and internet data centers. While pri-

vate data centers are dedicated to serving only one com-
pany exclusively, internet data centers provide services to
wide variety of users.

The security, electrical, and mechanical systems of data
centers may vary depending on the significance of the
processed and retained data. Data centers generally in-
clude extra power supplies and data transmission con-
necters, air conditioning for cooling of the systems in the
center, fire extinguisher systems, and various security
systems for external hazards.

1.2. Services Provided by Internet Data Centers

The main services provided by internet data centers are
called co-location and hosting. These services may be pro-
vided under the administration of an internet data center
or a company.

Hosting: An internet hosting service allows users to oper-
ate their own data, software, and applications in the stor-
age units and servers of internet data centers or to use ap-
plications provided by them.

Co-location: A co-location center is a type of data center
where equipment, space, and bandwidth are available for
rental to retail customers. Users may benefit from man-
agement services as well.

Today many data centers are operated by internet service
providers for the purpose of either hosting their own serv-
ers or third party servers. Data centers may be dedicated
for the sole use of large companies e.g., Amazon, they may
host third party servers, or they may be used as co-loca-
tion or network-neutral data centers which enable inter-
connection of carriers and act as regional fiber hubs serv-
inglocal business in addition to hosting content servers.

1. VERI MERKEZLERININ MAHIYETI, YAPISI VE
SAGLANAN HIZMETLER

1.1. Veri Merkezi Nedir?

ERi MERKEZi (DATA CENTER), BILGISAYAR SiSTEM-
leri ile telekomiinikasyon ve veri ambar:
sistemleri gibi ek sistemleri barindiran bir
tesistir. Sunucu odas1 veya sistem odasi
olarak da adlandirilan bu tesisler igletme-
lere ait sunucu ve veri ambarlarinin bulun-
dugu alanlardir. Veri merkezleri genel ola-
rak iki kategoriye ayrilir: 6zel veri merkezleri ve internet
veri merkezleri. Ozel veri merkezleri sadece bir kurulug
tarafindan kendi hizmetlerinde kullanilir. Internet veri
merkezleri ise ii¢lincii sahislara hizmet verir.

Veri merkezlerinde islenen ve saklanan verinin énem
derecesine gore elektrik, mekanik, giivenlik sistemleri
degismektedir. Genel olarak diisiiniildiigiinde veri mer-
kezleri; yedek gii¢c kaynaklari, yedek veri iletisim bag-
lantilari, merkez icerisinde bulunan sistemlerin sogu-
tulmasi icin kullanilan iklimlendirme sistemleri, yangin
sondiirme sistemleri ve dig ortamdan gelebilecek teh-
likelere kars1 verinin giivenlik derecesine gore glivenlik
sistemlerini bulundururlar.

1.2. internet Veri Merkezleri Tarafindan Sunulan
Hizmetler

Internet veri merkezi tarafindan saglanan ana hizmetler
ise yer paylagimi (co-location) ve barindirma (hosting)
olarak adlandirilmaktadir. Bu hizmetler, yonetimin in-
ternet veri merkezi isletmesine veya hizmet alan kurulu-
sa ait oldugu farkl birlesimlerle sunulabilir.

Barindirma (Hosting): Ev sahipligi hizmeti; internet
veri merkezinden hizmet alan kurulusun kendi isi cerce-
vesinde kullandig1 yazilim, veri ve uygulamalarini inter-
netveri merkezinde bulunan sunucular ve veri depolama
birimlerinde ¢alistirmasi ve/veya internet veri merkezi
isletmecisi tarafindan saglanan uygulamalar1 kullanma-
sidir.

Yer paylasimi (Co-location): Yer paylagimi hizmeti; in-
ternet veri merkezinden hizmet alan kurulusun kendi isi
cercevesinde kullandig1 (kendisine ait) BT sistemlerini
internet veri merkezi alanina kurmasi, internet veri mer-
kezinin temel altyap1 olanaklarinmi ve ag altyapisin, istege
bagli olarak da yonetim hizmetini kullanmasidir.
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1.3. Network Neutral Data Centers

The services of neutral data centers include more than
providing space and facilities for clients’ applications
and contents. Network neutral data centers offer a wide
range of choices and enable an easy suitable connec-
tion among other co-location providers, internet service
providers, internet changing spots, content distribution
networking and other web service providers. These con-
nection providers generate a very effective connection
center and create ideal places for users in need of con-
necting to the various connection services.

A genuine network neutral data center is completely in-
dependent from network, hardware or software suppli-
ers. By maintaining their independence from suppliers,
data centers aim to attract a wide range of connection
providers to their facilities. Depending on their needs,
companies may choose the most advantageous provider
from among competing connection providers".

2. DATA CENTERS IN TURKEY

Lately, there have been major developments concerning
data centers in Turkey. Turkey ranked first worldwide
with 60% growth of data centers, thanks to the increase
of internet users, intensive competing in telecommuni-
cation sector, and the Banking Regulation and Supervi-
sion Agency’s imposition of constructing data centers on
banks in Turkey.

Using E-Government in public institutions and provid-
ing online services to the public increased the expenses
of information technology. There is an increasing invest-
ment on information technology and data bases to im-
prove the service quality of public institutions.

For big scale projects such as “E-Transition Turkey”; it
has been stated that by way of uniting and outsourcing

Bugiin bircok veri merkezi internet hizmet saglayicilar
tarafindan kendilerine ait sunucular1 veya iiciincii sahis
sunucularini barindirmak maksadiyla calistirllmaktadir.
Bununla birlikte bugiine kadar uygulanan veri merkezle-
ri sadece bir dev sirketin kullaniminda olabilir (6rnegin
Google, Amazon gibi), {iciincii sahsa ait sunucular1 ba-
rindirabilir (co-location) veya ag bagimsiz veri merkezi
olarak kullanilabilir.

1.3. Ag Bagimsiz Veri Merkezleri

Agbagimsiz veri merkezi miigterilerine uygulama ve ice-
rikleriicin alan ve tesisleri saglamasinin 6tesine ge¢cmek-
tedir. Ag bagimsiz veri merkezi co-location saglayicilari,
internet servis saglayicilari, internet degisim noktalari,
icerik dagitim aglar1 ve diger ag servis saglayicilar: ara-
sinda genis bir secim imkamn ile kolay baglant: kurulma-
sina izin vererek en uygun son kullanici deneyimini su-
nacak iletigim aglarimin kurulmasini saglar. Bu baglanti
saglayicilari, cok etkin bir baglant: merkezi olusturarak,
cesitli baglant1 servislerine ulagma ihtiyac: duyan iglet-
meler icin ideal bir yer olmaktadir.

Gergek bir ag bagimsiz veri merkezi tamamiyla ag, dona-
nim veya yazilim tedarik¢ilerinden bagimsizdir. Ciinkii
herhangi bir tedarik¢iyle yakinhk kurmayarak tesisi-
ne en genis yelpazede baglant1 saglayicilarimi ¢ekmeyi
amaclamaktadir. En iyi hizmeti saglamak icin yarisan
bu saglayicilar icinden, isletmelerin ihtiyaglar: dogrultu-
sunda en iyi secimi yapmalar1 miimkiindiir.

2. TURKIYE’'DE VERI MERKEZLERININ DURUMU

Tiirkiye’de son yillarda veri merkezi alaninda biiyiik ge-
lismeler yasanmugtir. Internet kullanicisi sayisindaki ar-
t1g, Telekomiinikasyon alanindaki yogun rekabet ve Ban-
kacilik Denetleme ve Diizenleme Kurulu'nun (BDDK)
bankalara ait veri merkezlerinin Tiirkiye'de inga edilme-
si zorunlulugunu getirmesi Tiirkiye’yi veri merkezi ala-

1“What Is A Cloud And Carrier-Neutral Data Centre”,
http://www.interxion.com/data-centres/what-is-a-
carrier-neutral-data-centre/.

2 “E-Dontistim Tarkiye Kdep-2004 7 Numarali Eylem
Raporu Internet Veri Merkezi Uygulamalarinin
Ekonomisi Ve Yapilabilirligi”, http://www.bilgitoplumu.
gov.tr/Documents/1/KDEP/050200_Eylem07.pdf.

3 Litfi Dalamanh, Faruk Kazanci, Muharrem Kazanci,
lImi Ve Kazai Aciklamalaria Borclar Kanunu, (istanbul:
Kazanci Hukuk Yayinlari, 1990), 297; Turgut Onen,
Borclar Hukuku, (Ankara: Siyasal Kitabevi, 1990),
298; Nazif Kacak, Emsal lgtihatlaria Borclar Kanunu,
(Ankara: Adalet Yayinevi, 2002), 36.

4 Yargitay 13.Hukuk Dairesi'nin 01.07.2013 tarih ve
2003/5039 E. 2003/8870 K. Sayili ilam.

5 Yargitay 13.Hukuk Dairesi'nin 01.07.2013 tarih ve
2003/5039 E. 2003/8870 K. Sayili ilam.

6 Yargitay 13.Hukuk Dairesi'nin 17.10.2005 tarih ve
2005/8367 E. 2005/15280 K. Sayiliilam.
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data centers and information technology assets, using
data centers services is a solution which combines all of
the advantages of the available options?

Considering the world’s fast globalization through com-
munication and information technology, various legal
regulations on the subject in question are issued in Tur-
key. However, most of these regulations are related to the
services provided on social media and internet. There
exist no regulations prescribing the legal status and li-
abilities of data centers. For example, “Statue on Regu-
lation of Publications on the Internet and Suppression
of Crimes Committed by Means of such Publications”
numbered 5651, which relates mainly to the online pub-
lications and online crimes, does not contain any provi-
sion regarding data centers.

Likewise, Electronic Communication Law numbered
5809 contains no provision related to data centers. “Reg-
ulation on Processing of Personal Data in Electronic

oA Nl Tl g

ninda %60’1ik biiyiime ile diinya biiyiime siralamasinda
ilk siraya yerlestirmigtir.

Kamu kurumlarinda e-devlet ve vatandaga sunulan hiz-
metlerin internet ortamina gecirilmesi projeleri bilgi tek-
nolojileri harcamalarim artirmigtir. Kamu kurumlarimin
hizmet kalitesini gelistirmek amach bilgi teknolojileri ve
veri merkezi alanlarinda yogun yatirimlar yapilmaktadir?

Veri merkezlerinde ve BT varliklarinda uygun 6l¢iilerde
birlestirme, paylasma ve dig kaynak kullamimina gidilerek
ihtiya¢ duyulan internet veri merkezi hizmetlerinin kul-
lanilmasinin, “E-Déniigiim Tiirkiye” gibi biiyiik capli pro-
jelericin avantajli bir ¢6ziim olacagi vurgulanmaktadar.

Giinlimiizde, iletisim ve bilgi teknolojileri yoluyla hizla
globallesen diinya goz 6niine alinarak iilkemizde de bu
konuda cesitli hukuki diizenlemeler yapilmigtir. Ancak
bu diizenlemeler daha ¢ok, bilginin iletildigi/paylasildig
sosyal medya/internet ve benzeri alanlarda yapilan ya-
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Communication Industry and Privacy Act” is based on
Electronic Communication Law; and the article 2 of the
Regulation explicitly states that “keeping communica-
tion data is not included in this Regulation.”

The first article of the “Privacy Act Draft Law,” which is
currently under consideration of Grand National Assem-
bly of Turkey, states that the aim of the law is “to protect
the fundamental rights and freedoms on processing per-
sonal data and to regulate the procedure and principles
on processing personal data by natural or legal person”.
Hence the draft law regulates only the processing proce-
dure of personal data, not data centers which keep and
backup commercial data.

Consequently, there is a legal gap regarding data centers
in Turkish Law, and we hope that this gap will be filled
with new regulations.

3. LEGAL CHARACTER OF THE AGREEMENTS
SIGNED WITH DATA CENTERS

Designating the legal characteristics of agreements
signed with data centers is important to define the legal
liabilities and the applicable law. Below, certain types of
agreements which are common in Turkish law such as
the bailment contract, service contract, and contract of
mandate will be elucidated and the agreements signed
with data centers will be examined.

3.1. Bailment Contract

In Turkish law, bailment contract is regulated by the
article 561 and following of the Turkish Code of Obliga-
tions numbered 6098. Pursuant to the articles, a bail-
ment agreement arises when the bailor, who transfers
the physical possession of a chattel to the bailee whom
subsequently has possession of the property for safe-
keeping, and agrees to restitute the chattel whenever the
bailor demands. The bailment contract is a consensual
contract which is concluded by the mutual consent of
the contracting parties without formality of delivery of
the chattel. However, unless the chattel is delivered, the
bailee shall not be liable on safekeeping?®. Bailment agree-
ments are gratuitous contracts, although parties may de-
cide otherwise on the contract. We can say that the terms
of bailment contracts can be applied to the agreements
signed with data centers to a great extent.

yinlara/sunulan hizmetlere yonelik olup, veri merkezle-
rinin hukuki durumunu ve sorumluluklarini diizenleyen
kapsaml bir mevzuat bulunmamaktadir. Cesitli mevzu-
atlarda bu konunun farkh boyutlarina iligkin hiikiimler
bulunmaktadir. Ornegin 5651 sayili Internet Ortaminda
Yapilan Yayinlarin Diizenlenmesi ve Bu Yayinlar Yoluy-
la Islenen Suglarla Miicadele Edilmesi Hakkinda Kanun
yer saglama hizmeti durumunda hukuki ve idari sorum-
lulugun sadece genel cercevesini ¢izmekte, veri merkez-
lerinin, saklama hizmeti verdikleri kigilere karsi hukuki
sorumluluk rejimine iligkin ayrintih diizenlemelere yer
vermemektedir.

Yine 5809 sayili Elektronik Haberlesme Kanunu, veri
merkezleriyle alakali herhangi bir hiikiim barindirma-
maktadir. Elektronik Haberlesme Kanunu’na dayanilarak
hazirlanan “Elektronik Haberlesme Sektériinde Kisisel
Verilerin Islenmesi ve Gizliliginin Korunmas1 Hakkinda
Yoénetmelik”in 2. Maddesinde “Haberlesmenin icerigine
iliskin verilerin saklanmasinin bu Yénetmeligin kapsami-
na dahil olmadigr” belirtilmektedir.

Tiirkiye Biiyiik Millet Meclisi’'nin giindeminde bekleyen
“Kisisel Verilerin Korunmasi1 Kanun Tasarisi”nin 1.mad-
desinde kanunun amaci olarak “kisisel verilerin iglenme-
sinde kisinin temel hak ve 6zgiirliikleri korumak ve kisisel
verileri isleyen gercek ve tiizel kisilerin uyacaklari usul ve
esaslarin diizenlemek” olarak belirtilmistir. Bu durumda
s6z konusu kanun tasarisi kisisel verilerin islenmesi ile
ilgili olup, ticari verilerin saklanmasi ve yedeklenmesi ile
konularinda hizmet veren veri merkezleri ile alakali degil-
dir.

Goriildigii tizere Tiirk Hukukunda veri merkezleri ile il-
gili mevzuat boslugu bulunmakta olup, ileride yapilacak
yasal diizenlemelerle bu boslugun giderilecegini diisiin-
mekteyiz.

3. VERI MERKEZLERI iLE IMZALANAN SOZLES-
MELERIN HUKUKI NITELiGI

Veri merkezleri ile imzalanan s6zlesmelerin hukuki nite-
liginin belirlenmesi, bu sézlesmelerle ilgili olarak ¢ikacak
sorunlarda hukuki sorumlulugun kapsamin belirlemek
ve uygulanmas gereken hiikiimleri tespit etmek acisin-
dan 6nemlidir. Asagida Tiirk Hukuku'nda yayginlik gos-
teren saklama sozlesmesi, hizmet s6zlesmesi ve vekalet
sozlesmesi incelenecek ve veri merkezleri ile imzalanan
sozlesmelerin hangi s6zlesme tipi kapsaminda kaldig ir-
delenecektir.
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3.2. Service Contract

Service contract is regulated by the articles 393 and fol-
lowing of the Turkish Code of Obligations numbered
6098. According to the articles, an employee is the one
who undertakes to work in the service of an employer for
a limited or unlimited period and the employer under-
takes to pay him a salary based on the amount of time he
works or the tasks he performs. The three main elements
of the employment contracts are; (i) providing services,
(i) the salary and (iii) the commitment. Employment
contracts are not formal contracts unless it is required
by law. Upon the performance of a work that requires
compensation within certain time and the consent of the
employer, the employment contract is considered to be
concluded.

Within the scope of the service contract, the employee
has legal responsibilities such as providing services,
working (art. 395), performing with care and loyalty (art.
396), and obeying (art.399).

According to the article 396 paragraph 3, which regulates
the duty of care and loyalty of the employee; “During the
employment relation, the employee shall not provide
services to a third party for a salary in violation of the
duty of loyalty; and especially shall not compete against
his employer.” However, data centers may provide ser-
vices for multiple companies. Accordingly, although the
agreements signed with data centers contain the liabili-
ties of the employee and two main elements of the service
contract, that is, providing services and paying salary, the
contract lacks the element of commitment. Also, these
agreements contradict the main duties of the employee,
e.g., the duty ofloyalty. Therefore, it cannot be concluded
that the terms of service contracts are consistent with
the contracts signed with data centers. Moreover, salary
in the bailment contract can be demanded only if it is ex-
plicitly expressed on the contract or if it’s in the nature
of situation and circumstances. However, as being one of
the main elements of service contract, the salary is the
point where the two contracts differ.

3.3. Contract of Mandate

Contract of mandate is regulated by the articles 502 and
following of the Turkish Code of Obligations numbered
6098. According to the articles, the mandatary is under
the obligation to perform a particular act in law for the
mandator. If the mandatary is an official or if perform-

3.1. Saklama Soézlesmesi

Saklama sézlesmesi hukukumuzda, 6098 sayili Tiirk
Borclar Kanunu'nun (TBK) 561 ve devami maddelerinde
ayrintih olarak diizenlenmistir. Buna gore saklama soz-
lesmesi, saklatan tarafindan verilen bir taginir esyanin
saklayan tarafindan kabul edilerek giivenli bir yerde sak-
lanmasi ve saklatanin talebi halinde her zaman icin sak-
latana geri verme yiikiimliiliigii yiikleyen bir sézlesme-
dir. Saklama s6zlesmesi, gecerliligi sekle bagh olmayan
ve rizai bir sézlesmedir. Taraflarin rizalarinin birlesmesi
ile s6zlesme tamam olur, saklama konusu malin teslim
edilmesine gerek yoktur. Ancak; saklayanin muhafaza
borcunun dogabilmesi i¢in saklama konusunun teslim
edilmesi gerekir, teslimden 6nce muhafaza borcu dog-
maz®. Saklama s6zlesmesi niteligi itibariyle kural olarak
ivazsiz bir s6zlesmedir ancak aksi sdzlesmede kararlas-
tirilabilir. Veri merkezleri ile imzalanan s6zlesmenin bii-
yiik oranda saklama s6zlesmesi hiikiimlerine uygunluk
gosterdigini s6ylemek miimkiindiir.

3.2. Hizmet Sézlesmesi

Hizmet S6zlegmesi 6098 sayil1 Tiirk Bor¢lar Kanunu'nun
393 ve devami maddelerine ayrintili olarak diizenlen-
migtir. Buna gére hizmet sozlesmesi, iscinin igverene
bagiml olarak belirli veya belirli olmayan siireyle is gor-
meyi ve igverenin de ona zamana veya yapilan ige gore
{icret 6demeyi {istlendigi sézlesmedir. Iscinin igverene
bir hizmeti kismi siireli olarak diizenli bicimde yerine
getirmeyi iistlendigi sozlesmeler de hizmet s6zlesmesi
kapsaminda degerlendirilebilecektir. Niteligi itibariyle
hizmet s6zlesmesinin ii¢ ana unsurdan olustugu genel
kabul gérmiis bir diisiincedir. Hizmet s6zlesmesini olug-
turan unsurlar; (i) is gérme, (ii) ticret ve (iii) bagimhliktur.
Hizmet sézlesmesi, kanunda aksine bir hiikiim olmadik-
ca ozel bir sekle bagh degildir. Bir kimse, durumun gerek-
lerine gore ancak iicret karsiliginda yapilabilecek bir isi
belli bir zaman icin goriir ve bu is de isveren tarafindan
kabul edilirse, aralarinda hizmet sézlesmesi kurulmus
sayilir.

Hizmet sozlesmesi kapsaminda iscinin hizmet sézles-
mesinden dogan bazi bor¢lar1 bulunmaktadir. Is gérme
borcu (TBK m.395), 6zen ve sadakat borcu (TBK m. 396),
itaat borcu (TBK m.399) bu bor¢lardandir.

Iscinin 6zen ve sadakat borcunu diizenleyen 396. mad-
denin 3. fikrasina gore; “Isci, hizmet iligkisi devam ettigi
siirece, sadakat borcuna aykiri olarak bir ticret karsiligin-
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ing the definite act is in nature of his profession, or if it
is announced that such act would be performed by him,
unless a proposal is not clearly and immediately refused,
the contract of mandate is considered to be concluded.
The content of the mandate, unless it is clearly defined
on the contract, is determined by the nature of the per-
formed act.

According to the Code numbered 6098, the obligations
of the mandatary are; (i) performance in accordance with
the directions (art. 505), (ii) personal performance, loy-
alty and due diligence (art 506), (iii) accountability (art.
508), (iv)transfer of the acquired rights to the mandator
(art. 509).

When the obligations of the mandatary are examined in
detail in light of the information mentioned above, even
though the responsibilities of performing an act in law in
exchange of wage, personal performance, loyalty and due
diligence are applicable to the contracts signed with data

da ticiincii kisiye hizmette bulunamaz ve 6zellikle kendi
igvereni ile rekabete girisemez”. Oysa veri merkezleri
birden cok ticari girketin verilerini saklayabilmektedir.
Bu yoniiyle diisiintildiigiinde, her ne kadar veri merkez-
leri ile imzalanan s6zlesmeler hizmet sézlesmesinde ig-
ciye yliklenen borglar: ve hizmet s6zlesmelerinin temel
unsurlari olan is gérme ve iicret unsurlarini biinyesinde
barindirsa da, hizmet s6zlesmelerinin temel unsuru olan
bagimhlik unsurunu icermedigi icin ve sadakat borcu
gibi iscinin temel borg¢larindan birine yapis: itibariyle
aykirilik gosterdigi icin, veri merkezleri ile imzalanan
sozlesmelerin hizmet s6zlegmesi hiikiimlerine uydugu
sOylenemez. Kald1 ki saklama s6zlesmesi kapsaminda
iicret, eger sozlesme ile acikca diizenlendiyse veya du-
rum ve kosullar gerektiriyorsa istenebilecektir. Oysa
ticret, hizmet sozlesmesinin temel unsurlarindan olup
hizmet s6zlegmeleri ile saklama s6zlesmeleri bu yoniiyle
de birbirinden ayrilmaktadir.
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centers, itis clear that the responsibilities of accountabil-
ity and transfer of the acquired rights to the mandator are
not applicable in the contracts signed with data centers.
Because in the contracts signed with data centers manda-
tary does not acquire rights by performing the act, there
is no responsibility to transfer. Likewise, the obligation
of accountability does not accord with the characteristics
of contracts signed with data centers. In that way, even if
the contracts signed with data centers contain the main
elements, such as personal performance, loyalty and due
diligence, of the contract of mandate, since accountabili-
ty and the transfer of the acquired rights to the mandator
are not applicable, the contracts signed with data centers
cannot be characterized as contracts of mandate.

In conclusion, contracts signed with data centers might
be characterized as bailment contracts containing some
of the elements of service contracts and mandate con-
tracts. Hence, contracts signed with data centers may be
described as mixed contracts.

3.3. Vekalet So6zlesmesi

Vekalet Sozlesmesi 6098 sayili Tiirk Borclar Kanununun
502 ve devami maddelerinde ayrintih olarak diizenlen-
mistir. Buna gore vekalet sézlesmesi, vekilin vekalet ve-
renin bir isini gérmeyi veya iglemini yapmay iistlendigi
sozlesmedir. Kendisine bir igin gériilmesi 6nerilen kisi,
bu isi gorme konusunda resmi sifata sahipse veya isin
yapilmasi mesleginin geregi ise ya da bu gibi isleri kabul
edecegini duyurmugsa, bu 6neri onun tarafindan hemen
reddedilmedikce, vekalet s6zlesmesi kurulmusg sayilir.
Vekaletin kapsami, sozlesmede acik¢a gosterilmemigse,
goriilecek isin niteligine gore belirlenir.

6098 sayili TBK’ya gore vekilin bor¢lar: sunlardir: tali-
mata uygun ifa (TBK m. 505), sahsen ifa, sadakat ve 6zen
gosterme (TBK m. 506), hesap verme (TBK m. 508), edi-
nilen haklarin vekalet verene gecisi (TBK m. 509).
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4. LIABILITIES OF THE PARTIES IN DATA STOR-
AGE CONTRACTS

4.1. Liabilities Of Parties in Bailment Agreements

According to the article 561 of the Turkish Code of Obli-
gations, a contract of bailment is a contract in which the
bailee undertakes to take receipt of a chattel entrusted
to him by the bailor and to keep it in a safe place. The
bailee may claim remuneration only where this has been
expressly stipulated or was to be expected in the circum-
stances. At this point, whereas the bailee is obligated to
keep the chattel safe, the bailor is obligated to pay a fee
to the bailee.

4.1.1. Liabilities of the Bailor

The liabilities of the bailor are regulated by the articles
562 and following of the Turkish Code of Obligation;

a. Article 562 stipulates that the bailor must reimburse
the bailee for expenses incurred in performance of the
contract. He is liable to the bailee for loss or damage
caused by the bailment unless he can prove that such
loss or damage occurred through no fault of his own.

b. Article 564 regulates that in case the contract is
bound for a stipulated term and if the bailor demanded
the chattel before the expiry of stipulated time, the bail
or shall be liable for the expenses which are made by
the bailee in the stipulated time.

c. Article 566 regulates that in case the bailee returns
the chattel, the bailee shall be liable for damages and
expenses.

4.1.2. Liabilities of the Bailee

Liabilities of the bailee are regulated by the Turkish Code
of Obligation art. 563 and following;

a. Article 563 regulates that the bailee shall not use the
chattel without the bailor’s permission. Acting opposed
to this prohibition, the bailor shall be liable for the us-
age and the bailee is liable for contingent damages as
well unless the bailee can prove that even if the chattel
was not used the damage would still have occurred.

Yukarida yer alan agiklamalarimiz 1s181inda vekilin bore-
lari1detayli bir sekilde incelendiginde, bir ticret karsihgin-
davekil edenin bir isinin yapilmasi, sahsen ifa, sadakat ve
6zen gosterme borclar1 veri merkezleri ile imzalanan
sozlesmelerin niteli§ine uygun diisse de, hesap verme
borcunun ve edinilen haklarin vekéalet verene gecmesine
iligkin borcun veri merkezleri ile imzalanan s6zlegme-
lerde yer bulamayacag1 goriilecektir. Ciinkii veri mer-
kezleri ile imzalanan s6zlesmelerde vekilin isi goriirken
hak edinmesi ve edindigi bu hakki vekalet verene gegir-
me borcu altinda bulunmasi gibi bir durum s6z konusu
degildir. Yine vekilin/veri merkezinin verdigi saklama
hizmeti ile ilgili hesap verme borcu altinda olmasi veri
merkezleri ile imzalanan s6zlegmelerin niteligine uygun
diismemektedir. Bu yoniiyle diisiiniildiigiinde, veri mer-
kezleri ile imzalanan s6zlegmelerin, her ne kadar vekalet
sozlesmelerinin asli unsurlar1 olan sahsen ifa, sadakat
ve 6zen gosterme borclarim biinyesinde barindirsa da,
vekalet sdzlesmelerinin temel unsuru olan hesap verme
ve edinilen haklar1 gecirme unsurlarin icermedigi icin,
veri merkezleri ile imzalanan s6zlesmelerin vekalet s6z-
lesmesi niteliginde oldugu séylenemez.

Yukaridaki agiklamalar 15181nda, veri merkezleri ile im-
zalanan s6zlesmelerin nitelik itibariyle, hizmet sozles-
mesi ile vekalet s6zlesmesinin bazi unsurlarini da icinde
barindiran bir saklama sézlesmesi oldugu diisiiniilebilir.
Bu yoniiyle veri merkezleri ile imzalanan sézlegmelerin
karma sozlegmeler oldugunu belirtmek yanlis olmaya-
caktir.

4. VERi SAKLAMA SOZLESMELERI ILE TARAF-
LARA YUKLENEN YUOKUMLULUKLER

4.1. Saklama S6zlesmeleri ile Taraflara Yiiklenen
Yiikiimliiliikler

Bor¢lar Kanunu'nun saklama sézlesmelerini diizenleyen
561. maddesine gore; saklama sozlesmesi saklayanin,
saklatanin kendisine biraktig1 bir taginir1 giivenli bir yer-
de koruma altina almay iistlendigi s6zlesmedir. Acikca
6ngoriildiigi veya durum ve kosullar gerektirdigi tak-
dirde saklayan iicret isteyebilir. Bu noktada genel olarak
saklayan, saklatan tarafindan kendisine birakilan taginir
giivenli bir yerde koruma altina alma borcu altinda oldu-
gu gibi, saklayan ise s6zlesmede acikca kararlagtirilmigsa
veya kogullar bu hususu gerektiriyorsa, saklayana bir {ic-
ret 6deme borcu altindadir.
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b. Article 564 regulates that even if the contract is con-
cluded for stipulated term, in case the bailor demands,
the bailee shall return the chattel with all of its repro-
ductions.

c. The bailee shall not return the chattel before the stip-
ulated date. However the bailee may return the bailed
chattel before expiry of the stipulated term only where
unforeseen circumstances render the bailee unable to
keep the chattel safely or without detriment to himself.
The bailed chattel is returned, at the risk and expense
of the bailor, to the same place where it was to be kept.

d. Pursuant to the article 568, if a third party claims title
to the bailed chattel, the bailee remains obliged to re-
turnitto thebailor, unless it has been attached by court
order or the third party has brought action to establish
title against the bailor. In the event of an attachment
by court order or a filing of an action to establish title,
the bailee is obliged to inform the bailor immediately.

e. Pursuant to the article 570, unless clearly author-
ized by the bailor, the bailee shall not dispose of fungi-
ble goods or negotiable instruments.

4.1.3. Comparison of Liabilities of the Parties in
Bailment Contracts and in the Contracts Signed
with Data Centers

Since the contracts signed with data centers correspond
mainly with bailment contracts; it is safe to say that li-
abilities involved in bailment contracts are also applica-
ble to the contracts to which a data center is a party of.
Apart from the liabilities regulated by law, it is possible to
add additional liabilities to the contracts signed with data
centers. Pursuant to the principle of freedom of contract,
parties may agree to special covenants to avert possible
risks. If one of the parties breaches the contract, under
the special provisions of the bailment agreements, or if
thereis none, under the general provisions, wrongful acts
might be subject to claims for damages.

5. LIABILITIES OF DATA CENTERS IN DATA STOR-
AGE

In this chapter, primarily some of the legal problems in
keeping/housing/storing data will be explained, and then
data centers’ liabilities in this context will be discussed.

4.1.1. Saklatanin Borclar

Saklatanin borg¢lari, Bor¢lar Kanunu'nun 562 ve devami
maddelerinde diizenlenmistir. Buna gore saklatan,

a.562. maddeye gore sdzlesmenin ifasinin zorunlu kil-
dig1 biitiin masraflar1 6demekle ve kendi kusurundan
ileri gelmedigini ispat etmedikge, saklayanin saklama-
dan dogan zararlarini gidermekle yiikiimliidiir.

b. 564. maddeye gore belirli siireli sézlesmelerde sakla-
ma sodzlesmesinin siiresinin bitiminden énce saklani-
lan seyin iadesini saklayandan talep etmigse, saklaya-
nin bu belirli siire i¢in yapmig oldugu masraflar1 6de-
mekle yiikiimliidiir.

c. 566. maddeye gore saklayan saklanani geri veriyorsa,
masraflar1 ve hasar1 6deme borcu altindadir.

4.1.2. Saklayanin Borglan

Saklayanin borglar1 Bor¢lar Kanununun 563 ve devami
maddelerinde diizenlenmistir. Saklayan;

a.563. maddeye gore saklatanin izni olmadik¢a saklanani
kullanmama borcu altindadir. Bur bor¢ kapsaminda
saklayan kullamim yasagina aykir1 davranmasi duru-
munda saklatana uygun bir kullanim bedeli 6deme ve
saklanmilan mali kullanmamig olsayd: bile bu zararin
dogacagini ispat etmedikce beklenmedik halden doga-
cak zararlardan da sorumludur.

b. 564. maddeye gore saklama s6zlesmesinde bir siire be-
lirlenmis olsa bile saklatanin her zaman ileri siirebi-
lecegi istemi {izerine, saklanam biitiin ¢ogalmalariyla
birlikte geri verme borcu altindadir.

c. Saklayan belirlenmis olan siirenin bitiminden 6nce
saklanani geri vermeme borcu altindadir. Ancak 6ngo-
rillemeyen durumlar dolayisiyla sézlesmenin devami
saklanan i¢in tehlikeli veya saklayan icin zararl olursa
veya saklama sdzlesmeleri i¢in siire belirlenmedigi du-
rumlarda her zaman, saklayanin saklanani geri verme-
sine kanunca cevaz verilmigtir. S6z konusu geri verme,
masraflar1 ve hasari saklatana ait olmak iizere korun-
masi gereken yerde yapilacaktir.

d. 568. maddeye gore saklanan iizerinde ayni hak iddia-
sinda bulunulmasi durumunda, saklanan haczedilme-
dikce veya saklayana istihkak davasi acilmadikea, sak-

ARTICLETTER|SUMMER 2015



.

’ \l t -
- -
5.1. Disclosure or Selling of the Trade Secrets

In our opinion, the most probable problem to be con-
fronted on the subject of storing data is selling or disclo-
sure of trade secrets. In this case, data centers shall be
held liable both legally and criminally.

5.1.1. Legal Liability

In pursuance of a bailment contract, selling the retained
data might be evaluated under the prohibition of the use
of the chattel. Acting against this prohibition, the bailee
shall be liable for both the usage fee and the indemnifi-
cation of contingent damages as regulated by the arti-
cle 563 of the Code of Obligations. However, there is no
special regulation on disclosure of trade secrets in the
Code of Obligations. In this case, indemnification may be
demanded under general provisions of the Code of Obli-
gations. If the contract includes additional penalty or li-
ability clauses, the damage arising out of sale or reveal of
trade secrets may be demanded.

lanam saklatana geri vermek; saklananin haczedildigi
veya kendisine kars1 istihkak davasi acildii durum-
larda ise durumu hemen saklatana bildirmek borcu
altindadur.

e.570. maddeye gore saklatan tarafindan kendisine agik-
cayetki verilmedikce saklanan misli esya veya kiymetli
evrak iizerinde tasarrufta bulunmama borcu altinda-
dir.

4.1.3. Taraflarin Saklama Sézlesmelerinden Kay-
!\aklanan Yiikiimliiliiklerinin Veri Merkezleri ile
Imzalanan Sézlesmelerle Karsilastiriimasi

Veri merkezleri ile imzalanan sozlesmeler biiyiik 6l¢iide
saklama s6zlesmelerine benzediginden saklama sozles-
melerinden kaynaklanan yiikiimliiliikler, veri merkez-
leri ile imzalanan s6zlesmelerde yer alan taraflar icin de
gecerli olacaktir. Ayrica veri merkezleri ile imzalanan
sozlesmelerle taraflara ilave yiikiimliiliikler getirmek de
miimkiindiir. S6zlesme serbestisi ilkesi uyarinca taraflar
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5.1.2. Criminal Liability
5.1.2.1. Article 239 of the Turkish Penal Code

The article 239 of Turkish Penal Code (“TPC”) num-
bered 5237, regulates the disclosure of trade secrets,
banking or customer information:

Article 239 - Revealing confidential commercial,
banking or customer information

(1) Any person who delivers information or documents
which he holds by virtue of office about the custom-
ers, or discloses business secrets, banking secrets
loc is sentenced to imprisonment firom one year to
three years, and also imposed punitive fine up to
five thousand days upon complaint. In case of deliv-
ery or disclosure of this information or documents

olasi riskleri bertaraf etmek amaciyla 6zgiin sézlesme
hiikiimleri de belirleyebilirler. Bu halde, taraflardan bi-
rinin yiikiimliiliiklerine aykir1 davranmasi durumunda,
sozlesme hiikiimleri; sézlesmede hiikiim yoksa saklama
sozlesmelerine yonelik 6zel hiikiimler; 6zel hiikiimlerde
de bu hususa iligkin bir hiikiim olmamasi halinde genel
hiikiimler geregince tazminat istenebilmesi miimkiin-
diir.

5. VERI MERKEZLERININ VERILERIN TUTULMA-
S1 BAKIMINDAN SORUMLULUKLARI

Bu béliimde 6ncelikle verilerin tutulmasi/saklanmasi/
depolanmas1 bakimindan karsilagilmasi ¢cok muhtemel
bazi sorunlar irdelenecek, sonrasinda ise bahsi gecen so-
runlar konusunda nasil veri merkezlerinin sorumluluk-
lar1 tartigilacaktir.
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to unauthorized individuals by the persons who
unlawfully acquired such information/documents,
the offender is punished according to the provision
of this subsection.

(2) Provisions of first subsection are applicable also
for the information relating to scientific research-
es or discoveries or industrial practices.

(8) Punishment to be imposed is increased by one
third in case of disclosure of these secrets to the
foreigners or their personnel domiciled outside of
Turkey. In that case, no complaint is sought.

(4) Any person who leads another person to disclose
the information or documents within the scope of
this article by using force or threat is punished with
imprisonment from three years to seven years.

5.1.2.2. The Government Proposal about Trade
Secrets, Banking Secrets and Customer Secrets

If enacted, “The Government Proposal on Trade Secrets,

Banking Secrets and Customer Secrets” shall be the ma-

jor regulation on the subject. According to its reasoning,

the purview is “To regulate the basis and procedures about
disclosure, usage, protection and limitation of the trade
secrets, banking secrets and customer secrets of Public
or Private institutions’ and financial sector’s Productive,

Consumption and Service companies and companies of
banking, insurance and capital market and the trade rela-

tions of their customers.”

The law shall be applied to information, documents and
electronic registries about the trade, banking, and cus-
tomer secrets of banking, insurance, finance companies,
and commercial or manufacturing companies owned by
public or private institutions. Pursuant to the penal pro-
visions of article 8, public officials and other people who
discover the given secrets directly or indirectly and who
violate the confidentiality obligation in the article 6, shall
be punished by the article 239 of the Turkish Penal Code
if he or she reveals information or uses it in order to ob-
tain material benefits or to cause damage. Public officials
who violate the confidentiality regulated by the article 7
shall be punished to imprisonment for one to three years
and up to ten thousand days of judicial fine.

5.1. Ticari Verilerin ifsa Edilmesi veya Satilmasi

Kanaatimizce, verilerin saklanmasi ve depolanmasi ko-
nusunda karsilagilmas1 muhtemel en biiyiik sorun ticari
verilerin, veri merkezleri tarafindan ifsa edilmesi veya
satilmasidir. Bu durumlarda veri merkezinin hem huku-
ki hem de cezai sorumlulugu giindeme gelecektir.

5.1.1. Hukuki Sorumluluk

Oncelikle, saklama sozlesmesi geregince saklanan verile-
rin satilmasi kullanim yasagi kapsaminda goriilebilir. Bu
yasaga aykir1 davranilmasi halinde Bor¢lar Kanununun
563.maddesinde yer alan, kullanim bedeli 6deme borcu
ve beklenmedik halden dogacak zararlarin 6denmesi
giindeme gelecektir. Ancak bilgilerin ifsas1 bakimindan
Bor¢lar Kanunu'nda 6zel bir diizenleme yer almamak-
tadir. Bu durumda olayin niteligine gore genel hiikiim-
ler uyarinca tazminat istenmesi miimkiin olabilecektir.
Sozlesme ile cezai sart ve benzeri yiikiimliiliikler karar-
lagtirilmasi halinde de ticari verilen ifsa edilmesi veya
satilmasi durumlarinda s6z konusu hiikiimlere gidilmesi
miimkiin olabilecektir.

5.1.2. Cezai Sorumluluk
5.1.2.1. Tiirk Ceza Kanunu’nun 239. Maddesi

5237 sayili Tiirk Ceza Kanunu'nun (TCK) 239. maddesi
de ticari sir, bankacilik sirr1 veya miigteri sirr1 niteligin-
deki bilgi ve belgelerin aciklanmasini diizenlemektedir:

“(D Stfat veya gorevi, meslek veya sanati geregi vakif
oldugu ticari swr, bankacilik sirrt veya miisteri sirri
niteligindeki bilgi veya belgelert yetkisiz kisilere ve-
ren veya ifsa eden kigi, sikayet iizerine, bir yildan tic
yila kadar hapis ve beg bin giine kadar adli para ceza-
st ile cezalandirilir. Bu bilgi veya belgelerin, hukuka
aykwriyolla elde eden kigiler tarafindan yetkisiz kisi-
lereverilmesi veya ifsa edilmesi halinde de bu fikraya
gére cezaya hiikmolunur.

(2) Birinci fikra hiikiimleri, fenni kesif ve buluglart
veya sinai uygulamaya iliskin bilgiler hakkinda da
uygulanir.

(3) Bu sirlar, Tiirkiye'de oturmayan bir yabanciya
veya onun memurlarina aciklandig takdirde, faile
verilecek ceza iicte biri oraminda artiritlir. Bu halde
stkayet kosulu aranmaz.
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5.1.2.3. Article 136 of Turkish Penal Code

The article 239 of the Turkish Penal Code regulates the
sanction of unlawful acquisition or disclosure of per-
sonal data. According to the article “Any person who un-
lawfully delivers data to another person, or publishes or
acquires the same through illegal means is punished with
imprisonment from one year to four years.”

At this point, the question whether the data held by data
centers is personal data should be discussed. The “per-
sonal data” is not clearly defined within the existing legis-
lation. 12% Penal Court of Cassation has argued the exact
meaning of the term in the case numbered 2012/16872 E.
and 2012/18221 K. The Court has reached the conclusion
that the meaning of the term is “information belonging
to anatural person”. In the Government Proposal of Pro-
tection of Personal Data, the definition of personal data
is “all information related to a particular or identifiable
natural or legal person.”

The questions whether the information concerning le-
gal persons such as entities could be defined as personal
data and whether the legal protection regulated in TCP
shall be applied to personal data of legal entities are some
of the matters that should be discussed by legal scholars
and regulated by law in order to fill the gap.

5.2. Service Interruption

One of the problems about the services provided by data
centers is the interruption of service due to technical,
material or financial reasons and the companies’ inabil-
ity to reach their e-mails or similar information stored in
servers of a data center.

However, it is useful to make a dual distinction at this
point. As mentioned previously, as well as providing
housing services to back up documents, data centers
may also provide online keeping/housing/using servic-
es when required. For example, instead of being stored
in companies’ own servers, some mail or other mate-
rial servers are stored in the web of data centers. At this
point, the call back for using of the mails and such infor-
mation stored on the web is highly possible, and the in-
terruption of services and the company’s inability to use
mail and such material is very likely. Of course, penalty
clauses related to the service interruption may be added
to the contract to avoid this type of risks.

(4) Cebir veya tehdit kullanarak bir kimseyi bu madde
kapsamina giren bilgi veya belgeleri aciklamaya
mecbur kilan kigi, ii¢ yildan yedi yila kadar hapis
cezastyla cezalandirilir”

5.1.2.2. Ticari Sir, Banka Sirn ve Miisteri Sirn
Hakkinda Kanun Tasarisi

“Ticari Sir, Banka Sirr1 ve Miisteri Sirr1 Hakkinda Kanu-
nu Tasaris1”, kanunlagtig1 zaman bu konuda ¢ok énemli
bir mevzuat haline gelecektir. S6z konusu tasarinin ge-
rekcesine gore kanunun amacy; “iktisadi ve ticari sektor-
ler ile mali sektorde tiretim, tiiketim ve hizmet alanlarin-
da faaliyet gosteren ticari isletme ve girketler, bankalar,
sigorta sirketleri ve sermaye piyasast aract kurumlart ile
bunlarla ticari iliskide bulunan miisterilerin; ticari s,
banka sirrive miisteri sirrinin agtklanmast, verilmesi, kul-
lamilmast, korunmast ve stnirlandirilmasina iliskin esas ve
usulleri diizenlemektir.”

Kanun, kamu veya 6zel sektore ait ticari isletmeler ve
iiretim faaliyetinde bulunan sirketler ile bankacilik, si-
gortacilik, mali ve sermaye piyasalarinda faaliyet goste-
ren sirketlerin ticari sirlari, banka sirr1 ve miigteri sirla-
riyla ilgili bilgi, belge ve elektronik ortam kayit ve verileri
hakkinda uygulanacaktir. Tasarinin 8.maddesinde yer
alan ceza hiikiimleri geregince; verilen sirlar1 dogrudan
veya dolayisiyla 6grenen kamu gorevlileri ve diger kisiler,
6. maddede belirtilen sir saklama yiikiimliiliigiine aykir
davranarak sirlari ifsa etmesi ya da kendisine veyabagka-
sina menfaat saglamak veya zarar vermek amaciyla kul-
lanmas1 durumunda 5237 sayili Tiirk Ceza Kanunu’nun
239.maddesine gore cezalandirilacaktir. Kanun'un 7.
Maddesinde diizenlenen koruma yiikiimliiliigiine aykiri
davranana kamu gorevlisi de bir yildan ii¢ y1la kadar ha-
pis ve on bin giine kadar adli para cezasi ile cezalandiri-
lacaktir.

5.1.2.3. Tiirk Ceza Kanunu’nun 136. Maddesi

Yine Tiirk Ceza Kanunu'nun 136. maddesinde kigisel ve-
rileri hukuka aykir: olarak bir bagkasina verme veya ele
gecirme sucunun yaptirimi diizenlenmistir. Buna gore;
“Kisisel verileri, hukuka aykiri olarak bir bagkasina veren,
yayan veya ele geciren kisi, iki yildan dort yila kadar hapis
cezast ile cezalandirilir.

Bunoktada veri merkezleri biinyesinde tutulan bilgilerin
kisisel veri olarak kabul edilip edilemeyecegi tartigilmali-
dir. Mevcut mevzuatta kisisel veri acik bir sekilde tanim-
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Although the Code of Obligations does not contain a pro-
vision on the subject, in the light of the judgments of the
Court of Cassation discussed below, there is no restric-
tion on demanding the damages according to the general
provisions of Code of Obligations for violating the con-
tract’s terms and conditions.

5.3. Physical Conditions of Data Centers

Another problem concerning data centers may be their
physical conditions. Data centers must operate the facili-
ties under appropriate conditions, and they must main-
tain safety, and must have an active fire extinguisher sys-
tem.

lanmig degildir. Yargitay 12. Ceza Dairesi’nin 2012/16872
E. 2012/18221 K. sayili kararinda kisisel veri kavraminin
tam olarak ne ifade ettigini tartisilmig ancak sonug ola-
rak kigisel verinin gercek kisiye ait bilgiler oldugu so-
nucuna varllmgtir. Kisisel Verilerin Korunmas: Kanun
Tasarisr'nda kisisel verinin tanimi “belirli veya kimligi
belirlenebilir gercek ve tiizel kisilere iligkin biitiin bilgi-
ler” olarak yapilmigtir. Bu durumda tiizel kisilere iligkin
bilgilerin de kigisel veri olarak degerlendirilebilip deger-
lendirilemeyecegi ve kisisel verilerin bu yolla TCK’daki
korumadan yararlanip yararlanamayacagl doktrince
tartisilmasi ve kanunla acikca diizenlenmesi gereken hu-
suslardan birisidir.
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To avert the probable problems in this regard, additional
clauses should be inserted into contracts signed with data
centers for maintaining the center under the appropriate
conditions, employing security guards 24/7 for 365 days,
setting up the closed circuit camera systems, and keep-
ing the fire prevention system active. It is also possible to
insert penalty clauses to the contract concerning a mal-
function caused by the physical condition of data centers.

Evenif the parties did not prescribe such penalty clauses,
it is still possible to claim damages under the notion of
the bailee’s liability of care. Although there is no provi-
sion regarding due care liability of the bailee, it has been
reflected in the decisions of the Court of Cassation. 13%
Civil Court of Cassation stated: “Bailment is a contract
under which the bailee is obligated to accept and retain
the moveable in a safe place. The plaintiff with this action
claims for the compensatory damages due to the defend-
ant’s violation of due care liabilities that arise from the
contract.*” In this perspective, it is possible to claim for
damages under due care liability within the context of
aforementioned problems.

5.2. Hizmetin Kesilmesi Durumu

Veri merkezleri tarafindan verilen hizmetle alakal ola-
rak ctkmas1 muhtemel sorunlardan bir digeri cesitli tek-
nik, maddi veya mali sebeplerle hizmetin kesilmesi ve
sirketlerin veri merkezinde bir sunucu iizerinde tutulan
maillerine veya diger nitelikteki bilgilerine ulagamama-
laridur.

Ancak burada ikili bir ayrimin yapilmasinin faydal ola-
cag1 kanaatindeyiz. Bilindigi {izere veri merkezlerinde
sadece arsiv belgelerinin ya da yedeklerinin saklanmasi/
depolanmasi hizmetleri verilebildigi gibi, internet tize-
rinden mail ve sair daha dinamik bilgilerin saklanmasi/
depolanmasi/ve gerektiginde kullanilmasi hizmeti veri-
lebilmektedir. Ornegin bazi mail ya da bagka materyal-
lerin sunuculan sirket biinyesinde bir sunucuda tutul-
maktan ziyade bir veri merkezindeki ag biinyesinde de
tutulmaktadir. Bu noktada sadece arsiv belgelerinin de-
polanmasindan ziyade, ag biinyesinde tutulan maillerin
ve sair bilgilerin kullanilmak {izere geri cagrilmasi daha
yiiksek bir ihtimal olup, hizmetin kesilmesi ve mail vb.
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5.4. Pilferage of Data Because of Vicious At-
tacks of Third Parties

One of the problems to be confronted is the stolen data
by the vicious attacks of third parties (hackers).There is
no special provision in the legal system on this subject.
However, some of the judgments of the Court of Cassa-
tion are guiding. On one of the judgments, 13* Civil Court
of Cassation examined the incident of stolen properties

materyallerin ticari sirketler tarafindan kullanilamama-
st durumu ¢cok daha muhtemeldir. Pek tabii ki bu riskleri
bertaraf etmek amaciyla hizmetin kesilmesi durumu icin
cezai sart belirlenebilir.

Sozlesmeye bu yonde bir hiikiim konulmamas1 duru-
munda, her ne kadar Bor¢lar Kanununun saklama soz-
lesmesine iliskin hiikiimlerinde bu konuda bir hiikiim
yer almiyor olsa da, agagida yer verilen Yargitay kararlar:
15181nda, Bor¢lar Kanunu'nun genel hiikiimleri geregince
sozlesmeye aykirilik sebebiyle tazminat talep edilmesi-
nin 6niinde bir engel bulunmamaktadir.

5.3. Veri Merkezlerinin Fiziksel Durumu

Veri merkezleri bakimindan kargilagilacak sorunlardan
bir digerinin veri merkezlerinin fiziksel kogullarina ilis-
kin olmas1 muhtemeldir. Fiziksel kogullardan kasit veri
merkezlerinin siirekli olarak uygun kosullarda tutulma-
s1, veri merkezlerinin giivenliginin saglanmasi ve yangin
onleme sistemlerinin etkin bir bicimde ¢alismasi olabilir.

Bubaglamda, ¢ikabilecek sorunlari bertaraf etmek iizere
veri merkezlerinin bakim ve onariminin siirekli olarak
uygun kosullarda tutulacagina, 365 giin 24 saat giiven-
lik personeli istihdam edilecegine, kapali devre kamera
sistemleri kurulacagina ve yangin sistemlerinin etkin bir
bicimde calisacagina iligkin hiikiimler veri merkezleri
ile imzalanan sozlesmelere dahil edilmelidir. S6zlesme-
ye bu hiikiimlere aykirilik halinde cezai sart konulabilir,
veri merkezinin fiziki sartlarindan kaynaklanan bir ak-
saklik halinde cezai sart devreye sokulabilir.

Soézlesmede bu hususa iligkin bir cezai sart ve benzeri hii-
kiim bulunmamasi durumunda ise yine saklayanin 6zen
borcu kapsaminda genel hiikiimlere gore tazminat talep
edilebilmesi miimkiindiir. Saklayanin 6zen borcu, ka-
nunda yer almayan ancak Yargitay’in az sayida kararinda
yansimasini bulan bir borg olup, Yargitay 13. Hukuk Dai-
resinin konuya iligkin bir kararinda s6yle denilmektedir:
“Gergekten de saklama bir sozlesmedir ki onunla saklayct,
saklatanca kendisine birakilan taginir bir mali kabul etme
ve onu gtivenli bir yerde koruma borcu altina girer. Davaci,
bu davasinda davalinin sézlesmenin kendisine yiikledigi
giiven ve ézenle koruma borcuna aykirt davranmast ne-
deniyle olugan zararin istemigtir*” Bu itibarla yukarida
bahsi gecen sorunlar baglaminda 6zen borcu kapsamin-
da tazminat talep edilebilecegi sGylenebilir.

GSI1193




-0>70

[

3

by breaking into a car that was parked in a parking lot of
a mall. The Court found that the Mall Administration
violated its due care responsibilities and held it liable
for damages®. In another case, a motorcycle parked at a
store’s parking lot was stolen. The court found the store
administration liable for damages for failing to install ap-
propriate security systems®.

Pursuant to these judgments of the Court of Cassation,
bailment contract terms are also applicable to hack-
ers’ break into secure networks of data centers in order
to steal data. Therefore, it is highly recommended that
data centers install necessary security systems in order
to keep the data safe. Failure to install such systems may
constitute a violation of due care liabilities, and damages
may be claimed under the general provisions or under
additional clauses of the contract. B
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5.4. Uciincii Kisilerin Hukuka Aykin Saldinlan
Sonucu Verilerin Calinmasi

Uciincii kisilerin (bilgisayar korsanlarinin) saldirilar1 so-
nucu verilerin calinmasi kargilagilmasi muhtemel sorun-
lardan biri olup, bu konuda Kanun’da 6zel bir diizenleme
yer almamaktadir. Ancak bu konuda Yargitay’in bazi ka-
rarlar yol gosterici niteliktedir. Bu kararlardan birinde
Yargitay 13. Hukuk Dairesi bir aligveris merkezinin oto-
parkina birakilan aracin caminin kirilmasi suretiyle bir
kisim egyalarin ¢calinmasi olayini irdelenmekte ve aligve-
ris merkezi yonetiminin 6zen borcuna aykirilik sebebiy-
le tazminat 6demesi gerektigini sdylemektedir®. Yargitay
yine 13. Hukuk Dairesi’nin bir bagka kararinda magaza
otoparkina birakilan motosikletin ¢alinmasi olayinda,
giivenlik 6nlemlerini almayarak miisterinin zarara ugra-
masina sebep olan magaza yonetimi hakkinda tazminata
hitkmetmigtir®.

Soz konusu Yargitay kararlarindan hareketle, veri mer-
kezlerine bilgisayar korsanlar: tarafindan yapilacak sal-
dirilar bakimindan da saklama s6zlesmesi hiikiimlerinin
gecerli olmas1 nedeniyle veri merkezlerinin bilgilerin
saklanmasi yoniinden gerekli 6nlemleri almasi gerekti-
gini sdylemek yanls olmayacaktir. S6z konusu yiikiim-
lilliigiin ihlali halinde ise genel hiikiimlere gore tazmi-
nat talep edilebilmesi veya imzalanan s6zlesmelerde bu
konuda bir hiikiim varsa ayrica talepte bulunulabilmesi
miimkiin olacaktir. B
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