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1.INTRODUCTION

HE USAGE OF THE INTERNET IN TURKEY IS INCREASING RAP-

idly. In conjunction with this increasing use, the

regulation of the Internet continues to be at the fore-

front of the Turkish legal agenda. The regulation of
the Internet in Turkey is a dynamic area in which the legal
and institutional framework has been subject to two sub-
stantial reforms. It is noteworthy that preventing access
to illegal and harmful Internet content and the extent of
liabilities of Internet actors are the major issues that have
substantially influenced the discourse of regulation. The
legal framework dealing with this issue has evolved gradu-
ally and has been primarily shaped by the political agenda
of trying to find equilibrium between the prevention of
crime, the protection of personal rights and privacy while
maintaining the free flow of information.

The main legal framework governing the Internet in Tur-
key is Law numbered 5651 entitled the Regulation of Pub-
lications on the Internet and Combating Crimes Commit-
ted by Means of Such Publications (hereafter “Internet
Law”). Internet Law mainly regulates three issues:

(1) The legal, criminal and administrative liability of Inter-
net actors such as content providers, hosting providers,
Internet service providers (or so called access provid-
ers) and public use providers;

(2) The access restriction procedure for certain crimes and
the details for combatting such crimes;

1. GiRiS

URKIYE’'DE INTERNET KULLANIMI HIZLA ARTMAKTADIR.

Hizla artan bu kullanimla birlikte, internetin diizen-

lenmesi Tiirkiye’'de giindemin 6nemli konularindan

birisi olmaya devam etmektedir. Tiirkiye’de Interne-
tin diizenlenmesi dinamik bir alandir ve yasal ve kurumsal
cerceve iki ana reform siireci gecirmistir. Hukuka aykiri ve
zararh Internet icerigiyle miicadele ile Internet aktorleri-
nin hukuki sorumlulugunun kapsami regiilasyonun yonii-
nii esash sekilde etkileyen hususlar olmustur. Bu alandaki
yasal cerceve zamanla gelismistir ve temel olarak sucun
6nlenmesi, bireylerin kisilik haklarinin korunmasi ve bilgi
akiginin saglanmasi alaninda denge saglama politik tartig-
malari cercevesinde sekillenmistir.

Tiirkiye’de, Internet ile ilgili temel yasal cerceve 5651 sayil
5651 sayili Internet Ortaminda Yapilan Yayinlarin Diizen-
lenmesi ve Bu Yayinlar Yoluyla Islenen Suglarla Miicadele
Edilmesi Hakkinda Kanun'dur (“internet Yasas1”). In-
ternet Yasasi {i¢ ana hususu diizenlemektedir:

Q1) igerik, yer, erisim (veya servis saglayici olarak da ani-
lan), toplu kullanim saglayic1 gibi internet aktérlerinin
hukuki, cezai ve idari sorumluluklari;

(2) Belli suclara erigimin engellenmesi usulii ve bu tiir sug-
larla miicadele edilmesi ile ilgili detaylars;

(3) Kisilik haklarini ihlal eden Internet icerigi ile ilgili uya-
r1 yontemi, icerigin yayindan cikarilmasi ve bu tiir ice-
rige erisimin engellenmesi.
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(3) The notice and take down procedures, removal of con-
tent and blocking access to such content in cases of vio-
lation of personal rights due to Internet content.

Internet Law was enacted on 4 May 2007. Certain parts of
the law came into force immediately on 23 May 2007, while
Articles 3 and 8 came into force on 23 November 2007. In-
ternet Law underwent a major reform in 2014 and the law
was amended through Law numbered 6518 dated 6 Febru-
ary 2014 and Law numbered 6527 dated 26 February 2014.

Internet Law, which was adopted in 2007, underwent a
significant reform in 2014. Besides the reform of the legal
framework, the case-law has provided a new insight with
regard to interpretation of the legal framework, in par-
ticular the recent decisions rendered by the Turkish Con-
stitutional Court with regard to Twitter and Youtube. The
recent case-law, in that regard, created a dynamic context
for discussion of the legitimacy of Internet regulation in
Turkey.

This article aims to provide an overview of the Turkish
Internet Law, with special emphasis on the recent amend-
ments and case-law. The main objective of this article is to
map out the current legal framework and to elaborate the
possible implications of the recent case-law on this frame-
work. In that regard, the article will only provide a broad
overview and the Turkish Internet Law will only be exam-
ined to a certain extent and depth.

This article is structured as follows: Section 2 examines the
institutional framework; Section 3 analyses the liabilities
of Internet content, hosting and access providers; Section
4 reviews the procedure of restricting access to illegal con-
tent; Section 5 deals with the issue of protection of per-
sonal rights; Section 6 is dedicated to protection of privacy;
Section 7 examines the outcomes of case-law and Section 8
draws relevant conclusions.

2. THE INSTITUTIONAL FRAMEWORK

2.1. The Presidency of Telecommunication and Commu-
nication

The Presidency of Telecommunication and Communica-
tion (hereinafter “TIB”) is a presidency established under
the Information and Communication Technologies Au-
thority (hereinafter “ICTA”), which is the main regulatory
body of telecommunication in Turkey and is in charge of
policymaking, regulation and operation.

TIB was established within the ICTA in August 2005 and
became fully functional in July 2006. The main purpose
of its formation was to centralize into a single unit the

Internet Yasasi 4 Mayis 2007 tarihinde yasalagmustir. Ka-
nunun bazi béliimleri 23 Mayis 2007 tarihinde derhal yii-
riirliige girerken; 3. ve 8. maddeleri 23 Kasim 2007 tarihin-
de yiiriirliige girdi. Internet Yasasi, 2014 tarihinde esash
sekilde reform edildi ve kanun 6 Subat 2014 tarihli 6518
sayil1 Kanun ile 26 Subat 2014 tarihli 6527 sayilh Kanun ile
degisiklige ugramgtur.

2007 yilinda kabul edilen Internet Yasasi, 2014 yilinda
esasl bir reforma tabi tutulmusgtur. Yasal cercevede yapi-
lan degisikliklerin yam sira, yarg ictihatlari, 6zellikle de
Anayasa Mahkemesi'nin Twitter ve Youtube kararlari, ya-
sal cercevenin yorumlanmasi hususunda yeni bir perspek-
tif getirmistir. Son ictihatlar, Tiirkiye’de Internet diizen-
lemelerinin megruiyeti konusunda dinamik bir tartisma
ortami olugturmustur.

Bu makale, son degisiklikler ile ictihatlara 6zel olarak de-
ginmek suretiyle Internet Yasasi ile ilgili genel bir incele-
me yapmayl amaclamaktadir. Makalenin amaci, mevcut

- B
surveillance of communications and the execution of “in-
terception of communications” warrants subject to Laws
numbered 2559, 2803, 2937, and 5271. Under Internet
Law, the TIB was chosen as the organization responsible
for monitoring Internet content and executing blocking
orders issued by courts, judges and public prosecutors. The
TIB has authority to issue administrative blocking orders
with regards to certain Internet content hosted in Turkey
and with regards to websites hosted abroad in relation to
crimes listed in Article 8 of Internet Law, e.g. sexual har-
assment of children, obscenity and prostitution. Further-
more, the TIB is entitled to determine the nature, timing
and procedures concerning the content monitoring sys-
tems on the Internet, and will determine the minimum cri-
teria concerning the production of hardware or software
for filtering, screening and monitoring purposes.

2.2. Access Providers Union

The Access Providers Union was established during the

hukuki cerceveyi belirlemek ve son i¢tihatlarin bu yasal
cerceve iizerindeki muhtemel etkilerini degerlendirmek-
tir. Bu baglamda, makale sadece yiizeysel bir inceleme
yapacaktir ve Tiirk Internet Hukuku belli bir kapsam ve
derinlikte incelenecektir.

Makale su sekilde boliimlenmigtir: 2. B6liim kurumsal cer-
ceve incelemekte; 3. Boliim icerik, yer ve erisim saglayici-
larin sorumluluklarim analiz etmekte; 4. Boliim sug tegkil
eden icerikle miicadele edilmesi siirecini incelemekte; 5.
Boliim kisilik haklarinin korunmasini ele almakta; 6. Bo-
liim 6zel hayatin gizliliginin korunmasi konusuna ayril-
makta; 7. Boliim ictihatlarin etkilerini degerlendirmekte
ve 8. Boliim ise ilgili sonuclari ele almaktadir.

2. KURUMSAL CERCEVE
2.1. Telekomiinikasyon iletisim Baskanlig

Telekomiinikasyon ﬂeti§im Bagkanlig: (“TiB”),
Tiirkiye’de telekomiinikasyon sektoriindeki temel regii-
lasyon kurumu olan ve politika belirleme, regiilasyon ve
uygulama konusunda yetkili ve gorevli olan Bilgi Teknolo-
jileri ve Tletisim Kurumu (“BTK”) biinyesinde kurulmus
olan bir idari birimdir. TiB, 2005 yilinda BTK biinyesinde
kurulmus olup, Temmuz 2006 tarihinde tam faaliyete gec-
migtir. Bu birimin asil kurulug amaci iletisimin denetlen-
mesi ve tespiti konularinda 2559, 2803, 2937 ve 5271 sayili
Kanun kapsaminda gereken is ve iglemleri tek merkezden
yuriitmektir. Internet Yasasi kapsaminda ise TiB, Internet
icerigini denetleme ve mahkemeler, hakimler ve savcilar-
ca verilen erisimin engellenmesi kararlarim icra etmesi
amaciyla yetkilendirilmistir. TiB icerigi Tiirkiye’de barm-
dirilan belli iceriklerle, icerigi yurtdisinda barindirilan ve
Internet Yasasrnin 8. maddesinde listelenmis olan cocuk-
larin cinsel istismari, miistehcenlik ve fuhus suclari ile il-
gili olarak re’sen idari engelleme kararlar1 alma yetkisi de
vardir. Ayrica, TIB, Internet ortaminda herkese acik cesitli
servislerde yapilacak filtreleme, perdeleme ve izleme esas-
larina gore donanim iiretilmesi veya yazilim yapilmasina
iligkin asgari kriterleri belirlemek konusunda yetkilidir.

2.2. Erisim Saglayicilari Birligi

Erisim Saglayicilar1 Birligi, Subat ayinda yapilan reformlar
sirasinda kurulmustur. internet Yasasr'nin 6/A maddesine
gore, Internet Yasas'nin 8. maddesi kapsami disindaki eri-
simin engellenmesi kararlarinin uygulanmasini saglamak
amaciyla kurulmugtur. Diger bir deyigle, Birlik esas olarak
kisilik haklarimin ihlali ile ilgili kararlarin icrasinda koor-
dinasyon saglamaktadir. Birlik 6zel hukuk tiizel kisiligini
haizdir ve merkezi Ankara’dir. Birligin iiyeleri 5809 sayili
Elektronik Haberlesme Kanunu kapsaminda yetkilendi-
rilen tiim internet servis saglayicilar: ile internet erisim
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recent February reforms. According to Article 6/A of In-
ternet Law, the main objective of the Union is to ensure
the implementation of blocking access decisions that are
based on legal provisions other than Article 8 of Inter-
net Law. In other words, the Union mainly coordinates
the implementations based on the protection of personal
rights. The Union has a legal personality and is located in
Ankara. The members of the Union consist of internet ac-
cess providers that are authorized within the scope of the
Law numbered 5809 on Electronic Communications and
any other operators providing internet access services. In-
ternet Law lays down a rigid approach and mandates that
Internet access providers who do not become a member of
the Union cannot carry out operations.

The Union acts similar to a central post office. In that re-
gard, blocking access decisions need to be sent to the Un-
ion for their implementation. The legal notice made to the
Union is deemed to be made to all access providers. In this
way, a better coordination of implementation is expected,
which should also diminish any red-tape.

Restricting access to illegal or harmful content requires
certain technological investments. Internet Law mandates
that all kinds of software and hardware that are neces-
sary for the implementation of the decisions be obtained
by the access providers. Similarly, the access providers are
required to pay membership fees in order to cover the ex-
penses of the activities of the Union.

3. LIABILITIES OF INTERNET CONTENT, HOSTING AND
ACCESS PROVIDERS

3.1.Commonrules

Article 3 of Internet Law lays down common rules that
apply to all Internet actors such as content, hosting and
access providers. The very first rule that is mandated is re-
sponsibility of disclosure. According to Internet Law, con-
tent, hosting and access providers are responsible for pro-
viding their identification information accessible for their
users pursuant to the principles and procedures set forth
in the secondary regulation, and to keep such information
up-to-date. Any breach of this requirement could give rise
to administrative liability. The TIB is authorised to impose
an administrative fine of 2,000 Turkish Liras up to 10,000
Turkish Liras for content, hosting or access providers who
fail to fulfil the information disclosure requirement.

Another common rule laid down under Article 3 concerns
the medium of notification. Accordingly, notification to
those who conduct operations within the scope of Inter-
net Law within or outside of the boundaries of Turkey can
be made via various communication channels, including

hizmeti veren tiim isletmecilerdir. internet Yasas1 kat1 bir
yaklasim sergilemekte ve Birlige iiye olmayan internet ser-
vis saglayicilarinin faaliyette bulunmayacagini 6ngérmek-
tedir.

Birlik, merkezi bir posta tegkilatina benzer bir sekilde ha-
reket etmektedir. Bu baglamda, erisimin engellenmesi
kararlari icrasi i¢in Birlige gonderilmelidir. Birlige yapilan
tebligat erisim saglayicilara yapilmis sayilir. Bu sekilde, ge-
reksiz biirokrasinin ortadan kalkmasi ve uygulama agama-
sinda daha iyi bir koordinasyon amaclanmaktadir.

Hukuka aykir1 veya zararh Internet icerigine erisimin en-
gellenmesi belli bir teknolojik yatirim gerektirmektedir.
Internet Yasasi kararlarin uygulanmasi amaciyla gerekli
her tiirlit donanim ve yazilimin erisim saglayicilarin kendi-
leri tarafindan saglanmasini zorunlu kilmaktadir. Benzer
sekilde, erisim saglayicilar Birligin faaliyetlerinin giderle-

tools on their websites, e-mailing to an address that can be
found by researching a domain name, IP address, etc. and
any other communication tools.

The last common rule is laid down with regard to traffic in-
formation. According to Internet Law, traffic information
can only be requested from content, hosting and/or access
providers by the TIB in the event that it is requested by
courts within the scope of a criminal investigation and/or
prosecution. This provision provides a legal protection for
traffic information, which can contain sensitive personal
as well as communication data.

3.2. Content providers
Content providers are defined as “All and any real or le-

gal entities generating, modifying and providing all kinds
of information or data provided to the users in the internet

rini kargilamak amaciyla zorunlu iyelik aidat1 6demekle
ylktimliidiirler.

3.iCERIK, YER VE ERiSiM SAGLAYICILARIN SORUMLULUGU

3.1. Ortak hiikiimler

Internet Yasasrnin 3. Maddesi icerik, yer ve erisim saglay1-
c1 gibi tiim Internet aktérlerine uygulanan ortak hiikiim-
ler icermektedir. Bu dogrultudaki ilk kural bilgilendirme
yiikiimliiliigiidiir. Internet Yasasrna gore, icerik, yer ve
erisim saglayicilar, yonetmelikle belirlenen esas ve usuller
cercevesinde tanitic1 bilgilerini kendilerine ait internet or-
taminda kullanicilarin ulagabilecegi sekilde ve giincel ola-
rak bulundurmakla yiikiimliidiir. Bu yiikiimliiliigtin ihlali
idari sorumluluk dogurmaktadir. TiB bu yiikiimliiliigii ye-
rine getirmeyen icerik, yer veya erisim saglayicisina 2.000
Tiirk Lirasindan 10.000 Tiirk Lirasina kadar idari para ce-
zas1 vermeye yetkilidir.

3. Madde altinda diizenlenen diger bir ortak hiikiim ise
iletisim yontemi ile ilgilidir. S6z konusu hitkme gore, in-
ternet Yasasi kapsamindaki faaliyetleri yurt icinden ya da
yurt disindan yiiriitenlere, internet sayfalarindaki iletisim
araclari, alan ady, IP adresi ve benzeri kaynaklarla elde edi-
len bilgiler iizerinden elektronik posta veya diger iletisim
araclariile bildirim yapilabilir.

Son ortak hiikiim ise trafik bilgileri icin 5ngériilmiistiir. In-
ternet Yasasr’na gore trafik bilgisi ancak bir su¢ sorustur-
masl ve/veya kovusturmasi kapsaminda mahkemelerce
talep edilmesi halinde TiB tarafindan icerik saglayici, yer
saglayic1 ve/veya erisim saglayicidan istenebilecektir. Bu
kural kigisel bilgilerle iletisim bilgilerini icerebilen trafik
bilgileri i¢in hukuki bir giivence saglamaktadir.

3.2.icerik saglayicilar

igerik saglayicilar, internet Yasasrnin 2. maddesinin 1. fik-
rasinin (f) bendinde, “Internet ortami tizerinden kullanicit-
lara sunulan her tirlii bilgi veya veriyi tireten, degistiren ve
saglayan gercek veya tiizel kisiler” olarak tanimlanmigtir.
i(;erik saglayicilarin sorumluluklan ile yiikiimliiliikleri 4.
madde altinda diizenlenmektedir. S6z konusu 4. madde-
ye gore icerik saglayicilar, internet ortaminda kullanima
sundugu her tiirlii icerikten sorumludur. Bu baglamda, 2.
Maddendeki tamim dikkate alindiginda, icerik saglayicilar,
iirettikleri, degistirdikleri veya sagladiklar1 her tiirlii ice-
rikten sorumludur.

4. Madde sorumluluga bir istisna getirmektedir. Bu bag-
lamda, icerik saglayicilar baglant1 sagladiklar1 bagkasina
ait icerikten sorumlu degildirler. Bu 6zgiirliik¢ii yaklagima
ragmen, 4. maddenin son boéliimii bu bagisikliga bir sir
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medium” under Article 2(1)(f) of Internet Law. The main
provision laying down the liabilities and responsibilities
of content providers is Article 4. According to Article 4,
content providers are responsible for all kinds of content
that they provide for use on the Internet. In that regard,
following the definition provided under Article 2, content
providers are responsible for any content they generate,
modify or provide.

Article 4 brings an exception to this liability. In that regard,
content providers are not liable for the content of another
person for whom they provide a link. Despite this liberal
approach, the following parts of Article 4 limit this immu-
nity, and content providers are subject to the general pro-
visions if it is explicitly understood from the way in which
they present the linked content that they are promoting it
to their users. However, Internet Law fails to identify the
legal scope of the general provisions. In brief, the content
providers are in principle liable for any content they pro-
vide, but certain exemptions exist in cases where they only
provide a link to external content.

getirmekte ve sunug biciminden, baglant: sagladig icerigi
benimsedigi ve kullanicinin s6z konusu icerige ulagmasini
amacladigi acikcabelli ise icerik saglayicilar: genel hitkiim-
lere gore sorumlu tutmaktadir. Ancak, Internet Yasasi ge-
nel hitkiimlerin hukuki kapsami konusunda gerekli izahati
yapmamaktadir. Ezciimle, icerik saglayicilar kural olarak
sagladiklar tiim icerikten dolay1 sorumludur; baglanti sag-
ladiklar1 bagkasina ait icerik icin ise ayriks1 durumlar sakli
kalmak kaydiyla sorumluluklar: yoktur.

3.3. Yer saglayicilar

Yer saglayicilar, Internet Yasasrmin 2. maddesinin 1. fik-
rasinin (m) bendinde, “Hizmet ve icerikleri barindiran
sistemleri saglayan veya isleten gercek veya tiizel kigiler”
olarak tamimlanmugtir. Yer saglayicilarin sorumluluklar:
ile yiikiimliiliikleri 5. madde altinda diizenlenmektedir.
S6z konusu 5. maddeye gore yer saglayicilar, yer sagladigi
icerigi kontrol etmek veya hukuka aykir1 bir faaliyetin soz
konusu olup olmadigini arastirmakla yiikiimlii degildir.
Yer saglayicilar, yer sagladiklar1 hukuka aykir icerigi Inter-

3.3. Hosting providers

Hosting providers are defined as “Real or legal entities pro-
viding the systems hosting the services and contents” under
Article 2(1)(m) of Internet Law. The main provision laying
down the liabilities and responsibilities of content provid-
ersisArticle 5. According to Article 5, hosting providers are
not liable for controlling the content that they host or for
investigating whether an unlawful activity is carried out or
not. Hosting providers are only liable for removing unlaw-
ful content that they host, provided that they are notified
pursuant to Articles 8 and 9 of Internet Law. On the other
hand, hosting providers are required to keep traffic infor-
mation relating to the service they provide for not less than
one year and not more than two years. They are liable for
verifying this information and ensuring its integrity and
confidentiality.

During the amendments in 2014 a new provision was in-
serted into the law. In that regard, according to the nature
of the business that they conduct, hosting providers can be
classified in terms of their rights and liabilities within the
scope of the principles and procedures that will be deter-
mined by the secondary regulation. Furthermore, hosting
providers are liable for delivering the information request-
ed by the TIB as requested and taking any measures de-
clared by the TIB. It is noteworthy that an administrative
fine from 10,000 Turkish Liras up to 100,000 Turkish Liras
can be imposed by the TIB to any hosting providers who do
not fulfil their obligations provided in this law.

3.4. Access providers

Access providers are defined as “All and any real or legal
entities providing their users with the possibility of access to
the internet medium” under Article 2(1)(e) of Internet Law.
The main provision laying down the liabilities and respon-
sibilities of access providers is Article 6. According to Arti-
cle 6, access providers are liable for:

(a) Blocking access to unlawful content published by
any of their users, provided that they are notified
pursuant to the provisions of Internet Law;

(b) Keeping the traffic information set forth in the
regulation regarding the services they provide for
aperiod of time of not less than six months and not
more than two years, as determined by the regula-
tion, and for ensuring the accuracy, integrity and
confidentiality of such information;

(¢) Notifying the ICTA, content providers and their
customers at least three months before the date of
terminating their activities and submitting records
regarding traffic information to the ICTA in line
with the procedures and principles provided for in
the regulation;

net Yasasr'nin 8. ve 9. maddelerine gore haberdar edilmesi
halinde yayidan ¢ikarmakla yiikiimliidiir. Ote yandan yer
saglayicilar, yer sagladig hizmetlere iligkin trafik bilgile-
rini bir yildan az ve iki y1ldan fazla olmamak {izere sakla-
makla yiiktimliidiirler. Ayrica, bu bilgilerin dogrulugunu,
biitiinliiglinii ve gizliligini saglamakla yilikiimliidiirler.

2014 y1linda yapilan degisikliklerle bu yasaya yeni bir hii-
kiim eklenmistir. S6z konusu yeni hitkme gore, yonetme-
likle belirlenecek usul ve esaslar cercevesinde yaptiklar:
isin niteligine gore siniflandirilabilir ve hak ve yiikiimlii-
litkleri itibariyla farkhlagtirilabilirler. Tiim bu yiikiimlii-
liiklerin yani sira yer saglayicilar, TiB’in talep ettigi bilgi-
leri talep edilen sekilde teslim etmekle ve TiB tarafindan
bildirilen tedbirleri almakla yiikiimliidiir. Sunu da belirt-
mek gerekir ki, internet Yasasrndaki yiikiimliiliiklerini
yerine getirmeyen yer saglayici hakkinda TiB tarafindan
10.000 Tiirk Lirasindan 100.000 Tiirk Lirasina kadar idari
para cezasl verilebilir.

3.4. Erisim saglayicilar

Erisim saglayicilar, Internet Yasasrnin 2. maddesinin 1.
fikrasinin (e) bendinde, “Kullanicilarina internet ortamina
erisim olanagi saglayan her tiirlii gercek veya tiizel kisiler”
olarak tanmimlanmistir. Erisim saglayicilarin sorumlulukla-
r1 ile ylikiimliiliikleri 6. madde altinda diizenlenmektedir.
Soz konusu 6. maddeye gore erisim saglayicilar:

(a) Herhangi bir kullanicisinin yayinladigi hukuka ay-
kir1 icerikten, Internet Yasas: hitkiimlerine uygun
olarak haberdar edilmesi halinde erisimi engelle-
mekle;

(b) Sagladig: hizmetlere iliskin, yonetmelikte belir-
tilen trafik bilgilerini alt1 aydan az ve iki y1ldan faz-
la olmamak iizere yonetmelikte belirlenecek siire
kadar saklamakla ve bu bilgilerin dogrulugunu,
biitiinliigiinii ve gizliligini saglamakla;

(c) Faaliyetine son verecegi tarihten en az ii¢ ay 6nce
durumu BTK’ya, icerik saglayicilarina ve miigteri-
lerine bildirmek ve trafik bilgilerine iligkin kayit-
lar1 yonetmelikte belirtilen esas ve usullere uygun
olarak BTK’ya teslim etmekle;

(d) Erisimi engelleme karar1 verilen yayinlarla ilgili
olarak alternatif erigsim yollarini engelleyici ted-
birleri almakla;

(e) TiB'in talep ettigi bilgileri talep edilen sekilde
TiBe teslim etmekle ve TiB tarafindan bildirilen
tedbirleri almakla yiikiimliidiir.

Internet Yasas1 yer saglayicilar icin 6ngordiigii benzer bir
sorumluluk rejimini erisim saglayicilar icin de 6ngérmek-
tedir. S6z konusu hitkme gore erigsim saglayicilar, kendileri
araciligiyla erisilen bilgilerin iceriklerinin hukuka aykiri

ARTICLETTERISUMMER 2014

GSI|13




PART 1

(d) Taking precautions to prevent alternative access
routes in respect of blocked publications;

(e) Delivering the information requested by the TIB
and taking measures declared by the TIB.

Internet Law also lays down a similar liability provision
for access providers as it does for hosting providers. Ac-
cordingly, access providers are not liable for controlling
whether the content of the information accessed via them
is unlawful or requires responsibility. It is noteworthy
that an administrative fine from 10,000 Turkish Liras up
to 50,000 Turkish Liras can be imposed by the TIB to any
access providers who do not fulfil the obligations provided
for in sub-paragraphs (b), (¢), (d) and (e) of the paragraph
laid down above.

4, RESTRICTING ACCESS TO ILLEGAL CONTENT

Article 8 of Internet Law regulates a detailed procedure
for restricting access to web sites that are deemed to host
illegal content. Accordingly, if there is sufficient suspicion
that certain crimes are being committed through the con-
tent hosted on a web site, the access to this web site can be
restricted. Internet Law does not permit this restriction
for all crimes; instead, it outlines particular crimes and
this outlining is exhaustive. In other words, no web site
can be restricted if it is outside the scope of the catalogue of
crimes explicitly specified.

The crimes that are included within the ambit of Article 8
are:

(1) Encouragement and incitement of suicide (Article
84 of Turkish Criminal Law)

(2) Sexual exploitation and abuse of children (Article
103(1) of Turkish Criminal Law)

(3) Facilitation of the use of drugs (Article 190 of Turk-
ish Criminal Law)

(4) Provision of substances dangerous to health (Arti-
cle 194 of Turkish Criminal Law)

(5) Obscenity (Article 226 of Turkish Criminal Law)

(6) Prostitution (Article 227 of Turkish Criminal Law)

(7) Gambling (Article 228 of Turkish Criminal Law)

(8) Crimes committed against Atatiirk (Law num-

bered 5816)

The main principle is that blocking orders are issued by a
judge during preliminary investigation and by the courts
during trial. During preliminary investigation public
prosecutor can also issue a blocking order through a pre-
cautionary injunction if a delay could be prejudicial to
the investigation. However, Article 8(2) of Internet Law
mandates that public prosecutor must take his injunction
decision to a judge within 24 hours, and the judge should

olup olmadiklarimi ve sorumlulugu gerektirip gerektirme-
digini kontrol etmekle yiikiimlii degildir. Sunu dabelirmek
gerekir ki, yukarida belirtilen (b), (¢), (d) ve (e) bentlerinde
yer alan yiikiimliiliiklerden birini yerine getirmeyen eri-
sim saglayicisina TIB tarafindan 10.000 Tiirk Lirasimdan
50.000 Tiirk Lirasina kadar idari para cezasi verilebilir.

4.SUC TESKIL EDEN iCERIGE ERiSiMiN ENGELLENMESi

Internet Yasasrnin 8. maddesi, konusu suc olusturan ice-
riklere erisimin engellenmesi icin detaylh bir usulii diizen-
lemektedir. S6z konusu hitkme gore, Internet ortaminda
yapilan ve icerigi belli suclar1 olusturdugu hususunda
yeterli stiphe sebebi bulunan yayinlarla ilgili olarak erigi-
min engellenmesine karar verilebilir. Internet Yasasi tiim
suclar icin erigsimin engellenmesi karar1 alinmasina izin
vermemekte; bu tiir kararlara konu olabilecek sugclari si-
nirli say1 prensibine gore listelemektedir. Diger bir deyisle,
acikca belirlenen katalog suclar disinda bir web sitesinin
icerigine erisim engellenemez.

8. madde kapsaminda sayilan suclar sunlardir:

(1) intihara yénlendirme (Tiirk Ceza Kanunu, madde
84)

(2) Cocuklarin cinsel istismari (Tiirk Ceza Kanunu,
madde 103, birinci fikra)

(3) Uyusturucu veya uyarict madde kullanilmasini ko-
laylastirma (Tiirk Ceza Kanunu, madde 190)

(4) Saglik icin tehlikeli madde temini (Tiirk Ceza Ka-
nunu, madde 194)

(5) Miistehcenlik (Tiirk Ceza Kanunu, madde 226)

(6) Fuhus (Tiirk Ceza Kanunu, madde 227)

(7) Kumar oynanmasi i¢in yer ve imkan saglama (Tiirk
Ceza Kanunu, madde 228)

(8) 5816 sayil1 Atatiirk Aleyhine i§1enen Suglar Hak-
kinda Kanunda yer alan suclar

Genel kural erisimin engellenmesi kararlarinin, sorus-
turma evresinde hakim, kovusturma evresinde ise mah-
keme tarafindan verilmesidir. Sorusturma evresinde, ge-
cikmesinde sakinca bulunan hallerde Cumhuriyet savcisi
tarafindan da erigimin engellenmesine karar verilebilir.
Internet Yasasrnin 8. maddesinin 2. fikras1 geregince, bu
tiir durumlarda Cumhuriyet savcisi kararini 24 saat icinde
hakimin onayina sunmasi ve hakimin de kararini en ge¢ 24
saat icinde vermesi gerekmektedir. Bu siire i¢inde kararin
onaylanmamasi halinde tedbir, Cumhuriyet savcis: tara-
findan derhal kaldirilmas1 gerekmektedir. Benzer sekilde,
sorusturma sonucunda kovusturmaya yer olmadig1 karari
verilmesi halinde veya kovusturma evresinde beraat kara-
11 verilmesi halinde erisimin engellenmesi karar1 kendili-
ginden hiikiimsiiz kalir. Son olarak, erisimin engellenmesi
kararina konu olan icerigin yayindan cikarilmasi halinde;

sty

decide on the matter within 24 hours. The precautionary
injunction is immediately lifted by public prosecutor and
access to the website in question restored if the decision
is not approved within the said time period. Similarly, if a
prosecution fails or a not-guilty verdict is issued during the
main trial, the blocking order issued by the court needs to
be removed. Finally, if the content deemed to be illegal and
subject to the blocking order is removed from the Inter-
net, then the blocking order needs to be removed by public
prosecutor during an investigation and by a court during
prosecution.

It is noteworthy that with the recent reforms, a new rule
was introduced to Internet Law with regard to the restric-
tion of access to web sites. According to this new rule, if the
decision on blocking of access is considered to accomplish
the aim, this decision can be applied for a limited time. In
this way, the aim is to avoid any adverse outcomes of long-
standing restrictions, which are temporary injunctions in
nature but which, due to the lack of any safeguards, could
evolve into punishments.

erigsimin engellenmesi karar1, sorusturma evresinde Cum-
huriyet savcisi, kovusturma evresinde mahkeme tarafin-
dan engelleme kaldirilir.

Son reformlar sirasinda, web sitelerine erigimin engellen-
mesi ile ilgili yeni bir kural getirilmistir. Yeni kurala gore,
erisimin engellenmesi karar1 amaci gerceklestirecek nite-
likte goriiliirse belirli bir siireyle sinirli olarak da verilebi-
lir. Bu sekilde, esasinda gegici engelleme niteliginde olan,
ancak gerekli koruma mekanizmalar: olmadigl icin ceza
niteligini alan, uzun siiren engellemelerin olumsuz etkileri
6nlenmeye caligilmaktadir.

Internet Yasasi ayrica TiB’e re’sen idari erisimin engellen-
mesi kararlar: alma konusunda yetki vermektedir. Bu tiir
kararlar TIB tarafindan yayinlarin icerik veya yer saglay-
cisimin yurt diginda bulunmas: hallerinde 8. maddenin 1.
fikrasinda yer alan sugclar icin alinabilir. Ayrica, icerik veya
yer saglayicis yurt icinde bulunsa bile, icerigi cocuklarin
cinsel istismari, miistehcenlik ve fuhus suclar1 olusturan
yayinlarailigkin olarak erisimin engellenmesi karari re’sen
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Internet Law also entitles the TIB to issue ‘administra-
tive blocking orders’ ex officio. These orders can be issued
by the TIB with regards to the crimes listed in Article 8(1)
when the content and hosting providers are situated out-
side the Turkish jurisdiction. The TIB can also issue ad-
ministrative blocking orders with regards to content and
hosting companies based in Turkey if the content in ques-
tion involves sexual exploitation and abuse of children, ob-
scenity and prostitution. According to the implementation
regulation, the TIB needs to get its decision approved by
a judge if the decision involves sexual exploitation, abuse
of children, obscene content or content related to prosti-
tution hosted in Turkey. There is no such requirement of
approval for web sites blocked on the basis of other crimes.

5.PROTECTION OF PERSONAL RIGHTS

Article 9 of Internet Law is the provision that was subject
to the most extensive reform. According to Article 9, enti-
tled “removal of the content from publication and blocking
the access”, any natural and legal person claiming that his/
her rights have been violated due to Internet content may
apply to the content provider, or to the hosting provider if
the content provider cannot be accessed, and may request
the content regarding him/her be removed or may request

TIB tarafindan verilebilir. Uygulama yénetmeligine gore,
eger cocuklarin cinsel istismari, miistehcenlik veyafuhusla
ilgili icerik yurticinde barmdiriliyorsa, TiB kararini hakim
onayina sunmasl gerekmektedir. Diger suclar sebebiyle
engellenen icerik icin béyle bir onay zorunlulugu yoktur.

5. KiSILIK HAKLARININ KORUNMASI

Internet Yasasrnin 9. maddesi en kapsamli reforma tabi
tutulan hiikiimdiir. “Icerigin yayindan ¢ikarilmast ve erisi-
min engellenmesi” baghikl 9. Maddeye gore, Internet orta-
minda yapilan yayin icerigi nedeniyle kisilik haklarinin ih-
lal edildigini iddia eden gercek ve tiizel kisiler ile kurum ve
kuruluslar, icerik saglayicisina, buna ulasamamasi halinde
yer saglayicisina bagvurarak uyar1 yontemi ile icerigin ya-
yindan ¢ikarllmasini isteyebilecegi gibi dogrudan sulh ceza
hakimine bagvurarak icerige erisimin engellenmesini de
isteyebilir. Internet ortaminda yapilan yaymn icerigi nede-
niyle kisilik haklarinin ihlal edildigini iddia eden kisilerin
talepleri, icerik ve/veya yer saglayicisi tarafindan en gec
yirmi dort saat icinde cevaplandirilmasi gerekmektedir.

Internet ortaminda yapilan yayn icerigi nedeniyle kisilik
haklari ihlal edilenlerin talepleri dogrultusunda sulh ceza
hakimi erisimin engellenmesine karar verebilir. Sulh ceza
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a decision on blocking the access from the criminal court
of peace. In 24 hours at most, the access provider and/or
the hosting provider is required to reply to the demands of
the person claiming that his/her rights have been violated
in this way.

The judge of criminal court of peace is required to decide
whether toblock access in accordance with the demands of
the person claiming that his/her rights have been violated
due to an Internet content. The judge of criminal courts
of peace must decide whether to block the access for the
particular piece of content where the violation of rights
occurred. This piece of content can only be blocked by im-
plementing the URL method. However in cases where the
judge of criminal court of peace considers that the viola-
tion cannot be prevented by implementing the URL meth-
od, the judge can rule for blocking access to entire web site.
In such cases, the judge is required by Internet Law to lay
down his justifications in detail.

The judge of the criminal court of peace needs to render
his/her decision on this request within 24 hours and with-
out conducting any hearing. Decisions on blocking the ac-
cess need to be submitted directly to the Access Providers
Union and the decision from the Union sent to the access
providers is required to be implemented within 4 hours at
the latest. It is noteworthy that in the event of removal of
the content from publication, the decision of the criminal
court of peace becomes ineffective.

The revised Article 9 of Internet Law also brought a new
method for ensuring better protection in cases of violation
of personal rights. Accordingly, in cases where the content
subject to a violation of rights is published on other web
sites, the person claiming that his/her rights have been vio-
lated is entitled to apply to the Access Providers Union and
a decision on removal of the content can also be enforced
for these other web sites. Lastly, in parallel with the previ-
ous provisions, in the event that the decision on blocking
is not fulfilled in the specified time, judicial fine from 500
days to 3000 days can be imposed on the relevant person.

6. PROTECTION OF PRIVACY

During the recent reforms, a new provision was inserted
into Internet Law. This new provision is dedicated to the
special case of violation of privacy over the Internet. Ac-
cording to Article 9/A entitled “Decision on blocking the
access of the content due to the right of privacy”, the person
claiming that his/herright of privacy has been violated due
to a piece of content can apply to the TIB and can request
the content regarding him/her be blocked. In this request,
the full address of the publication (URL), explanation of
the violation and the identifying information needs to be

hakimi yalnizca kisilik hakkinin ihlalinin gerceklestigi
yayin, kisim, boliim ile ilgili olarak icerige erisimin engel-
lenmesi yontemiyle verebilir. Bu belirli icerik sadece URL
engelleme yontemiyle engellenebilir.

Ancak, sulh ceza hakimi URL adresi belirtilerek icerige
erisimin engellenmesi yontemiyle ihlalin engellenemeye-
cegine kanaat getirmesi halinde, internet sitesindeki tiim
yayma yonelik olarak erisimin engellenmesine de karar
verebilir. Internet Yasasi geregince bu tiir durumlarda
hakimin gerekgesini acikca belirtmesi gerekmektedir.

Hakim bu madde kapsaminda yapilan bagvuruyu en gec 24
saat icinde durugma yapmaksizin karara baglar. Hakimin
bu madde kapsaminda verdigi erisimin engellenmesi ka-
rarlar1 uygulanmak {izere dogrudan Erisim Saglayicilari
Birligi'ne gonderilir ve Birligin de kendisine gonderilen
bu karar1 en geg 4 saat icerisinde yerine getirilir. Sunu da
belirtmek gerekir ki, erisimin engellenmesine konu ice-
rigin yaymdan cikarilmis olmasi durumunda sulh ceza
hakiminin karari kendiliginden hiikiimsiiz kalir.

Internet Yasasrnin degisiklige ugramig 9. maddesi, kisilik
haklarmin ihlali durumunda daha iyi koruma saglamak
amactyla yeni bir metot getirmistir. S6z konusu hiitkme
gore, erisimin engellenmesi kararina konu kisilik hakkinin
ihlaline iligkin yaymin veya ayni mahiyetteki yaymlarin
bagka internet adreslerinde de yayinlanmasi durumunda
ilgili kisi tarafindan Erisim Saglayicilar: Birligi'ne miiraca-
at edilmesi halinde mevcut karar bu adresler icin de uygu-
lanir. Son olarak, bu hiikiimlerle paralel olarak, icerige eri-
simin engellenmesi karar1 siiresinde yerine getirilmezse,
sorumlu kisi 500 giinden 3000 giine kadar adli para cezasi
ile cezalandirilir.

6. 0ZEL HAYATIN GiZLiLiGiNiN KORUNMASI

Son reformlar sirasinda, Internet Yasasrna yeni bir hitkiim
eklenmistir. Bu hiikiim Internet ortaminda 6zel hayatin
gizliliginin ihlali 6zel durumunu diizenlemektedir. “Ozel
hayatin gizliligi nedeniyle igerige erisimin engellenmesi”
baglhikli 9/A maddesine gore, Internet ortaminda yapilan
yayin icerigi nedeniyle 6zel hayatinin gizliliginin ihlal edil-
digini iddia eden kisiler, TIB’e dogrudan bagvurarak icerige
erisimin engellenmesi tedbirinin uygulanmasini isteyebi-
lir. Yapilan bu istekte; hakkin ihlaline neden olan yayimin
tam adresi (URL), hangi acilardan hakkin ihlal edildigine
iligkin aciklama ve kimlik bilgilerini ispatlayacak bilgilere
yer verilir. Bu bilgilerde eksiklik olmas1 hélinde talep TiB
tarafindan isleme konulmaz.

TiB, kendisine gelen bu talebi uygulanmak iizere derhal
Erisim Saglayicilar: Birligi'ne bildirir ve erigim saglayici-
lar bu tedbir talebini derhal, en ge¢ dort saat icinde yerine
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included. In cases where there is a lack of this information,
the request will not be processed by the TIB.

For the purpose of the enforcement of this request, the TIB
will inform the Access Providers Union and this request
needs to be applied by the access provider within 4 hours
at the latest. The decision on blocking access must only be
applied to the offending part of any publication, section,
picture or video by blocking the particular piece of content
by implementing the URL method.

The person claiming that his/her right of privacy has been
violated is required to apply to the criminal court of peace
within 24 hours from the time of the request. The judge of
the criminal court of peace is required to render his/her
decision on this request within 48 hours and send his/her
decision directly to the TIB, otherwise the request will au-
tomatically be deemed ineffective. In the same direction as
the previous provisions (i.e. Articles 8 and 9), in the event
of removal of the content from publication, the decision of
the criminal court of peace will be deemed ineffective.

On the other hand, the TIB is also entitled to block access
upon the President of TIB’s order in cases requiring im-
mediate measures to rectify the violation of the right to
privacy. According to sub-section 9 of Article 9/A, the TIB
must submit the President of TIB’s decision on blocking
access to the approval of the criminal court of peace within
24 hours. The criminal court of peace is required to render
his/her decision on this request within 48 hours.

7. THE CASE-LAW

Besides the legal framework, the recent decisions of the
Turkish Constitutional Court, which were ruled for the re-
strictions implemented against Twitter and Youtube, also
have significant outcomes and implications for Internet
Law. In particular, the case-law laid down the conditions
for techniques that can be used while implementing the
decision regarding restriction that are issued according to
Internet Law.

7.1. The Twitter Case

The first landmark decision of the Turkish Constitutional
Court was the Twitter case, which was ruled on 2 April
2014. The dispute that gave rise to the Twitter ruling ema-
nated from the restriction of access to Twitter as a protec-
tion measure by various Turkish courts on the grounds
that Twitter hosts content that infringes personal rights
and the privacy of certain Turkish citizens. The decisions
of local courts were issued according to Article 9 of In-
ternet Law, which was fully examined in Section 5 of this
article. In accordance with the decisions of different local

getirmek zorundadir. Erisimin engellenmesi, 6zel hayatin
gizliligini ihlal eden yayin, kisim, boliim, resim, video ile
ilgili olarak URL gseklinde icerige erisimin engellenmesi
yoluyla uygulanir.

Erisimin engellenmesini talep eden kisiler, internet orta-
minda yapilan yayin icerigi nedeniyle 6zel hayatin gizliligi-
nin ihlal edildiginden bahisle erigimin engellenmesi tale-
bini talepte bulundugu saatten itibaren 24 saat icinde sulh
ceza hakiminin kararina sunmasi gerekmektedir. Sulh
ceza hakiminin internet ortaminda yapilan yaymn icerigi
nedeniyle 6zel hayatin gizliliginin ihlal edilip edilmedigi-
ni degerlendirerek verecegi kararini en gec¢ 48 saat icinde
aciklayip TiBe gondermesi gerekmektedir; aksi halde,
erisimin engellenmesi tedbiri kendiliginden kalkar. Bir
onceki boliimde agiklanan hiikiimlerle ayni dogrultuda (8
ve 9. maddeler), erisimin engellenmesine konu icerigin ya-
yindan ¢ikarilmis olmas: durumunda sulh ceza hakiminin
karar1 kendiliginden hiikiimsiiz kalir.

Ote yandan TiB, 6zel hayatin gizliliginin ihlaline bagli ola-
rak gecikmesinde sakinca bulunan hallerde dogrudan TiB
Bagkaninin emri iizerine erigimin engellenmesi karar ali-
nabilir. 9/A maddesinin 9. fikrasina gore, Bagkan tarafin-
dan verilen erisimin engellenmesi karari, TiB tarafindan,
yirmi dort saat i¢inde sulh ceza hakiminin onayina sunul-
masi gerekmektedir. Sulh ceza hakimi, kararini 48 saat ice-
risinde aciklamasi gerekmektedir.
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courts, access to Twitter was restricted by the TIB on 20
March 2014. However, this implementation was brought
before the Constitutional Court as a matter of individual
application on the grounds that such a complete ban of a
web site, in particular a social media site, disproportionally
limits the freedom of expression.

The case was resolved by the Constitutional Court on 2
April 2014. The Constitutional Court held that the local
court orders, which constituted the basis for the TIB block-
ing access to Twitter, were rendered for certain pieces of
contents that were located under specific URL addresses
within the Twitter web site rather than for the entire site.
Furthermore, the Court underlined that Internet Law per-
mits implementing restrictions on unlawful content only
by using the URL restriction method. In that regard, the
Court ruled that such an implementation of blocking an
entire web site violated freedom of expression. Following
on from this decision, the Constitutional Court’s decision
was published in the Official Gazette dated 3 April 2014 and
TIB lifted the ban that was implemented against Twitter.

Leaving aside the debates surrounding admissibility of
such claims before the Constitutional Court as a matter
of individual application, it could be said that the Court
favoured the URL restriction method and limited the pos-
sibility of using a DNS restriction method, i.e. restrict-
ing access to an entire web site. However, the Court did
not sufficiently evaluate the technical possibility of using

7.iICTIHATLAR

Yasal cercevenin yani sira, Anayasa Mahkemesinin Twit-
ter ve Youtube ile ilgili vermis oldugu kararlarin Internet
Yasas1 i¢cin 6nemli sonuglar ve etkileri vardir. Buigtihatlar,
ozellikle Internet Yasas1 kapsaminda verilecek erisimin
engellenmesi kararlarinin uygulanmas icin kullanilabile-
cek tekniklerin esaslarini ortaya koydu.

7.1. Twitter Karan

Anayasa Mahkemesi'nin internet Yasasi ile ilgili ilk 6nem-
li ictihad1 2 Nisan 2014 tarihinde karara baglanmig olan
Twitter kararidir. Twitter kararinda uyusmazhiga sebep
olan husus, Twitter'in bazi Tiirk vatandaglarmin kisilik
haklarim ve 6zel hayatlarimin gizliligini ihlal eden icerik-
leri barindirdig1 iddiasiyla cesitli yerel mahkemelerce eri-
simin engellenmesi olmugtur. Yerel mahkeme kararlari,
bu makalenin 5. Béliimiinde incelenen Internet Yasasrnin
9. maddesi kapsaminda alinmigtir. Yerel mahkemelerin
karari {izerine, Twitter’a TiB tarafindan 20 Mart 2014 ta-
rihinde erigim engellenmistir. Ancak, bir web sitesinin ta-
maminin engellenmesine yol acan bu uygulama, 6zellikle
sosyal medya siteleri giindeme geldiginde kisilik haklarini
olciisiiz kisitlanmasina yol actigindan bahisle bireysel bag-
vuru yolu ile Anayasa Mahkemesi’nin 6niine getirilmistir.

Anayasa Mahkemesi konuyu 2 Nisan 2014 tarihinde ka-
rara baglamigtir. Anayasa Mahkemesi, TiBin Twitter’a
erisimin engellenmesine temel olan mahkeme kararlari-
min Twitter’da yer alan ve URL adresleri belirtilen belirli
iceriklere yonelik oldugunu; tiim siteye yonelik olmadigini
belirtmistir. Ayrica, Mahkeme Internet Yasasr'nin hukuka
aykiri icerigine sadece URL engelleme yontemiyle erisimi
engellemeye izin verdiginin altini ¢izmigtir. Bu baglamda,
Mahkeme tiim web sitesine erigsimin engellenmesinin ifa-
de hiirriyetini ihlal ettigine hitkmetmistir. Bu karar1 mii-
teakip, Anayasa Mahkemesi karar1 3 Nisan 2014 tarihinde
Resmi Gazete'de yayimlanmig ve TiB, Twitter aleyhine uy-
gulanan yasag: kaldirmigtir.

Anayasa Mahkemesi 6niinde bu konunun bireysel bagvu-
ru olarak goériilmesine iligkin tartigmalar bir kenara bira-
kilacak olursa, Mahkemenin URL engelleme metodunu
benimsedigini ve bir web sitesinin tamamina erigsimin
engellenmesine yol acan DNS engelleme sisteminin uy-
gulamasim kisitladigr s6ylenebilir. Ancak Mahkeme, URL
engelleme tekniginin teknik olarak uygulanabilirligi ko-
nusunu geregince degerlendirmemigtir. Esasinda, DNS
engelleme teknigi erisim saglayicilar icin ek bir donamm
ve yazilim maliyeti gerektirmeksizin uygulanabilmektedir.
URL engelleme yontemi, diger taraftan, 6nemli bir dona-
nim ve yazilim yatirimu ile altyapida esash bir doniigiimii
gerekli kilmaktadir. Bu baglamda, teknik engeller URL
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a URL restriction method. Indeed, the DNS restriction
method could be implemented without any further hard-
ware and software costs to access providers. A URL re-
striction method, on the other hand, requires a substantial
hardware and software investment and a major transfor-
mation within the infrastructure. In that regard, technical
challenges emerge as a key barrier for implementing the
URL method since certain access providers might need to
undergo substantial upgrading before an implementation
of such a method that would enable restriction of a specific
piece of content can be putin place. As explained in Section
5 above, this new method was introduced to Internet Law
during the recent reforms of February 2014. However, the
technical transformation on the side of access providers is
still emerging and the infrastructure that would enable the
URL restriction method has not been established, yet. The
Turkish Constitutional Court’s decision, which was ruled
during such a transition period, needs to be questioned.

7.2. The Youtube Case

Another landmark decision of the Turkish Constitutional
Court with regard to Internet Law is the Youtube case,
which was ruled on 29 May 2014. The dispute that gave rise
to the Youtube ruling emanated from the ex-officio restric-
tion of access to Youtube as an administrative measure by
the TIB on the grounds that Youtube hosts content insult-
ing Ataturk, which constitutes a crime pursuant to Law
numbered 5816 entitled ‘Crimes committed against Atat-
urk’. As explained in Section 4 of this article, Article 8 of
Internet Law entitles the TIB to take action in such cases.

In addition to the decision of the TIB, different local courts
alsoissued decisions with regard to Youtube due to content
that jeopardised national security. These local court orders
implemented against Youtube were then lifted following
an appeal process. Therefore, the main dispute that was
brought before the Constitutional Court only concerned
thelegitimacy of the decision of the TIB. Access to Youtube
was restricted by the TIB on 27 March 2014. However, this
implementation was brought before the Constitutional
Court as a matter of individual application on the grounds
that such a complete ban of a web site, in particular a social
media site, disproportionally limits the freedom of expres-
sion.

The case was resolved by the Constitutional Court on 29
May 2014. The Constitutional Court held that the decision
adopted ex-officio by the TIB, which constituted the basis
for blocking complete access to Youtube, was dispropor-
tionate. The Court, while reaching this conclusion, echoed
its previous Twitter ruling; it highlighted the way social
media web sites operate and how they are vital for freedom
of expression, then reiterated that any measure that leads

engelleme tekniginin uygulanmasi 6niinde temel bir engel
olarak ortaya ¢cikmaktadir. Zirabelli icerige erigimin engel-
lenmesini miimkiin kilacak bir teknigin uygulanabilmesi
icin erigim saglayicilarin 6nemli bir déniisiim siirecinden
gecmesi gerekmektedir. Yukarida 5. Boliim altinda ince-
lendigi iizere, bu yeni metot Internet Yasas'na Subat 2014
degisiklikleri sirasinda eklenmigtir. Fakat erisim saglayici-
lar tarafindaki calismalar devam etmekte ve URL engelle-
mesini miimkiin kilacak altyap: heniiz kurulmamigtir. Bu
gecis siirecinde alinmis olan Anayasa Mahkemesi karari-
nin bu baglamda sorgulanmasi gerekmektedir.

7.2. Youtube Karari

Anayasa Mahkemesi’nin Internet Yasasi ile ilgili 6nemli
bir diger ictihat ise 29 May1s 2014 tarihinde karara baglan-
mis olan Youtube kararidir. Youtube kararinda uyusmazli-
ga sebep olan husus, 5816 sayili Atatiirk Aleyhine i§lenen
Suclar Hakkinda Kanunda yer alan Atatiirk’e hakaret su-
cunun konusunu olusturan icerikleri barindirdig1 gerek-
cesiyle Youtube sitesinin TIB tarafindan idari bir tedbir
olarak ve re’sen erigiminin engellenmesi olmustur. 4. B6-
liimde incelendigi iizere, Internet Yasasrnin 8. maddesi bu
konuda TiB’e eylem alma konusunda yetki vermektedir.

TiB’in kararinin yan sira, cesitli yerel mahkemelerce de
ulusal giivenligi ihlal eden igerikleri barindirdig: gerekce-
siyle Youtube web sitesine erisimin engellenmesi kararlari
almigtir. Ancak, bu yerel mahkeme kararlari itiraz yoluyla
kaldirilmigtir. Bu sebeple, Anayasa Mahkemesi kararina
konu olan husus, TiB tarafindan alinan kararmn hukuka
uygunlugu olmustur. Youtube’a erisim 27 Mart 2014 tari-
hinde TIB tarafindan engellenmistir. Ancak, bir web site-
sinin tamaminin engellenmesine yol acan bu uygulama,
ozellikle sosyal medya siteleri gliindeme geldiginde kisilik
haklarim 6l¢iisiiz kisitlanmasina yol a¢tigindan bahisle
bireysel bagvuru yolu ile Anayasa Mahkemesi'nin 6niine
getirilmistir.

Anayasa Mahkemesi konuyu 29 Mayis 2014 tarihinde ka-
rara baglamigtir. Anayasa Mahkemesi, Youtube web sitesi-
nin engellenmesine yol acan TiB’in re’sen erisimin engel-
lenmesi kararini dlciisiiz bulmustur. Anayasa Mahkemesi
bu kararina varirken, daha onceki tarihli Twitter kararina
atif yapmisg; sosyal medya sitelerinin nasil iglediginin ve
ifade hiirriyeti acisindan nasil 6nemde olduklarinin altini
¢izmis ve daha sonra bir web sitesinin tamamina erigimin
engellenmesine yol acacak bir tedbirin 6l¢iisiiz bir tedbir
oldugunu belirtmistir. Mahkeme, Internet Yasasrmin 8.
maddesinde bu sekilde acik bir ifade yer almasa da, Inter-
net Yasasi’nin sug tegkil eden icerige ancak URL engelleme
yontemiyle engellenmesine olanak tanidigini belirtmistir.
Bu baglamda Mahkeme, tiim web sitesine erisimin engel-
lenmesinin ifade hiirriyetini ihlal ettigine hitkmetmistir.

to complete restriction of a web site is a disproportionate
measure. The Court held that Internet Law permits restric-
tions of illegal content to be implemented only by using
the URL restriction method, even though such an explicit
wording is not specified under Article 8 of Internet Law. In
that regard, the Court ruled that any implementation of a
block on an entire web site violates freedom of expression.
Following up this decision, the Constitutional Court’s deci-
sion was published in the Official Gazette dated 6 June 2014
and the TIB lifted the ban that was implemented against
Youtube.

Leaving aside the debates surrounding the admissibility of
such claims before the Constitutional Court as a matter of
individual application, when the Twitter and Youtube cases
are read together, it can be seen that the approach put for-
ward by the Constitutional Court on the interpretation of
Internet Law is consistent. The case-law implies that both
the judicial and administrative authorities need to refrain
from adopting decisions that might give rise to automatic
blocking of an entire web site.

8. CONCLUDING REMARKS

The regulation of the Internet is a dynamic process of find-
ing equilibrium between the prevention of crime, the pro-
tection of personal rights and privacy while maintaining the
free flow of information. There is not a predefined template
that would provide a prompt transition to sustainability in
such a dynamic area of regulation. Each country is unique
in its social, economic and technological priorities and so
they have different challenges and needs. Therefore, the
implementation has to be carried out in accordance with
the national and local dynamics. Turkey is no exception to
this method of regulation.

This article has attempted to provide an overview of the
legal, institutional and policy framework of Internet regu-
lation in Turkey, which is also in a state of constant pro-
gress and development due to the emerging information
and communication technologies. Internet Law numbered
5651, which has been the main legal framework of the Inter-
net since 2007, was subject to a substantial reform in Febru-
ary 2014. The case-law of the Turkish Constitutional Court
also brought a new insight with regard to the interpretation
of Internet Law. It is noteworthy that the Turkish Govern-
ment has also set the political target of revising Internet
Law in accordance with the Action Plan entitled ‘The Pre-
vention of Violations of the European Convention of Hu-
man Rights’ dated 24 February 2014. The policy framework
signals that the evolution of Internet Law will continue
and, considering the increasing importance of the Internet
in Turkish daily life, Internet Law numbered 5651 will con-
tinue to be at the forefront of the Turkish legal agenda.

Bu karar1 miiteakip, Anayasa Mahkemesi karar1 6 Haziran
2014 tarihinde Resmi Gazete’de yayimlanmig ve TiB, Twit-
ter aleyhine uygulanan yasag: kaldirmigtir.

Anayasa Mahkemesi 6niinde bu konunun bireysel bagvuru
olarak goriilmesine iligkin tartismalar bir kenara birakila-
cak olursa, Twitter ve Youtube kararlar: birlikte okundu-
gunda goriilmektedir ki, Anayasa Mahkemesi'nin Internet
Yasas’m1 yorumu tutarhdir. Bu konudaki ictihat goster-
mektedir ki, hem adli makamlar hem de idari birimler oto-
matik olarak tiim web sitesine erisimin engellenmesine
yol acabilecek kararlar almaktan imtina etmelidirler.

8.SONUG

Internetin diizenlenmesi sucun Onlenmesi, bireylerin
kisilik haklarimin korunmasi ve bilgi akisinin saglanmasi
alaninda denge saglanma konularinda denge saglamaya
yonelik dinamik bir stirectir. Bu dinamik regiilasyon ala-
ninda siirdiiriilebilirligi saglayabilecek 6nceden tanimlan-
muisg bir sablon yoktur. Her iilke sosyal, ekonomik ve tekno-
lojik 6ncelikleri acisindan kendine 6zgiidiir ve farkli sorun
ve ihtiyaclar1 bulunmaktadir. Bu sebeple, uygulama ulusal
ve yerel dinamiklere gore siirdiiriilmelidir. Bu regiilasyon
yontemi Tiirkiye icin de gecerlidir.

Bu makale, yeni gelisen biligim ve iletisim teknolojileri se-
bebiyle Tiirkiye’de siirekli bir gelisim ve degisim icerisinde
olan Internet ile ilgili yasal, kurumsal ve politik cerceve-
nin genel hatlari incelenmeye caligilmigtir. 2007 yilindan
bu yana Internet ile ilgili temel yasal cerceveyi ¢izen 5651
sayih Internet Yasa, Subat 2014 tarihinde esash sekilde
reform edilmistir. Anayasa Mahkemesi’nin ictihatlar: da
Internet Yasasrmmn yorumlanmasi hususunda yeni bir
perspektif getirmistir. Sunu son olarak belirtmek gerekir
ki, Bakanlar Kurulu tarafindan 24 Subat 2014 tarihinde ka-
bul edilen “Avrupa insan Haklar1 Sézlesmesi Thlallerinin
Onlenmesine iligkin Eylem Plam” kapsaminda Internet
Yasasr'ni reform etmeyi politik hedefleri arasina koymus-
tur. Bu konudaki politik irade géstermektedir ki, Internet
Yasasrnin evrimi devam edecek ve Tiirkiye’de Internetin
kullamminin artmasiyla paralel sekilde 5651 sayili inter-
net Yasasi, Tiirk hukuk giindeminin 6n siralarinda kalma-
ya devam edecektir.
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