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ABSTRACT

The individual application decision, which will be
examined in detail below, consists of illegally ob-
taining personal data on the applicant spouse’s
phone with a spy software downloaded by one
of the spouses in the divorce phase to the other
spouse’s phone. Following the submission of the
information and documents containing the per-
sonal data of the applicant spouse as evidence in
the divorce case by the other spouse, the appli-
cant spouse filed a complaint. The suspect spouse
was acquitted by the Ezine Criminal Court of First
Instance (“Criminal Court”), and the applicant
spouse applied to appeal. Bursa Regional Court
of Justice 3rd Penal Chamber (“Chamber”) also
acquitted the spouse, and the applicant spouse
filed an individual application to the Constitutional
Court (“CC"), alleging that the right to demand the
protection of personal data within the scope of re-
spect for private life was violated. The Constitution-
al Court examined the case within the framework
of national and international legislation and it was
decided that the applicant’s right to demand the
protection of his personal data within the scope of
respect for private life, which is protected by a con-
stitutional guarantee, was violated.
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OZET

Asagida detaylica incelenecek olan bireysel basvu-
ru karari, bosanma asamasinda olan eslerden birinin
diger esin telefonuna indirdigi casus bir yaziim ile
basvurucu esin telefonundaki kisisel veri niteligini
haiz bilgileri hukuka aykiri yollar ile ele gecirmesin-
den ibarettir. Bagsvurucu esin kisisel verilerini iceren
bilgi ve belgelerin diger es tarafindan bosanma da-
vasina delil olarak sunulmasini takiben basvurucu es
sikayetci olmus, sorusturma sonrasinda Ezine Cum-
huriyet Bassavciligi (“Basgsavcilik”) tarafindan hazir-
lanan iddianamede, diger esin cezalandinlmasi talep
edilmistir. Supheli esin Ezine Asliye Ceza Mahkemesi
(“Ceza Mahkemesi”) tarafindan beraatine karar ve-
rilmis olup basvurucu es, istinaf yoluna muracaat et-
mistir. Bursa Bolge Adliye Mahkemesi 3. Ceza Dairesi
("Daire") de esin beraatine karar vermis, basvurucu
es ise Ozel hayata saygl kapsamindaki kisisel verile-
rin korunmasini isteme hakkinin ihlal edildiginden
bahisle, Anayasa Mahkemesi'ne (“AYM") bireysel
basvuruda bulunmustur. AYM tarafindan ulusal ve
uluslararasi mevzuat cercevesinde inceleme yapil-
mis ve basvurucunun anayasal bir guvence ile koru-
nan ozel hayata saygi kapsaminda kisisel verilerinin
korunmasini isteme hakkinin ihlal edildigine karar
verilmistir.

ANAHTAR KELIMELER

OZEL HAYATIN GIZLILIGI, OZEL VE
AILE HAYATINA SAYGI, KISISEL VER],
KISISEL VERININ ELE GECIRILMESI,
KISISEL VERININ ISLENMES],
KISISEL VERININ ACIKLANMASI.
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The individual application decision of the Constitutional Court, dated 7 September 2021 and num-
bered 2018/30296, which will be examined below, regarding the violation of the individual’s right
to request the protection of personal data, has been handled within the scope of the doctrine and
relevant national and international legislation.

Asagida incelenecek AYM nin 7 Eyliil 2021 tarihli ve 2018/30296 numaral, kisinin kisisel verilerinin
korunmasini isteme hakkinin ihlal edilmesine iliskin bireysel basvuru karari, doktrin ve ilgili ulusal
ve uluslararasi mevzuat kapsaminda ele alimmuastir.

I.INTRODUCTION

Personal data is a concept that has gained
importance and popularity rapidly with the
developing technology in today’s world.
Since personal data make up the vast ma-
jority of our lives, the protection of personal
data has become increasingly important for
reasons such as ensuring the data security of
individuals and protecting their fundamental
rights and freedoms and privacy. The indi-
vidual application decision of the Constitu-
tional Court, dated 7 September 2021 and
numbered 2018/30296, which will be exam-
ined below, regarding the violation of the in-
dividual's right to request the protection of
personal data, has been handled within the
scope of the doctrine and relevant national
and international legislation.

I1. QUESTION OF LAW

The question of law that is the subject of the
relevant individual application decision is
that the applicant’s right to demand the pro-
tection of personal data within the scope of
the right to respect for private life has been
violated due to the fact that the spouse was
not found guilty by the Criminal Court and
the Chamber, following his wife's request to
be punished for violation of the confidentiali-
ty of communication and violation of privacy

1. GIRIS

Kisisel veri kavrami gunumuz dunyasinda
gelisen teknolojiyle beraber hizla énem ve
popularite kazanmis bir kavramdir. Kisisel
verilerin hayatimizin cok buyuk cogunlugunu
olusturmasindan 6turq, kisisel verilerin korun-
masi da kisilerin veri guvenliklerini saglamak
ve temel hak ve 6zgurluklerini ve mahremi-
yetlerini korumak gibi sebeplerle gitgide bu-
yuk 6nem kazanmistir. Asagida incelenecek
AYM’'nin 7 Eylul 2021 tarihli ve 2018/30296
numarali, kisinin kisisel verilerinin korunma-
sini isteme hakkinin ihlal edilmesine iligkin
bireysel basvuru karari, doktrin ve ilgili ulu-
sal ve uluslararasi mevzuat kapsaminda ele
alinmistir.

1. HUKUKi SORUN

ilgili bireysel bagvuru kararina konu olan hu-
kuki sorun, basvurucunun esinin, bogsanma
davasinda kullanilmak tuzere bagvurucunun
kullandigi cep telefonuna yukledigi casus bir
yazilim ile bagvurucunun telefonda bulunan
mesaj, ses kayitlari, videolar ve fotograflar,
dahil fakat bunlarla sinirli olmamak Uzere
basvurucunun kisisel verilerini ele gecirme-
si, bu verilerin bazilarinin bosanma davasina
kanit olarak sunulmasi; basvurucunun, esinin
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of private life by obtaining the personal data
of the applicant including, but not limited
to, messages, audio recordings, videos and
photographs on the phone and presented
some of the data as evidence for the divorce
case, with a spy software installed on the mo-
bile phone used by the applicant to be used
in the divorce case.

IHI. SUMMARY

On 8 June 2016, the applicant’s spouse
submitted messages, audio recordings,
videos and a photograph found on the ap-
plicant’s phone to the court as evidence in
the divorce case of the applicant and the ap-
plicant’s spouse pending at the Ezine Civil
Court of First Instance (“Civil Court”). On 28
November 2016, the applicant filed charges
against his spouse that all his personal data,
including but not limited to messages, voice
recordings, videos and photographs, and the
applicant’'s e-government and banking pass-
words, were seized and used by installing a
spy software on the spouse’s mobile phone.
In the petition of the applicant, it was men-
tioned that the right to protect the personal
data of the applicant was violated and the
data was stored unlawfully, it was stated that
by even following the family relatives of the
applicant the purpose of providing evidence

haberlesmenin gizliligini ihlal ve 6zel hayatin
gizliliginiihlal su¢larindan cezalandirlmasini
talep etmesine takiben esin, Ceza Mahkeme-
si ve Daire tarafindan suclu bulunmamasi se-
bebiyle, etkili yargisal sistem kurma yukum-
lalugunun yerine getirilmemesi nedeniyle
6zel hayata saygi hakki kapsamindaki kisisel
verilerin korunmasini isteme hakkinin ihlal
edilmis olmasidir.

11l. OLAYIN OZETi

Basvurucu B.Y. ile esinin Ezine Asliye Hukuk
Mahkemesi'nde (“Hukuk Mahkemesi”) go-
ralmekte olan bosanma davasinda, basvu-
rucunun esi 8 Haziran 2016 tarihinde, bas-
vurucunun telefonunda bulunan mesaijlari,
ses kayitlanni, videolari ve bir adet fotografi
mahkemeye delil olarak ibraz etmistir. Bagvu-
rucu ise 28 Kasim 2016 tarihinde, esinin cep
telefonuna casus yazilim yukleyerek telefon-
dabulunan mesaj, ses kayitlari, videolar ve fo-
tograflar, bagvurucunun e-devlet ve bankaci-
lik sifreleri dahil fakat bunlarla sinirliolmamak
kaydiyla tum kisisel verilerinin ele gecirildigi
ve kullanildigindan bahisle, esinden sikayetci
olmustur. Bagvurucunun sikayet dilekcesin-
de, basvurucunun kisisel verilerinin korun-
masi haklarininihlal edildiginden ve verilerin
hukuka aykiri olarak depolandigindan bahse-
dilmis, bagvurucunun aile yakinlarinin dahi
takip edilerek bosanma davasina delilsunma
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for the divorce case was exceeded, and he
demanded that his spouse be punished for
“violating the confidentiality of communica-
tion and violating the privacy of her private
life”". In the indictment issued by the Office of
the Chief Public Prosecutor on 11 May 2017,
the applicant’s spouse was demanded to be
punished for illegally obtaining the data on
the phone with the software installed on the
applicant’s phone, violating the privacy of
the applicant’s private life, listening to and
recording the conversations between peo-
ple, and using this data as evidence in the
divorce case. The Criminal Court decided
for the acquittal of the applicant’s spouse,
stating that the applicant’s spouse did not
intend to commit a crime on the grounds
that the applicant’s spouse admitted that he
had installed a program on the applicant’s
phone and that he had obtained the records
containing the relevant data only to provide
evidence for the divorce case. In addition to
the allegations in the petition, the applicant
applied to appeal, stating that the legal char-
acterization of the crime was incorrect and
the illegal seizure of personal data was not
mentioned by the Office of the Chief Public
Prosecutor and that the spouse should be
sentenced as he violated Atrticles 132 (Vio-
lation of confidentiality of communucation)
and 134 (Violation of the privacy of private
life) of the TPC as well as the applicant’s right
to respect for private life and the protection
of personal data, which is guaranteed by Ar-
ticle 20 of the Constitution of the Republic
of Turkey due to the acquittal decision. On
25 May 2018, the Criminal Court’s decision
was upheld by the Chamber on the grounds

amacinin asildigi ifade edilmis ve “esinin ha-
berlesmenin gizliligini ihlal ve ézel hayatinin
gizliligini ihlal suglarindan cezalandirilmasini
talep etmistir”. 11 Mayis 2017 tarihinde Bas-
savcilik tarafindan duzenlenen iddianamede,
basvurucunun esinin, basvurucunun telefo-
nuna yukledigi yazilim ile telefonda bulunan
verileri hukuka aykir olarak ele gegirmesi,
basvurucunun 6zel hayatinin gizliligini ihlal
etmesi, kisiler arasindaki konusmalari dinle-
mesi ve kayda almasi ve bu verileri bogsanma
davasinda delil olarak kullanmasi sebebiyle
cezalandirilmasi talep edilmistir. Ceza Mah-
kemesi, basvurucunun esinin bagvurucunun
telefonuna program yukledigini ikrar etmesi
ve ilgili verileri iceren kayitlar yalniz bosan-
ma davasina delil sunmak amaciyla elde
ettigi gerekcesiyle, basvurucunun esinde
sug¢ isleme kasti olmadigini belirterek esin
beraatine karar vermistir. Basvurucu, sikayet
dilekcesinde yer alan iddialarina ek olarak,
Bassavcilik tarafindan sucun hukuki nitelen-
dirmesinin hatali yapildigi ve kisisel verilerin
hukuka aykiri sekilde ele gecirilmesi hususu-
na deginilmediginden babhisle istinaf yoluna
basvurmus ve esinin Turk Ceza Kanunu’nun
("TCK") 132. (Haberlesmenin gizliligini ihlal)
ve 134. (Ozel hayatin gizliligini inlal) madde-
leri uyarinca cezalandirilmasi gerektigini, be-
raat karari nedeniyle Anayasal guvence altina
alinan (Anayasa m.20) 6zel hayata saygi ve
kisisel verilerin korunmasini isteme hakkinin
ihlal edildigini beyan etmistir. 25 Mayis 2018
tarihinde Ceza Mahkemesi'nin karari, Daire
tarafindan, Yargitay kararlari ve yerlesik uy-
gulamaya atif yapilarak haksiz bir saldiriy1 6n-
lemek icin bir daha ulasilamayacak kanitlarin
ilgili mercilere sunulmasi amaciyla kisisel ve-
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that personal data could be recorded, inter-
cepted and disseminated in order to present
irretrievable evidence to the relevant author-
ities in order to prevent an unjust attack, with
reference to Court of Cassation decisions
and situated practice. Following the notifi-
cation of the final decision to the applicant
on 8 September 2018, the applicant made an
individual application to the CC on 8 Octo-
ber 2018. The applicant and the applicant’s
spouse divorced consensually on 19 July
2019 and the decision became final.

IV. RELEVANT LAW

A. Turkish Penal Code

1. Violation of the Privacy of Pri-
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rilerin kaydedilebilecedi, ele gecirilebilecegi
ve kisisel verilerin yayilabilecegi gerekcesiyle
onanmistir. Nihai kararin 8 Eylul 2018 tarihin-
de basvurucuya tebligini takiben bagvurucu,
8 Ekim 2018 tarihinde AYM'ye bireysel basvu-
ruda bulunmustur. Basvurucu ve bagvurucu-
nun esi, 19 Temmuz 2019 tarihinde anlagsmali
olarak bosanmis ve karar kesinlesmistir.

IV. iLGiLIi HUKUK

A. Tirk Ceza Kanunu

1. Ozel Hayatin Gizliligini ihlal

vate Life (TPC Article 134)

Violation of the privacy of people’s private
life, as stipulated in Article 134 of the TPC
No. 5237, constitutes the crime of violating
the privacy of private life. The relevant article
mentions that the privacy of private life will
be violated by recording images or sounds
related to private life, disclosing these and
publishing these disclosed data through
the press and broadcast?. Since the legislator
aims to protect the confidential life and pri-
vate life areas of individuals with this article?,
it would be appropriate to say that the legal
subject of the crimes of violation of privacy
is the right to privacy*. The material subject
of the crime, on the other hand, is “behavior
orevents that occur in the private lives of indi-
viduals™. The crime stipulated in Article 134
of the TPC can be committed with “any kind
of act that can result in a breach of confiden-
tiality”®. Disclosure of images and audio relat-
ed to private life is possible by “transferring
images and audio directly to the information
of third parties”. It may be accurate to state
that the privacy of the applicant’s private life
has been violated, considering that private
life is a living space that the person volun-
tarily shares with certain people and prefers
to keep others out® and that the applicant’s
spouse uploaded a software on to the appli-
cant’s phone without consent and submitted
the data that the applicant preferred to keep
confidential as evidence to the court. Howev-
er, it should be noted that the video or audio
recordings of a person’s private life record-
ed in order for prosecution or being taken
to court, shown or listened to at the hearing
constitute a reason for compliance with the

(Turk Ceza Kanunu m.134)

Kisilerin 6zel hayatinin gizliliginin ihlal edil-
mesi, 5237 Sayili TCK'nin 134. maddesinde
hakum altina alindigi Uzere, 6zel hayatin giz-
liligini ihlal suguna vicut vermektedir. ilgili
madde, 6zel hayatin gizliliginin, 6zel hayata
iliskin géruntu veya seslerin kayda alinmasi,
bunlarinifsa edilmesi ve ifsa edilen bu verile-
rin basin ve yayin yoluyla yayimlanmasi su-
retiyle ihlal edileceginden? bahsetmektedir.
Kanun koyucu, bu madde ile kisilerin gizli
hayat ve 6zel hayat alanlarinin korunmasini
saglama?® amaci guttugunden, 6zel hayatin
gizliliginin ihlali suclarinin hukuki konusunun
6zel hayatin gizliligi hakki oldugunu soyle-
mek yerinde olacaktirt. Sucun maddi konu-
su ise; “kigilerin 6zel hayatlarinda gerceklesen
davranig veya olaylar” olarak karsimiza ¢ik-
maktadir. TCK 134'te huktum altina alinan sug;
“gizliligin ihlali sonucunu dogurmaya elverisli
her turlu fiille islenebilir®. Ozel hayata iliskin
goruntu ve seslerin ifsasi ise; “goruntt ve ses-
lerin dogrudan dctincu kisilerin bilgisine” ak-
tanilmasi suretiyle mumkun olmaktadir. Ozel
hayatin, kisinin kendi istegiyle belli birtakim
kisiler ile paylastigi ve bu kisiler disinda sak-
lamayi tercih ettigi yasam alani oldugu g6z
onune alindiginda basvurucunun esinin
basvurucunun telefonuna, rizasi dahilinde ol-
madan bir yazilim yukleyerek basvurucunun
sakli tutmay tercih ettigi verileri mahkeme-
ye delil olarak ibraz ettigi dusunualdagunde,
basvurucunun 6zel hayatinin gizliliginin inlal
edildigini sdylemek mumkun olabilir. Fakat
onemle belirtilmelidir ki, savcilik yahut mah-
kemeye verilme, durugsmada gosterilme yahut
dinlenme sebebiyle kayda alinan 6zel haya-
ta iliskin goruntu veya ses kayitlar, TCK 134
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law within the scope of Article 134 of the
TPC?®. In order to avoid any doubt, it should
be emphasized that violating a person’s pri-
vate life for the sole purpose of obtaining ev-
idence will not constitute compliance with
the law in the context of Article 134 of the
TPC. According to this practice adopted by
the Court of Cassation, violating the privacy
of another person’s private life for the pur-
pose of collecting evidence “in sudden situ-
ations where there is no opportunity to obtain
evidence again and there is no opportunity
to apply to the competent authorities”® will
constitute a reason for compliance with the
law. Nonetheless, when the concrete case
is examined, it may be appropriate to state
that the applicant’s spouse will not benefit
from the reasons of compliance with the law
pursuant to Article 134 of the TPC, since the
applicant’s spouse had the opportunity to
prove that the applicant was cheating by
other means, but chose to install a spyware
on the applicant’s phone and violated the
privacy of the applicant’s private life.

2. Recording of Personal Data
(TPC Article 135)

Personal data is defined in subparagraph
(e) of Article 3 of the Law on the Protection
of Personal Data No. 6698 (“LPPD"). As the
definition suggests, personal data means
“any information relating to an identified or
identifiable natural person”™. The subject of
the crime, which is stipulated in Article 135
of the TPC, is personal data'. Personal data
does not necessarily have to be a secret nor
confidential information as defined in Article
3 of the LPPD™. As it can be clearly under-
stood from the wording of Article 135 of the
TPC, the act that gives rise to the crime of
recording personal data is the act of record-
ing™. Within the scope of the LPPD, certain
principles are stipulated for the processing
of personal data. For instance, “in order for
personal data processing to be lawful, per-
sonal data processing must be “connected”
and in line with the purpose of personal data
processing, and “limited” to this processing
only; unnecessary and unsuitable personal
data should not processed; for the purpose
of processing, only necessary data should be
processed in a “proportionate” manner, data
processing should be minimized, in other

kapsaminda hukuka uygunluk nedeni teskil
etmektedir®. Fakat supheye mahal vermemek
adina 6nemle belirtilmelidir ki salt delil elde
etmek amacli kisinin 6zel hayatini ihlal, TCK
134 baglaminda hukuka uygunluk teskil et-
meyecektir. Soyle ki, Yargitay'in da benimse-
digi bu goruse gore, kisinin “bir daha kanit
elde etme olanaginin bulunmadigi ve yetkili
makamlara bagvurma imkaninin olmadigi ani
gelisen durumlarda”'® baska bir kimsenin 6zel
hayatinin gizliligini delil toplamak amaciyla
ihlal etmis olmasi hukuka uygunluk nedeni
olusturacaktir. Fakat somut olay incelendi-
ginde, basvurucunun esinin basvurucunun
kendisini aldattigini baska yollar ile kanitlama
imkani bulunmasina ragmen basvurucunun
telefonuna casus bir yaziim yuklemis olma-
sI ve basvurucunun 6zel hayatinin gizliligini
ihlal etmis olmasi sebebiyle, basvurucunun
esinin TCK 134 uyarinca hukuka uygunluk
nedenlerinden yararlanmayacagini sdylemek
yerinde olabilecektir.

2. Kisisel Verilerin Kaydedilmesi

(TCK m.135)

6698 Sayili Kisisel Verilerin Korunmasi Kanu-
nu'nun ("KVKK") 3. maddesinin (e) bendin-
de, kisisel verinin tanimi yapilmigtir. Tanima
gore kisisel veri, “Kimligi belirli veya belirle-
nebilir gercek kisiye iliskin her turlt bilgiyi”™"!
ifade etmektedir. TCK'nin 135. maddesinde
hakam altina alinan sugun konusu, kisisel ve-
ridir'2. Kisisel veri, KVKK’'nin 3. maddesinde
de tanimlandigi tzere sir niteligini haiz olmak
durumunda degildir'®. TCK'nin 135. madde-
sinin lafzindan da acikca anlasilacagi Gzere,
kisisel verilerin kaydedilmesi sugcuna vucut
veren fiil kaydetmedir'. KVKK kapsaminda
kisisel verilerin islenmesi icin belli bazi ilke-
ler ongoralmustur. Ornegin; “kisisel veri isle-
menin, kigisel veriisleme amaciyla “baglantili”
ve bu dogrultuda olmasi, yalnizca bu isleme
amaciyla “sinirli” olmasy; ihtiya¢c duyulmayan,
elverigsiz, gereksiz kigisel verilerin islenmeme-
si; isleme amaci icin yalnizca gerekli verilerin
“orantili” bicimde islenmesi, veriislemenin en
azaindirgenmesiyani GDPR'In 5. maddesinde
yer verilen tabirle “data minimisation (veri mi-
nimizasyonu)” ile “6lcult”lagan saglanmasi
gerekir”®. TCK'da belirtilen genel hukuka
uygunluk sebeplerinin kisisel verilerin kayde-
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words, a “measurement” should be ensured
with “data minimization” as stated in Article 5
of the GDPR"". It is convenient arguing that
the reasons for compliance with the general
law specified in the TPC can also be used for
the crime of recording personal data™. In this
context, if the person processes the personal
data of another person by using aright grant-
ed by legal order and in accordance with the
rule of good faith, they will be able to rely on
a compliance with laws reason and exercise
the right in terms of the TPC 135". Another
important criterion here is, in order for a per-
son to be able to use a right granted by legal
order, that right must be exercised without
an intermediary institution or authority.
Considering that the applicant’s spouse has
accessed the applicant’s bank and e-gov-
ernment passwords and recorded the rel-
evant data, it may be accurate to state that
the spouse did not act with the sole motive
of presenting evidence for the divorce case
in the aforementioned individual application
decision.

3. Unlawful Delivery or Capture of

BASVURULU NUMARALI B.Y. KARARI'NIN INCELENMESI

dilmesi sucu bakimindan da kullanilabilece-
gini sdylemek yerindedir'®. Bu baglamda, kisi,
kendisine hukuk duzeni tarafindan taninmig
olan bir hakki sinirlariicinde ve darustluk ku-
ralina uygun olarak kullanarak bir baskasinin
kisisel verilerini igliyorsa, TCK 135 bakimin-
dan hukuka uygunluk sebeplerinden olan
hakkin kullanilmasina dayanabilecektir'.
Burada 6nemli olan diger bir 6l¢ut de kisinin
kendisine hukuk duzeni tarafindan taninan
bir hakki kullanabiliyor olmasticin o hakkin bir
aract kurum veya merciolmadan kullanilabilir
olmasi gerekmektedir'®. Bahsi gegen bireysel
basvuru kararina bakildiginda, basvurucunun
esinin, basvurucunun banka ve e-devlet sifre-
lerine kadar ulastigi ve ilgili verileri kaydettigi
de g6z 6nunde bulunduruldugunda, esin salt
bosanma davasina delil ibraz etmek saikiyle
hareket etmedigini soylemek mumkun ola-
bilecektir.

3. Verileri Hukuka Aykiri Olarak

the Data (TPC Article 136)

Delivering or capturing personal data unlaw-
fully is considered a crime within the scope
of Article 136 of the TPC. The legal subject
of this crime, which is covered in the rele-
vant article, is personal data in parallel with
Article 135 of the TPC". Although there are
differences of opinion in the doctrine, the
underlying purpose of the legislator’s crim-
inalization of illegal delivering or capturing
of personal data under TPC 136 is to prevent
unauthorized third parties from accessing
personal data?. In this context, it would be
accurate to state that the right to protect
personal data is the legal value that is tried
to be protected by the relevant regulation?'.
It is necessary and sufficient for the element
of illegality to occur in order for the personal
data to be deemed to have been delivered
pursuant to Article 136 of the TPC; an un-
lawful act of delivering shall not be subject
to any form?2 The act of dissemination within
the scope of the relevant article is an act that
multiplies the domain of the act of delivering
and ensures that personal data is transferred

Verme veya Ele Gecirme (TCK

m.136)

Kisisel verilerin hukuka aykiri olarak verilmesi
yahut ele gecirilmesi, TCK'nin 136 maddesi
kapsaminda sug olarak nitelendirilmektedir.
ilgili maddede hukum altina alinmis olan bu
sugun hukuki konusunu, TCK'nin 135’inci
maddesiyle paralel olarak kisisel veri olustu-
rur'®, Ogretide gorus farkliiklar olmakla bir-
likte, kanun koyucunun TCK 136 kapsaminda
kisisel verilerin hukuka aykiri olarak verilmesi
veya ele gegirilmesini su¢ kabul etmesinin
altinda yatan amag, yetkisiz uguncu kisilerin
kisisel verilere erisimlerinin engellenmesidir?.
Bu baglamda, kisisel verilerin korunmasi hak-
kinin, ilgili duzenleme ile korunmaya calisilan
hukuki deger oldugunu soylemek yerinde
olacaktir?’. Kisisel verinin TCK'nin 136. mad-
desi uyarinca verilmis kabul edilmesi i¢in
hukuka aykirilik unsurunun gergeklesmesi
gerekli ve yeterlidir; hukuka aykiri bir verme
eylemi herhangi bir sekle tabi olmayacaktir?2.
ilgili madde kapsaminda yayma fiili ise, verme
fiilinin etki alanini gogaltan ve kisisel verile-
rin birden fazla kisiye aktarilmasini saglayan
bir eylem?® olup farkli sekillerde gerceklesti-
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to more than one person? and can be car-
ried out in different ways?*. Finally, the sei-
zure of personal data means that those who
do not have the authority to dispose of the
personal data of a person obtain the data in
such a way that they can dispose of it?°. In
the concrete case that was the subject of the
relevant individual application, it would be
a suitable interpretation to accept that the
applicant’s spouse had seized the personal
data on the applicant’s phone, although not
authorized, with the spyware installed on the
applicant’s phone.

B. European Convention on
Human Rights

Article 8 of the European Convention on Hu-
man Rights (“ECHR") clearly stipulates that
“everyone has the right to have their private
and family life, home and correspondence
respected”?., The European Court of Human
Rights (“European Court of HR"), in its deci-
sions regarding Article 8 of the ECHR, stated
that the concept of private life is a very broad
concept and avoided defining it?. However,
when the relevant decisions of the European
Court of HR are examined, it is seen that the
interpretation of the concept of private life
is based on principles such as the effective
protection of individuals’ private lives against
arbitrary interventions by public authorities?.
The European Court of HR hasimposed three
types of obligations on the states that are
party to the ECHR, namely negative, positive
and procedural obligations in accordance
with the relevant article?. States which are
parties to the ECHR cannot interfere with a
person'’s private and family life in accordance
with the negative obligations imposed on
them?®., The positive obligations imposed
on the states that are parties to the ECHR
require the states to lay the groundwork for
individuals to use their right to respect for
private and family life effectively, protected
in accordance with the relevant article of the
ECHR, in other words, the states must create
the necessary material and legal conditions
for the use of the right®'. Procedural obliga-
tions, on the other hand, are not specified in
every decision of the European Court of HR,
but they include the obligation to respect the
right guaranteed under the relevant article
and the necessity of the courts to act fairly
in the decision-making processes regarding
the interventions against this right®2 If the
relevant individual application decision is ex-
amined in terms of the obligations imposed
on the state by Article 8 of the ECHR, it can

rilebilmektedir?*. Son olarak kisisel verilerin
ele gecirilmesi, bir kisiye ait kisisel veriler
Uzerinde tasarruf yetkisi bulunmayan kimse-
lerin, verileri, Gzerinde tasarruf edebilecegi
sekilde elde etmesi anlamina gelmektedir®.
ilgili bireysel basvuruya konu olmus somut
olayda, basvurucunun esinin, basvurucunun
telefonuna yukledigi casus yazilimile, yetkisi
olmadigi halde basvurucunun telefonunda
bulunan kisisel verileri ele gecirdigini kabul
etmek, yerinde bir yorum olabilecektir.

B. Avrupa insan Haklari S6z-
lesmesi

Avrupa insan Haklan Sozlesmesi'nin (“AIHS”)
8. maddesi; “herkesin 6zel hayatina, aile ha-
yatina, konutuna ve haberlesmesine saygi
gosterilmesini isteme hakkinin bulundugu”-
2nu agikga hukam altina almistir. Avrupa in-
san Haklari Mahkemesi (“AIHM”), AiHS'nin
8. maddesi ile ilgili verdigi kararlarinda, 6zel
hayat kavraminin ¢ok genis bir kavram ol-
dugunu belirterek kavrami tanimlamaktan
kacinmistir?”. Fakat AiIHM'nin ilgili kararlar
incelendiginde, 6zel hayat kavraminin yorum-
lanmasinda, kisilerin 6zel hayatlarinin kamu
otoritelerinin keyfimudahalelerine karsi etkili
sekilde korunmasi gibi ilkelerden yola ¢ikti-
g1 gorulmektedir?®. AiIHM, AiHS'ye taraf olan
devletlere, ilgili madde uyarinca negatif, pozi-
tif ve usuli yakamlalukler olmak Uzere Ug gesit
yukamlaluk yuklemistir?®. AiHS'ye taraf dev-
letler, kendilerine yuklenen negatif yukumlu-
lukler uyarinca, kisinin 6zel ve aile hayatina
mudahale edememektedir®. AiHS ile devlete
yuklenen pozitif yakamlulukler ise, AIHS'nin
ilgili maddesi uyarinca korunan 6zel hayata
ve aile hayatina saygi hakkinin, kisiler tara-
findan etkili sekilde kullanabilmesine zemin
hazirlanmasini, diger bir ifadeyle, devletin,
hakkin kullanilabilmesi icin gerekli maddi ve
hukuki sartlar olusturmasianlamina gelmek-
tedir3". Usuli yakamlulukler ise AIHM'nin her
kararinda belirtiilmemekle birlikte, ilgilimadde
kapsaminda guvence altina alinan hakka say-
gilrolunmasi gerektigini ve bu hakka yonelik
mudahalelere iliskin karar alma sureclerinde
mahkemelerin adaletli davranmasi gerekliligi-
ni kapsayan yukuamluluklerdir32. ilgili bireysel
basvuru karari, AIHS'nin 8. maddesinin dev-
lete yukledigi yukumlalukler bakimindan in-
celenirse, karara konu olayin, devletin pozitif
ve usuli yukumlulukleri bakimindan problem-
li oldugu soylenebilir. Séyle ki, yukarida da
bahsedildigi Uzere devlet, kisinin ilgili hak-
kinin korunmasi icin gerekli hukuki zemini
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be said that the case subject to the decision
is problematic in terms of the positive and
procedural obligations of the state. As men-
tioned above, the state has to prepare the
necessary legal basis for the protection of the
person’s relevant right, to provide adequate
mechanisms for protection in case of any in-
terference with the right, and to prepare a fair
trial environment. It would be appropriate to
say for the concrete case that although the
applicant filed a criminal complaint with the
relevant authority on the violation of the right
to privacy of their private life by their spouse,
the applicant was not faced with effective le-
gal protection.

V. CONSTITUTIONAL
COURT’S OPINION AND
EVALUATION OF THE DE-
CISION

Article 20 of the Constitution of the Repub-
lic of Turkey (“Constituion”) guarantees the
right of the individual to demand respect
for private and family life (Constitution Art.
20/1) and the protection of personal data
(Constitution Art. 20/3)%. In this context, as
stated by the CC in the relevant individual
application decision, the state should es-
tablish legal infrastructures that will ensure
the protection of personal data of individu-
als and prevent third parties from interfering
with the data as a requirement of its positive
obligations. In other words, the development
of preventive and deterrent mechanisms for
the illegal capture, processing and disclo-
sure of personal data is of great importance

BASVURULU NUMARALI B.Y. KARARI’'NIN iINCELENMESI

hazirlamak, hakka herhangi bir mudahale
halinde korumaiicin yeterli mekanizma 6ngor-
mek ve adil bir yargilama ortami hazirlamak
durumundadir. Bagvurucunun 6zel hayatinin
gizliligi hakkinin esi tarafindan ihlal edilmesi
Uzerine ilgili makama suc¢ duyurusunda bu-
lunmasina ragmen, etkin bir hukuki korumay-
la karsilagsmadigini sdylemek, somut olay i¢in
yerinde olabilecektir.

V. ANAYASA MAHKEME-
Si’"NiN GORUSU VE KA-
RARIN DEGERLENDIRIL-
MESi

Turkiye Cumhuriyeti Anayasasi'nin (“AY”)
20. maddesinde, kisinin 6zel hayat ve aile
hayatina saygi gosterilmesini (AY m.20/1) ve
kisisel verilerin korunmasini isteme hakki (AY
m.20/3) guvence altina alinmistir®, Bu bag-
lamda, devlet, ilgili bireysel basvuru kararin-
da da AYM tarafindan belirtildigi Gzere, pozitif
yukumlaluklerinin bir geregi olarak kisilerin
kisisel verilerinin korunmasini saglayacak
ve verilere Uguncu kisilerin mudahalelerini
Onleyecek yasal altyapilar olusturmalidir.
Diger bir ifadeyle, kisisel verilerin hukuka
aykir olarak ele gecirilmesi, islenmesi ve
aciklanmasina yonelik 6nleyici ve caydirici
mekanizmalarin gelistirilmesi, AY’da glivence
altina alinan haklarin korunmasi bakimindan
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in terms of protecting the rights guaranteed
in the Constitution. In the case subject to
the application, it is seen that certain docu-
ments in the applicant’s phone, which are of
the nature of personal data, were submitted
as evidence for the divorce case pending
between the application and the applicant’s
spouse. Needless to say, the unlawful sei-
zure and disclosure of personal data has
been regulated as a crime under the TPC
and the state is required carry out an effec-
tive criminal investigation and prosecution in
accordance with its obligation to establish an
effective judicial system. In this context, it is
clear that the applicant’s complaints should
be taken into consideration and the incident
should be clarified in all aspects and the re-
sult should be explained with justifications.
Within the scope of the relevant individual
application, the CC evaluated whether the
competent authorities carried out an effec-
tive criminal investigation and prosecution.
In the petition, the applicant claimed that the
spouse did not act solely with the motive of
obtaining evidence for the divorce case and
continued to use the spyware after the di-
vorce case was filed and since it is important
in terms of determining the scope of the per-
sonal data seized, requested to investigate
the date on which the software was installed
and the scope of the obtained data. Upon the
applicant’s complaint, the Office of the Chief
Public Prosecutor took the statement of the
suspect spouse and examined the divorce
case in correspondence with the Civil Court.
The Chief Public Prosecutor’s Office stated
that applicant’s spouse confessed to the acts
committed, and as a result of the examina-
tion, filed a lawsuit with the Criminal Court
for the punishment of the applicant’s spouse.
The Constitutional Court is of the opinion that
the Chief Public Prosecutor’s Office has con-
ducted an effective investigation in the event
that is the subject of the individual applica-
tion in a way that will allow the allegations of
the applicant to be discussed and evaluated
during the prosecution. During the trial, the
Criminal Court, citing the ongoing divorce
case between the parties, decided to acquit
the accused, stating that he acted with the
motive of not losing the evidence and that
the data obtained was only used as evidence
in the divorce case. As stated by the CC in
the relevant individual application decision,
the Criminal Court has not conducted any re-
search on the method and scope of obtain-
ing personal data and whether the purpose
of accessing personal data is legitimate. As
revealed in the decision, the approach of the
Criminal Court that the spouses do not have

buyuk 6nem arz etmektedir. Bagvuru konusu
olayda basvurucunun telefonunda bulunan
kisisel veri niteligini haiz belli birtakim belge-
lerin, bagvuru ile bagvurucunun esi arasinda
gorulmekte olan bosanma davasina delil ola-
rak ibraz edildigi gorulmektedir. Kisisel ve-
rilerin hukuka aykir yollarla ele gecirilmesi
ve aciklanmasi TCK kapsaminda sug¢ olarak
duzenlenmis olup etkili yargisal sistem kur-
ma yukumlulugu uyarinca devletin etkili bir
ceza sorusturmasi ve kovusturma yapmasi
gerekliligi, izahtan varestedir. Bu baglam-
da, basvurucunun sikayetlerinin goéz 6nune
alinmasi ve olayin tum yonleriyle acikliga ka-
vusturularak ulasilan sonucun gerekgelerle
aciklanmasi gerektigi aciktir. AYM, ilgili birey-
sel basvuru kapsaminda, yetkili makamlarin
etkili bir cezai sorusturma ve kovusturma
yurutap yaratmedigini degerlendirmistir.
Basvurucu sikayet dilekgesinde, esin yalniz
bosanma davasina delil elde etme saikiyle
hareket etmedigini ve bosanma davasi acil-
diktan sonra da casus yazilimi kullanmaya
devam ettigini iddia etmis ve ele gegirilen
kisisel verilerin kapsaminin belirlenmesi aci-
sindan 6nem arz ettiginden, yaziimin hangi
tarihte yuklendiginin ve elde edilen verilerin
kapsaminin arastirilmasini talep etmistir. Bas-
savcilik, bagvurucunun sikayeti tzerine sup-
heli esin ifadesini almis ve Hukuk Mahkemesi
ile yazisarak bosanma davasini incelemistir.
Bassavcilik, supheli esin Gzerine atili fiilleri
ikrar ettigini de belirterek, yaptigi inceleme
sonucunda esin cezalandirilmasi istemiyle
Ceza Mahkemesi'ne dava agmistir. AYM, ilgili
bireysel basvuruya konu olayda Bassavcili-
gin, bagvurucunun iddialarinin kovusturma
sirasinda tartisilip degerlendirilmesine imkan
saglayacak sekilde etkili bir sorusturma yu-
rattugu kanaatindedir. Yargilama sirasinda
Ceza Mahkemesi, taraflar arasinda suregelen
bosanma davasini gerekce gostererek, sani-
gin, delillerin kaybolmamasi saikiyle hareket
ettigini ve elde edilen verilerin salt bosanma
davasinda delil olarak kullanildigini belirte-
rek, beraatine karar vermistir. AYM'nin de il-
gili bireysel basvuru kararinda belirttigi tzere
Ceza Mahkemesi, kisisel verilerin elde edilme
sekline, kapsamina ve kisisel verilere ulagsma
amacinin mesru olup olmadigina iligkin her-
hangi bir arastirma yapmamistir. Kararda da
ortaya konuldugu Uzere, Ceza Mahkeme-
si'nin yalniz evlilik birliginden dolay eslerin
birbirlerine karsi 6zel hayatlarinin olmadigi
yaklasimi, AY'nin 20. maddesi ile guvence
altina alinan kisisel verilerin korunmasi hak-
kinin guvencelerini yeterli sekilde koruyacak
mahiyette degildir. Bir diger ifadeyle, yargila-
ma surecinde olayin aydinlatilmasina yénelik
esasli iddialar arastirlmadigindan kovustur-
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a private life separate from each other due
to their marital union alone is not of the na-
ture to adequately protect the guarantees of
the right to personal data protection, which
is guaranteed by Article 20 of the Constitu-
tion. In other words, the prosecution could
not be taken deeper because the fundamen-
tal allegations regarding the clarification of
the event were not investigated during the
trial process, the conclusion was reached
with reasons devoid of legal basis, and the
positive obligation of the state to establish
an effective judicial system was violated by
the competent authorities. Concordantly, the
CC decided appropriately and concluded
that the applicant’s right to the protection of
personal data within the scope of the con-
stitutionally guaranteed right to respect for
private life was violated.

BASVURULU NUMARALI B.Y. KARARI'NIN INCELENMESI

ma derinlestirilememis, yasal dayanaktan
yoksun gerekcelerle sonuca ulasiimis olup
devletin, etkili bir yargisal sistem kurulmasi
konusunda Ustlenmesi gereken pozitif yu-
kumluluk yetkili makamlarca ihlal edilmistir.
Bu baglamda, AYM yerinde bir karar vererek,
basvurucunun anayasal guvence altina alin-
mis olan 6zel hayata saygl hakki kapsaminda
kisisel verilerinin korunmasini isteme hakki-
nin ihlal edildigi sonucuna varmistir.

The unlawful seizure and disclosure of personal data has been
regulated as a crime under the TPC and the state is required
carry out an effective criminal investigation and prosecution in
accordance with its obligation to establish an effective judicial

system.

Kisisel verilerin hukuka aykir1 yollarla ele gecirilmesi ve acik-
lanmas1 TCK kapsaminda suc olarak diizenlenmis olup etkili
yargisal sistem kurma yiikiimliiliigii uyarinca devletin etkili bir
ceza sorusturmasi ve kovusturma yapmasi gerekliligi, izahtan

varestedir.

VI. CONCLUSION

With the changing world and developing
technology, the concept of personal data,
which has gained great importance both
in our lives and in law, refers to all kinds of
information about a specific or identifiable
natural person. The right to demand the
protection of one’s personal data, which
has been given great protection under both
national and international legislation due
to the importance it has gained in recent
years and imposes various obligations on

VI. SONUGC

Degisen dunya ve gelisen teknoloji ile bera-
ber hem hayatimizda hem de hukukta buyuk
6nem kazanmaya baglamis kisisel veri kavra-
mi, belirli yahut belirlenebilir bir gercek kisiye
iliskin her turlu bilgiyi ifade etmektedir. Son
yillarda kazandigi 6nem sebebiyle hem ulu-
sal hem de uluslararasi mevzuat kapsaminda
buyuk koruma altina alinan ve devletlere bu
husus ile gesitli yukumlalukler yukleyen Kisi-
selverilerin korunmasiniisteme hakki, bir kim-
senin 6zel hayatinin gizliligi uyarinca talep
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PART 17

WITH THE CHANGING
WORLD AND DEVELOP-
ING TECHNOLOGY, THE
CONCEPT OF PERSON-
AL DATA, WHICH HAS
GAINED GREAT IMPOR-
TANCE BOTH IN OUR
LIVES AND IN LAW, RE-
FERS TO ALL KINDS OF
INFORMATION ABOUT A
SPECIFIC OR IDENTIFI-

ABLE NATURAL PERSON.

4

FOOTNOTE

34 Court of Cassation 2. H.D.,
T. 20.10.2008, E. 2007/17220, K.
2008/13614.

EXAMINATION OF THE CONSTITUTIONAL COURT DECISION (B.Y. DECISION) ON
INDIVIDUAL APPLICATION NUMBER 2018/30296 DATED 07.09.2021

states in this regard, is one of the fundamen-
tal rights and freedoms that a person can
demand in accordance with the privacy of
their private life. The subject of the individual
application decision examined above con-
sists of the violation of the right of one of
the spouses in the divorce phase to demand
the protection of the personal data from the
other spouse, by installing spyware on the
applicant spouse’s phone without any le-
gal reason and the Constitutional Court has
quite accurately defined the obligations of
the state and the relevant law and decided
that there had been a violation of Article 20
of the Constitution. Namely, it is not possible
to qualify the recording or capture of person-
al data as lawful, except in some exceptional
cases stipulated by certain laws. When the
relevant individual application decision is
examined, the competent courts have not
examined whether the actions of the appli-
cant’s spouse might have a legal basis, and
the aforementioned positive obligations im-
posed on the state have not been fulfilled by
the relevant public institutions. As a matter
of fact, while the individual application insti-
tution has not yet taken its place in Turkish
Law, according to a decision of the Court of
Cassation regarding a similar incident, it was
not found illegal for the other spouse, who
suspects their spouse’s loyalty, to install a

edebilecegi temel hak ve 6zgurluklerdendir.
Yukarida incelenen bireysel basvuru kararinin
konusu, bosanma asamasinda olan eslerden
birinin, diger esin kisisel verilerinin korunma-
siniisteme hakkini, basvurucu esin telefonu-
na herhangi bir hukuka uygunluk sebebi de
bulunmaksizin casus bir yazilim yukleyerek
ihlaletmesinden ibaret olup AYM, devletin yu-
kumluluklerini ve ilgili hukuku oldukga isabet-
li bir sekilde degerlendirerek, AY’nin 20. mad-
desinin ihlal edildigine karar vermigtir. Soyle
ki, kisisel verilerin kaydedilmesinin yahut ele
gecirilmesinin kanunlarda 6ngérulen bazi
istisnai haller disinda hukuka uygun olarak
nitelendirilmesi mumkuan degildir. ilgili birey-
sel basvuru karari incelendiginde, basvuru-
cunun esinin eylemlerinin hukuki bir zemine
oturup oturamayacagi yetkili mahkemelerce
incelenmemis olup devlete yuklenen bahsi
gecen pozitif yakumlulukler de ilgili kamu
kurumlarinca yerine getirilmemistir. Nitekim
bireysel basvuru kurumu Turk Hukuku’nda
henuz yerini almamisken Yargitay'in benzer
bir olay ile ilgili verdigi bir karara gére esin
sadakatinden kuskulanan diger esin birlikte
yasanan konuta ses kayit cihazi yerlestirmesi
hukuka aykir bulunmamis, kisinin 6zel haya-
tindan ziyade aile hayatinin gizliliginin ve do-
kunulmazliginin 6nem ve 6ncelik tagidigr hu-
kam altina alinmistir®%. Bu kapsamda kisinin
6zel hayatinin gizliliginin dokunulmazliginin
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voice recorder in the house where they live
together. The Court of Cassation gave pri-
ority to the importance of the privacy and
immunity of the family life rather than the
private life of the person?®. In this context, it
should again be emphasized that the deci-
sion of the CC regarding the sanctity/ invi-
olability of the privacy of a person’s private
life is correct, since the aforementioned de-
cision indicates that the right to demand the
protection of the privacy of a person’s pri-
vate life and personal data arising from this
cannot be arbitrarily limited or removed, and
that the competent authorities act in accor-
dance with their obligations.

4
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MAKALELER

DEGISEN DUNYA VE
GELISEN TEKNOLOJi
ILE BERABER HEM
HAYATIMIZDA HEM DE
HUKUKTA BUYUK ONEM
KAZANMAYA BASLAMIS
KIiSISEL VERI KAVRAMI,
BELIRLI YAHUT
BELIRLENEBILIR BIR
GERCEK KIiSIYE ILISKIN
HER TURLU BILGIYi
IFADE ETMEKTEDIR.
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34 Yargitay 2. H.D., T. 20.10.2008, E.
2007/17220, K. 2008/13614.
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