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ABSTRACT

In our digitalized world, the identity verification
technology e-signature which has entered our lives
in line with the need to ensure the reliability of trans-
actions performed over the internet and the nation-
al regulations in this field and the European Union
regulations have been discussed in this article, the
differences between the relevant regulations have
been examined, the benefits expected from e-sig-
nature and the point where e-signature technology
has reached today has been revealed/ explained.
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OZET

Bu makalede; dijitallesen dinyamizda, internet Uze-
rinden gerceklestirilen islemlerin gavenilirligini sag-
lamak intiyaci dogrultusunda hayatimiza giren kimlik
dogrulama teknolojisi e-imza ve bu alandaki ulusal
duzenlemeler ile Avrupa Birligi duzenlemeleri ele
alinmis, ilgili duzenlemeler arasindaki farklar incelen-
mis ve e-imzadan beklenen faydalar ile gunumuzde
e-imza teknolojisinin geldigi nokta aciga cikarnlmistir,
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In this article; in our digitalized world, the identity verification technology e-signature which
has entered our lives in line with the need to ensure the reliability of transactions performed
over the internet and the national regulations in this field and the European Union regulations
have been discussed in this article, the differences between the relevant regulations have been
examined, the benefits expected from e-signature and the point where e-signature technology
has reached today has been revealed/ explained.

Bu makalede; dijitallesen diinyamizda, internet {izerinden gerceklestirilen islemlerin giivenilir-
ligini saglamak ihtiyaci dogrultusunda hayatimiza giren kimlik dogrulama teknolojisi e-imza ve
bu alandaki ulusal diizenlemeler ile Avrupa Birligi diizenlemeleri ele alimmus, ilgili diizenlemeler
arasmdaki farklar incelenmis ve e-imzadan beklenen faydalar ile giiniimiizde e-imza teknolojisi-
nin geldigi nokta aciga cikarilmistir.

y

FOOTNOTE

1 Veysi Sevig, Elektronik imza
Sistemlerinde Guvence, World 2004,
http://turmob.org.tr.basin/11-06-2004.
htm., p. 1 (Date accessed, 05.06.2022).

I.INTRODUCTION

Nowadays, the use of the internet has in-
creased in many fields, especially in com-
munication. While commercial and legal
transactions have also been affected by this
transformation, the transformation in these
areas has revealed the need for certain tech-
nologies that will provide legal protection
and reliability in terms of identity certifica-
tion and predictability. In this context, firstly,
digital signatures entered our lives and then
e-signature technology took it's place. Digi-
tal signature and e-signature regulations first
came into force with the European Union
regulations and in the following years, legal
regulations were legislated in our country in
light of these regulations. In our country, the
relevant regulations have been updated and
the Electronic Signature Law No. 5070 which
regulates this area separately, has been put
into effect with the emergence of e-signature
technology.

1. GIRIS

Gunumuzde iletisim basta olmak Uzere birgok
alanda internet ortaminin kullanimi artmigtir.
Ticari ve hukukiislemler de bu donusumden
etkilenmis olmakla birlikte bu alanlardaki
donusum kimlik belirliligi ve ongérulebilirlik
acisindan hukuksal koruma ve guvenilirlik
saglayacak bazi teknolojilere duyulan ihtiya-
c1 ortaya ¢ikarmistir. Bu baglamda o6ncelikle
dijital imza hayatimiza girmis, sonrasinda ise
e-imza teknolojisi hayatlarimizda yerini almis-
tir. Dijitalimza ve e-imza duzenlemeleri 6nce-
likle Avrupa Birligi mevzuatlariyla yurarluge
girmis, devam eden yillarda da bu mevzuat-
lar 1siginda ulkemizde yasal duzenlemeler
meydana getirilmistir. E-imza teknolojisinin
ortaya cikisiyla birlikte ulkemizde yer alan
ilgili duzenlemeler guincellenmis ve bu alani
ayrica duzenleyen 5070 sayili Elektronik imza
Kanunu yuararluge konulmustur.
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I1. ELECTRONIC SIGNA-
TURE

A. Simple E-signatures and
Confidential (Advanced)
E-signatures

After the increase in internet usage and digi-
tal solutions gaining more importance day by
day, the simple e-signature method has start-
ed to be applied in order to carry out commer-
cial and legal transactions. A signature which
is written on the computer screen with a pen
that is not coded and within a certain numer-
ical password, biometric signature, digital
signature and a scanned autograph, trans-
ferring a signature to the electronic environ-
ment and storing a signature in this way and
using it in the electronic environment can
be defined as a simple e-signature’. Mean-
while providing a certain degree of legal re-
liability in transactions, the usage of simple
e-signatures also causes other problems in
addition to its inability to prevent the prob-
lems experienced in autographs in terms of
proof. Confidential e-signatures on the other
hand, stand out as the highest point of tech-
nology in the world, considering the aim of
ensuring legal reliability in commercial and
legal transactions, since it is allocated to a

E-IMZA ALANINDAKIi ULUSAL DUZENLEMELER
VE AVRUPA BIRLIGI DUZENLEMELERI

Il. ELEKTRONIK iMZA

A. Basit E-imza ve Glivenilir
(Gelismis) E-imza

internet kullaniminin her gegen gun artma-
si ve dijital cozumlerin her gegen gun daha
da 6nem kazanmasi sonrasi ticari ve hukuki
islemlerin yuratalmesi agisindan dncelikle ba-
sit e-imza yontemi uygulanmaya baslanmistir.
Belli bir sayisal sifre ile kodlanmadan bilgisa-
yar ekranina kalemle atilan imza, biometrik
imza, dijital imza ve el Urinu imzanin tarayi-
cidan gecirilerek taranmasi, elektronik ortama
atilmasi ve bu sekilde saklanarak elektronik
ortamda kullanilmasi basit e-imza olarak ad-
landinlabilir'. Basit e-imza kullanimi yapilan
islemlerdeki hukuki guvenilirligi belli 6lgcude
saglamakla birlikte ispat acisindan elyazisiile
imzada yasanan sorunlari engelleyememe-
ye ek olarak bagkaca sorunlarin da meydana
gelmesine yol agmaktaydi. Guvenilir e-imza
ise yapisi geregi tek bir kisiye 6zgulenmis
oldugundan ve islemin o kisi tarafindan ya-
pildigini siphe goturmez sekilde ortaya koy-
dugundan ticari ve hukuki islemlerde hukuki
guvenilirligin saglanmasi amaci géz onune
alindiginda dunyada teknolojinin geldigi en

MAKALELER

A

DiPNOT

1 Veysi Sevig, Elektronik imza Sis-
temlerinde Guvence, Dunya 2004,
http://turmob.org.tr.basin/11-06-2004.
htm., s. 1 (Erisim tarihi, 05.06.2022).
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FOOTNOTE

2 Electronical Signature Law No.
5070 art. 3.

3 Electronical Signature Law No.
5070 art. 4.

4 Electronical Signature Law No.
5070 art. 5.

5 Mesut Orta, Elektronik imza ve
Uygulamasi, First Edition, Seckin
Yayincilik, Ankara 2005, p. 70 via
Emine Oz, Elektronik imza - Hukuki
Boyutu, Yuksek Lisans Tezi, istanbul
2006, p. 46.

6 Inci Demirel, Cesitli Ulkelerde
Uygulanan Elektronik Ticaret ve Elek-
tronik imza Yasalar Hakkinda Not, Haz-
ine ve Dis Ticaret Mustesarligi, Elek-
tronik Ticaret Genel Koordinatorlugu,
http://bilisimsurasi.org.tr/dosyalar/7.
doc (Access:10.09.2006), p.2 via Oz,
p. 47.

7 Emrehan inal, E-Ticaret Hukukun-
daki Gelismeler ve Internette Sozlesm-
elerin Kurulmasi, Vedat Yayincilik, is-
tanbul 2005, p. 64 via Oz, p. 47.

NATIONAL REGULATIONS AND EUROPEAN UNION
REGULATIONS IN THE E-SIGNATURE FIELD

single person by nature and unequivocally
reveals that the transaction was made by that
person. As will be explained later, when the
confidential e-signature is added to the doc-
ument, the identity of the e-signature owner
can be determined definitively.

Electronic Signature Law No. 5070 defines
electronic signatures as “electronic data that
is added to another electronic data or has a
logical connection with electronic data and
is used for authentication purposes”?. Based
on this definition, both simple e-signatures
and confidential e-signatures are combined
in the definition of electronic signatures in
our law. Confidential e-signatures are regu-
lated in the 4th Article of the same regulation
on the side of clearly revealing the features
that make the difference between Confiden-
tial and Simple e-signatures. In this context,
confidential e-signatures are defined as
“electronic signature, which is exclusively
dependent on the signatory, created with
the secure electronic signature creation tool,
which is only at the disposal of the signer,
that enables the identification of the signer
based on the qualified electronic certificate
and enables the determination of whether
any changes have been made to the signed
electronic data afterwards™,

Based on this definition, it can be understood
that confidential e-signatures differ from sim-
ple e-signatures in terms of creating and pro-
viding an identification, only being depen-
dent to the signatory, and detecting whether
any changes have been made in the data.

Although the importance of the aforemen-
tioned features in terms of providing legal
security incommercial and legal transactions
carried out on the electronic environment is
obvious, the 5th Article of the Electronic Sig-
nature Law puts down the fact that electron-
ic signature technologies, which have been
tried to be developed from past to present,
are reliable and with e-signatures, the tech-
nology is quite close to the targeted level in
terms of legal security by regulating that a re-
liable e-signature is no different from a hand-
signed signature in terms of many transac-
tions. At this point, the Electronic Signature
Law has excluded the “Legal transactions
and bank letters of guarantee subject to an
official form or a special ceremony by the law”
from most of the guarantee contracts and
regulated these documents as an exception
to the confidential e-signature being treated
as an autograph?.

Ust nokta olarak karsimiza ¢cikmaktadir. Daha
sonra da aciklanacagi Gzere guvenilir e-imza
belgeye eklendiginde, e-imza sahibinin kim-
ligi kesin olarak tespit edilebilmektedir.

5070 sayili Elektronik imza Kanunu elektronik
imzayi “Baska bir elektronik veriye eklenen
veya elektronik veriyle mantiksal baglantisi
bulunan ve kimlik dogrulama amaciyla kul-
lanilan elektronik veri” olarak tanimlamistir2,
Bu tanimdan hareketle kanunumuz nezdin-
de hem Basit e-imza hem de Guvenilir e-imza
elektronik imza taniminda birlesmektedirler.
Ayni kanunun 4.maddesinde ise Guvenilir
e-imza duzenlenmis olup Basit e-imza ile
arasinda yer alan farklar olusturan 6zellikler
acikca ortaya konulmustur. Bu baglamda Gu-
venilir e-imza; munhasiran imza sahibine bagli
olan, sadece imza sahibinin tasarrufunda bu-
lunan guvenli elektronik imza olugturma araci
ile olusturulan, nitelikli elektronik sertifikaya
dayanarak imza sahibinin kimliginin tespiti-
ni saglayan ve imzalanmis elektronik veride
sonradan herhangi bir degisiklik yapilip yapil-
madiginin tespitini saglayan elektronik imza
olarak tanimlanmistir.

Bu tanimdan hareketle Guvenilir e-imzanin
olusturulma, kimlik tespiti saglama, yalnizca
imza sahibine bagli olma ve veride degisik-
lik yapilip yapilmadiginin tespitini saglama
ozellikleri ile Basit e-imzadan aynldigi anla-
silmaktadir.

Anlasilan 6zelliklerin elektronik ortam tzerin-
de gerceklestirilen ticari ve hukuki islemler-
deki hukuk guvenligini saglamak acisindan
onemiizahtan vareste olmakla beraber Elekt-
ronik imza Kanunu da 5. maddesiile gtivenilir
e-imzanin birgok islem bakimindan el ile ati-
lan imzadan farksiz oldugunu duzenleyerek
gecmisten gunumuze gelistirilmeye calisilan
elektronik imza teknolojileri caligmalarinin
Guvenilir e-imza ile hukuki guvenlik agisindan
hedeflenen seviyeye oldukca yaklastigini or-
taya koymustur. EiK, bu noktada “Kanunlarin
resmi sekle veya 6zel birmerasime tabi tuttugu
hukuki islemler ile banka teminat mektuplar”
ile teminat sdzlesmelerinin buyuk bolamuna
duzenleme diginda tutmus ve Guvenilir e-im-
zanin elile imza gibiigslem gérmesinin istisna-
siolarak duzenlemistir?.

Bu dogrultuda ulkemizde elektronikimzanin;
oldukga 6nemli ve gecerli bir ispat araci hali-
ne geldigi anlasilmakla birlikte, gelisen tekno-
loji ve ihtiyaglar goz 6nune alindiginda 6nu-
muzdeki yillarda geliserek hukuki gavenligi
saglama islevini ve bu dogrultuda énemini
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In this direction, although it is understood
that electronic signatures have become a
crucial and valid form of proof in our country,
considering the developing technology and
needs, its function of providing legal security
and increasing its importance in this direc-
tion and may be valid and applicable for all
legal transactions with new regulations to be
put into effect in the coming years.

B. Legislative Regulations in
the E-Signature Field

As mentioned earlier, to provide legal cred-
ibility nationally and internationally, it has
become necessary to establish legal regu-
lations on the relevant subject in order for
the electronic signature technology, which
came to life as a result of commercial and le-
gal transactions starting to be carried out in
the electronic environment. In this direction,
first of all, certain regulations have been put
into effect within the scope of the European
Union, and then relevant studies have been
carried out and legal regulations have been
put into effect in our country.

1. EU Regulations in the E-Signa-

E-IMZA ALANINDAKiI ULUSAL DUZENLEMELER
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daha da arttirmasi, bu baglamda yurarltge
konulacak yeni duzenlemeler ile tum hukuki
islemler bakimindan gecerli ve uygulanabilir
hale gelmesi s6z konusu olabilecektir.

B. E-imza Alanindaki Yasal
Diizenlemeler

Bahsettigimiz Uzere, ticari ve hukuki islemle-
rin elektronik ortamda gerceklestirilmeye bas-
lamasi nedeniyle dogan elektronik imza tek-
nolojisinin ulusal ve uluslararasi capta gecerli
olarak hukuki guvenilirligi saglayabilmesiicin
ilgili konuda yasal duzenlemelerin olusturul-
masi gerekli hale gelmistir. Bu dogrultuda
oncelikle Avrupa Birligi kapsaminda belli du-
zenlemeler hayata gegirilmis, sonrasinda da
ulkemizde ilgili calismalar gerceklestirilerek
yasal duzenlemeler yururluge konulmustur.

1. E-imza Alanindaki AB Diizenle-

ture Field

The need for legislative regulation, which
emerged as a result of developments in the
field of e-signatures, has been met with mul-
tiple regulations in the European Union. The
first of these is the European Union Directive
1999/93/EC of the European Parliament and
of the Council of December 13", 1999 on a
Community Framework for Electronic Signa-
tures which regulated the establishment of a
legal uniformity among the member states®.
The European Union Directive on Electron-
ic Commerce 2000/31/EC of the European
Parliament and of the Council of June 8™,
2000, which has followed this regulation, in-
cludes issues related to electronic contracts
and their legal consequences and has been
regularized to ensure the free movement of
information society services among member
countries®.

Onthe December 13", 1999 dated European
Union Directive on a Community Framework
for Electronic Signatures, the electronic sig-
nature was defined as “electronic data that
is attached to or logically linked to another
electronic data and serves as a method of
authentication””. The degree of security and
reliability of electronic signatures has also
been taken into account in the regulation

meleri

E-imza alanindaki gelismeler sonucu ortaya
ctkan yasal duzenleme ihtiyaci Avrupa Birli-
gi'nde birden ¢ok duzenleme ile karsilik bul-
mustur. Bunlardan ilki, Gye Ulkeler arasinda
hukuki yeknesakligin tesis edilmesi amaciyla
Avrupa Birligi tarafindan 1999/93/AB sayili
ve 13 Aralik 1999 tarihli Elektronik imzanin
Musterek Cerceve Sartlarinin Belirlenmesi
Hakkindaki Avrupa Birligi Yonergesidirs. Bu
duzenlemeyitakip eden 2000/31/AB sayili ve
8 Haziran 2000 tarihli Elektronik Ticaret Hak-
kindaki Avrupa Birligi Yonergesi ise elektronik
sozlesmeler ve bunlarin hukuki neticelerine
iliskin hususlar icermekte olup bilgi toplumu
hizmetlerinin Gye ulkeler arasinda serbest
dolasimini saglamak amaciyla hazirlanmigtir®.

13 Aralik 1999 tarihli Elektronik imzanin Mus-
terek Cerceve Sartlarinin Belirlenmesi Hakkin-
daki Avrupa Birligi Yonergesinde elektronik
imza; “baska bir elektronik veriye eklenen
veya onunla mantiksal baglantisi bulunan
ve dogrulama araci (method of authentica-
tion) olarak hizmet veren elektronik veriler”
olarak tanimlanmistir’. Yonergenin duzenle-
mesi icerisinde elektronik imzalarin guvenlik
ve guvenilirlik derecesi de g6z 6nunde bu-
lundurulmus ve Elektronik imza hiyerarsik
olarak ug¢ ayr kategoriye ayrilmigtir. Bunlar;

MAKALELER

A

2 5070 sy. Elektronik imza Kanunu
3.Madde.

DiPNOT

3 5070 sy. Elektronik imza Kanunu
4.Madde.

4 5070 sy. Elektronik imza Kanunu
5.Madde.

5 Mesut Orta, Elektronik imza ve
Uygulamasi, 1. Baski, Seckin Yayinci-
lik, Ankara 2005, s.70'ten nakleden
Emine Oz, Elektronik imza - Hukuki
Boyutu, Yuksek Lisans Tezi, istanbul
2006, s. 46.

6 inciDemirel, Gesitli Ulkelerde Uy-
gulanan Elektronik Ticaret ve Elektro-
nik imza Yasalari Hakkinda Not, Hazine
ve Dis Ticaret Mustesarlig, Elektronik
Ticaret Genel Koordinatorlugu, http:/
bilisimsurasi.org.tr/dosyalar/7.doc (Eri-
$im:10.09.2006), s.2.'den nakleden Oz,
s.47.

7 Emrehan inal, E-Ticaret Hukukun-
daki Gelismeler ve internette Sozles-
melerin Kurulmasi, Vedat Kitapgilik,
istanbul 2005, s.64'ten nakleden Oz,
S. 47.
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8 inci Bickin, Elektronik imza ve
Elektronik imza ile ilgili Yasal Duzen-
lemeler, TBB Journal, Issue 63, 2006: p.
116, http://tbbdergisi.barobirlik.org.tr/
m2006-63-210 (Date accessed, June
5th, 2022).

9 https://eur-lex.europa.eu/le-
gal-content/EN/TXT/?uri=uris-
erv%3A0J.L_.2014.257.01.0073.01.
ENG, (Date accessed, June 6th, 2022).

10 REGULATION (EU) No 910/2014
OF THEEUROPEAN PARLIAMENT AND
OF THE COUNCIL of 23 July 2014 on
Electronic Identification and Trust
Services For Electronic Transactions
in The Internal Market And Repealing
Directive 1999/93/EC.

11 M. Emre Civelek, Kagitsiz Ti-
carete Dogru Adim Adim: Elektronik
imza Yasasi ve Dis Ticaret islemleri
https://www.emrecivelek.com/old/
digital_signature_law.html (Date ac-
cessed, June 6th, 2022).

12 Ortap.83, viaBickin, TBB, p. 120.
13 0z, p.50.

14 E-imza, E-imza’nin Toplumsal
Boyutu, http://www.e-imza.gen.tr/
templates/resimler/File/arastirma-
dosyalari/E-IMZANIN TOPLUMSAL
BOYUTU.doc, p.9. (Date accessed,
June 5th, 2022).
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of the directive, and the electronic signature
has been hierarchically divided into three
separate categories. These three categories
are; general electronic signatures, advanced
electronic signatures and qualified-ad-
vanced electronic signatures®.

In the relevant regulation, the definitions are
prescribed as; Electronic Signature (simple
electronic signature), advanced electronic
signature and qualified-advanced electronic
signature (in other words advanced electron-
ic signature based on a qualified certificate
and created through a secure signature cre-
ation tool).

In light of current technological and social
developments, the European Union put the
Electronic Identification and Trust Services
Regulation elDAS into effect, which is dated
July 23 2014 and numbered 910/2014°.
This regulation has been conducted to re-
place the EU directive numbered 1999/93,
and with its enforcement, the member states
have started to work to align their legislative
regulations in the direction of this directive.
One of the most important reasons for the
preparation of the elDAS regulation was to
adapt the legal infrastructure with electronic
commerce developments which widen its
usage and scope in the world day by day.
However, elDAS was not limited to this area,
as well as electronic commerce it also creat-
ed a legal provision for the digital transforma-
tion of public services and financial services
for both traders and non-traders.

Asintended, EU directives have set an exam-
ple for most member states in terms of the
regulations put into effect within the elec-
tronic signature field and these regulations
have been prepared in the same legal direc-
tion.

The directives issued by European Union has
affected many countries in terms of legal reg-
ulations in the field of electronic signatures
and non-member states have also began to
prepare their legal arrangements within the
field.

2. National Regulations in the
E-Signature Field

Although studies in electronic signature field
in our country dates back earlier, it's legal in-
terpretation and validation were actualized
with the preparation of the Electronic Signa-

genel olarak elektronik imza, gelismis elekt-
ronik imza ve nitelikli-gelismis elektronikimza
olarak adlandirntmistiré.

ilgili duzenlemede tanimlar; Elektronik imza
(basit elektronik imza), gelismis elektronik
imza ve nitelikli-gelismis elektronik imza (yani
nitelikli bir sertifikaya dayanan ve bir gtvenli
imza yaratim araci vasitasiyla olusturulmus
gelismis elektronik imza) olarak aciklanmistir.

Guncel teknolojik ve sosyal gelismeler 1sI-
ginda Avrupa Birligi 2014 yiinda 23.07.2014
tarihlive 910/2014 sayili Elektronik Kimlik Be-
lirleme ve Guven Hizmetleri Duzenlemesi el-
DAS"1yurarluge koymustur®™. Bu dazenleme
1999/93 sayili AB ydnergesinin yerine gecme-
siicin duzenlenmis olup yururltge girmesiyle
birlikte Gye devletler yasal duzenlemelerini
bu ydnergeye uygun hale getirmekicin calis-
malara baslamislardir. el DAS duzenlemesinin
hazirlanmasinin en 6nemli sebeplerinden biri
dunyada giderek kullanimi ve kapsami artan
elektronik ticaret gelismelerine uyum sag-
lanmasiydi. Ancak ilgili duzenleme yalnizca
bu alanla sinirli kalmayip hem tacirler hem
de tacir olmayanlar i¢in elektronik ticaretin
yaninda kamu hizmetleri ve mali hizmetlerin
dijital dontsume ugramasinin yasal olarak bir
karsiigini olusturmustur.

ilgili yonergeler amaclandigi tizere uye ul-
kelerin birgcogu tarafindan elektronik imza
alaninda yururluge koyulan duzenlemeler
acisindan ornek teskil etmis ve ilgili mevzu-
atlar bu dogrultuda hazirlanmstir.

Avrupa Birligi tarafindan ¢ikartilan ilgili yoner-
gelericerik olarak olmasa bile elektronik imza
alaninda yasal duzenlemeler cikartilmasi agi-
sindan bir¢ok ulkeyi etkilemis ve Avrupa Bir-
ligi tyesi olmayan devletlerde de elektronik
imza alaninda yasal duzenlemeler hazirlan-
masl yoluna gidilmistir.

2. E-imza Alanindaki Ulusal Du-
zenlemeler

Ulkemizde Elektronik imza alanindaki galis-
malarin baslangici daha énceye dayaniyor
olmakla birlikte hukuki olarak anlamlandi-
rilmasi ve gecerli sayilmasi 5070 sayili ve
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ture Law No. 5070 dated January 23, 2004
and entered into force on July 24", 2004,

While the Electronic Signature Law No. 5070
was being drafted, the European Union Di-
rective No. 1999/93/EU dated December
13", 1999 on a Community Framework for
Electronic Signatures was taken into con-
sideration and content wise, a regulation
which is parallel to this directive was creat-
ed. Unlike the EU directive, concepts such as
Electronic Data and Electronic Contract are
not included in the Electronic Signature Law
No. 5070

The second legislation in our country regard-
ing e-signatures was issued on January 23,
2005, by taking the legal regulations of the
European Union member states and other
countries into account™.

Considering the current situation in Turkiye,
it has been determined that there is research
being carried out in the public sector, insti-
tutions are the main element for information
purposes and services for citizens and cor-
porate transactions are being adapted to
the electronic environment. Based on the
research, it appears that in our country, the
studies on the adaptation to the electronic
environment is still in the early stages™.

With the opening of the e-Government sys-
tem in 2008, which hundreds of public in-
stitutions are integrated, many transactions
have been transferred to the digital envi-
ronment and the use of e-signatures has in-
creased considerably.

C. The Necessity of E-Signa-
tures

With the technological developments in
the world, certain needs arise in parallel
with these developments. With the trans-
fer of commercial and legal transactions to
the digital environment, the opportunity for
using a hand signature as a form of proof in
these transactions has disappeared, and at
this point a new type of signature is required
in terms of proof. Electronic signature tech-
nologies have been developed in response
to this need arisen from the developing and
changing world order.

Besides being proof, e-signatures offer; con-
fidentiality by providing access control, as
only certain people can access the signed

E-IMZA ALANINDAKiI ULUSAL DUZENLEMELER
VE AVRUPA BIRLIGI DUZENLEMELERI

23.01.2004 tarihli Elektronik imza Kanu-
nu’'nun hazirlanmasi ve 24.07.2004 tarihinde
yurarluge girmesi ile gerceklesmigtir™.

5070 sayili Elektronik imza Kanunu duzen-
lenirken 1999/93/AB sayili ve 13 Aralik 1999
tarihli Elektronik imzanin Musterek Cergeve
Sartlaninin Belirlenmesi Hakkindaki Avrupa
Birligi Yonergesi g6z 6nunde bulundurulmus
ve icerik olarak bu yénergeye paralel bir du-
zenleme ortaya cikartilmistir. Elektronik Veri
ve Elektronik S6zlesme gibi kavramlara ise
AB yonergesinden farkli olarak 5070 sayili
Elektronik imza Kanunu'nda yer verilmemis-
tir'2,

E-imzaile ilgili ulkemizdeki ikinci mevzuat ise;
Avrupa Birligi ye ulkelerinin ve diger ulkele-
rinyasal duzenlemeleri g6z 6nuinde bulundu-
rularak, 23.01.2005 tarihinde cikarilmistir',

Turkiye'deki mevcut durum ele alindiginda,
kamu sektérinde arastirmalar yapildigi, ku-
rumlarin bilgilendirme gayesiyle temel unsur
halini olusturdugu, vatandasa yonelik hizmet-
lerin ve kurumsal islemlerin elektronik ortama
uyarlanmakta oldugu tespit edilmistir. Yapilan
arastirmalaraistinaden, Ulkemizde elektronik
ortama uygunluk calismalarinin halen baslan-
gic asamasinda oldugu gozukmektedir™.

2008 yilinda yuzlerce kamu kurumunun en-
tegre oldugu e-Devlet sisteminin erisime acil-
masiyla birlikte gerceklestirilen bircok islem
dijital ortama tagsinmis ve e-imzanin kullanimi
oldukga artmistir.

C. E-imza’nin Gerekliligi

Dunyadaki teknolojik gelisimlerle birlikte bu
gelisimlere paralel olarak belirli intiyaglar or-
taya ¢cikmaktadir. Ticari ve Hukuki islemlerin
dijital ortama tasinmasiile birlikte bu iglemler
bakimindan el ile imzanin ispat araci olarak
kullanilma imkani ortadan kalkmis ve bu nok-
tada yeni bir ispat aracina ihtiya¢ duyulmus-
tur. Bu ihtiyaca cevap veren elektronik imza
teknolojileri, gelisen ve degisen dunya duze-
ninin yarattigi ihtiyaci bu anlamda karsilama
amaciyla gelistirilmigtir.

E-imza ispat araci olma niteliginin yaninda;
imzalanan belgeye sadece belirli kisiler eri-
sebileceginden erisim kontrolu saglayarak
gizlilik 6zelligine, imzalanan belge imzala-
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PART 11

THE E-TRANSFORMA-
TION TURKEY PROJECT,
WHICH WAS IMPLE-
MENTED ON THE BE-
HALF OF DIGITALIZA-
TION IN OUR COUNTRY,
HAS CONSIDERABLY
INCREASED THE USAGE
OF E-SIGNATURES IN
THE FOLLOWING YEARS.
E-GOVERNMENT, WHICH
IS THE LARGEST PILLAR
OF THIS PROJECT, HAS
INCREASED ITS AREA OF
USAGE OVER THE YEARS,
AND NOWADAYS MANY
TRANSACTIONS CAN BE
CARRIED OUT IN THE
DIGITAL ENVIRONMENT.

NATIONAL REGULATIONS AND EUROPEAN UNION
REGULATIONS IN THE E-SIGNATURE FIELD

document; integrity, since the signed docu-
ment cannot be changed by the signed per-
son or anyone else; irrefutability, since the
document signed with an e-signature cannot
be denied; identity determination, since the
identity of the person signing the document
can be determined definitively; and efficien-
cy, since it provides convenience and speed
to transactions and ensures that the transac-
tionis carried out at the lowest possible cost.

All these features clearly demonstrate the
necessity and importance of e-signature
technologies.

I1l. CONCLUSION

In recent years in many countries, the need
for electronic signature technologies has
been met with legal regulations in this field.
Although the e-signature was developed
mainly as a response to the need of ensuring
legal security in commercial and legal trans-
actions, it has developed variously according
to different needs in each country. Since the
relevant directive issued by the European
Union is a framework regulation for the mem-
ber states, the states have created their legal
regulations within the determined frame and
through the needs of their own countries.

Being one of the countries that created regu-
lations in line with the relevant EU directive,
in certain areas Turkiye has taken the way of
differentiation from the EU directive. Once
again, various needs in our country is the rea-
son for this differentiation. The e-Transforma-
tion Turkey project, which was implemented
on the behalf of digitalization in our country,
has considerably increased the usage of
e-signatures in the following years. E-Gov-
ernment, which is the largest pillar of this
project, has increased its area of usage over
the years, and nowadays many transactions
can be carried out in the digital environment.
In parallel with the increase in the area of us-
age of e-Government, the number of people
who carry out their transactions through this
platform has increased every year.

The Electronic Identification and Trust Ser-
vices Regulation dated July 23, 2014 and
numbered 910/2014, which complied with
the developments in the field of electronic
commerce and digital transformation, is the
most up to date regulation within the scope
of the European Union and this directive has
not found its counterpart in our country yet.

nan kisi veya bir baskasi tarafindan degisti-
rilemediginden butunluk 6zelligine, e-imza
ile imzalanan belgenin olusturuldugu veya
imzalandigi inkar edilemeyeceginden red-
dedilemezlik 6zelligine, belgeyi imzalayan
kisinin kimligi kesin olarak belirlenebildigi
icin kimlik belirleme 6zelligine ve e-imza ya-
pilaniglemlere kolaylik ve surat kazandirarak
islemin muamkun olan en dusuk maliyetle
gerceklestirilmesini sagladigindan verimlilik
ozelligine sahiptir.

Tum bu 6zellikler e-imza teknolojilerinin ge-
rekliligini ve 6nemini acikc¢a ortaya koymak-
tadir.

I11. SONUC

Elektronik imza teknolojilerine duyulan ihti-
yac gectigimiz yillarda bir¢cok tlkede kendine
karsilik bulmus, bircok tilkede bu alanda yasal
duazenlemeler hazirlanmistir. Temelde ticari
ve hukuki islemlerde hukuki guvenligin sag-
lanmasi ihtiyacina karsilik olarak gelistirilen
e-imza, her ulkedeki farkli ihtiyaclara gore
farkli gelisimler gostermistir. Avrupa Birligi
tarafindan cikartilan ilgili yonerge Gye dev-
letler icin cerceve niteliginde bir duzenleme
oldugundan belirlenen sinir icerisinde kal-
makla birlikte devletler, kendi ulkelerindeki
ihtiyaclar dogrultusunda yasalduzenlemeler
olusturmuslardir.

ilgili AB yonergesi dogrultusunda duzenle-
me olusturan ulkelerden biri olan Turkiye,
belli alanlarda AB yonergesinden farklilas-
ma yoluna gitmistir. Bu farklilasmanin sebe-
bini yine tlkemizde yer alan farkli ihtiyacglar
olusturmustur. Ulkemizde dijitallesme adina
hayata gecirilmis olan e-Dénusum Turkiye
projesi ilerleyen yillarda e-imzanin kullanim
alanini oldukga arttirmistir. Bu projenin en
buyuk ayagi olan e-Devlet yillar icinde kulla-
nim alanini arttirmig, bir¢ok islem artik dijital
ortamdan gerceklestirilebilir hale gelmistir.
E-Devlet’in kullanim alanini arttirmasina pa-
ralel olarak islemlerini bu platform tGzerinden
gerceklestiren insanlarin sayisi da her gecen
yil daha da artmistir.

Elektronik ticaret alaninda gerceklesen ge-
lismeler ve dijital donustme uyum saglayan
23.07.2014 tarihli ve 910/2014 sayili Elekt-
ronik Kimlik Belirleme ve Guven Hizmetleri
Duzenlemesi Avrupa Birligi kapsamindakien
guncel duzenleme olarak karsimiza ¢ikmakta
olup, bu yonerge hentz tlkemizde karsiligini
bulmamistir.
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Since the beginning of the 2000s, the tech-
nology which has been developing at a great
pace compared to the previous years is meet-
ing with legal regulations both in the world
and our country. In this context, the necessity
of legislative regulations in the e-signature
field in the direction of digital transformation,
which has increased its speed especially af-
ter the Covid-19 pandemic emerged. For
the relevant legislative regulations to be up-
dated in our country, it is crucial to establish
an e-signature regulation that will cover the
developments that have taken place until to-
day, in line with Electronic Identification and
Trust Services Regulation dated July 237,
2014 and numbered 910/2014, in terms of
the necessity of having a contemporary leg-
islation that meets this purpose.

E-IMZA ALANINDAKiI ULUSAL DUZENLEMELER
VE AVRUPA BIRLIGI DUZENLEMELERI

iki binli yillarin baslangicindan itibaren daha
eskiyillara kiyasla buyuk bir hizla gelisen tek-
noloji, gerek dunyada gerekse de tulkemizde
yasal duzenlemeler ile karsilik bulmaktadir.
Bu baglamda 6zellikle de Covid-19 Pandemi-
si sonrasi hizini arttiran dijital dontusum nede-
niyle e-imza alanindaki yasal duzenlemelerin
de bu dogrultuda duzenlenmesi gerekliligi
ortaya ¢tkmistir. Ulkemizde guincellenecek il-
giliyasalduzenlemelericin 23.07.2014 tarihli
ve 910/2014 sayili Elektronik Kimlik Belirleme
ve Guven Hizmetleri Duzenlemesi dogrultu-
sunda gunumuze kadar gergeklesen gelis-
meleri kapsayacak bir e-imza duzenlemesi
hazirlanmasi cagdas ve ihtiyaclar karsilayan
bir mevzuata sahip olma gerekliligi acisindan
buyuk 6nem arz etmektedir.

MAKALELER

ULKEMIZDE DIiJiTAL-
LESME ADINA HAYATA
GECIRILMIS OLAN E-DO-
NUSUM TURKIYE PROJE-
Si ILERLEYEN YILLARDA
E-IMZANIN KULLANIM
ALANINI OLDUKCA ART-
TIRMISTIR. BU PROJENIN
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E-DEVLET YILLAR ICIN-
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LESTIRILEBILIR HALE
GELMISTIR.
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